DEPARTMENT OF DEFENSE

1. CLEARANCE AND SAFEGUARDING

a. FACILETY CLEARANCE REQUIRED

CONTRACT SECURITY CLASSIFICATION SPECIFICATION | TOP SECRET
{The requirements of the DoD Industriial Security Manual apply
to all security aspects of this effort ) b. LEVEL OF SAFEGUARD REQUIRED
NONE
2. THIS SPECIFICATION IS FOR: (X and complete as appficable) 3. THIS SPECIFICATION 1S: (X and complela as applicable)
a. PRIME CONTRACT NUMBER ) DATE {YYYYMMDD)
. . ORIGINAL (Complefe data in aif
X o1 6PCO00GO X2 (Complele date in aif cases) 20160229
b. SUBCONTRACT NUMBER b. REVISED REVISION NO. DATE {YYYYMMOD)
{Supsrcedes all
previous specs)
3 : 316}
¢. SOLICITATION OR OTHER NUMBER | DUE DATE (YYYYMMDD) 6. FINAL (Complefe tom 5in all cases) DATE {Y¥YYMMDD)

4. IS THIS A FOLLOW-ON CONTRACT?

Classified material received or generated under

|YES l}( NO  If Yes, complete the following:

{Fracading Confract Number} is fransferred to this follow-on contract,

5. |18 THIS A FINAL DD FORM 2547

In response ko the confractor's request dated

|YES x ’NO If Yes, complete the following:

, retention of lhe classified material is authonized for the period of

6. CONTRACTOR (Mnclude Commercial and Government Entify (CAGE) Codea)

a. NAME, ADDRESS, AND ZiP CODE b, CAGE CODE c. COGNIZANT SECURITY OFFICE {Name, Address, and Zip Code)
Schafer Corporation oaMaQ27 Alexandrial Field Office

381§ N, Fairfic Dr,, Ste, 400 Email: Crystaleity 1OFCK 1{@dss.mil

Arkington, VA 22203 Phone: 5771-551-7920

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CORE b. CAGE CODE ¢ COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
8. ACTUAL PERFORMANCE

a. LGCATION b. CAGE CODE o COGNIZANT SBECURITY OFFICE (Mama, Addrass, and Zip Code)
Defense Advanced Research Projects Agency {DARPA)

675 N. Randelph 5t.

Arlington, VA 22203

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Biological Technologies Office - Systems, Engineering, and Technical Assistance Support

10. CONTRACTOR WILL REQUIRE ACCESS TC: |vesinC{ 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES] NO
HONS SEGU MG MATION a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S

8. COMMUNICAHONS SECURITY {COMSEC) INFORMAT X FACIITY OR A GOVERNMENT ACTIITY X
b RESTRIGTED BATA ¥ { k. RFOFIVF GIARSIAIED DCCUMENTS ONLY =
i CRITICAL NUCLEAR WEAPON DESISN INFORMATION ¥ {1 e RECENVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESIRICTED DAIA & FABRICATE, MGDIEY, CR §TORE CLASSIFIED HARDWARE X
¢. INTEELIGENCE INFORMATICH 6. PERIFORM SERVICES CNLY x

[t} Sencltive C | 1 Informakion (ST " I HAVE ACCESS To LS. CLASSIFIED INFCRMATION QUTSIDE THE LS, PUERTO RICO, 2.8, POSSESSIONS %

" AND 1)
} BE AUTHORIZED TO USE THE SERVIGES OF DEF ENSE TECHNICAL INFORMATION CENTER (OTIT) OR GTHER
{2} Non-5Ci X ¢ X
SECOMDARY DNSTRISUTION GENYER

f. SPECIAL AGCESS INFORMATION x . REQUIRE A COMEES ACCOUNT X
g NATOINFORMATIDN X | i HAVE TEMPEST REQUIREMENTS X
h. FORFIGH GOUFRNMFNT INFORMATION X | i HAVE OPERATIONS SECURITY {QPSEC) REQUIREMENTS X
I LIMITED DISSEMINATION INFORMATION ¥ | v BEAUTHORIZEC TO USE THE CEFENSE COLRIER SERWCE X
j. FOR OFFICIAL USE ONLY INFORMATION X £. OTHER (Sperify)
K OTHER {Specdy)
ACCM 5% X

DD Form 254, DEC 1859

Designed using Adobe, DARPASSO
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42, PUBLIC RELEASE. Anyinformalion {clessified or unclassifisd) pertaiing to this contract shali not ba retsased for public diasemination except as proviied
by the industria! Secusity Manual or valess ft has baen approvad for pubdlc release by appropriate U.S, Govemment autherily. Proposed public releases ahazl he

submitted far approval prior to releass D Direct . Through (Speciiy)

No information, except 2s provided in applicable U.S. Statutes, which is classified or unclussificd pertaining (o this contract shall be released for public dissemination
without prior written approval of DARPA,

to the Directorate for Freedom of [nformation and Security Review, Cffice of the Assistant Secratary of Defense (Public Affairs)® for review.
“in the cass of nor-Dol Usar Agendles, requasts far disclosure shelt be submitted to thel agenty.

T143. SECURITY GUIDANCE. The secusily clasaification guidance needad for this caselfied effor! is identified below. (F any dificulty is encountared [n applying

this guidance or if eny other contributing factor indicates & need for changes in (hie guidance, tha contractor |s authorized and snccuraged to provide recommendad
changas; ta chellenga guidance or the clasalfication assigned to any Information or material fumished or genermtad under this contract; and fo submift any

questiona for interpretalion of this guidanca to the official identified below. Pending final decision, the informatton nvolvad shall be handeled and protected al the
highast lave] of classification assigned or racommended. (Fill in as approprale for the clessifled offort. Attach, or forward untar separate corpspondoncs, eny
documanis/guides/axirmets reforanced herain. Add additionsl pagas as neetied fo provide complefe guidence.)

10a: Classified COMSEC information/matetial will be protected IAW DoD 5220,22-M. Access to classified COMSEC information requires &
final .S, Government clcarance at the sppropriete level. In accordance with DoD$220.22-M (9-407), further disclosure of COMSEC infornation
by a contractor, to include subcontracting, requires prior written approvat of the DARPA, Contracting Officer for Security Matters. (ref. DoD
5220.22-M {Ch 9, Sec 4)}

All Contractors performing on this contract shall abide by all current and applicable successor govemmental gmclmme Please contact yuur FS0,
PSO or PSR if any questions arise pertaining to the availability of these puidance documents.”

All Contractors performing on this contract shall abide by the Open Skies Treaty or other ULS, on-site treaty compliance obligations. 1n doing so,
the Contractor may be required to create and execute treaty complianca plans. These plans must be approved by the cognizant Program Security
Officer.

Reports of loss, compromise or suspected compromise shalt be provided to the appropriate DARPA Program Security Officer (P50} within 24
hours of the ircident, in addition te the reporling requirements to DSS outlined in the NISPOM.

All of the above security requirements, where applicable, will flow down to any subcontractors and consultants supporting this contract. Copics of
all subconiractor DD 254°s should be emuiled to the DARPA Classification Management Office @darpr.mil,

Bintogical Technologies Office POCs:[D)(6) |

—-See Continuation Sheet-—-

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addifion o 15M roquirermants, are establithed for ihis contract. u Yen ]_| No
(i Yes, ieniify the perfinent contrackeal cfeuses in the contract document itselt, or provide an appropriale stafement which identifias the
additonal requirements. Provide a copy of the requirsment to the cognizant secuiily office. Use llem 13 if edditional space is npedad.)
When information s controled by the United States Munitions List (USML), the contractor must abide by the Intemational Traffic Arms
Regulation (FTAR) requirentents. Program information shall be protecied in accordance with various DARPA and other agency security
classification guidance, to bo provided by cognizant DARPA PSO(s).

15. INSPECTIONS. Eloments of this contract are oufsice the inspaciion responsibiily of the cognizent sevurlly offica. [XT ves | J o
{ Yos, explain and igantity specic arsas or elemoants carved cud and the activily responaible for inspactions. Use ltem 13 if addffiona! space is needed }

DARPA is responsible for inspection of all SAP materinls under this contract. DIA is responsible for inspection of all SCI materials under this
contract, IAW the DARPA/DSS MOU dated June 20, 2013 DSWAN is under the security cognizance of DARPA and may inctude visits from
DARPA DSWAN security to validate the secure operating status,

16. CERTIFICATION AND SIGNATURE. Security requiremants stated herein are comploete and adequate for safeguarding the classifiod
information to be released or ganerated under this classiied offart. Al questions shall s refstrad to the officlal named balaw.

&. TYPED NAME QOF CERTIFYING QFFICIAL ] b, TITLE ¢. TELERPHONE (inciude Area Codd)
(b)(B) [)®)
d ADDRESS (incivde Zip Godg) 17. REQUIRED DISTRIBUTION
Defense Advanced Research Projects Agency (DARPA) | .
675 North Randolph Strect £ CONTRACTOR
e Arlineton, YA 22203 b. SUBCONTRAGTOR
(b)(6) £ COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

X
X
|} ¢ L5 ACTIMITY RESPONSIBLE FOR DVERSEAS SECURITY ADMINISTRATION
1] & ADMINISTRATIVE CONTRACTING OFFICER

W] 1 OTHERS AS NECESSARY

Designed using Adobe, CARPA/SSD




CONTINUATION SHEET FOR DD 254, CONTRACT SECURITY CLASSIFICATION SPECIFICATION

CONTRACT NUMBER
D16PCOG069

Block 13: {Continued)

10e(1): SCI Access required. The Birector, DIA and Director, DARPA, have exclusive security responsibility for SCI released to the cantractor or
developed under this coniract, Before releasing or providing SCI to contractor personnel, the GCA shall ensure that they are appropriately cleared in
accordance with 1CD 704, and they agree to follow controls and procedurcs for the proteetion, handling, and accountability of SCI. All activities
involving SCI (including discassions) shall be conducted in sensitive compartmented information facilitics (SCI1Fs). Physical sccurity standards for
SCIFs are contained in ICD 705 must be adhered fo. In accordance with DaD5220.22-M (9-3(4), written concurrence of the DARPA, Contracting
Officer for Security Matters is required prior to subcontracting, (ref. DoDBM5220,22-M (Ch 9, Sec 3))

10e(2): Access to Intelligence information is required for performance. ‘The Dircctor, DARPA, has cxclusive security responsibifily for Non-8Cl
released to the cantractor or developed under this contract. In accordance with DoD5220.22-M {9-304), written concurrence of the DART'A,
Contracting Otficer for Security Matters is required prior to subcontracting. (ref. DoBM5220.22-M (Ch 9, Sec 3))

10f: SAP aciivitics will be accredited, governed, maintained, marked and proteeted in aceordance wilh DoDM 5205.07-Volumes (1), (3) and (4);
and applicable references. and program security classification guides. Access to SADP information requires cmployces undergoe additional personne]
security screening and meet the SAP access standards delineated in the applicable Dol directives and policies. SAP inspections and security
oversight while in component facilities are under the cognizance of the DARPA SAPCO, as appropriate, The performer is required to submit an
accreditation package (Fixed Facility Checklists (FFC) and other applicable documents) and/or System Security Plans (SSP) to the responsible
DARPA PSO via “DFASTS.” Otherwisc, contact your PSO for submission instructions.

Effective May 1, 2015 Prograin Access Request {PAR} packages will be coordinated using the recently approved PAR and PSQ) templates. The
approved femplales can be found at hitp:/Awww.dss.anil/isp/templates. iiml.

All Special Aecess Program (SAP) accredited areas must meet the mininum physical and technical sceurity standards outlined in the DoD 5205.07
SAP Manual Volume 3 and its references in Enclosure 1, hefore receiving, generating, processing, using, ar storing SAT clagsified information, as
appropriate to the accreditation. New SAP accredited areas will be inspected by DARTA physical security prior to accreditation. Tn accordance
with DoDM 5205.07-V1 (11-1), DARPA PSO review is required prior fo release to subcontractors.

(ref. DoDM 5205.07-Volumes {1}, {3) and (43

10§: For Official Use Only (FOUQ) Information generated andfor provided under this contract shall be safeguarded and marked as specified in
DoD> Manual 5200.01 Volume 4, DoD Information Security Program.

10k: Alernative Compensatory Control Measures (ACCM) referenced on DARP A-associated contract DD Forms 234 arc established, controlled,
nanaged, and administered by non-T)ARPA Department of Nefense (DoD) entities. Access may he provided by DARDPA, but all guidance relating
to these ACCM procedures and reporting are the responsibility of the establishing Do) entity.

1Ec: The contractor requires access to classified source data up to and inchding Top Secret in supporl of the work effort. Classified material
generated in suppart of this contract shall be elassified in accordance with the soutce material used or DARI'A sccurity classification guidance,
which will be provided by the DARPA Program Security Cificer or the Program Security Representative. Automated information systemis must be
certified and accredited by the cognizant security agency prior to processing classified information for a DARPA program. Al personnel
performing Toformation Assurance (JAYeyberseeurity related duties on DARPA sccredited classified information systems shall meet the
requirements set forth in Dol §570.01-M “Information Assurance Workforce Improvement Program.™ All classilicd informaticn recetved or
generated under this contract is the property of the 1.8, Governmeni, At the termination or expiration of this contract, DARPA will be contacted
for proper disposition instructions, SAP information systems will require an authorization-to-operate using the Risk Management Framewark
(RMF) process oullined in {he “Joint Special Access Program (SAD) Implementation Guide (JSEG)”, Revision 3, dated October 9, 2013 {or
succossor document).

11j: The contractor nwust abide by guidance outlined in the DARPA Security Guide, as well as, the DARPA Baseline Agency OI'SEC Plan, which
will be provided by the PSO or PSR.

Pesigned using Adobe, DARPA/SS0O




DEPARTMENT OF DEFENSE 8. FACILITY CLEARANCE REQUIRED
CONTRACT SECURITY CLASSIFICATION SPECIFICATION |TOPSECRET
(The requiremenis of the DoD Industrial Securify Manual apply

1. CLEARANCE AND SAFEGUARDING

NONE

2. THIS SPECIFICATION IS FOR: (X and compiete as applicable) 3. THIS SPECIFICATIONIS: (X and complele as applicable)
8. PRIME CONTRACT NUMBER DATE (YYYYMMDD)

X | pispcoooss . ORIDINAE [Conin Sk 0 sy 20160229
b. SUBCONTRACT NUMBER B, REVISED REVISION NO DATE (YYYYMMDD)

X|  (suporcacesan 1 20160608

previous specs)

¢. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD) c. FINAL (C Jtern 5 in ol cases) DATE (YYYYMMDD)

Classified material received of generated under

4. IS THIS A FOLLOW-ON CONTRACT?

vas —l_)(_INO i Yes, complets the following:

(Preceding Contract Number) is transferred to this follow-on contract

S. IS THIS A FINAL DD FORM 2547

In response to the contracior's request dated

IYES |)( NO N Yes, compleie the following:
, retention of the classified material is authorized for the period of

8. CONTRACTOR (include Commercial and Govemnment Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE
Schafer Government Services, LLC
3811 North Fairfax Drive, Suite 400
Arlinglon, VA 22203

b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Addrass, snd Zip Code)
IMD27 Defense Security Service (DSS)

Alexandna | Field Office (10FCS1)

Crystalcity IOFCK 1@dss.mil

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE

b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Addmss, and Zip Code)

8. ACTUAL PERFORMANCE

a. LOCATION

675 N, Randolph St.
Arlington, VA 222032114

Delense Advanced Research Projects Agency (DARPA)

b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Biological Technologics Office (BTO) - Systems, Engineering, and Technical Assistance (SETA) support

10. CONTRACTOR WILL REQUIRE ACCESS TO: [vEs|no| 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: ves| no
— e T | | = OVEACCER 10 CLARSIFED W ORMATION GHLY AT ANGTHER CONTRACTORS -
b. RESTRICTED DATA X | » RECEVE CLASSIIED DOCUMENTS OMLY X
N NUCLEAR WEA EBIGH % | & RECEIVE AND GENERATE CLASSIFIED MATERIAL X
4 FORMERLY RESTRICTED DATA ¥ | & FADRICATE, MOD¥Y, OR STORE CLASSIFIED HARDWARE X
» INTELLIGENCE INFORMATION lé_; || + PERFORM SERVCES ONLY x
m s () X T WAVE ACCESS TO U 8. CLASSIFIED INFORMATION OUTSIDE THE U S PUERTO OGO, US. X
@) HensC: X o it -kl X
L. BPECIAL ACCESS INFORMATION X b, REQUWRE A COMEEC ACCOUNT x
3 HATD INFORMATION 2 | L HAVE TEMPEST REQUIREMENTS x
h. FOREIGH GOVERNMENT INFORMATION X | 1 HAVE OPERATIONS SECURITY (OPSEC) REQUAREMENTS X
L LIMITED DISSENSNATION INFORMATION X | L BE AUTHORIZED TO USE THE DEFENSE COURTER SERVICE x
| FOR OFFICIAL USE ONLY INFORMATION x L. OTHER {Speciy)
L. OTHER (Specty}
ACCM X
Designed using Adobe, DARPAISSO

DD Form 254, DEC 1999
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12. PUBLIC RELEASE. Any information (clessifled or unclassified) pertaiing to this contract shall not ba released for public dissemination except a3 provided
by the Industrial Security Manual or uniess it has been approved for public release by appropriate U.S. Government authority Proposed public releases shall be

submitted for approval prior 1o release ] Direct Through (Specify)

No information, except as provided in applicable U.S. Statutes, which is classified or unclassified pertaining to this contract shall be released for public dissemination
without prior written approvel of DARPA.

1o the Directorats for Freedom of Information and Security Review, Offics of the Aasistant Secretary of Defensa (Public Affairs)® for review
*in the case of non-DoD User Agencles, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classfied effort Is identified below. if any dificulty is encouniered in applying
this guidance or If any ather contributing factor indicates a need for changes in this guidance, the contracior is authorized and encouraged (o provide recommended
changes; 1o chalienge guidance or the classification assigned o any information or material fumished or penerated under this contract; and to submit any
questions for interpretation of this guidance to the official identified beiow. Pending final decislon, the informalion invoived shall be handeled and protected al the
highest level of classification assigned or recommended. (Fiff in as sppropriale for the classifiad effort. Aftech, or forward under separale comespondence, any
documenisiouidessextracis referenced herein. Add addifonal psges as needed fo provids compiefe guidance.)

Contract Number D16PC00069

All Contractors performing on this contract shall abide by all current and applicable successor governmental guidance. Please contact your FSO,
PSO or PSR if any questions arise pertaining to the availability of these guidance documents.

All Contractors performing on this contract shall abide by the Open Skies Treaty or other U.S. on-site treaty compliance obligations. In doing so,
the Contractor may be required to create and exccute treaty compliance plans. These plans must be approved by the cognizant Program Security
Officer.

Reports of loss, compromise or suspecied compromise shall be provided to the appropriate DARPA Program Security Officer (PSO) within 24
hours of the incident, in addition to the reporting requirements to DSS outlined in the NISPOM.

All of the above security requirements, where applicable, will flow down to any subcontractors and consultanis supporting this contract. Copies of
all subcontractor DD 254s should be emailed to the DARPA Classification Management Office[D)6)  |@darpa.mil.

BTO POCs:{()(6) |

Sec Continuation Page

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition fo ISM requirements, ars established for this contrect. | X] Yes || No
{if Yes, identily the pertinent contractusl clauses in the coniract document itself, or provide an sppropriste statement which identfies the
sdditional requirements. Provide a copy of the requirement o the cognizant secunily office. Use ltem 13 if additional space is neaded.)
When information is controlled by the United States Munitions List (USML), the contractor must abide by the Intemational Traffic Arms
Regulstion (ITAR) requirements. Program information shall be protecied in accordance with various DARPA and other agency security
classification guidance, to be provided by cognizant DARPA PSO(s). The Collateral Secret DARPA Secure Wide Area Network (DSWAN) will be
operated IAW the attached DARPA/DSS MOU dated June 20, 2013.
15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. IX] Yes [ ] Mo
(i Yes, explain and idenlify specific Breas or elements carved out and the sctivily responsible for inspections. Use ltem 13 if sddional space is needed )
DARPA is responsible for inspection of all SAP materials under this contract.
DIA is responsible for inspection of all SCI materials under this contract.
JAW the DARPA/DSS MOU dated June 20, 2013 DSWAN is under the security cognizance of DARPA and may include visits from DARPA
DSWAN security to validate the secure operating status.

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be refarred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE (inciude Ares Code)

b)(6) (b)(B) | b)(6)

d. ADDR{D)(6) 17. REQUIRED DISTRIBUTION

Defense ARPA) -

675 5 u. CONTRACTOR

Arli || b SUBCONTRACTOR
X c. COGMIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

[} || 4 US ACTMTY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
3| ® ADMINISTRATIVE CONTRACTING OFFICER
X| 1 OTHERS AS NECESSARY

DD Form 254 (Back), DEC 1999 Designed using Adobe, DARPA/SSO



CONTINUATION SHEET FOR DD 254, CONTRACT SECURITY CLASSIFICATION SPECIFICATION

CONTRACT NUMBER
D16PC00069

10a; Classified COMSEC information/material will be protected IAW DoD 5220.22-M. Access to classificd COMSEC information requires a final
U.S. Government clearance at the appropriate level. in accordance with DoD5220.22-M (9-407), further disclosure of COMSEC information by a
contractor, to include subcontracting, requires prior writicn approval of the DARPA, Contracting Officer for Security Matters, (ref. DoD 5220.22-
M (Ch 9, Sec 4))

10e(1): SCI Access required. The Director, DIA and Director, DARPA, have exclusive security responsibility for SCI released to the contractor or
developed under this contract. Before releasing or providing SCI to contractor personnel, the GCA shall ensure that they are appropriately cleared in
accordance with ICD 704, and they agree to follow controls and procedures for the protection, handling, and accountability of SCI. All activitics
involving SCI (including discussions) shall be conducied in sensitive compartmented information facilitics (SCIFs). Physical security standards for
SCIFs are contained in ICD 705 must be adhered to. In accordance with DoD5220.22-M (9-304), written concurrence of the DARPA, Contracling
Officer for Security Matters is required prior lo subcontracting. (ref. DoDM5220.22-M (Ch 9, Sec 3))

10¢(2): Access to Intelligence information is required for performance. The Director, DARPA, has exclusive security responsibility for Non-SCI
released to the contractor or developed under this contract. In accordance with DoD5220.22-M (9-304), written concurrence of the DARPA,
Contracting Officer for Security Matters is required prior to subcontracting. (ref. DoDM5220.22-M (Ch 9, Sec 3))

10f: SAP activitics will be accredited, governed, maintained, marked and protecied in accordance with DoDM 5205.07-Volumes (1), (3) and (4);
and applicable refcrences. and program security classification guides. Access to SAP information requires employces undergo additional personncl
security screening and meet the SAP access standards delineated in the applicable DoD dircctives and policies. SAP inspections and security
oversight while in component facilities are under the cognizance of the DARPA SAPCO, as appropriate. The performer is required 1o submit an
accreditation package (Fixed Facility Checklists (FFC) and other applicable documents) and/or System Sccurity Plans (SSP) to the responsible
DARPA PSO via “DFASTS.” Otherwise, contact your PSO for submission instructions.

Effcctive May 1, 2015 Program Access Request (PAR) packages will be coordinated using the recently approved PAR and PSQ templates. The
approved templates can be found at hitp://www.dss.mil/isp/templates.html.

All Special Access Program (SAP) accredited arcas must meet the minimum physical and technical security standards outlined in the DoD 5205.07
SAP Manual Volume 3 and its references in Enclosure 1, belore receiving, gencrating, processing, using, or stoting SAP classified information, as
appropriate to the accreditation. New SAP accredited arcas will be inspected by DARPA physical security prior to accreditation. In eccordance
with DoDM 5205.07-V1 (11-1), DARPA PSO review is required prior lo release to subcontractors.

{ref. DoDM 5205.07-Volumes (1), (3) and (4))

10j: For Official Use Only (FOUO) Information gencrated and/or provided under this contract shall be safeguarded and marked as specified in
DoD Manual 5200.01 Volume 4, DoD Information Security Program.

10k: Altemnative Compensatory Control Measures (ACCM) referenced on DARPA-associated contract DD Forms 254 are established, controlled,
managed, and administered by non-DARPA Department of Defense {DoD) entitics. Access may be provided by DARPA, but all guidance relating
to these ACCM procedures and reporting are the responsibility of the establishing DoD entity.

11e: The contractor requires access to classified source data up to and including Top Secret in support of the work cffort. Classified material
generated in support of this contract shall be classified in accordance with the source material used or DARPA sccurity classification guidance,
which will be provided by the DARPA Program Sccurity Officer or the Program Sccurity Representative. Automated information systems must be
certified and accredited by the cognizant security agency prior to processing classified information for a DARPA program. All personnel
performing Information Assurance (1AYcybersccurity related duties on DARPA accredited classified information systems shall meet the
requirements sct forth in DoD 8570.01-M “Information Assurance Workforce Improvement Program.” All classified information received or
gencrated under this contract is the property of the U.S. Government. At the termination or cxpiration of this contract, DARPA will be contacted
for proper disposition instructions. SAP information systems will require an authorization-to-operate using the Risk Management Framework
(RMF) process outlined in the “Joint Special Access Program (SAP) Implementation Guide (JS1G)”, Revision 3, dated October 9, 2013 (or
successor document),

11j: The contraclor must abide by guidance outlined in the DARPA Sccurity Guide, as well as, the DARPA Baseline Agency OPSEC Plan, which
will be provided by the PSO or PSR.

Designed using Adobe, DARPAJ/SSO



UNCLASSIFIED

1. CLEARANCE AND SAFEGUARDING
DEPARTMENT OF DEFENSE . FACILITY CLEARANCE REQUIRED
CONTRACT SECURITY CLASSIFICATICON SPECIFICATION | TOP SECRET
requirements of the DoD industrial Security Manual spply
L to all security aspects of this effort.) b. LEVEL OF SAFEGUARD REQUIRED
NONE
2. THIS SPECIFICATION IS FOR: (X and complete as applicabie) 3. THIS SPECIFICATION IS: (X and complete as applicable)
a. PRIME CONTRACT NUMBER . DATE (YYYYMMDD)
X | D16pCoooss % R LR RN 20160229
b. REVISED REVISION NO. DATE (YYYYMMDD)
b. SUBCONTRACT NUMBER X (Supercedes il b 20171{1 & )
previous specs)
¢. SOLICITATION OR OTHER NUMBER | DUE DATE (YYYYMMDD) e FINAL { i M DATE (YYYYMMDD)
4. 1S THIS A FOLLOW-ON CONTRACT? YES | X |NO If Yes, complete the following:
Classified material received or generated under (Preceding Contract Number) is transferred to this follow-on contract.
5. IS THIS A FINAL DD FORM 2547 YES | X |NO It Yes, compiete the following:
In response to the contractor's request dated . retention of the classified material is authorized for the period of

6. CONTRACTOR (Include Commercial and Govemment Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
Schafer Government Services, LLC 9M027 Alexandria | Field Office (IOFCS1)

3811 North Fairfax Drive, Suite 400 DSS. Alexandrial @mail mil

Arlington, VA 22203 571-551-7920

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
Defense Advanced Research Project Agency (DARPA)
675 N. Randolph St,

Arlington, VA 22203

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Biological Technologies Office - Systems, Engineering and Technical Assistance (SETA) Support

10. CONTRACTOR WILL REQUIRE ACCESS TO: |v¥ES|NO| 11, IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES| NO

&, COMMUNICATIONS SECURITY (COMSEC) INFORMATION x . :“"" ‘“’-‘::3: TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTORS *

b. RESTRICTED DATA X | b. RECEIVE CLASSIFIED DOCUMENTS ONLY X

c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | o RECEIVE AND GENERATE CLASSIFIED MATERIAL 5

d. FORMERLY RESTRICTED DATA X | 4 FABRICATE. MODIFY, OR STORE CLASSIFIED HARDWARE o

e. INTELLIGENCE INFORMATION s. PERFORM SERVICES ONLY %
m = 2 ormation (8C1) X T HAVE ACCESS 10 US. CLASSIFIED INFORMATION OUTSIDE THE U.S.. PUERTO RICO, U 5. POSSEBSIONS %
@ Nen-sCl X 3 BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR O %

1. SPECIAL ACCESS INFORMATION x h. RECUIRE A COMSEC ACCOUNT X

g. NATO INFORMATION X | i HAVE TEMPEST REQUIREMENTS X

h. FOREIGN GOVERNMENT INFORMATION X | I HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X

i LIMITED DISSEMINATION INFORMATION X | k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X

j. FOR OFFICIAL USE ONLY INFORMATION » | OTHER (Specdy)

k. OTHER (Spaciy)

*ACCM X x

DD Form 254, DEC 1999 UNCLASSIFIED

Designed using Adobe, DARPA/MSO



UNCLASSIFIED

12. PUBLIC RELEASE. Any information (classified or unclassified) pertaiing to this contract shall not be released for public dissemination except as provided
by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall be

No information, except as provided in applicable U S Statutes, which s classified of unclassified pertaining to this contract shall be released for public dissemination
without prior written approval of DARPA

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
“In the case of non-DoD User Agencies, requests for disclosure shall be submitted lo that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying
this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and enc ged to provide recommended
changes; to challenge guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any
questions for interpretation of this guidance to the official identified below. Pending final decision, the informaiton involved shall be handeled and protected at the
highest level of dassification assigned or recommended. (Fill in as appropnate for the classified effort. Aftach, or forward under separate correspondence, any
documents/guides/extracts referenced herein. Add additional pages as needed fo provide complete guidance.)

Contract # D16PC00069.

8a: The contractor is authorized to work at the following facility up to the Top Secret level.
(ref. DoDM5220.22-M (2-100a))

10a: Classified COMSEC information/material will be protected IAW DoD 5220.22-M. Access to classified COMSEC information requires a
final U.S. Government clearance at the appropriate level. In accordance with DoD5220.22-M (9-407), further disclosure of COMSEC information
by a contractor, 1o include subcontracting, requires prior writien approval of the DARPA, Contracting Officer for Security Matters. (ref. DoD
5220.22-M (Ch 9, Sec 4))

10e(1): SCI Access required. The Director, DIA and Director, DARPA, have exclusive security responsibility for SCI released to the contractor or
developed under this contract. Before releasing or providing SCI to contractor personnel. the GCA shall ensure that they are appropriately cleared
in accordance with 1CD 704, and they agree to follow controls and procedures for the protection, handling, and accountability of SCI. All activities
involving SCI (including discussions) shall be conducted in sensitive compartmented information facilities (SCIFs). Physical security standards for
SCIFs are contained in ICD 705 must be adhered to. In accordance with DoD5220.22-M (9-304), written concurrence of the DARPA, Contracting
Officer for Security Matters is required prior to subcontracting. (ref. DoDM5220.22-M (Ch 9. Sec 3))

10e(2): Access to Intelligence information is required for performance. The Director, DARPA. has exclusive security responsibility for Non-SCI
released to the contractor or developed under this contract. In accordance with DoD5220.22-M (9-304), written concurrence of the DARPA,
Contracting Officer for Security Matters is required prior to subcontracting. (ref. DoDM5220.22-M (Ch 9, Sec 3))

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addifion fo ISM requirements, are established for this contract. |X] Yes | | No

(If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropnate statement which identifies the

additional requirerents. Provide a copy of the requirement fo the cognizant security office. Use Item 13 if additional space is needed )
Program information shall be protecied in accordance with various DARPA and other agency security classification guidance, to be provided by
cognizant DARPA PSO(s).

15. INSPECTIONS. Elements of this contract are oulside the inspection responsibility of the cognizant security office. [X] Yes | | wo
(If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections. Use ltem 13 if additional space is needed.)

SAP: DARPA is responsible for inspectioo of all SAP materials uoder this contract.

SCI: DIA is responsible fur inspection of all SCI materials under this contract.

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

70 | 7o

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE (include Area Code)

d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION
Defense Advanced Research Project Agency

a. CONTRACTOR

b. SUBCONTRACTCR

c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

d U.S ACTIMTY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
e. ADMINISTRATIVE CONTRACTING OFFICER

X| f. OTHERS AS NECESSARY

X X] [X]

DD Form 254 (Back), DEC 1999
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UNCLASSIFIED

CONTINUATION SHEET FOR DD 254, CONTRACT SECURITY CLASSIFICATION SPECIFICATION
CONTRACT NUMBER
D16PCO0069

10f: SAP activities will be accredited, governed, maintained, marked and protected in accordance with DoDM 5205.07-Volumes (1), (3) and (4);
and applicable references. and program security classification guides. Access to SAP information requires employees undergo additional personnel
security screening and meet the SAP access standards delineated in the applicable DoD directives and policies. SAP inspections and security
oversight while in component facilities are under the cognizance of the DARPA SAPCO, as appropriate. The performer is required to submit an
accreditation package (Fixed Facility Checklists (FFC) and other applicable documents) and/or System Security Plans (SSP) to the responsible
DARPA PS via “DFASTS.” Otherwise, contact your PSO for submission instructions.

Effective May 1. 2015 Program Access Request (PAR) packages will be coordinated using the recently approved PAR and PSQ templates. The
approved templates can be found at http://www dss.mil/isp/templates.html.

All Special Access Program (SAP) accredited areas must meet the minimum physical and technical security standards outlined in the DoD 5205.07
SAP Manual Volume 3 and its references in Enclosure 1. before receiving. generating, processing, using, or storing SAP classified information, as
appropriate to the accreditation. New SAP accredited areas will be inspected by DARPA physical security prior to accreditation. In accordance
with DoDM 5205.07-V1 (11-1). DARPA PSO review is required prior to release to subcontractors.

(ref. DoDM 5205.07-Volumes (1), (3) and (4))

10j: For Official Use Only (FOUO) Information generated and/or provided under this contract shall be safeguarded and marked as specified in
DoD Manual 5200.01 Volume 4, DoD Information Security Program.

10k: Alternative Compensatory Control Measures (ACCM) referenced on DARPA-associated contract DD Forms 254 are established, controlled,
managed, and administered by non-DARPA Department of Defense (DoD) entities. Access may be provided by DARPA, but all guidance relating
1o these ACCM procedures and reporting are the responsibility of the establishing DoD entity.

11a: Contractor performance is restricted to another contractor’s lacility or Government facility. Contractor has NO storage requirement. DARPA
or prime contractor will provide security classification guidance for the performance of this contract.

11¢: The contractor requires access to classified source data up to and including Top Secret in support of the work effort. Classified material
generated in support of this contract shall be classified in accordance with the source material used nr DARPA security classification guidance,
which will be provided by the DARPA Program Security Officer or the Program Security Representative. Automated information systems must be
certified and accredited by the cognizant security agency prior to processing classified information for a DARPA program. All personnel
performing Information Assurance (IA)/cybersecurity related duties on DARPA accredited classified information systems shall meet the
requirements set forth in DoD Directive 8140.01, "Cyberspace Workforce Management.".” All classified information received or generated under
this contract is the property of the U.S. Government. At the termination or expiration of this contract, DARPA will be contacted for proper

disposition instructions.

11j: The contractor must abide by guidance outlined in the DARPA Security Guide, as well as, the DARPA Baseline Agency OPSEC Plan, which
will be provided by the PSO or PSR.

All Contractors performing on this contract shall abide by all current and applicable successor governmental guidance. Please cantact your FSO,
PSO, or PSR if any questions arise pertaining to the availability of these guidance documents.

All Contractors performing on this contract shall abide by the Open Skies Treaty or other U.S. on-site treaty compliance obligations. In doing so,
the Contractor may be required to create and execute treaty compliance plans. These plans must be approved by the cognizant Program Security
Officer.

Reports of loss, compromise, or suspected compromise shall be provided to the appropriate DARPA Program Security Officer (PSO) within 24
hours of the incident, in addition to the reporting requirements to DSS outlined in the NISPOM.

All of the above security requirements, where applicable, will flow down to any subcontractors and consultants supporting this contract. Copies of
all subcontractor DD 254°s should be emailed to the DARPA Industrial Security Office (2)(6) ddarpa.mil.

Biological Technologies ()I’ﬁcer)(S) |

UNCLASSIFIED
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UNCLASSIFIED

CONTINUATION SHEET FOR DD 254, CONTRACT SECURITY CLASSIFICATION SPECIFICATION

CONTRACT NUMBER
D16PC00069

SAVANNAH is the DARPA SAP enterprise information system solution and may be deployed for program support. SAVANNAH can be used to
extend existing program networks to improve secure information flow between DARPA and performer sites via a “Single Level Connection.” An
evaluation of performer requirements concerning “Single Level Connections™ is required for prudent use of SAVANNAH capabilities. DARPA
AO/DAOs and SCAs will provide guidance on Single Level Connection capabilities and the “Connection Approval Package (CAP).”

SAP information systems will require an authorization-to-operate using the Risk Management Framework (RMF) process outlined in the “Joint
Special Access Program Iinplementation Guide (JSIG), dated April 1, 2016 (or successor document).

SAP information systems utilizing Windows as their operating system must utilize the Windows 10 solution. Information regarding the correct
Windows 10 version or its successor will be disseminated by the DARPA PSO or your Cybersecurity System Control Assessor (SCA).

Data Transfers: Data transfers will be performed IAW the processes and procedures outlined in the “DARPA Data Transfer SOP,” April 11, 2016,
Version 1.4 (or most recent version).

Media Encryption: After October 1, 2017, all portable SAP media must be encrypted. Encryption of Data at Rest shall be implemented on SAP IT
TIAW DoD SAP CIO specified system type deadlines using NSA approved or FIPS 140-2 compliant products.

SAP IT Disposition: The disposition (e.g., sanitization, destruction and release) of SAP IT by contractors will follow the guidelines outlined in
“OSD SAPCO, Disposition of DoD Special Access Program Information Technology Devices,” July 27, 2017, to include any follow on OSD
SAPCO or OSD SAP CIO guidance or directives that supersede this memorandum. DARPA will keep industry partners updated through their
PSOs to ensure most current OSD Directives or Instruction flow down.

SAP IT Assessments will be required of DARPA accredited SAP IT systems. Assessments include but are not limited to the SAP IT Census and
SAP IT Scorecard. These assessments are critical in ensuring the size, scope, and complexity of our SAP IT systems are properly recorded,
managed, and supported.

Additional SAP related security policy documents may be disseminated via the DARPA PSO IAW applicable statutes, Executive orders, cognizant
security agency directives, instructions, manuals, regulations, and memorandums. When this documentation is modified, revised, supplemented,
changed or reissued, it constitutes implementable security guidance [AW established effective dates. In cases of doubt over the specific provisions,
the contractor should consult the PSO and the Contracting Officer before taking any action or expending program-related funds.

Prime Contractors are required to flow down applicable security policy to their sub-contractors as soon as possible, not 1o exceed 30 calendar days,
of receipt of this guidance.

UNCLASSIFIED
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1. CLEARANCE AND SAFEGUARDING
DEPARTMENT OF DEFENSE a. FACILITY CLEARANGE REQUIRED
CONTRACT SECURITY GLASSIFICATION SPECIFICATION | 1op SECRET
{The remments of the DoD industriel Sec Manual
gl m":ﬂ s;curﬂy aspects of this ,ﬂo"”,% ol b. LEVEL OF SAFEGUARD REQUIRED
NONE
4. THIS SPECIFICATION 1S FOR: (X and campiele as applicable) 3. THIS SPECIFICATION IS: [X and complate as spplicabhe)
a. PRIME CONTRACT NUMBER . DATE {YYYYMMDE)
. ORIGINAL {Gompiste date in ail cases
X Drepcomnss K | 5. ORIGINAL (Compieo datoinatcases) | 304 04ng
b. REVISED REVISION NO. DATE (YYYVYMMDD) :
b, SUBCONTRACT HUMBER (Supsrosdas al vy ) :
previous specs) '
G. SOLICITATICN OR OTHER NUMBER DUE DATE {¥YYYMMLD) o. FINAL {Complefs ilam §in aff coses) DATE (YYYYMMDD)
4. 1S THIS A FOLLOW-ON CONTRACT? IYES ‘ % l NO i Ve, complete the following:
Classified material received or generated under {Preceding Coniract Nurbes) 8 tanasfemed to this foliow-on contract,
5. 1S THIS A FINAL DD FORM 2847 [ I YES i % I NO If Yes, complete the following:
{n reaponsa ko the contractor's request dated , relention of the classified matedal is authorized for the peviod of
6. CONTRACTOR (Include Commercial and Govemment Enlity (CAGE) Coda}
e. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Addrass, and Zip Cods)
Rooz Allen Hamiltor: 17038 Chantillyt Field Office
B283 Greensbaro Dr. Email: CHANTH.LY.IOFCCL@DSS . MIL
MecLean, VA 22102 : Phore; TH3-428-0018
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE o. COGNIZANT SECURITY OFFICE {Name, Atiress, and Zip Codo)
8. ACTUAL PERFORMANCE
A, LQCATICIN b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE {Name, Addmss, and Zin Code)
Defense Advanced Research Projects Agency (DARPA} .
675 N. Rando!ph St.
Arlingtan, VA 222063
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Biological Technologics Office - Sysiems, Engineering and Technical Assistance Support
10. CONTRACTOR WILL REQUIRE ACCESS TQ: |ves|nof 44, IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES| ND
o, COMMUMCATIONS BECURITY {COMEEC) INFORMATION % a ;‘::Fuﬁ?:i ;o GLAGSIFIED INFORMATION OHLY AT ANOTHER CONTRACTOR'S %
b. RESTRICTED DATA % | b. RECEIVE CLASSIFIED DOCUMERTS ONLY »
€ CRITICAL KLKLRAR WEAPCH DESIGH INFORMATION X | ¢ RECENVE AHD-GENERATE CLASSIFIED MATERIAL b4
d. FORMERLY RESTRICTED DATA & FAHRICATE, HODIFY, OR STOHE CLASFIED HARDWARE b 4
4, INTELLIGENCE INFORMATION . PERFORE SERWVCES QMY x
P ———rT T FAVE ACESS rnualma.mm "
praromrys e weRvices o7 CEFISE VEOTNIGAL WOV OR GETER BT OROTRER] | ¢
SECONDARY PSTRIBUTION CENTRR
1. SPECIAL ACCESS NFORMATION . REGINRE A oM SEC ACCOUNT b4
0 NATO {NFORMATION X F & HAVE TEMPEST REGUIREWENTS b 4
. FOREXGN BOVERNMENT THEORMATION ¥ | 3 HAVE OPERMITOND SECURITY IOPEES) REGUIREMENTG x
L LIMITED DISSEMMATHON INEORMATION ¥ 1 & BE MITHORIZED TO USE THE DEFENSE COURIER SERVICE b 4
} FOR OFFICIAL USE DMLY INFDRMATION » 1. GTHER {Snscty}
b OTHER (Spaeay)
% b4
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12, PLUBLIC RELEASE. Anyinformation {classifiad or unclassified) pertaling to this contract shafi nat ba released for publia dissemnination skospt as provided
by the indusirial Security Manual or unlees it hea been appmvod for public relaase by oppropriate .5, Govermment awthonty. Propossd public releasos ahall be

submitted for approval prior lo release D Direct Thraugh (Speciy}

Mo information, éxcept as provided in spplicable U.8. Statutes, which is classified of unclassified pertaining to this contract shall be relzased for public dissemination
without prior written approval of DARPA,

to the Directorate for Freadom of Informuatien and Security Review, Offica of the Asslstant Secretary of Defense (Public Affaire)* for review,
“In the case of non-DeD Usar Agencloe, reguaste lor dinclesure shall be submifted to that sgency.

13. SECURITY GUIDANCE. The secusity classification guidance needsd for this classified offort is idontified below i any difficuity I8 encountersd in applying
this guldance or if any cther centributing facter ndicates a need for changes in thia gukdance, the contractor (s authorized and ey ged to provide e d
chengos; to chalfangs guidanca or the clagsiiication assigned Lo any information or materal fumishad or gensrated under ihis contract; end to submtl any
quaskions for intarpretation of this guidence fo the officlal Identliiad batow. Pending final decision, the infarmakion invelved ahall he handeled and prolected at the
highaest Isvel of clasatfication assigned or recommended. (A it a3 appropriate for the classiffed effort. Altach, or forwerd under separefs comespoirience, any
docurnents/guides/axtracts referenced hersin. Add additional pages es nestled fo provide complete guidance.)
10a: Classificd COMSEC information/material will be protected IAW DoD) 5220.22-M, Aceess to classified COMSEC information requires a
final U.S. Government ¢lcarance at the appropiiate level, Tn accordance with DoD5220.22-M (9-407), further disclosure of COMSEC information
by a contractor, to include subcontracting, requires prior written approval of the DARPA, Cantracting Officer for Security Matters. (ref. Dol}

5220.22-M (Ch 9, Scc 4))

All Contractors performing on this contract shall abide by all current and applicable successor govemmental guidanoe Please contact yeur F80,
PSO or PSR if any questions arise pertaining to the availability of these guidance documents,”

All Cowtractors performing on thig contract shall abide by the Open Skics Treuty or other U.S. on-sile treaty compliance obligations, ln doing so,
the Conlractor mey be required to create and execute treaty compliance plans, These plans must be approved by the cognizant Program Security
Officer.

Reponts of loss, campromise or suspected compromise shall be provided to the appropriate DARPA Program Security Officer (PSO) within 24
hours of the incident, in addition te the reporling requirements to DSS outlined in the NISPOM.

All of the above securily requireinents, where applicable, wilt flow down to any subcontractars and ennsultants supponiing this contract. Coples of
gl subcontractor DI 254°s should be emaziled ta the DARPA Clagsification Management Office, sid-clasmgmt@darpa.mil.

Biological Technologies Office POCs:[(0)(6) |

-—-See Continuation Sheet-—-

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition fo /SM requirsmants, ere astablished for this contract. Yes || No
{if Yos, iventity the partinont contractual clauses in the conlract document fisel, or provide an eppropdate stafemen! which identifies the
additions! recuiremenls. Provide a copy of the requirpment to the cognizant securily office. Use ltam 13 if additonal spaca is needed.}
When information is vontrolled by the United States Munitions List (USML), the contractor must abide by the International Traffic Aros
Reguiation (ITAR) requirements. Program jnfacmation chall be protected in aecordance with various DARPA and other agency security
classification guidance, to be provided by cognizant DARPA PSO(s).

15. INSPECTIONS. Elements of this coniract are oulside the inspection rosponsibikly of the cogrizan! securily office, Yoa | [ No

{if Yoa, explain and identfy specific ames or eloments carved cut and the ectivity responsibia for inspections. Use tem 12 if sacifonal space is neadad )
DARPA is responsible for inspection of all SAP materials under this contract, DIA is respansible for inspection of all SCI materials under this
contract. JAW the DARPA/MSS MOU dated June 20, 2013 DSWAN is under the sacunty cognizance of DARPA a.mi may inclede visits from
DARPA DSWAN security io validate the secure operating status.

18. CERTIFICATION AND SIGNATURE. Security roequiremonts atated herein are complete and adaquate for safeguarding the ciaseified
Information to be refeased or generated under this classitiad oflart. Al questions shall be referrid to the officlal named balow.

8. TYPED NAME OF CERTIFYING OFFICIAL I b, TITLE I & TELEPHQNME fincluda Area Coda)
(b)(6)

d. ADDRESS (fnciude Zip Cods) 47. REQUIRED DISTRIBUTION

Defense Advanced Rescarch Projects Agency (DARPA)

675 Nosth Randolph Street 4 CONTRACTOR

Arlin lon, VA 22203 . SUBLONTRACTOR

| | d U5 ACTIVITY RESPDNSIBLE FOR OVERSEAS SECURITY ADM LN1SYRJ\'i‘ION
4. ADMINISTRATIVE CONTRACYING OFFICER

[
(| & COGMIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
X
X

{ OTHERS AS NECESSARY

Dealgned using Adobe, DARPASE0




CONTINUATION SHEET FOR DD 254, CONTRACT SECURITY CLASSIFICATION SPECIFICATION
CONTRAGT NUMBER
D16PCCO068

Block 13: {Continued)

10e(1): SCI Access required. The Director, DIA and Director, DARPA, have exclusive security responsibility for SCI released to the contractor or
developed under this confract, Before releasing or providing SCI to contractar personnel, the GCA shall ensurc that they are appropriately cleared in
accordance with [CD) 70, and they agree ta follow contrals and procedures for the protection, handling, and accountability of SCI, All activities
involving SCI (including discussions) shall be conducted in sensitive compartmented information facilities (SCIFs). Physical security standards for
SCIFs are cantained in ICD 705 must be adiered to, In accardance with DoD5220,22-M (9-304), wrilten concurrence of the DARPA, Contracting
Officer for Security Malters is required prior to subcontracting. (ref. DoDM5220.22-M (Ch 9, Sec 3)}

10e{2): Access te Intelligence information is required for performance. The Director, DARPA, hias exclusive sccurity respongibility for Nonr-SC1
frelensed to the contractor or developed under this contract. In accordance with DoD5226.22-M (9-04), written concirrence of the DARPA,
Confracting Officer for Security Matiers is required prior to subcontracting. (ref. DoDM5220.22-M (Ch 9, Sec 1))

16f: SAP activities will be accredited, govemncd, maintained, marked and protected in accordance with DaDM 5205.07-Volumes {1, (3) and (4);
and applicable referonees. and program security classification guides. Access to SAP information requires employees undergo additional personnet
security screening and meet the SAP access standards delinented in the applicable DoD) directives ard policies. SAP inspections and security
oversight while in component facilitios are under the cognizance of the DARPA SAPCO, as sppropriate. The performer is required to submit an
accreditation packago (Fixed Facility Cheeklists (FFC) and other spplicable documents) and/or System Security Plans {(SSP) to the responsible
DARPA PSO via “DFASTS.” (herwise, contact your PSO for submission instructions.

Effective May 1, 2015 Progrum Access Request (PAR) packages will be coordinated using the recently approved PAR and PSQ templates. The
approved tcroplates can be found at http:/www.dss.miliispAcmplates. itml.

Al Special Access Program (SAP) acercdited arcas must meet the minimum physical and technical secutity standards outlined in the Doy 5205.07
SAP Manual Volume 3 and its references in Enclosure 1, before recpiving, generating, processing, using, or storlng SAP ctassified information, as
appropriate to the acereditation. New SAP accredited arcas wifl be inspected by DARPA physical security prior 1o accreditation. In eccordance
wilh DoDM 5205.07-V1 (11-1), DARPA PSO review is required prior to release to subcantractors,

(ref. DoDM 5205.07-Volumes (1}, (3) and {4)).

10j: For Official Use Only (FOUO) Information genernted aad/or provided under this cortract shall be safeguarded and marked as specified in
DoD Manual 5200.01 Volume 4, DoD Information Security Program.

1l¢: The contractor requires access to classified source data up to and including Top Secret in support of the work effert. Clagsified material
generated in support of this contract shall be classified in accordance with the source material used or DARPA security classification guidance,
which will be provided by the DARPA Program Security Officer or the Program Security Representative. Automated information systems must be
certified and accredited by the cognizant security agency prior to processing ctassified information for s DARPA program. Al personnel
performing [nformation Assurance (JA¥cyber security related duties on DARPA accredited classified information systems shall meet the
requirements set forth in DeD 8570.01-M “Information Assurance Workforee Improvement Program.” All classified information received or
generated under this contract is the property of the U.S. Government. At the termination or expiration of this contract, DARPA will be contacied
for proper disposition instructions. SAP information systems will require an authorization-to-operate using the Risk Management Framewark
{RMF) process ouilined in the “Joint Special Access Program (SAP) Implementation Guide (JSIGY”, Revision 3, dated October 9, 2013 (or
successor document),

Ref 11j: The coniractor must abide by guidance sutlined in the DARPA Security Guide, as well as, the DARPA Baseline Agency OPSEC Plan,
which will be provided by the PSO or PSR,

Designad wsing Adobe, DARBAISS0
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UNCLASSIFIED // FOR OFFICIAL USE ONLY
1, CLEARANCE AND SAFEGUARDING

a FAGILITY GLEARANCE REQUIRED
I'OP SECRE]

DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION

requi ts of the DoD ial Sec 4 apply
o to afl security aspects of this eﬂm b LEVEL OF SAFEGUARD REQUIRED
NONE

2. THIS SPECIFICATION IS FOR: (X and compiete as appliceble} 3. THIS SPECIFICATION IS: (X and compiete as applicabie)

a PRIME CONTRAGT NUMBER . DATE (¥YYYMMDD)

i {5
b4 Di6PC00ES a. ORIGINAL (Complofe date in af cases) s
b SUBCONTRACT NUMBER X B ?SEU‘:.SEU . REVISION NO DATE (YYYYMMOD]
mwm‘“’“w 1 171017

€ SOLICITATION OR OTHER NUMBER | GUE DATE (YYYYMMDD) o FIAL: (ol iy i o covond DATE {YYYYMMDD)
4. ISTHIS A FOLLOW-ON CONTRACT? | YES l xj NO It Yes. complate the following
Classihed matenal or g d under (Fore g Contract Number) is 10 this follow-on contract

5. IS THIS A FINAL DD FORM 2547

L JYES [X IND it Yos, complate the fallowing:

'lwiinpormdul

in response fo the contractor's requestdated — s of the classified material is
6. CONTRACTOR { fe C ial and G { Entity (CAGE) Coue)
a NAME ADDRESS. AND ZIP CCDE b, CAGE CODE ¢ COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

Booz Allen Hamilton
#2813 Greensbhoro Dr
Mclean, VA 22102

17008 Chanilly Field Office
Fmail Chantilly TOFCC T DSS il
Phone: T03-428-0018

7. SUBCONTRACTOR

Diefense Advanced Research: Proiect Agency {DARPA)
£75 N Randolph St
Arlingion, VA 22203

8. NAME, ADDRESS. AND ZiP CODE & CAGE CUDE €. COGNIZANT SECURITY OFFICE (Name. Address. and Zip Code!
£. ACTUAL PERFORMANCE
a LOCATION b. CAGE CODE o COGNIZANT SECURITY OFFICE (Name. Address. and Zip Code]

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Biological Technologies ()fice - Systems. Engmeenng and Techmcal Assistance Support

10. CONTRACTOR WILL REQUIRE ACCESS TO: |¥s|no | 11, IN PERFORMING THIS CONTRACT, THE CONTRACTOR WiLL: YES| NO
= Sp— % W HAVE ACCTED T0 CLASSIFIED INFORMATION DNLY AT ANGTHER CONTRACTOR'S %
7, A NWENT AC

B RESTRICTED DATA 3 | v RECENE CLABSIFIED DOCUMENTS ORLY x

& CRMCAL ¥ | o RECENE oL x

4 FORMERLY RESTRICTED DATA W 1 4 FABRIZATE MOCIFY OR STORE CLASKIFISD HARDNNARE x

5. INTELLIGENCE SFORMATICN g ~ PERFOAM SERVIGES ONLY »
[Ty T TE—"—— 'X T TR ACEERS T U 5 CLARST W I GRMATIGN GUTSIDE THE U, PUBRTO RIGO, U S POSSEES0NS %
@ biam BC1 ® w BE a T _uﬁ LB OF CEFENSE TECHNICAL INF THOM CEMTER §OTiC) OR ®

' SPECIAL ACCESS INFORMATION e b REGLIFL A COMIES ACCOUNT "3

B NATO INFORMATION x|+ HAVE TRMPERT REQUIREMENTS b 4

. FORENGN GOVERNUENT BFORUATION ® | i Have o BEGURITY (PSEC) ] x

i LIMTED DNSSEMIMATION BIFOTRMATION 3 | & BE AUTHORIZED TO LSS THE DEFENSE COURIER SERVICE X

§ FOR DFFICIAL LISE DMLY BN ORMATION X | GTHER {reify)

L OTHER [3psce)

*ACCM . x

DD Form 254, DEC 1999
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16. CERTIFICATION AND SIGNATURE. Swunly requirements stated hereln are pleta and ad for saf g the classified
infi lon to be rel org d under this classified effort. All questions shall be referred to the official Mmﬂ below.
8. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢ TELEPHONE finciude Area Cods)
(0)6) b)(6) | [®)E)
4. ADDRESS (Inciude Zip Code) 17. REQUIRED DISTRIBUTION
(b)(®) -
%] @ CconTRACTOR
|| b SUBCONTRACTOR
x| v o SECURITY OFFICE FOR PRINE AND SUBCONTRACTOR
__| 4. US ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINSTRATION
X| o ADMINISTRATIVE CONTRACTING OFFICER
X| 1. OTHERS AS NECESSARY

UNCLASSIFIED // FOR OFFICIAL USE ONLY

12. PUBLIC RELEASE. Any information {classified or unclassified) periaiing to this contract shall not be for public i i excapl as p
by the industrial Security Manus! or unless it has been approved for public rdease by appropriate U.S. G ity. Prop public shad be
submitied for approval prior to release D Direct . Thraugh (Specify)

No information, except as provided in applicable U S Statutes, which i3 classified of unclassified pertaining to this shali be released for public di

‘without prior written approval of DARFPA

to the Directorate for Freedom of Information md mm Review, Office of the Asslstant Secredary of Defense (Public Affairs)” for review.

“in the case of non-Dol User 1 4 shall be | ip that ageney.
13. SECURITY GUIDANCE. Tne security cinsaification guictance nseded for this classified effart is identified below. I any difficulty is ntered in applying
mhgiﬁﬂwl-wmr g tacior indicat anml’ov hanges in this g the is and ged lo provide recommended
ge g of the d 1o any ion or material furnist ted under this and ko submit any
Inr' of this gui bhdﬂdﬂﬂmllﬂodhm Pending final decision, the |nhﬂmllnn shall be and p atthe
h!ghnllmd' igned (Fiil in as app: for the clessiffed effort. Altach whmmulpwmmm any
Puic Iracts ref Mrm Add addifional pages #s needod fo provide complile guidancn. )

Ba: The contractor is authorized to work at the following facility up to the Seeret/'TS level,
(ref. DoDM5220.22-M (2-100a))

10a: Classified COMSEC infi ion/material will be | 4 IAW Dol) 5220,22-M. Access to classified COMSEC information reqnires a
[inal U.S. Government clearance at the appropriate leve

10e(1): SCI1 Access required. The Director, DIA and Dircctor, DARPA, have exclusive security responsibility for SCI released to the contractor or
developed under this contract. Before releasing or providing SC1 to contractor persannel, the GCA shall ensure thal they are appropriately cleared
in accordance with 1CT) 704, and they agree to follow controls and procedures for the protection, handling, and sccountability of SCL. All activities

involving SCI (including di ions) shall be conducted in sensitive compartinented information facilities (SCIFs), Physical security standards for
SCIFs are mmmd in I(. D 705 must 1:: adbered to, In accordance with Dal25220.22-M (9-304). written concurrence of the DARPA, Contracting
Officer for S y Matters is required prior to sul acting. {ref. DoDM5220.22-M (Ch 9, Sec 3))

10e(2): Access to Intelligence infonmation is required for performance. The Director, DARPA, has exclusive security responsibility lor Non-SCI
released to the contractor or developed under this contract. In lance with DolD3220.22-M (9-304), written concurrence of the DARPA,
Contracting Officer for Security Matters is required prior to sub ting. (rof. DoDM5220.22-M (Ch 9, Sec 3))

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, madmm:suwmmmmmssmmmmm X[ Yee [ | Wo
(¥ Yes. identfy the perfinent confraciusl clauses in the conlrac! document iself, or provide an app winich i
adciional requirernenis. Provide & copy of the requirement fo the cognizant security ofice, Use llem ‘.'Waddlﬁmafqpaomsm)

Pro information shatl be p d in accordance with varioos DARPA and other agency security classifieation guidance, to be provided by
oog'mmn! DARPA PSO(s).
15. INSPECTIONS. Eiements of #hus corirac! are culsice the inspeciion responsibitty of the cognizant securily office iX] ves | | Ko

(¥ Yes. explsin and identiy specific areas or elements carved out and the sctivily responsibie for inspections. Lise Hem 13 if adcibonal spsce is needed )
SAP: DARPA is respansible for inspection of all SAP materials under this contract.

SCI: DIA is responsible for inspection of all SCT materials under this contract.

o 2 e NG LASSIFIED // FOR OFFICIAL USE ONLY

Designed using Adobe, DARPATMSO



s

D A AT, il B

2 L AR T

UNCLASSIFIED // FOR OFFICIAL USE ONLY

CONTINUATION SHEET FOR DD 254, CONTRACT SECURITY CLASSIFICATION SPECIFICATION

CONTRACT NUMBER
DI6PCO006E
10f SAP activities will be accredited. governed. maintained, marked and prolecied in accordance mth DoDM 5205.07-Volumes (1). (3) and {4);
and applicable refi es. and program security classificntion guides, Access to SAP inf ti pl undergo additional personnel

security screening and meet lhc SAP access standards delineated in the applicable Dob) directives and policies. "MP inspections and security

ight while in component facilitics arc under the cognizance of the DARPA SAPC 0, as approprigte. The performer is required 1o submit an
acereditation package (Fixed Facility Checklists (FFC) and other applicable documenis) andior System Security Plans (SSP) to the responsible
DARPA PS via “DFASTS.” Otherwise, contact your PSO for submission instructions,

Effective May |, 2015 Program Access Request (PAR) packages will be coordinated using the recently approved PAR and PSQ templates. The
approved templates can be found at hitpe/waww. dss.milfispiemplates him|,

All Special Access Program (SAP) aceredited areas must meet the minimum physicul and technical security standards outlined in the Dol) 5205.07
SAP Manual Volume 3 and its references in Enclosure |, before receiving, gencrating, processing, using, or storing SAP classified information. as
appropriate to the accreditation. New SAP aceredited areas will be inspected by DARPA physical security prior to accreditation. In accordance
with DoDM 5205.07-V1 (11-1), DARPA PSO review is required prior to release to subeontractors,

(ref” DoDM 5205.07-Volumes (1), (3) and (4))

10j: For Official Use Only (FOUQ) Information generated and/or provided under this contract shall be sufcgumdncd and marked as specified in
Do Manual 5200.01 Volume 4, DoD Information Security Program.

10k: !“ ive Comy y Cantrol M (ACCM) refi 1 on DARPA-associated contract 1)1 Forms 254 are established, controlled.
and admini d by non-DARPA Department of Defense (DoD) entitics. Aceess may be provided by DARPA, but all guidance relating
13 |hes= ACCM procedures and reporting are the responsibility of the establishing Dol) entity.

11e: The contractor requires access o classified source data up to and including Top Secret in support of the work effort. Classified material
generated in support of this contract shall be classified in accordance with the source material used or I)M{PA security dnss:ﬁmnm guidance,
which will be provided by the DARPA Program Security Officer or the Progratm Security Re ive. Automaled i must be
centified and accredited by the cognizant sceurity agency prior Lo processing classified information for u DARPA program. All pcmnncl
performing Information Assurance (1AYeybersceurity related dutics on DARPA aeeredited classified information systems shall meet the
requirements set forth in Dol Directive 8140.01. "Cyberspace Workforce Management,”.” All classified information received or gencrated under
this contract is the property of the ULS. Government. Al the termination or expiration of this contract. DARPA will be contacted for proper
disposition instructions.

11j: The contractor must abide by guidance outlined in the DARPA Security Guide, as well as, the DARPA Baseline Agency OPSEC Plan. which
will be provided by the PSO or PSK.

Biological Technologies Office POCs{(D)(6)

UNCLASSIFIED // FOR OFFICIAL USE ONLY
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1. CLEARANCE AND SAFEGUARDING

DEPARTMENT OF DEFENSE a. FACILITY CLEARANGE REQUIRED
CONTRACT SECURITY CLASSIFICATION SPECIFICATION | TOP SECRET

(The requirements of the DoD Industrial Security Manual apply
to all security aspects of this effort.)

b. LEVEL OF SAFEGUARD REQUIRED

NONE
2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicable)
a. PRIME CONTRACT NUMBER : DATE {YYYYMMDD)
. ORIGINAL (C efe date in all ca
X | pispcoooss > il 20160129
b. SUBCONTRACT NUMBER b. REVISED REVISION NO. DATE (YYYYMMOD)
X | (Supercedes 2 20171101
previous specs)
DATE (YYYYMMDD
€. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD) c. FINAL (Complete ftem 5 in all cases) { )
4. IS THIS A FOLLOW-ON CONTRACT? YES ‘ % | NO If Yes, complete the following:
Classified material received or generated under {Preceding Contract Nurmber) is transferred to this follow-on contract.
5. IS THIS A FINAL DD FORM 2547 YES | X | NO If Yes, complete the following:
In response to the contractor's request dated , retention of the classified material is authorized for the period of

6. CONTRACTOR (inciude Commercial and Government Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
Booz Allen Hamilton 17038 Chantilly 1 Field Office

8283 Greensboro Dr Email: DSS Chantilly l @mail mil

McLean, VA 22102 Phone: 571-373- 5205

7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
Defense Advanced Research Project Agency (DARPA)
675 N. Randolph St.

Arlington, VA 22203

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Biological Technologies Office - Systems, Engineering and Technical Assistance Support.

10. CONTRACTOR WILL REQUIRE ACCESS TO: |Yes|nNO| 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES| NO
S CONMUNIGATION IO a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S
M ! S SECURITY (COMSEC) INFORMATIO X o T B B GOVERRMENT ACTIVITY. x
b. RESTRICTED DATA | b. RECEIVE CLASSIFIED DOCUMENTS ONLY x
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION % | & RECEIVE AND GENERATE CLASSIFIED MATERIAL x
d. FORMERLY RESTRICTED DATA % | d. FABRICATE MODIFY, OR STORE CLASSIFIED HARD\WARE %
e. INTELLIGENCE INFORMATION . PERFORM SERVICES ONLY b4
m S - jon (1) % T HAVE ACCESS T0 U.S. CLASSIFIED INFORMATION OUTSIDE THE U.5., PUERTO RICO, U.S. POSSESSIONS x
ANDTRUSTTERRITORIES ____  ________ _________
@ NonsTl I 3. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR OTHER %
SECONDARY DISTRIBUTION CENTER
f. SPECIAL ACCESS INFORMATION »x h. REQUIRE A COMSEC ACCOUNT x
9. NATO INFORMATION | i. HAvE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION b4 j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
i, LIMITED DASSEMINATION INFORMATION x k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE ><
j. FOR OFFICIAL USE ONLY INFORMATION x I. OTHER (Specify)
k. OTHER (Specify}
*ACCM v X

DD Form 254, DEC 1999
UNCLASSIFIED

Designed using Adobe, DARPA/MSO



UNCLASSIFIED

12, PUBLIC RELEASE. Any information (classified or unclassified) pertaiing to this contract shall not be released for public dissemination except as provided
by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Govemment authority. Proposed public releases shall be
submitted for approval prior to release D Direct Through (Specify)

No information, except as provided in applicable U.S. Statutes, which is classified of unclassified pertaining to this contract shall be released for public dissemination
without prior written approval of DARPA.

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense {Fublic Affairs)* for review.
*In the case of nen-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying
this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended
changes; to challenge guidance or the classification assigned to any information or material furnished or generated under this contract, and to submit any
questions far interpretation of this guidance to the official identified below. Pending final decision, the informaiton involved shall be handeled and protected at the
highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under separale correspondence, any
documents/guides/extracts referenced herein. Add additional pages as needed fo provide complete guidance.)

Contract # D16PC00068.

8a: The contractor is authorized to work at the following facility up to the Secret/TS level.
(ref. DoDMS5220.22-M (2-100a))

10a: Classified COMSEC information/material will be protected [AW DoD) 5220.22-M. Access to classilied COMSEC information requires a
final U.S. Government clearance at the appropriate level. In accordance with Dol}5220.22-M {9-407), further disclosure of COMSEC information
by a contractor, to include subcontracting, requires prior written approval of the DARPA, Contracting Officer for Security Matters. (ref. DoD
5220.22-M (Ch 9, Sec 4))

10e(1): SCI Access required. The Director, DIA and Director, DARPA, have exclusive security responsibility for SCI released to the contractor or
developed under this contract. Before releasing or providing SCI 1o contractor personnel, the GCA shall ensure that they are appropriately cleared
in accordance with ICD 704, and they agree to follow controls and procedures for the protection, handling, and accountability of SCI. All activities
involving SCI (including discussions) shall be conducted in sensitive compartmented information facilities (SCIFs). Physical security standards for
SCIFs are contained in ICD 705 must be adhered to. In accordance with DoD)5220.22-M (9-304), written concurrence of the DARPA, Contracting
Officer for Security Matters is required prior to subcontracting. (ref. DoDM5220.22-M (Ch 9, Sec 3))

10e(2): Access to Intelligence information is required for performance. The Director, DARPA, has exclusive security responsibility for Non-SCI
released to the contractor or developed under this contract. 1n accordance with DoDx5220.22-M {9-304), writien concurrence of the DARPA,
Contracting Officer for Security Matters is required prior to subcontracting. (ref. DoDM5220.22-M (Ch 9, Sec 3))

14. ADDITIONAL SECURITY REQUIREMENTS. Reguirements, in addition to ISM requirements, are established for this contract. x Yes |:| No
(If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the
additional requirements. Provide a copy of the requirement fo the cognizant security office. Use ltem 13 if additional space is needed.)
Program information shall be protected in accordance with various DARPA and other agency security classification guidance, to be provided by

cognizant DARPA PSO(s).

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant securily office. [X] Yes D No
(If Yes, explain and identify specific areas or elements carved out and the aclivify responsible for inspections. Use ltem 13 if additional space is needed.)

SAP: DARPA is responsible for inspection of all SAP materials under this contract.

SCI: DIA is responsible for inspection of all SCI materials under this contract.

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE {Inciude Area Code)
(b)(6) (b)(E) b)(6)
d. ADDRESS (include Zip Code) 17. REQUIRED DISTRIBUTION
Defense Advan search Project Agenc |
X| a. CONTRACTOR
(=] b, SUBCONTRACTOR
? ¢. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
| d Us. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
x e. ADMINISTRATIVE CONTRACTING OFFICER
X| 1. OTHERS AS NECESSARY

DD Form 254 (Back), DEC 1999
UNCLASSIFIED

Designed using Adobe, DARPA/MSO
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CONTINUATION SHEET FOR DD 254, CONTRACT SECURITY CLASSIFICATION SPECIFICATION

CONTRACT NUMBER
D16PCO0068

10f: SAP activities will be accredited, governed, maintained, marked and protected in accordance with DoDM 5205.07-Volumes (1), (3) and (4);
and applicable references. and program security classification guides. Access to SAP information requires employees undergo additional personnel
security screening and meet the SAP access standards delineated in the applicable DoD directives and policies. SAP inspections and security
oversight while in component facilities are under the cognizance of the DARPA SAPCO, as appropriate. The performer is required to submit an
accreditation package (Fixed Facility Checklists (FFC) and other applicable documents) and/or System Security Plans (SSP) to the responsible
DARPA PS via “DFASTS.” Otherwise. contact your PSO for submission instructions.

Effective May 1, 2015 Program Access Request (PAR) packages will be coordinated using the recently approved PAR and PSQ templates. The
approved templates can be found at http://www.dss.mil/isp/templates.html.

All Special Access Program (SAP) accredited areas must meet the minimum physical and technical security standards outlined in the Dol 5205.07
SAP Manual Volume 3 and its references in Enclosure 1, before receiving, generating, processing, using, or storing SAP classified information, as
appropriate to the accreditation. New SAP accredited areas will be inspected by DARPA physical security prior to accreditation. In accordance
with DeDM 5205.07-V1 (11-1), DARPA PSO review is required prior to release to subcontractors.

(ref. DoDM 5205.07-Volumes {1), {3) and (4))

10j: For Official Use Only (FOUQ) Information generated and/or provided under this contract shall be safeguarded and marked as specified in
DoD Manual 5200.01 Volome 4, DoD} Information Security Program.

10k: Alternative Corapensatory Control Measures (ACCM) referenced on DARPA-associated contract DD Forms 254 are established, coutrolled,
managed, and administered by non-DARPA Department of Defense (DoD) entities. Access may be provided by DARPA, but all guidance relating
1o these ACCM procedures and reporting are the responsibility of the establishing DoD) entity.

11a: Contractor performance is restricted tu another centractor’s facility or Government facility. Contractor has NO storage requirement. DARPA
or prime contractor will provide security classification guidance for the performance of this contract.

11e: The contractor requires access to classified source data up to and including Top Secret in support of the work effort. Classified material
generated in support of this contract shall be classified in accordance with the source material used or DARPA security classification guidance,
which will be provided by the DARPA Program Security Officer or the Program Security Representative. Automated information systems must be
certified and accredited by the cognizant security agency prior to processing classified information for a DARPA program. All personnel
performing Information Assurance (IA)/cybersecurity related duties on DARPA accredited classified information systems shall meet the
requirements set forth in DoD Directive 8140.01, "Cyberspace Workforce Management,".” All classified information received or generated under
this contract is the property of the U.S. Government. At the termination or expiration of this contract, DARPA will be contacted for proper
disposition instructions.

11j: The contractor must abide by guidance outlined in the DARPA Security Guide, as well as, the DARPA Baseline Agency OPSEC Plan, which
will be provided by the PSO or PSR.

All Contractors performing on this contract shall abide by all current and applicable successor governmental guidance. Please contact your FSO,
PSO, or PSR if any questions arise pertaining to the availability of these guidance documents.

All Contractors performing on this contract shall abide by the Open Skies Treaty or other U.S. on-site treaty compliance obligations. In doing so,
the Contractor may be required to create and execute treaty compliance plans. These plans must be approved by the cognizant Program Security
Officer.

Reports of loss, compromise, or suspected compromise shall be provided to the appropriate DARPA Program Security Officer (PSO) within 24
hours of the incident, in addition to the reporting requirements to DSS outlined in the NISPOM.

All of the above security requirements, where applicable, will flow down to any subcontractors and consultants supporting this contract. Copies of
all subcontractor DD 254’s should be emailed to the DARPA Industrial Security Office @darpa.mil.

Biological Technologies Office:[)(©) |

UNCLASSIFIED
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CONTINUATION SHEET FOR DD 254, CONTRACT SECURITY CLASSIFICATION SPECIFICATION

CONTRACT NUMBER
D16PC00068

SAVANNAH is the DARPA SAP enterprise information system solution and may be deployed for program support. SAVANNAH can be used to
extend existing program networks to improve secure information flow between DARPA and performer sites via a “Single Level Connection.” An
evaluation of performer requirements concerning “Single Level Connections™ is required for prudent use of SAVANNAH capabilities. DARPA
AO/DAOs and SCAs will provide guidance on Single Level Connection capabilities and the “Connection Approval Package (CAP).”

SAP information systems will require an authorization-to-operate using the Risk Management Framework (RMF) process outlined in the “Joint
Special Access Program Implementation Guide (JSIG), dated April 1, 2016” (or successor document).

SAP information systems utilizing Windows as their operating system must utilize the Windows 10 solution. Information regarding the correct
Windows 10 version or its successor will be disseminated by the DARPA PSO or your Cybersecurity System Control Assessor (SCA).

Data Transfers: Data transfers will be performed IAW the processes and procedures outlined in the “DARPA Data Transfer SOP,” April 11, 2016,
Version 1.4 {or most recent version).

Media Encryption: Afier October 1, 2017, all portable SAP media must be encrypted. Encryption of Data at Rest shall be implemented on SAP IT
IAW DoD SAP CI0 specified system type deadlines using NSA approved or FIPS 140-2 compliant products.

SAP IT Disposition: The disposition {e.g., sanitization, destruction and release) of SAP IT by contractors will follow the guidelines outlined in
“0OSD SAPCO, Disposition of DoD Special Access Program Information Technology Devices,” July 27, 2017, to include any follow on OSD
SAPCO or OSD SAP CIO guidance or directives that supersede this memorandum. DARPA will keep industry partners updated through their
PSOs to ensure most current OSD Directives or Instruction flow down.

SAP IT Assessments will be required of DARPA accredited SAP IT systems. Assessments include but are not limited to the SAP IT Census and
SAP IT Scorecard. These assessments are critical in ensuring the size, scope, and complexity of our SAP IT systens are properly recorded,
managed, and supported.

Additional SAP related security policy documents may be disseminated via the DARPA PSO IAW applicable statutes, Executive orders, cognizant
security agency directives, instructions, manuals, regulations, and memorandums. When this documentation is modified, revised, supplemented,
changed or reissued, it constitutes implementable security guidance IAW established effective dates. In cases of doubt over the specific provisions,
the contractor should consult the PSO and the Contracting Officer before taking any action or expending program-related funds.

Prime Contractors are required to flow down applicable security policy to their sub-contractors as soon as possible, not to exceed 30 calendar days,
of receipt of this guidance.

UNCLASSIFIED
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DEPARTMENT OF DEFENSE

{The requirements of the DoD Industrial Security Manual apply
to all security aspects of this effort.)

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED
TOP SECRET

b. LEVEL OF SAFEGUARD REQUIRED
NONE

2, THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION I1S: (X and complete as applicable)

a. PRIME CONTRACT NUMBER . DATE (YYYYMMDD)
a. ORIGINAL (Complete dafe in ail cases
>< D16PC00067 >< fronn o 20160229
b. SUBCONTRACT NUMBER b. E‘;ﬁfgm 5 REVISION NO. DATE (YYYYMMDD)
previous specs)
¢. SOLICITATION OR OTHER NUMBER | DUE DATE (YYYYMMDD) o. FINAL (Complede flem 6 in aff cases) .DATE (YY'YYMMDD)

4. IS THIS A FOLLOW-ON CONTRACT? YES | X

Classified material received or generated under

NO  f Yes, complete the following:

(Preceding Contract Number) is transferred to this fellow-on contract.

5. IS THIS A FINAL DD FORM 2547 YES | X

In response to the contractor's request dated

NO If Yes, complete the following:

, retention of the classified material is authorized for the period of

6. CONTRACTOR (Include Commercial and Government Entily (CAGE) Code)

a. NAME, ADDRESS, AND ZIF CODE b. CAGE CODE ¢. GOGNIZANT SECURITY OFFICE (Mame, Address, and Zip Code)
Strategic Analysis, Inc. 44609 Alexandrial Field Office

4075 Wilson Blvd., Ste 200 Email; Crystaleity. IOFCK1@dss.mil

Arlington, VA 22203 Phone: 571-551-7920

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
Defense Advanced Research Projects Agency (DARPA)

675 N. Randolph St.

Arlington, VA 22203

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Biological Technologies Office - Scientific, Engineering, Administrative and Technical Support

DD Form 254, DEC 1992

10. CONTRACTOR WILL REQUIRE ACCESS TO: |vEs|no{ 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
8. HAVE AGCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S

a. COMMUNICATIONS SEGURITY (COMSEG) INFORMATION X EACILNEY.OR A GOVESRIRENT AGIATY. X
b. RESTRICTED DATA % | b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION ¥ | . RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRIGTED DATA X | d. FASRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
2. INTELLIGENCE INFORMATION . PERFORM SERVICES ONLY X

) ive 3 nformation (SC1) X 1. HAVE ACCESS TO U.5. CLASSIFIED INFORMATION OUTSIDE THE U.8., PUERTO RICO, U.S, POSSESSIONS %

' AND TRUST TERRITORIES
@) Non-SCI X 8. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR OTHER %
SECONDARY DISTRIBUTION CENTER
f. SPECIAL ACCESS INFORMATION ) X h. REQUIRE A COMSEG ACCOUNT X
. NATO INFORMATION % | . HAVE TEMPEST REQUIREMENTS o
h, FOREIGN GOVERNMENT INFORMATION K | } HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
L LIMITED DISSEMINATION INFORMATION X | k. BEAUTHORIZED TO USE THE DEFENSE GOURIER SERVICE X
j. FOR OFFICIAL USE ONLY INFORMATION X i. OTHER (Specify)
k. OTHER (Specify}
ACCM X
X
Designed using Adobe, DARPA/SS0O
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12, PUBLIC RELEASE. Any informalion (classified or inciassied) pertaling to this contract shefl nol be refeasad for public dissemination axcept as provided
by the [ndustrial Seturity Manual or unlass il has bean approved for public release by appropriate U.8, Govemment authortty. Praposed public raleases shall ba
submitted for appraval prior fo relsass 1 Diract Through {Specify)

Mo information, excepl a3 provided in applicable U.S. Statutes, which is classified or unclassified pertaining to this contract shall be released for poblic dissemination
without prior writien approval of DARPA,

i to the Diroctorate for Freedom of Informetion and Security Review, Office of the Assistant Sacretary of Dalansa {(Public Affalre}* for raview.
[ *in The cass of non-DoD ser Agencies, requasts tor discosure shah be supmittad ke hak sgancy.

113, SECURITY GUIDANCE. Ths sccurity classification guidenca needed for this classifiad effort is identiffed befow, Hany difflcully is ancauntered In applying

thia guidtance or if any oiher contributing factor indicates & need for changes in this guidance, tha contractor s authorized and encouraged to provide recammended
changes; to challengs guldance or the dassification asskaned to any information or matenai fumnished or gorseiatod ander this cornitract; and {0 eubmit any

questions far Intarpretation of tis guldance to the official identified balow. Pending final decision, the informaiton involved shell bo handelad and protectad al the
ighes! lavel of classification assigned or recommended. {Fillin s approptiate for Hie classifiatf afior. Affech, or forward under saparafe comespondence, any
documentsiuidesiaxiracts referenced herein. Add addifional pages as needed to provitle complste guidance.)

{0a: Classified COMSEC information/materinl will be pratected IAW Dol 5220,22-M. Access to classified COMSEC information requires a
final U,S, Goverament clearance at the appropriate level. In accordance with Dol35220.22-M (9-407), further disclosure of COMSEC information
by a contractor, to include subcontracting, requircs prior written approval of the DARPA, Contracting Officer for Security Matters. (ref. Dol}
5220.22-M (Ch 9, Sec 4).

All Contractors performing on this contract shall abide by all current and applicable successor governmental guidance. Please contsct your ESO,
PSO or PSR if any questions arise pertaining to the availability of these guidance documents.”

All Coniracfors pel:foming on this contract shall abide by the Open Skics Tmat); or other U,S. on-site treaty compliance obligations. In doing'so,
the Contractor may be required to creste and excoute treaty complience plans, These plans must be sppraved by the copnizant Program Security
Officer.

Reports of loss, compromise or suspecicd compromise shell be provided to the appropriate DARPA Pragram Security Officer (PSO) within 24
houzs of the incident, in addition to the reporting requircmenis to DSS outlined in the NISPOM.

All of the above security requirements, where applicable, will flow dowa to any subcontractors and cansultants suppamng this contract. Copies of
all subcontractor DD 254°s should be emailed to the DARPA Clussification Management Office,0)(6)

Biclogical Technologies Office POCs:{D)(6) |
--=-5¢e Conlinuation Sheet-—-
4. ADDITIONAL SECURITY REQUIREMENTS. Requirerents, in addifion o ISM requirements, cre established for this contrsct, X Yes | | No
{if Yes, identy the pentinsni contraciual clauses in the contract document itself, or provide an appropriste ststement wiich identifies the
addiione! roquiremsnts. Provide & copy of the nequirentent to the cogrizant sscurily office. Use ifem 13 if additione) space is needed)
; When information is controlled by the United States Munitions List (USML), the vontractor must abide by the Intesnational Traffic Arms
i Repulation (ITAR) requirements. Program information shall be prolecied in accordance with varjous DARPA and other agency security

i classification guidance, o be provided by cognizant DARPA PSO(s). The Collateral Secret DARPA Secure Wide Area Netwark (DSWAN) will be
F operated IAW the attached DARPA/DSS MOU dated Junc 20, 2013,
16. INSPEGTIONS. Eloments of this coniract are outside frie inspaction respansitiity of the cognizant securlly office. [X] Yo [ | No

{if Yes, axplain and jdenitly spacific areas or elemants canvad out and tha activity responsibie for inspaclions. Use lem 13 if addttfone! spece Is neadad }
DARPA is responsible for inspection of all SAP materials under this contract, DIA is responsible for inspection of all SCI materials under this
contract. JAW the DARPA/DSS MOU dated June 20, 2013 DSWAN is under the security cognizance of DARPA and may include visits from
! DARPA DSWAN scourity to validate the secure operating statos.

18. CERTIFICATION AND SIGNATURE. Security requicamants stated hersin are completa and adequate for safeguarding the classifled
infonnatian to be released or ganeratad under this classiied effori. All questions shall be refarred to the officlal named bolow.

!
|
: . TYPED NAME OF CERTIFYING OFFICIAL lo Time [ ¢. TELEPHONE ginciude Ares Code)
i (b)(B)
d. ADDRESS (inclde Zip Cods) 17. REQUIRED DISTRIBUTION
Defense Advanced Rescarch Projocts Agency (DARPA] -
675 North Rendolph Street 1X(| @ CONTRALTOR
Atling= | v. suscontracTor
|‘ o) % 6. COGNIZANT SECURITY OFFICE FOR FRIME AND SUBCONTRAGTOR
e 8 [ ] ¢ US. ACTAVTY RESFONSIBLE FOR OVERSEAS SECURITY ADWINISTRATION
x‘ 8. AIMAINISTRATIVE CONTRAGTING OFFICER
%] « oTHERS AS NECESSARY

DDF DResigned using Adobe, DARFA/SSC




CONTINUATION SHEET FOR DD 254, CONTRACT SECURITY CLASSIFICATION SPECIFICATION

CONTRACT NUMBER
MaPCota?

Bloek 13: {Continucd)

10edt): SCJ Access required. The Director, DIA and Director, DARPA, have exclusive secuarity responsibility for SCI reteased to the contractor or
developed under this confract, Before releasing or providing SCI to contractor personned, the GCA shall ensure that they are appropriately cleared in
accordance with [CD 704, and {hey agree (o follow conirols sud procedures for the protection, handling, and accountability of SCI, AH activities
involving SCI (including discussions) shall be conducted in sensilive comparimented information facilities (SCIFs). Physical security standards for
SCIFs are contained in WC13 705 must be adhered to. [n aceordance with Deb5220.22-M (9-304), written concurrence of the DARPA, Confracting
Officer for Security Maltfers is required prior to subcontracting. (ref. DoDM5220.22-M (Ch 9, Sec 3))

10e(2): Access to Intelligence information is required for pecformance. The Director, DARPA, has cxclusive sceurify responsibility for Non-SCI
released to the contvactor or developed under this contract. Tn accordance with [20D5220.22-M (9-304), written concurrence of the DARPA,
Contracting Officer for Security Matters is requited prior to subcontracting. {ref. DoDIM5220.22-M (Ch 9, Sec 3))

I0f: SAY activitics will be aceredited, governed, maintained, marked and protected in accordance with DoDM 5205.07-Volumes (13, (3) and (4}
and applicable references. and program security classification guides. Access to SAY information requires cmployees undergo additional personnel
security screening and meet the SAP aceess standards delineated in the applicable Dol) directives and policies. SAP ingpections and security
oversight while in component facilities are under the cognizance of the DARPA SAPCO, as appropriate. The performer is required to submit an
accreditation package (Fixed Facility Checklisis (FFC) and other applicable documents) and/or System Security Plans (SSP) to the responsible
DARFPA PSO via “DFASTS.” Otherwisc, contact your PSO for submission instructions. :

Effective May 1, 2015 Program Access Request (PAR) packages will be coordinated using the recently approved PAR and PSQ templates, The
approved lemplates can be found at hilp:/fwww.dss.milfisp/templates.html,

All Special Access Program (SAP) aceredited areas must meet the minimum plhysical and technical security standards outlined in the Dol 5205.07
SAP Manual Valune 3 and its references in Enclosure 1, befare receiving, generating, pracessing, using, or storing SAP classified information, as
appropriate to the accreditation, New SAP accredited areas will be inspected by DARPA physical security prior to accreditation. In accordance
with DoDM 5205.07-V1 {11-1), DARPA PSO review is required prior to release to subcontractors.

{ref. DoDM 5205.07-Volumes (1), (3) and ().

10j: For Official Use Only (FOUO) Information generated and/or pravided under this contract shall he safeguarded and marked as specified in
DoD Manual 5200.0] Velume 4, Do) Information Security Progeam,

10k: Alternative Compensatery Contrel Measures (ACCM) referenced on DARPA-associated contract DD Forms 254 are cstablished, conirolled,
managed, and administered by nan-DARPA Depattment of Defense (Do) entities. Access may be provided by DARDPA, but all guidance relating
to these ACCM procedures and reporting are the responsibility of the establishing Dol entity.

1le: The contractor requires aceess to classified source data up {o and including Top Secret in support of the work effort. Classified material
generated in support of this contract shall be classified in accordance with the source material used or DARPA sceurity classification guidance,
which will be provided by the DPARPA Program Security Ofticer or the Pingram Security Representative. Automated information systems must be
certified and accredited by the cognizant security agency prior to processing classifled information for a DARPA program. All personnel
performing Inlormation Assurance (FAYceybersecurity related duties on DARPA accredited classified information systems shall meet the
requirements sct farth in DoD 8570.01-M “Information Assurance Workforee Improvement Program.” All classitied information received or
generated under this contract is the property of the (1.8, Government. At the termination or expiration of this contract, DARP'A will be contacted
for proper disposition instructions. SAP information systems will require an authorization-to-operate vsing the Risk Management Framework
{RMF) process outkined in the “Joint Special Access Program (SAP) Implementation Guide {JSI1G)”, Revision 3, dated October 9, 2013 (or
successor document),

Ref 11j: The contractor must abide by guidance outlined in the DARPA Security Guide, as well as, the DARPA Baseline Agency OPSEC Plan,
which will be provided by the PSO or PSR,

Designed using Adobe, DARPAISSO




UNCLASSIFIED

| 1. CLEARANGE AND SAFEGUARDING
DEPARTMENT OF DEFENSE a. FACILITY CLEARANCE REQUIRED '
CONTRACT SECURITY CLASSIFICATION SPECIFICATION | 10p SECRET
requirements of the Indusirial Security Manual apply
e o wwm of this effort,) o b. LEVEL OF SAFEGUARD REQUIRED
NONE
2. THIS SPECIFICATION IS FOR: (X and compilels as applicable) 3. THIS SPECIFICATION IS: (X and compiete as applicable)
a. PRIME CONTRACT NUMBER DATE (¥YY YMMOD)
IGINA
X [preecoooss BT |
b. SUBCONTRACT NUMBER [ b REVISED REVISION NO. DATE [ ¥Y¥ YMMDD)
X[ (suewees 20071101
LrIONS S00CS)
€. SOLICITATION OR OTHER NUMBER | DUE DATE (YYyYMMDD) o FINAL /C. v DATE (YYYYMMOO)
4. IS THIS A FOLLOW-ON CONTRACT? L l YES l % i NO If Yes, complete the following:
Classi) or g d under (Priceding Contract Numbar) is transforred w this follow-on contract.
| 5. IS THIS A FINAL DD FORM 2547 l ['r.ES Ix ,NO I Yas complata the following:
In response 1o the contracior's request duted . rarbention of the classifi is for the penod of
6. CONTRACTOR (include C: /and G Entity (CAGE) Code)
1
|| & NAME, ADDRESS, AND ZIP CODE | b. CAGE CODE & COGNIZANT SECURITY OFFICE (Name. Address, and Zip Cock)
Swategic Anbia, Ine S (| Atexandea | Fiehd Office (OIFCST)
4075 Witsen I¥ive. Sune 200 IS Al L vl il
Arlington, VA 22203 5715507400
|7 SUBCONTRACTOR
a. NAME. ADDRESS, AND ZiF CODE b. CAGE CODE © COGNIZANT SECURITY OFFICE (Name, Address, end Zip Code]
8. ACTUAL PERFORMANCE
& LOCATION b CAGE CODE . GOGNIZANT SECURITY OFFICE (Name, Address, snd Zip Code)
Uielierse Advanced Rescarch Project Agency (DARPA)
675 N Randolph St
Arlington, YA 22203
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Biological Technologies Office - Systems, Enginecring and Technical Assistance (SETA) Suppori
10. CONTRACTOR WILL REQUIRE ACCESS TO: [vEs|no| 14, IN PERFORMING THIS CONTRACT, THE CONTRAGTOR WILL: ves| NO
- v v . ;ﬂvimu:mcmipwomrmmrnmmnmrm *®
b, RESTRICTED DATA ¥ | b HMECEIVE CLASSIFIED DOCUMENTS ONLY o
£, CRITICAL MUCLEAR M | & RECEINVE AND DEWERATE CLASSIFIED MATERIAL x
4 FORMERLY RESTRICTED DATA b4 d. FABRICATE, MODIF Y, Ot SYORE CLASSIFIED HARDWARE x
o INTELLIGENCE INF GRIATION ||« PerrormsERvcEs ony o
[y ] T TOU S, CLAGRI LD INF ORUATION GUTSIDE THE U 5. FUERTE FIGh 115 FOSSESaions X
- x -y ':I.'--;‘___ '.-.1_..,:.._ TS O GO TR TEC e T ol G CENTER o7 OF DTl %
L SPECIAL ACCESS BNFORMATION x b FEQUIRE A COMSEC ACCOLNT x
B HATO IFORMATION X | L MAVE TEMPEST HEQUIREMENTS x
A FOREIGN GOVERNMENT INF ORMATION 3| | HAVE OPERATIONS BECURITY (OFSEC) REQUIMEMENTS x
L = b BE AVTHORIZED TO USE THE DEFENSE COURIER SERVICE =
§ FOR OFFICIAL USE OWLY INFORMATION x 1. OTHER {Speoty]
& OTHER (Spaaaly)
*ACCM % x
DD Form 254, DEC 1999
UNCLASSIFIED
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UNCLASSIFIED

12, PUBLIC RELEASE. Any inf et or unclassifed) p mih\uwmwnhﬂnﬂmmﬂmmdmwuw [
wmmwum«mamm:wa for publc relaase by approp, LR " d public shall be
‘submitted for approval poor to release D Dwect . Through {Spacily)

N informution, except as provided m applicable U S Stotules, which os clussified of unclassified pertaining o this contract shall be released for public &

without prior writien spproval of DARPA

to the Dk for Freedom of | ion and Securty Review, Office of the Assisiant Secmtary of Defense (Public Afairs)* Tor review.
*in the case of non-DoD User Ag q for shall be submitted o that sgancy.
13 SEOURI'IYOME. mmmoumunmdmmhdnum«-mﬂmm lmManm
-i’mm by ,Mhr a need for Inthis g Ihe is aged (o provide
mmhcw of Ihe dassih [ makedl hed or g Mrm mwmm
of this guad nmmmmm bdw Mminatﬂon‘dm.h tor shall be and al the |
Mhulwdd ficab gned ar [Fill i @ approjmale for thi effort  Altach, or farward under separale commespondence any
o o et herain. Add | pages as naadid o provide compiele guidance |

Contruct & DIGPCOONLT.

Ba: The contraclor is authorized 1o work ai the following facility up to the SecreUTS level.
frel. DoDMSZ20.22-M {2- UKk

10a: Clssitied COMSEC information'materinl will be protected TAW DD §220.22-M. Access to classified COMSEC information requires a
Tinal US. G 1 at the uppropriote level. In accordunce with DoD5220.22-M (9-407). further disclosure of COMSEC information
by a tor, o include sub ling, requires prior writlen approval of the DARPA, Contracting Officer for Security Matters. (refl. Dol
5220.22-M (Ch 9, Sec 4))

| Toe(1y SCI1 Access required. "The Dircvior, DIA and Director, DARPA, hive exehsive seenrity responsibility for SC1 relesed 1o the contractor or
Jdeveloped under this contract. Before releasing or providing $C1 10 cantractor personnel, the GCA shull ensure that they are appropriately eleared
in aocordimee with 10D 704, and they agree to follow controbs and procedares fisr the proteciion, handling, and sccountability of SCI1 All activities

involving SCI (including di wns) shall be conducted in sensilive f d infi ion facilitics {SCTFs). Physical security standards for
SCIiFs are contained in ICD 705 must be adbered to. In accordance with DoD5220.22-M (9-304), written coneurrence of the DARPA, Contructing
Ufficer Tar Secunty W), s reyuired pror @ sub g, (el TRl MSTE0E TUR 9. Sew 30

ey Actess to Imelligence information is required Jor performance. The Dircetor, DARPA, has exclusive security responsibility for Non-8C1
released to the contractor or developed under this contract. In accordance with DoDS$220.22-M (9-304), written concurrence of the DARPA,
Contracting Officer for Security Matters is required prior to subcontracting. (rell DoDM5220.22-M (Ch 9, Sec 3))

| e A D S LS Bt - o0
4. ADDITIONAL SECURITY REQUIREMENTS, Requirsments, in addtiion 10 15 requ e Tor s [5] Yes ] o
{¥f Yas. igentiy the perineot confractual clsuses in the conirec! document itsell, ‘or prowide an &y wilvch idenbf
eddional requirements  Provide 8 Tany of lhe requirement 1o the cognizen! secunly cifice Wise frem +34f additonal spece is md-d';
Program information shall be protected in accordance with various DARPA and ather ageney securily classification goidance, to be provided by
cognizam DARPA PS0(s).

15. INSPECTIONS. Elements of this contract are outside ihe i i ibiklty of the cognizant securtty office X ves TJ me
r!vu.upunwmeswmcmm“dmgmw»msnﬁkWMWOﬂs Use ifem 13 if addificnal space is needed )

SAP: DARPA is responsible for inspection uf all SAP materials under this contract,

SCI: DIA is responsible for inspection of all SCI materials under this contract,

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are plete and adequate for safeguarding the classified
Information to be released or generated under this classified effort, All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE €. TELEPHONE (Inciude Area Code)
(b)(6) b)(6) | (b)(6)
d. ADDRESS (inciude Zip 'l 17, REQUIRED DISTRIBUTION
Defense Advanced Research B{D)(6)
675 N. Randolph Steel Zl . CONTRACTOR
Arlingion, VA 22203 | b SUBCONTRACTOR
| & COOMIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
o d. U5, ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMIISTRATION
8. ADMINISTRATIVE CONTRACTING OFFICER
X| 1. OTHERS AS NECESSARY

DD Form 264 (Back), DEC 1999
UNCLASSIFIED

Designed using Adote, DARPAIMSO
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CONTINUATION SHEET FOR DD 254, CONTRACT SECURITY CLASSIFICATION SPECIFICATION
CONTRACT NUMBER

LS Mlum'm. Compensatory Controd Measares { AUUM) refi d o DARPA wited contret DD Forms 259 ane established, contrlled,

| n:qummums set foeth in Do Directive R140.01, “Cyberspace Workloree Manugement,”.” All classified infe o received or generated voder
|| this contract is the property of the LS Government. At the wrmination or expiration of this vontract, DARPA will be contacted for proper

DIRPCInG?
I SAP activities will be accredited, governed, maintained, marked and | d in 1 with DaDDM 5205.07-Valames ( 1), (3) and {4).
and applicable referencves. anid program seeurity classilication guides, Aceess tn SAT informati quires employees undergo additional personncl |

seearily sereening and meet the SAP access standards delineated in the upplicable Dol dircetives amd palicies. SAP inspections and secarily
oversight while in component Tacilities are under the copnizance of the DARPA SAPCO, ns appropriate. The performer is required to submil un
accreditation package (Fixed Facility Checklists (FFC) and uther applicable documents) and/or System Security Plans {SSF) 1o the responsible
DARPA PS via “DFASTS.™ Otherwise. contact your PSO for submission instructions.

Effective May 1, 2015 Program Access Request (PAR) packages will be coordinated using the recently approved PAR and PSQ templates. The
upproved templates can be found at hitp:/'www.dss.milispiemplates, him),

Al Special Access Program [SAP) sccredited areas must meat the minimun physival and technical securily standards vailined in the DoD 5208 07

SAP Manuul Valume 3 and its references in Enclosure 1, before receiving, geneeating, processing, using. or storing SAP classified information, as
oty 10 the Jitation. New SAP aceredited ureas will be inspected by DARPA physical security prior lo accreditution. In accordance

with DaDM 5205.07-V1 {11-1), DARPA PSO review is required prior 1o relense to subcontractars,

(ref. DaDM 5205.07-Volumes (1), (3) and {4))

10j: For Olficial Use Only (FOUO) Information generated and/or pravided under this 1 shall be safeguarded and marked as specified in
DoD) Manun) 5200.01 Valume 4, Dol) lnformation Security Program,

I. and admini I'by non-DARPA Demrtnnnl nt Detense (DolY) eniities. Actess may be provided by DARPA, bt all guidance relating
v lh:u' AUCM provedures untl ceporing tre the rey hility sl the extablishing Dul) ety . |

11u: Contractor performance is restricted 1o another contractor’s fucility or Government facility. Contractor has NO storage requirement. DARPA
or prime contractor will provide security classification gaidance for the performance of this contruct.

Lle: The contractor requires access to classified source duta up to and including Top Secret in suppon of the work efTort. Classified material
generated in support of this contract shall be classified in accordance with the source material used or DARPA .m.'u:ily classification guidance,
which will be provided by the DARPA Program Security Officer or the Pragram Security R ive. A i information systems must be
cenified und mmﬁnuﬂ'm e CoRuiam Seeurity agenvy prios o processing Aassitied mium:ﬂlml Son a DIARTA program. AN persanngd
perfirmi A v ARy bersecurity related dutivs on IARPA averedited elussilticd information sy stems shal) meel the

disposition instractions.

11j: The contractor must abide by guidance outlined in the DARPA Scourity Guide, as well us, the DARPA Bascline Agency OPSEC Plan, which
will be provided by the PSO or PSR.

All Coniractors performing on this conlract shall abide by all current and npphcabk: SUCCESSOr gover I guidance. Please contact your FSO,
PSO, or PSR if any questions arise g to the availability of these g

¥

AlLC performing on this shall abide by the Open Skies Treaty or other 1.8, on-site treaty compliance obligations. In doing so.
the Contractor may be reguired to create and execute treaty compliance plans. These plans must be approved by the cognizant Program Security
Officer.

Reports of loss, compromise, or 1 ise shall be provided to the appropriate DARPA Program Security Officer (PSO) within 24

¥

hours of the incident, in addition o the reporting requirements to DSS outlined in the NISPOM.

All of the above security i where applicable, will flow down to any subcontractors and consultants supporting this contract. Copies of
all subcontractor DD 254's should be cmailed 1o the DARPA Industrial Security Office|(b)(6)  fidarpa.mil.

Biological Technologies OfMice {0)(6) |

UNCLASSIFIED

Desigred using Adobe, DARPAMSO
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CONTINUATION SHEET FOR DD 254, CONTRACT SECURITY CLASSIFICATION SPECIFICATION

CONTRACT NUMBER
DI6PCO0067

SAVANNAH is the DARPA SAP enterprise infi ion system solution and may be deployed for program support. SAVANNAH can be used 10
extend enlmng program Mwurks 10 improve secure information flow between DARPA and performer sites via a “Single Level Connection.” An

I of perfi g “Single Level Connections” is required for prudent use of SAVANNAH capabilitics. DARPA
M):‘DAO: and SCAs will pnmde guidance on ‘Emsle Level Connection capabilities and the *Connection Approval Package (CAP).”

SAP information systems will require an authorization-to-op using the Risk Management Framework (RMF) process outlined in the *Joint
Special Access Program Implementation Guide (JSIG), dated April 1, 2016" (or suceessor document),

SAP information systems utilizing Windows as their operating system must utilize the Windows 10 solution. Information regarding the correct
Windows 10 version or its successor will be disseminated by the DARPA PSO or your Cybersecurity System Control Assessor (SCA).

Data Transfers: Data transfers will be performed IAW the processes and procedures outlined in the “DARPA Data Transfer SOP,” April 11, 2016,
Version 1.4 (or most recent version).

Media Encryption: Afler October 1, 2017, all portable SAP media must be encrypted. Encryption of Data at Rest shall be implemented on SAP 1T
IAW DoD) SAP ClO specified sysiem type deadlines using NSA.approved or FIPS 140-2 compliant products.

SAP IT Disposition: The disposition (e.g., sanitization, destruction nnd release) nl‘ SAPIT by contractors will follow the guidelines outlined in
“0SD SAPCO, Disposition of Dol) Special Access Program Infi on Technology Devices,” July 27, 2017, w include any follow on OSD
SAPCO or OSD SAP CI0 guidance or directives that supersede this mcmurnndum DARPA will keep industry pariners updated through their
PSOs to ensure most current OSD Directives or Instruction flow down.

SAPIT A will be required of DARPA accredited SAP 1T systems. A nts include but are not limited to the SAP 1T Census and

SAPIT S d. These are critical in ensuring the size, scope, und complexity of our SAP 1T systems are properly recorded,

managed, and supported.

Addmnnll SAP relal.ed s:cunly pollcy may be i inated via the DARPA PSO IAW applicable statutes, Executive orders, cognizant
ly agency d es, I . and 1 When this d ion is modified, revised, supplemented,

changed or reissued, it constitules implementable s:cumy guldunnc IAW established effective dates. In cases of doubt aver the specific provisions,
the contractor should consult the PSO and the Contracting Officer before taking any action or expending program-related funds.

Prime Contractors are required to flow down applicable security policy 1o their sub-contractors as soon as possible, not to exceed 30 calendar days,
of receipt of this guidance.

UNCLASSIFIED

Designed using Adobe, DARPAMSO
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RESOLUCION DE DIRECCION GENERAL
N° 02§ -2017-SERFOR/DGGSPFFS

Lima, {1 FEB, 2017
VISTO:

La solicitud presentada el 21 de diciembre de 2016 por el sefior William Valderrama Bazan vy el
Informe Técnico N° 068-2017-SERFOR/DGGSPFFS-DGSPFS de fecha 30 de enero de 2017;

CONSIDERANDO:

Que, el articulo 4° de la Ley N° 27444, establece los principios del procedimiento administrativo,
los cuales refieren que los administrados gozan de todos los derechos y garantias inherentes al debido
procedimiento administrativo;

Que, el numeral 2° de la normativa antes mencionada, indica que los principios del
procedimiento administrativo, serviran también de criterio interpretativo para resolver las cuestiones que
puedan suscitarse en la aplicacion de las reglas de procedimiento, como parametros para la generacion
de otras disposiciones administrativas de caracter general, y para suplir los vacios en el ordenamiento
administrativo;

Que, mediante el Decreto Supremo N° 007-2013-MINAGRI, modificado por el Decreto Supremo
N° 016-2014-MINAGRI, se aprobé el Reglamento de Organizacién y Funciones - ROF del Servicio
Nacional Forestal y de Fauna Silvestre - SERFOR, el mismo que en su literal “g" del articulo 53°, sefala
como una de las funciones de la Direccién General de Gestién Sostenible del Patrimonio Forestal y de
Fauna Silvestre, la de otorgar permisos de investigacion o de difusién cultural con o sin colecta de flora
y fauna silvestre y sus recursos genéticos:

Que, mediante Resolucién de Direccién General N° 040-2016-SERFOR-DGGSPFFS, de fecha
20 de enero de 2016, se autorizé al sefior William Valderrama Bazan realizar investigacién cientifica de
fauna silvestre con colecta de especimenes para el proyecto “Evaluacién de la vacunacién de
murciélagos hematéfagos (Desmodus rofundus) para el control de la rabia bovina en Apurimac”, a
realizarse en las provincias de Antabamba, Aymaraes, Cotabambas y Grau, departamento de Apurimac
por el periodo de hasta dos (02) afios;

Que, mediante Carta N° 025-2016-RENACE recibida el 21.12.2016 con CUT N° 48105-2016,
suscrita por el sefior William Valderrama Bazan, responsable del proyecto “Evaluacién de la vacunacién
de murciélagos hematéfagos (Desmodus rotundus) para el control de la rabia bovina en Apurimac’,
solicita la modificacion de la R.D.G. N° 040-2016-SERFOR-DGGSPFFS (20.01.2016), respecto a la
inclusién de estudios con biomarcadores y la colecta de pelos en tres (03) colonias de murciélagos
hematéfagos (Desmodus rotundus) en el departamento de Lima y la ampliacion del cronograma del
estudio;

Que, el informe técnico del visto, concluye entre otros que el sefior William Valderrama Bazan,
ha cumplido con presentar la informacion que justifica la modificacién de la R.D.G. N° 040-2016-
SERFOR-DGGSPFFS de fecha 20 de enero de 2016; asimismo recomienda que, por las razones
técnicas sefialadas en el referente informe, se otorgue lo solicitado por el sefior William Valderrama
Bazan;



En uso de las atribuciones conferidas por el articulo 53° del Reglamento de Organizacion y
Funciones del Servicio Nacional Forestal y de Fauna Silvestre-SERFOR, aprobado por Decreto
Supremo N° 007-2013-MINAGRI, el mismo que en su literal “g” del mencionado articulo sefiala como
una de las funciones de la Direccion General de Gestién Sostenible del Patrimonio Forestal y de Fauna
Silvestre, la de otorgar permisos de investigacion con o sin colecta de flora y fauna silvestre y sus
recursos genéticos.

SE RESUELVE:

Articulo 1°.- Modificar la R.D.G. N° 040-2016-SERFOR-DGGSPFFS de fecha 20.01.2016, en
su Articulo 1°, incluyendo los estudios con los biomarcadores DayGlo y Rodomina B, la colecta de hasta
2400 muestras de pelos provenientes de tres (03) colonias de murciélagos de la especie Desmodus
rotundus, la inclusion de localidades de estudio en los distritos de Paramonga, Huacho y Pachacamac
en el departamento de Lima y la ampliacién del cronograma del estudio hasta por seis meses
adicionales.

Articulo 2°.- Mantener vigente en todos sus extremos los demas textos de la R.D.G. N° 040-
2016-SERFOR-DGGSPFFS (20.01.2016).

Articulo 3°.- Notificar la presente Resolucion al sefior William Valderrama Bazan y transcribirla
a la Direccién General de Informacion y Ordenamiento Forestal y de Fauna Silvestre y a las
Administraciones Técnicas Forestales y de Fauna Silvestre de Apurimac y Lima para su conocimiento,
seguimiento y/o verificacion de ejecucion.

Articulo 4°.- Disponer la publicacién de la presente Resolucién en el Portal Web del Servicio
Nacional Forestal y de Fauna Silvestre: www.serfor.gob.pe.

"@RES‘TAE;\ Registrese y comuniquese

(,gslion SOI 0(:0
{ng .ﬁa iﬁalvaﬁe Armas

®ae Fiu;;e"‘q,
Director General

Patrimonio Forestal y de Fauna Silvestre
Servicio Nacional Forestal y de Fauna Silvestre - SERFOR



RESOLUCION DE DIRECCION GENERAL
N°® ©5< -2016-SERFOR/DGGSPFFS

Lima, 28 ENE 2016

VISTO:

El Informe Técnico N° 0081-2016-SERFORIDGGSPFFS-DGSPFS, de fecha 26 de enero
del 2016, y;

CONSIDERANDO:

Que, mediante Carta N° IBAHCMPE2015-01, presentada el 22 de abril del 2015, el Doctor
Daniel Gregory Streicker, investigador del Instituto de Biodiversidad, Salud Animal y Medicina
Comparativa de la Universidad Glasgow, Reino Unido, solicité la Inscripcion previa en el Registro
Publico de Acceso a Recursos Genéticos y Subscripcién de Contrato de Acceso Marco para el
desarrollo del Proyecto de Investigaciéon Titulado: “Caracterizacion, distribucién y ecologia de
enfermedades infecciosas en el vampiro comun (Desmodus rotundus)”;

Que, el articulo 140 de la Ley N° 29763, Ley Forestal y de Fauna Silvestre, indica que: “La
colecta o extraccién de recursos forestales y de fauna silvestre con fines de investigacion,
orientada a la determinacién de genotipo, filogenia, sistematica y biogegrafia es autorizada
siguiendo procedimientos simplificados establecidos por el SERFOR. Los requisitos y
procedimientos para la colecta o extraccion y la exportacion de especimenes de flora y fauna
silvestre con fines de investigacién o propésito cultural lo establece el reglamento de la presente
Ley, teniendo en cuenta las normas especificas relacionadas:

Que, mediante Decreto Supremo N° 019-2015-MINAGRI, se aprobé el Reglamento para la
Gestion de la Fauna Silvestre de la Ley N° 29763, Ley Forestal y de Fauna Silvestre:

Que, el articulo 134.5 del Decreto Supremo N° 019-2015-MINAGRI, establece que el
desarrollo de actividades de investigacion basica taxonémica de fauna silvestre, relacionada con
estudios moleculares con fines taxonémicos, sistematicos, filogeograficos, biogeograficos,
evolutivos y de genética de la conservacion, entre otras investigaciones sin fines comerciales, son
aprobadas mediante autorizaciones de investigacion cientifica;

Que, mediante Resolucién de Direccién Ejecutiva N° 031-2014-SERFOR-DE, emitida por el
Servicio Nacional Forestal y de Fauna Silvestre — SERFOR, se encargé al Blgo. Mirbel Alberto
Epiquién Rivera las funciones de Director General de Gestién Sostenible del Patrimonio Forestal y
de Fauna Silvestre del Servicio Nacional Forestal y de Fauna Silvestre — SERFOR;




Que, el Informe Técnico N° 0081-2016-SERFOR/DGGSPFFS-DGSPFS, de fecha 26 de
enero del 2016, emitido por la Direcciéon de Gestion Sostenible del Patrimonio Fauna Silvestre,
sefiala que el proyecto titulado: “Caracterizacion, distribucién y ecologia de enfermedades
infecciosas en el vampiro comun (Desmodus rotundus)”, se realizara con muestras biolégicas que
fueron colectadas al amparo de las autorizaciones: N° 103-2008-INRENA-IFFS-DCB, RD N° 222-
2009-AG-DGFFS-DGEFFS, RD N° 0299-2010-AG-DGFFS-DGEFFS, RD 273-2012-AG-DGFFS-
DGEFFS y RDG N° 0142-2015-SERFOR/DGGSPFFS; e involucra andlisis moleculares, los cuales
incluyen, entre otros, extraccion, amplificacién y secuenciamiento de ADN mitocondrial y nuclear,
amplificacién y genotipificacion de microsatélites, extraccion de acidos nucleicos virales y analisis
metagenémico; con la finalidad de realizar estudios de genética poblacional en colonias del
murciélago de la especie Desmodus rotundus, determinar la diversidad de las fuentes de
alimentacién en ésta especie y detectar la circulacion de virus de importancia en salud publica. Es
decir, éstas técnicas moleculares involucran el uso del material genético contenido en los recursos
biolégicos, con el propésito de realizar estudios de analisis genético, los cuales no tienen fines
comerciales, segun lo observado en la solicitud;

Que, el precitado Informe sefiala que el Decreto Supremo N° 019-2015-MINAGRI,
“Reglamento para la Gestién de Fauna Silvestre”, aprobado el 30 de setiembre del 2015, establece
que las investigaciones que usan herramientas moleculares con fines taxonéomicos u otros
relacionados son aprobadas mediante autorizacion de investigacion cientifica, y;

En uso de las atribuciones conferidas por el articulo 53° del Reglamento de Organizacion y
Funciones del Servicio Nacional Forestal y de Fauna Silvestre-SERFOR, aprobado por Decreto
Supremo N° 007-2013-MINAGRI, el mismo que en su literal “g” del mencionado articulo sefala
como una de las funciones de la Direccion General de Gestion Sostenible del Patrimonio Forestal y
de Fauna Silvestre, la de otorgar permisos de investigacion o de difusion cultural con o sin colecta
de flora y fauna silvestre y sus recursos genéticos.

SE RESUELVE:

Articulo 1°.- Autorizar al Doctor Daniel Gregory Streicker, identificado con PAS N°
488648942, investigador del Instituto de Biodiversidad, Salud Animal y Medicina Comparativa de la
Universidad Glasgow, Reino Unido, y su colaboradora, Dra. Laura Michelle Bergner, identificada
con PAS N° 483460019, el uso para analisis molecular de las muestras biolégicas de Desmodus
rotundus: biopsia de ala, sangre entera, contenido estomacal y heces fecales; colectadas bajo el
amparo de las autorizaciones: N° 103-2008-INRENA-IFFS-DCB, RD N° 222-2009-AG-DGFFS-
DGEFFS, RD N° 0299-2010-AG-DGFFS-DGEFFS, RD 273-2012-AG-DGFFS-DGEFFS y RDG N°
0142-2015-SERFOR/DGGSPFFS, para el desarrollo del proyecto titulado: “Caracterizacion,
distribucion y ecologia de enfermedades infecciosas en el vampiro comuin (Desmodus rotundus)’,
por un periodo de cuatro (04) afios; contados a partir de la emision de la presente resolucion.



Articulo 2°.- Indicar a los titulares de la presente autorizacién que, para la exportacion de
las muestras biolégicas que forman parte del proyecto anteriormente citado, deberan solicitar los
respectivos permisos de exportacién emitidos por el SERFOR, cumpliendo con los requisitos
exigidos en los numerales 30 y 31 del Anexo N° 2, del D.S. N° 019-2015-MINAGRI.

Articulo 3°.- Notificar la presente Resolucién de Direccion General al Doctor Daniel
Gregory Streicker y transcribirla a la Direccion General de Informacién y Ordenamiento Forestal y
de Fauna Silvestre del SERFOR.

Articulo 4°.- Disponer la publicacién de la presente Resolucién en el Portal Web del
Servicio Nacional Forestal y de Fauna Silvestre: www._serfor.qob.pe.







RESOLUCION DE DIRECCION GENERAL
N° /%2 -2015-SERFOR/DGGSPFFS

04 JUN. 2015

Lima,
VISTA:

La solicitud presentada el 27 de marzo del 2015, por el Doctor Daniel Gregory Streicker,
investigador del Instituto de Biodiversidad, Salud Animal y Medicina Comparativa de la Universidad
Glasgow, Reino Unido, quien solicitdé autorizacion para realizar investigacion cientifica y colecta de
fauna silvestre, fuera de Areas Naturales Protegidas, en el distrito de Imaza, provincia de Bagua,
distrito de Chirimoto, provincia de Rodriguez de Mendoza, departamento de Amazonas, distritos de
Abancay y Lambrama, provincia de Abancay, distrito de Pacucho, provincia de Andahuaylas,
distrito de Tapayrihua, provincia de Aymaraes, distritos de Ahuayro y Rio Blanco, provincia de
Chincheros, departamento de Apurimac, distritos de Chungui y San Miguel, provincia de La Mar, y
distrito de Ocros, provincia de Vilcashuaman, departamento de Ayacucho, distrito de Chota,
provincia de Chota, distritos de Ambulco y Rodeopampa, provincia de Cutervo y distrito de San
Ignacio, provincia de Jaén, departamento de Cajamarca; distrito de Limatambo, provincia de Anta,
departamento de Cusco; distrito de Cayna, provincia de Ambo, distrito de Molinopampa, provincia
de Huanuco, y distritos de Aucayacu y Tingo Maria, provincia de Tingo Maria, departamento de
Huanuco; distrito de Barranca, provincia de Barranca, distrito de Mala, provincia de Cafiete y
distritos de Huacho y Chancay, provincia de Huaral, departamento de Lima; distrito de Huepetuhe,
provincia de Manu, departamento de Madre de Dios; distrito de Curimana, provincia de Curimana, y
distrito de Padre Abad, provincia de Padre Abad, departamento de Ucayali, como parte del estudio
titulado "Caracterizacion, distribucion y ecologia de enfermedades infecciosas en el vampiro comun
(Desmodus rotundus)"; y,

CONSIDERANDO:

Que, el articulo 66° de la Constitucion Politica del Peru, establece que los recursos
naturales, renovables y no renovables, son patrimonio de la Nacién. El Estado es soberano en su
aprovechamiento; asimismo, en su articulo 68° establece que es obligacion del Estado promover la
conservacion de la diversidad biologica;

Que, la Ley N° 26821, Ley Organica para el Aprovechamiento Sostenible de los Recursos
Naturales, establece en su articulo 9°, referido a la investigacion cientifica, que el Estado promueve
la investigacion cientifica y tecnologica sobre la diversidad, calidad, composicion, potencialidad y
gestion de los recursos naturales. Asimismo, promueve la informacién y el conocimiento sobre los
recursos naturales. Para estos efectos, podran otorgarse permisos para investigaciéon en materia
de recursos naturales;

Que, el Reglamento de la Ley Forestal y de Fauna Silvestre, aprobado por el Decreto
Supremo N° 014-2001-AG, establece en su articulo 328° que la investigacion cientifica o estudio
que impligue coleccion de especimenes o elementos de la flora y fauna silvestre no vedados y la
obtencion de datos e informacién de campo, requiere autorizacion del INRENA,;



Que, mediante Decreto Legislativo N° 997, Decreto Legislativo que aprueba la Ley de
Organizacién y Funciones del Ministerio de Agricultura, ahora Ministerio de Agricultura y Riego,
modificado por la Ley N° 30048, dispone que este Ministerio es el érgano rector del Sector Agrario,
el cual comprende entre otras: las tierras de uso agricola, de pastoreo, las tierras forestales, las
eriazas con aptitud agraria; los recursos forestales y su aprovechamiento; la flora y fauna; las
actividades de produccion, transformacién y de comercializacién de cultivos y crianzas; asimismo,
dispone, entre otros, que este Ministerio disefia, establece, ejecuta y supervisa las politicas
nacionales y sectoriales en materia agraria; ejerce la rectoria en relacién con ella y vigila su
obligatorio cumplimiento por los tres niveles de gobierno;

Que, el articulo 13 de la Ley N° 29763, crea el Servicio Nacional Forestal y de Fauna
Silvestre-SERFOR, como organismo publico técnico especializado, con personeria juridica de
derecho publico interno, como pliego presupuestal adscrito al Ministerio de Agricultura y Riego.
Asimismo, se sefiala que el SERFOR es la autoridad nacional forestal y de fauna silvestre, ente
rector del Sistema Nacional de Gestion Forestal y de Fauna Silvestre (SINAFOR), y se constituye
en su autoridad técnico normativa a nivel nacional, encargada de dictar las normas y establecer los
procedimientos relacionados a su ambito;

Que, mediante Decreto Supremo N° 007-2013-MINAGRI, se aprobd el Reglamento de
Organizacién y Funciones - ROF del Servicio Nacional Forestal y de Fauna Silvestre - SERFOR, el
mismo que en su literal g) del articulo 53°, sefiala como una de las funciones de la Direccion
General de Gestion Sostenible del Patrimonio Forestal y de Fauna Silvestre, la de otorgar
permisos de investigaciéon o de difusién cultural con o sin colecta de flora y fauna silvestre y sus
recursos genéticos;

Que, mediante Decreto Supremo N° 016-2014-MINAGRI, se aprobd la modificacién del
Reglamento de Organizacién y Funciones del Servicio Nacional Forestal y de Fauna Silvestre —
SERFOR, aprobado con Decreto Supremo N° 007-2013-MINAGRI,

Que, mediante Resolucion Ministerial N° 424-2014-MINAGRI, se da por concluido el
proceso de transferencia de la Direccion General Forestal y de Fauna Silvestre al Servicio Nacional
Forestal y de Fauna Silvestre - SERFOR, asi como el proceso de fusion por absorcién, entre otros;

Que, la Tercera Disposicion Final del Reglamento de Acceso a los Recursos Genéticos,
aprobado por Resolucién Ministerial N° 087-2008-MINAM, sefala que la obtencién de permisos,
autorizaciones y demas documentos que otorguen entidades publicas, tales como el Ministerio de
Agricultura y que amparen la investigacion, obtencién, provision, transferencia u otro de recursos
bioldgicos, con fines distintos a su utilizacién como fuente de recursos genéticos, no faculta a sus
titulares a utilizar dichos recursos como medio para acceder a los recursos genéticos, ni
determinan ni presumen autorizacién de acceso;

Que, mediante el Decreto Supremo N° 003-2009-MINAM que eleva a rango de Decreto
Supremo la Resolucién Ministerial N° 087-2008-MINAM, y ratifica la aprobacion del Reglamento de
Acceso a Recursos Genéticos efectuadas por la referida Resolucion;



Que, el Decreto Supremo N° 004-2014-MINAGRI, aprueba la actualizacion de la lista de
clasificacion y categorizacion de las especies amenazadas de fauna silvestre legalmente
protegidas;

Que, mediante Resolucion Ministerial N° 212-2011-AG, se aprueba la modificacion al Texto
Unico de Procedimientos Administrativos (TUPA) del Ministerio de Agricultura y Riego, el mismo
que establece en su procedimiento 21, los requisitos de la autorizacién para realizar actividades de
investigacion cientifica y fllmac:|ones con fines comerciales de flora y fauna fuera de Areas
Naturales Protegidas, el mismo que resulta aplicable para el presente procedimiento, en virtud de
lo dispuesto en el articulo 6° de la Resolucion Ministerial N° 0424-2014-MINAGRI,

Que, mediante Resolucion de Direccién Ejecutiva N° 031-2014-SERFOR-DE, emitida por el
Servicio Nacional Forestal y de Fauna Silvestre — SERFOR, se encargé al Blgo. Mirbel Alberto
Epiquién Rivera las funciones de Director General de Gestion Sostenible del Patrimonio Forestal y
de Fauna Silvestre del Servicio Nacional Forestal y de Fauna Silvestre — SERFOR;

Que, el Informe N° 613-2015-SERFOR/DGGSPFFS-DGSPFS, de fecha 21 de mayo del
2015, emitido por la Direccion de Gestion Sostenible del Patrimonio Fauna Silvestre, sefiala que la
presente investigacion reviste de importancia debido a que contribuira al conocimiento relacionado
a la transmision de enfermedades infecciosas en Desmodus rofundus, especialmente en los
mecanismos de transmisiéon y difusién espacial de la rabia con fines de mejorar programas de
prevencion y control de la rabia silvestre en seres humanos y animales domeésticos;

Que, el precitado Informe sefiala que la solicitud materia de resolucion, cumple con los
requisitos establecidos por el Texto Unico de Procedimientos Administrativos del Ministerio de
Agricultura y Riego; v,

En uso de las atribuciones conferidas por el articulo 53° del Reglamento de Organizacion y
Funciones del Servicio Nacional Forestal y de Fauna Silvestre-SERFOR, aprobado por Decreto
Supremo N° 007-2013-MINAGRI, el mismo que en su literal "g” del mencionado articulo sefiala
como una de las funciones de la Direccién General de Gestion Sostenible del Patrimonio Forestal y
de Fauna Silvestre, la de otorgar permisos de investigacién o de difusion cultural con o sin colecta
de flora y fauna silvestre y sus recursos genéticos.

SE RESUELVE:

Articulo 1°.- Autorizar al Dr. Daniel Gregory Streicker, realizar la investigacion cientifica en
fauna silvestre, fuera de Areas Naturales Protegidas, con captura temporal de murciélagos
Desmodus rotundus y especies de los siguientes géneros: Artibeus, Carollia, Glossophaga, Myotis
y otros géneros asociados (no CITES), para la colecta del siguiente tipo de muestras: sangre
entera, frotices y suero sanguineos, pelo, contenido estomacal, biopsia de ala, hisopados orales y
rectales, heces, orina y ectoparasitos, asi como colecta definitiva de no mas de un mil y doscientos
(1200) individuos de Desmodus rotundus para muestras de: cerebro, glandulas salivales, rifiones,
higado, pulmones y bazo; solicitada como parte del proyecto titulado “Caracterizacion, distribucion
y ecologia de enfermedades infecciosas en el vampiro comun (Desmodus rotundus)”, a ser
realizado en los departamentos de Amazonas, Apurimac, Ayacucho, Cajamarca, Cusco, Huanuco,
Lima, Madre de Dios y Ucayali; por el periodo de cuatro (04) afios, contados a partir de la emisién
de la presente resolucion, en el cual participaran los siguientes investigadores:



- SERPCR

NOMBRE NACIONALIDAD DOCUMENTO N°

DANIEL GREGORY STREICKER Estadounidense PAS 018292192
CARLOS EDUARDO TELLO CHINININ Peruana DNI 40317512
JULIO ANDRE BENAVIDES TALA Chilena PAS P03409393
LAURA MICHELLE BERGNER Estadounidense PAS 483460019
NESTOR GERARDO FALCON PEREZ Peruana DNI 08679280
CARLOS MARTIN SHIVA RAMAYONI Peruana DNI 21859605

Articulo 2°.- El titular de la autorizacién y los investigadores sefialados en el articulo

precedente se comprometen a:

a)
b)
c)

d)

)

Colectar unicamente los especimenes autorizados.

No ceder el material colectado a terceros.

Comunicar la entrada y salida del personal cientifico en campo a la Administracién Técnica
Forestal y de Fauna Silvstre (ATFFS) o la Autoridad en materia forestal y de fauna silvestre del
Gobierno Regional de la jurisdiccion en donde se llevara a cabo el proyecto, asi como informar
brevemente sobre el tipo y cantidad de muestras colectadas.

Si por razones cientificas acotadas, se requiere enviar al extranjero parte del material
colectado, los interesados deberan gestionar el correspondiente Permiso de Exportacion ante
la Direccidon General de Gestiéon Sostenible del Patrimonio Forestal y de Fauna Silvestre del
SERFOR, asi como pasar el control respectivo.

Entregar el 50% del material colectado por especie y tipo de muestra a una institucion cientifica
nacional debidamente reconocida. Los ejemplares Unicos de los grupos taxondmicos
colectados y holotipos, solo podran ser exportados en calidad de préstamo.

No contactar, ni ingresar a los territorios comunales sin contar con la autorizacion de las
autoridades comunales correspondientes.

Entregar a la Direccion General de Gestién Sostenible del Patrimonio Forestal y de Fauna
Silvestre una (01) copia del informe parcial, al término de cada afio del otorgamiento de la
presente autorizacion.

Entregar a la Direccion General de Gestion Sostenible del Patrimonio Forestal y de Fauna
Silvestre una (01) copia del informe final en idioma espafiol, como resultado de la autorizacién
otorgada, copias del material fotografico y/o slides que puedan ser utilizadas para difusion.
Asimismo, entregar una (01) copia de las publicaciones, producto de la investigacion realizada
en formato impreso y digital, que incluya la lista taxonémica de las especies de fauna y flora
objeto de la presente autorizacién de colecta con las respectivas coordenadas (en formato
excel).

La entrega de lo indicado en los literales e) y h), no debera tomar un plazo mayor a los seis
(06) meses al vencimiento de la presente autorizacion.

Indicar el nimero de la Resolucion en las publicaciones generadas a partir de la autorizacion
concedida.

Articulo 3°.- La Direccion General de Gestién Sostenible del Patrimonio Forestal y de

Fauna Silvestre no se responsabiliza por accidentes o dafios sufridos por la solicitante y los
investigadores mencionado en el articulo 1°, durante la ejecucion del proyecto; asimismo, se
reserva el derecho de demandar del proyecto de investigacion los cambios a que hubiese lugar en
los casos en que se dicten nuevas disposiciones legales o se formulen ajustes sobre la presente
autorizacion.



Articulo 4°.- Los derechos otorgados sobre los recursos bioldgicos no otorgan derechos
sobre los recursos genéticos contenidos en ellos, ni autorizan el estudio a nivel genético, de
acuerdo con la Tercera Disposiciéon Final del Reglamento de Acceso a los Recursos Genéticos,
aprobado por Resolucién Ministerial 087-2008-MINAM, y elevado al Rango de Decreto Supremo
mediante Decreto Supremo N° 003-2009-MINAM.

Articulo 5°.- Notificar la presente Resolucién al Doctor Daniel Gregory Streicker y
transcribirla a la Direccién General de Informacién y Ordenamiento Forestal y de Fauna Silvestre
del SERFOR, a las Administraciones Técnicas Forestales y de Fauna Silvestre de Apurimac,
Cajamarca, Cusco y Lima, a la Direccién Ejecutiva de Gestion de Bosques y Fauna Silvestre de la
Autoridad Regional Ambiental del Gobierno Regional de Amazonas, a la Direccion del Ambiente y
Recursos Naturales del Gobierno Regional de Ayacucho, a la Direccion Regional de Agricultura del
Gobierno Regional de Huanuco, a la Direccion Regional Forestal y de Fauna Silvestre del Gobierno
Regional de Madre de Dios y a la Direccion Ejecutiva Forestal y de Fauna Silvestre del Gobierno
Regional de Ucayali.

Patrimonio Trest |y de Fauna Silvestre






