United States Department of State

Washington, D.C. 20520

July 31, 2025

Case No. FL-2022-00076

Dr. Sainath Suryanarayanan
U.S. Right to Know

4096 Piedmont Ave. #963
Oakland, CA 94611

Dear Dr. Suryanarayanan:

As we noted in our letter dated July 1, 2025, we are processing your request
for material under the Freedom of Information Act (“FOIA”), 5 U.S.C. § 552.
The Department of State (“Department”) has identified an additional two
responsive records subject to the FOIA. Upon review, we have determined
that both records may be released in part.

An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made redactions, the applicable FOIA
exemptions are marked on each record. Where applicable, the Department
has considered the foreseeable harm standard when reviewing these
records and applying FOIA exemptions. All non-exempt material that is
reasonably segregable from the exempt material has been released and is
enclosed.



We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Savith lyengar, Assistant U.S.
Attorney, at savith.iyengar@usdoj.gov. Please refer to the case number, FL-
2022-00076, and the civil action number, 22-cv-04359, in all correspondence
about this case.

Sincerely,

Diamonece Hickson
Supervisory Government Information Specialist
Litigation and Appeals Office

Enclosures: As stated.
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The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information
Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual
Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester
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From: "Costacamps, Lourdes M" <CostacampsLM@state.sgov.gov>
To: ISN-BPS-DL <ISN-BPS-DL@state.sgov.gov>

FW:|(b)(6) |Say PRC Central Government -- Not Local Officials --
Responsible for the Coronavirus Cover-Up

Date: Fri, 24 Jul 2020 11:04:14 -0400

Subject:

SEeREF
Sensitive
x

Info Office: BIO_STAFF
MRN: 20 TAIPEI 319
Date/DTG: Jul 20, 2020 / 200917Z JUL 20
From: AIT TAIPEI
Action: WASHDC, SECSTATE ROUTINE
E.O.: 13526
TAGS: PREL, PGOV, CN, TW, KNCV
Captions: SENSITIVE
Reference: A) 20 TAIPEI 183

B) 20 BEIJING 485

C) 18 TAIPEI 145

D) 17 TAIPEI 511

E) 20 TAIPEI 299

F) 20 BEIJING 894

G) 20 BEIJING 359

H) 20 BEIJING 742

[) 20 TAIPEI 317
Pass Line: AMEMBASSY WELLINGTON PASS TO AMCONSUL AUCKLAND
Subject: |(b)(6) Say PRC Central Government -- Not Local Officials --

Responsible for the Coronavirus Cover-Up

p)(1)(1.4)(d); (b)(6)
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(b)(1)(1.4)(d); (b)(6)

Who Ordered the Cover Up? The Signs Point to Beijing, not Local Officials

(b)(1)(1.4)(d); (b)(6)
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Beijing Knew Earlier than They Admit

p)(1)(1.4)(d); (b)(6)

Leaked Directive Confirms Beijing Restricted Disclosure of Virus Information and
Samples

(b)(1)(1.4)(d); (b)(6)
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p)(1)(1.4)(d); (b)(6)

Xi Lied to Obfuscate His Role in the Cover-Up

p)(1)(1.4)(d); (b)(6)
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p)(1)(1.4)(d); (b)(6)

Would Beijing Have Been More Transparent Without Xi in Charge?

(b)(1)(1.4)(d); (b)(6)

Initial Outbreak Could Have Been Contained in China if Beijing Had Not Covered it Up

p)(1)(1.4)(d); (b)(6)
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(b)(1)(1.4)(d); (b)(6)

The Cover-Up and the CCP’s Campaign of Propaganda and Disinformation

(b)(1)(1.4)(d); (b)(6)

p)(1)(1.4)(d); (b)(6)
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(b)(1)(1.4)(d); (b)(8)

Signature: (b)(6)

Classified By: Name:|(b)(6) |Tit|e: Director
Office: EXEC
Agency: AIT

Reason: 1.4 (b), (d)

Declassify On: 2045/07/20

W/O Attachment(s): This document is == when separated from UNCLASSIFIED
attachment(s).

Drafted By: TAIPEI{h\(A) |

Cleared By: POL|(b)(6) |
POLj(b)(6) |

Approved By:
Released By:
Info:

Attachments:

EXEC:((b)(6) |

EXEC:|b)(8)

SECDEF WASHINGTON DC rouTtine; OSD WASHINGTON

DC rouTine; JOINT STAFF WASHINGTON DC rouTine; CIA
WASHINGTON DC rouTtiNe; DIA WASHINGTON DC ROUTINE;
NATIONAL SECURITY COUNCIL WASHINGTON DC rouTINE; CDR
USPACOM HONOLULU HI rouTine; COMPACFLT PEARL HARBOR
HI rouTiINE; COMSOCPAC HONOLULU HI rouTinE; USARPAC

INTEL FT SHAFTER HI rouTINE; PACAF HICKAM AFB HI ROUTINE;

COMMARFORPAC rouTINE; CHINA POSTS COLLECTIVE ROUTINE,
ZEN/AUCKLAND, AMCONSUL
PRC National Health Commission Directive.pdf, Caixin Neican Report.pdf

Action Post:
Dissemination Rule:

Official
SPEREE

NONE
DIS_BIO_STAFF

SEERET

Sensitive

Classified By: [(P)(6)

Director, Office:AlIT, Agency:U.S. Department of State

Declassify On: 7/24/2045
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Reasons: Derived Per DSCG.

Sender: [P)(®) @state.sgov.gov>
Recipient: ISN-BPS-DL <ISN-BPS-DL@state.sgov.gov>




FL-2022-00076 B-00002427942 "UNCLASSIFIED" 7/28/2025 Page 9
UNCLASSIFIED

From: |(b)(6) |

Sent: Mon, 20 Jul 2020 07:14:32 +0000
To: svcSMARTCrossLow_SMG
Subject: FW: Emalllng Wpdf
Attachments: Wpdf

kb)(®) |

Political Officer
American Institute in Taiwan

(b)(6)

Email: |(b)(6) Fstate.gov

From:[b)(6) fustate.gov=>
Sent: Monday, July 20, 2020 11:59 AM

To: J(b)(6) Ustate.gov>
Subject: Emailing: |(b)(6)[.pdf

Y our message is ready to be sent with the following file or link attachments:

(b)(6)  pdf

Note: To protect against computer viruses, e-mail programs may prevent sending or receiving certain types of file
attachments. Check your e-mail security settings to determine how attachments are handled.

UNCLASSIFIED Page 1 of 5
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UNCLASSIFIED

Sent: Mon, 20 Jul 2020 07:15:25 +0000
To: svcSMARTCrossLow_SMG
Subject: FW: Emailing: df
Attachments: pdf

b)(6)

Political Officer

American Institute in Taiwan

(b)(6)

Email: |(b)(6) lgi)state.gov

----- Original Message-----

From{(b)(6) [@state.gov>
Sent: Monday, July 20, 2020 12:01 PM
To:[fmiay [state.gov=>

Subject: Emailing:kb)(e) Pdf

Y our message is ready to be sent with the following file or link attachments:

06 |

Note: To protect against computer viruses, e-mail programs may prevent sending or receiving certain types of file
attachments. Check your e-mail security settings to determine how attachments are handled.

UNCLASSIFIED Page 1 of 13
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1. €6y Summary and Comment: Since 2003, the PRC has undertaken a wide range of ~ [11/14/23
measures to strengthen the biosafety and biosecurity of its public health laboratory system, often

with the support of the United States and other international donors. | (DY 1)1 . 4)d) |

(b)(1)(1.4)(d)
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(bY1Y1 AN
(b)(1)(1.4)(d) | End summary and

Comment.
PRC Efforts to Improve Biosafety

2. 3daeIn 2003, the PRC dedicated $250 million (2 billion RMB) towards SARS prevention
and control efforts, and subsequently an additional $850 million (6.8 billion RMB) to further
develop laboratory facilities throughout China. The State Council issued over 14 biosafety
measures from 2003 to 2006, including its “Management Regulations on Laboratory Biosafety
of Pathogenic Microorganisms,” setting clear guidelines for the handling of infectious or
pathogenic diseases in biomedical laboratories. Nevertheless, PRC efforts were unable to
prevent the leak of SARS-CoV in 2004 at the National Institute of Virology Laboratory (NIVL)
in Beijing. Two graduate students researching the virus and seven of their close contacts were
infected, hundreds of Chinese citizens were forced into quarantine, and major concerns were
raised about Chinese biosafety regulations.

3 =l n response, the PRC devoted massive funding to develop a secure biocontainment
laboratory system to prevent future infectious disease incidents. With this strong financial
support and legal framework, the former Ministry of Health (now the National Health
Commission) swiftly launched a national biosafety program in 2004, establishing thousands of
biocontainment laboratories with biosafety levels (BSLs) ranging from 1 to 4 depending on the
pathogenicity of microbes being studied.

4. @daaThe PRC also collaborated with the United States and other international partners to
develop its laboratory network system through a series of the technical exchanges, training
programs, and other collaborative efforts, which included biosafety and quality assurance. For
over 20 years, the U.S. CDC has provided financial and technical support to the Chinese Center
for Disease Prevention and Control (China CDC) to improve its influenza surveillance system.
Additionally, the U.S. CDC’s Global Disease Detection Program supported virology and
epidemiology training in the United States and China for more than 2,500 China CDC
specialists and supported annual laboratory quality assessments to strengthen quality assurance
of PRC laboratory networks from 2004 to 2014. At a cost of $44 million (300 million RMB),
the PRC collaborated with France in 2015 to construct a BSL-4 laboratory, the Wuhan National
Biosafety Laboratory, at the Wuhan Institute of Virology as part of a global research
collaboration effort to develop countermeasures against the world’s most dangerous public
health threats. [Note: BSL-4 laboratories possess maximum biocontainment equipment
designed for handling the most dangerous biological agents and lethal human diseases with high
risk of transmission among individuals and communities for which no treatment exists, such as
the Ebola virus and the Nipah virus. End Note].

5. dddda From 2013 to 2017, the Galveston National Laboratory (GNL) of the University of
Texas Medical Branch (UTMB), part of the NIH Biodefense Laboratory Network, provided
DoD- funded laboratory safety and security training for high-level biocontainment facilities in
China, including the Wuhan Institute of Virology (Ref 18 BEIJING 138, 18 WUHAN 38). This
training has been facilitated since 2015 through ongoing dialogue and regular collaboration

SECREFHHROTORN Page 2 of 6
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meetings cosponsored by the Chinese Academies of Science and the U.S. National Academies
of Science, Engineering and Medicine with cooperation from China CDC and others.

According to GNL leadership, the relationship with the Wuhan Institute of Virology included
the provision of training to scientists and biosafety and engineering professionals from Wuhan,
as well as from other biocontainment labs in China and the China CDC. The UTMB National
Biocontainment Training Program included operations training as the Wuhan Institute of
Virology prepared to open their BSL-4 facility. This UTMB training engagement ended in 2016
when DoD funding was exhausted and not replenished. Nevertheless, U.S. CDC continues to
provide technical assistance in tuberculosis laboratories in six provinces in the PRC, focusing on
laboratory quality management, including biosafety, through helping China CDC implement the
Strengthening Laboratory Management Towards Accreditation (SLMTA) program.

6.« Publishing his assessment in the Journal of Biosafety and Biosecurity in 2019, CCP
Secretary for the Wuhan Institute of Virology and lab director Yuan Zhiming provided a general
overview of PRC biocontainment facilities. He wrote that the majority of PRC biomedical
facilities are basic BSL-1 and 2 laboratories attached to China CDC branches, scientific research
institutions, and public health universities with biocontainment equipment appropriate only for
handling non-lethal pathogenic agents and human disease. According to Director Yuan, China
has 42 accredited BSL-3 laboratories designed to contain lethal pathogens and diseases with
high individual risk for which treatment is often available. The Wuhan National Biosafety
Laboratory remains China’s first and only BSL-4 laboratory. In late 2019, China CDC
announced the PRC’s intention to construct 5 to 7 new BSL-4 laboratories by 2025.

Using History as a Mirror: Assessing the PRC Biosafety Laboratory System

7. %dedaIn a joint U.S. - China CDC publication in Health Affairs from 2011 during the PRC
expansion of its laboratory system, China CDC Disease Control and Emergency Response
Office Director Feng Zijian praised municipal and provincial level laboratories for their ability
to meet “high-level biosafety standards.” He acknowledged, however, that China CDC and
clinical hospital laboratories lacked highly skilled staff and basic laboratory quality management
procedures. China CDC also faced a shortage of infectious disease specialists, observed Feng,
whose salaries were sometimes lower than the average income in China.

8. fertooking back at the years leading up to COVID-19, public health scholars in China,
along with Post, highlighted shortcomings in the country’s biosafety laboratory system. Post
reported in 2018 that the Wuhan National Biosafety Laboratory faced a shortage of highly
trained technicians and investigators needed to safely operate a BSL-4 laboratory and that the
laboratory requested additional U.S. training assistance on safety and security. In addition, Post
noted that nation-wide BSL research decision-making processes needed to be more transparent
to instill confidence that the PRC government was providing informed oversight to meet the
highest global standards (Ref 18 BEIJING 138, 18 WUHAN 38).

9.46¥1In 2019, prior to the COVID-19 outbreak, China CDC, with technical support from U.S.
CDC, conducted an assessment of laboratory system capacity in China after conducting
inspections of 28 public health and clinical laboratories in two resource-limited provinces.
Using the WHO Laboratory Assessment Tool, China CDC concluded that county level
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laboratories suffered from insufficient biosafety compliance and biorisk management, which
stemmed from poor organization, low budgets, and inadequate virology testing, creating issues
at the prefectural and provincial levels. According to this assessment, Chinese laboratories also
coordinated surveillance and early detection activities poorly at the provincial, prefectural, and
county level, weakening PRC public health emergency response capabilities.

Closing the PRC Biosafety Gaps and Reforming its Laboratory System

10. €8P 0ssibly in response to the COVID-19 outbreak, the PRC has begun to initiate
enhancements to its biosafety system. President Xi Jinping called for new reforms during a
February 14 CCP Central Committee meeting, saying that biosafety was a “national security
issue.” Following Xi’s statement, the Ministry of Science and Technology issued new

guidelines the next day requiring public health institutions throughout China to boost laboratory
biosafety. The National People’s Congress was also planning to unveil new biosafety laws and
regulations for public health institutions and laboratories managing infectious diseases|_(h\/&) ]

| (h\(A) I

| (b)(6) |that discussions were even underway to elevate the status of public health agencies
such as China CDC.
11, (SHF] (b)(1)(1.4)(b); (b)(1)(1.4)(d) |

(b)(1)(1.4)(b);  (b)(1)(1.4)(d)

PRC Efforts to Build Labs Abroad

12.<===The ability of the PRC to properly adhere to international biosafety and biosecurity
standards has even greater implications globally as China constructs biosafety facilities for other
countries. During the 2014 Ebola outbreak in West Africa, the PRC government provided
Sierra Leone a mobile BSL-3 laboratory and subsequently established the BSL-3 Sierra Leone-
China Friendship Biological Safety Laboratory (SLE-CHN Biosafety Lab) in 2015. [Note:
Chinese media claimed the SLE-CHN Biosafety Lab met WHO biosafety standards, which Post
Beijing was unable to verify. End Note]. On March 25, Iraq opened a new PRC-built
laboratory in Baghdad as part of China’s assistance to Iraq for combatting COVID-19. With the
new laboratory, Iraqi Deputy Director General of the Ministry of Health Asaad Mahdi said Iraq
could conduct 1,000 COVID-19 tests per day. Africa CDC also welcomed PRC public health
assistance in enhancing its laboratory system capacity as COVID-19 struck African countries.

China’s Role in Global Health Security Agenda
13. @Be=China is a member of the Global Health Security Agenda (GHSA), a global

partnership effort started in 2014 to assess countries’ capacities to prevent, detect, and respond
to infectious disease threats. The GHSA’s Biosafety and Biosecurity action package
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emphasizes: 1) whole-of-government biosafety and biosecurity systems for human, animal, and
agricultural facilities, and 2) biosafety and biosecurity training and practices. The GHSA also
encourages members to use the World Health Organization (WHO) Joint External Evaluation
(JEE) tool to determine their gaps and weaknesses in preparing for and responding to infectious
disease risks. The JEE is a useful tool for ensuring full compliance with global biosafety and
biosecurity standards, which is a key aspect of implementing the International Health
Regulations (IHR). The PRC, however, has not participated in a WHO JEE despite U.S. efforts
to encourage it to do so. China has only participated as a technical observer to other country
JEEs and has yet to agree to conduct its own.

(b)(1)(1.4)(d)
14. (5| (b)(1)(1.4)(d)
d

15.&8BL0.Anecdotal Chinese media reporting also highlights the challenges that China faces as
it attempts to ensure highest standards in its laboratory system. In January, renowned Chinese
scientist Li Ning was sentenced to 12 years in prison for selling experimental animals in local
markets for personal gain. In December 2019, a factory producing animal brucellosis vaccines
used expired disinfectant to decontaminate its facilities, leading to the infection of 181 lab
workers, students, and faculty at the nearby Lanzhou Veterinary Research Institute. [Note:
Brucellosis is classified as a Class B infectious disease, the second most serious level in China’s
three-tier infectious disease classification system. End Note].
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