
 
 
 

 
February 21, 2025 
 
Case No. FL-2022-00062 

 
Mr. Gary Ruskin 
U.S. Right to Know 
4096 Piedmont Avenue, #963 
Oakland, CA 94611 
 
Dear Mr. Ruskin: 
 
As we noted in our letter dated January 10, 2025, we are processing your 
request for material under the Freedom of Information Act (“FOIA”), 5 U.S.C. 
§ 552.  The Department of State (“Department”) has identified 15 additional 
responsive records subject to the FOIA.  All 15 records may be released in 
part. 
 
An enclosure explains the FOIA exemptions and other grounds for 
withholding material.  Where we have made redactions, the applicable FOIA 
exemptions are marked on each record.  Where applicable, the Department 
has considered the foreseeable harm standard when reviewing these 
records and applying FOIA exemptions.  All non-exempt material that is 
reasonably segregable from the exempt material has been released and is 
enclosed. 
 
  

United States Department of State 

Washington, D. C. 20520 



2 
 
We will keep you informed as your case progresses.  If you have any 
questions, your attorney may contact Assistant United States Attorney 
Stephanie Johnson at stephanie.johnson5@usdoj.gov or (202) 252-7874.  
Please refer to the case number, FL-2022-00062, and the civil action 
number, 22-cv-01130, in all correspondence about this case. 
 

Sincerely, 
 
 
 

          Avery D. Bullard 
          Supervisory Government Information Specialist  

                                                     Litigation and Appeals Office 
 
 

mailto:April.Seabrook@usdoj.gov


The Freedom of Information Act (5 USC 552) 

 

FOIA Exemptions 
 

(b)(1) Information specifically authorized by an executive order to be kept secret in the interest of 

national defense or foreign policy.  Executive Order 13526 includes the following 

classification categories: 

  

   1.4(a)  Military plans, systems, or operations 

   1.4(b)  Foreign government information 

   1.4(c)  Intelligence activities, sources or methods, or cryptology 

   1.4(d)  Foreign relations or foreign activities of the US, including confidential sources 

   1.4(e)  Scientific, technological, or economic matters relating to national security,  

              including defense against transnational terrorism 

  1.4(f)  U.S. Government  programs for safeguarding nuclear materials or facilities 

   1.4(g)  Vulnerabilities or capabilities of systems, installations, infrastructures, projects, 

               plans, or protection services relating to US national security, including defense 

               against transnational terrorism 

   1.4(h)  Weapons of mass destruction 

  

(b)(2) Related solely to the internal personnel rules and practices of an agency 

  

(b)(3) Specifically exempted from disclosure by statute (other than 5 USC 552), for example: 

 

 ARMSEXP                     Arms Export Control Act, 50a USC 2411(c) 

CIA PERS/ORG            Central Intelligence Agency Act of 1949, 50 USC 403(g) 

EXPORT CONTROL    Export Administration Act of 1979, 50 USC App. Sec. 2411(c) 

FS ACT                          Foreign Service Act of 1980, 22 USC 4004 

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f) 

IRAN   Iran Claims Settlement Act, Public Law 99-99, Sec. 505 
 

   

(b)(4) Trade secrets and confidential commercial or financial information 

  

(b)(5) Interagency or intra-agency communications forming part of the deliberative process, 

attorney-client privilege, or attorney work product 

  

(b)(6) Personal privacy information  

  

(b)(7) Law enforcement information whose disclosure would: 

   (A)  interfere with enforcement proceedings 

   (B)  deprive a person of a fair trial 

   (C)  constitute an unwarranted invasion of personal privacy 

   (D)  disclose confidential sources 

   (E)  disclose investigation techniques 

   (F)  endanger life or physical safety of an individual 

 

(b)(8) Prepared by or for a government agency regulating or supervising financial institutions 

 

(b)(9) 

 

Geological and geophysical information and data, including maps, concerning wells 

 

Other Grounds for Withholding 

 

NR Material not responsive to a FOIA request excised with the agreement of the requester  
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From: "Stilwell, David R" 

To: 
Keshap, Atul (b )(6) state.gov>; 
Feith, David (b)(6) state.gov> 

Subject: 

RE: Weekend reading-The genetic structure of SARS-CoV-2 does not rule out a 
laboratory origin SARS-COV-2 chimeric structure and furin cleavage site might be 
the result of g enetic manipulation/ /Natl Academy of Sciences syn bio thre at TF 
report 

Date: Thu, 19 Nov 2020 19:40:08 +0000 

Or at least the ones who wrote disparaging things about the Secretary. They would sooner believe the 
PRC Propaganda machine than an American senior official. How did it come to this? 

From: Keshap, Atul fb)(6) ~state.gov> 
Sent: Thursday, November 19, 2020 12:55 PM 
To: Stilwell, David l{b)(6) ~state.gov>; Feith, David i(b)(6) l@state.gov> 
Subject: Re: Weekend reading-The genetic structure of SARS-CoV-2 does not rule out a laboratory 
origin SARS-COV-2 chimeric structure and furin cleavage site might be the result of genetic 
manipulation! /Natl Academy of Sciences syn bio threat TF report 

Should we get this in the in-boxes of every journalist in DC? 

From: Sti I we 11, David R Kb)( 6) & state .gov> 
Sent: Thursday, November 19, 2020 12:09 PM 
To: Feith, David; Keshap, Atul 
Subject: RE: Weekend reading-The genetic structure of SARS-CoV-2 does not rule out a laboratory 
origin SARS-COV-2 chimeric structure and furin cleavage site might be the result of genetic 
manipulation! /Natl Academy of Sciences syn bio threat TF report 

Crazy talk? Will Walters was right. 

How do we gently whisper "I told you so" on behalf of S to all the unhelpful media? 

From: Feith, David j(b )(6) @state.gov> 
Sent: Thursday, November 19, 2020 12:00 PM 
To: Stilwell, David R ~(b)(6) Wstate.gov>; Keshap, Atul l(b)(6) @state.gov> 
Subject: FW: Weekend read ing-The genetic structure of SARS-CoV-2 does not rule out a laboratory 
origin SARS-COV-2 chimeric structure and furin cleavage site might be the result of genetic 
manipulation! /Natl Academy of Sciences syn bio threat TF report 

From: David Asher J(b)(6) ~hudson.org> 
Sent: Thursday, November 19, 2020 11:32 AM 
To: Wi lliam Hall isey lb)(6) l@nsc.eop.gov> 
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Cc: Kanapathy, Ivan (b)(6) nsc.eo . av>; Hooker, Allison M 
i(b)(6) f?nsc.eop.gov>; Feith, David (b)(6) state. av> 
Subject: Weekend reading-The genetic structure of SARS-CoV-2 does not rule out a laboratory origin 
SARS-COV-2 chimeric structure and furin cleavage site might be the result of genetic manipulation! /Natl 
Academy of Sciences syn bio threat TF report 

This recently published peer reviewed paper is in line with technical analysis we are pursuing with a 
group world class geneticists involved in gain of function research with Coron avi ruses. They a re a re 
telling us a very different story than some in the Community. Good weekend reading, especially 
combined with the 2018 NAS report on syn bio threats and a review of USG sponsored research into 
GOF with WIV and others in China ..... 

David L. Asher, Ph.D 
Senior Fellow 
Hudson Institute 
1201 Pennsylvania Avenue, NW 
Fourth Floor 
Washington, DC 20004 

0. I l(b )(6) I 
https: //www. h u d son. o rg/ experts/ 12 9 9-d avid-asher 

Sender: 

Recipient: 

"Stilwell, David R" 

Keshap, Atul lth\t~\ 

Feith, David l(b)(6) 
tfilstate.gov>; 

~state.gov> 
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From: 

To: 

CC: 

"Feith, David' (b)(5) @state.gov> 

Asher, David ........... ~_,.tate.gov>; 
(6) @state.gov> 

6 ate.gov>; 
I'-'( b""') __ ( 6""') _____ __.,..,__,_.,_,_,_ _ _F state .gov>; 
( ov>; 

, ( te.gov>; 
DiNanno, Thomas '-'---'""'---'---'@state.gov> 

2/20/2025 Page 3 

Subject: Re: Request for a short option/assessment of the Latham-Wilson COV2 origins 
paper 

Date: Sun, 3 Jan 2021 05:21:36 +0000 

(State only.) Did LLNL or others ever weigh in on this? 

David Feith 
Deputy Assistant Secretary 
Bureau of East Asian and Pacific Affairs (EAP) 

,........,_._._._....LLl ................... .........,....,of State 
(b)(6) 

(b )(6) "'state.gov 

On December 26, 2020 at 4:32:22 PM EST, Asher, David j(b)(6) @state.gov>wrote: 
Mike, 

All great pointsf b)(5) Deliberative Process 

(b)(5) Deliberative Process 

Dave 

l(b)(5) Deliberative Process 
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l(b)(5) Deliberative Process 

https://www.nationalacademies.org/news/2018/06/if-misused-synthetic-biology-could
expand-the-possibility-of-creating-new-weapons-dod-should-continue-to-monitor-advances-in

the-fi e Id-new-re port-says 

If Misused, Synthetic Biology Could 

Expand the Possibility of Creating New 

Weapons - DOD Should Continue to 

Monitor Advances in the Field, New 

Report Says I National Academies 

Synthetic biology expands the possibilities for creating 
new weapons - including making existing bacteria and 
viruses more harmful - while decreasing the time 
required to engineer such organisms, concludes a new 
report by the Nationa l Academies of Sciences, 
Engineering, and Medicine. 

www. nation a I academies .o rg 

From:i(b)(6 ) l(b)(6) ~state.gov> 

Sent: Saturday, December 26, 2020 3:07 PM 
To: Asher, David (b)(6) @state.gov>; ~/h_\_fh-,------------------~ 

b)(6) 

(b)(5) Deliberative Process 
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(b)(5) Deliberative Process 

, 

From: Asher, David l(b)(6) Wstate.gov> 

Sent: Saturday, December 26, 2020 12:50 PM 

"UNCLASSIFIED" 2/20/2025 Page 5 

To: l(b)(6) f;;,llnl.gov j(b)(6) pllllnl.gov>;l(b)(6) ~llnl.govl(b)(6) l@llnl.gov> 
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eith, David l(b)(6) ~state.gov>Ub)(6) I 
~:.Jl!::.il.:::J.,----v>-f(i"i:b:-:)(;;;6~) ~.......,,.......,.'-"-"-'-'i' state.gov>; Gibbs, Jeffrey Jl(b)(6) l@state.gov>;,-i(b_)(_6_,,) I 
~~~..,_.......,___.____,._state.gov>; DiNanno, Thomas G ~(b)(6) ~state.gov> 
Subject: Re: Request for a short option/assessment of the Latham-Wilson COV2 origins paper 

(b)(5) Deliberative Process 

From: Asher, David j(b)(6) @!state.gov> 
Sent: Saturday, December 26, 2020 12:49 PM 
To: (h)(fn 

Cc: ( b )( 6) state .gov>; Feith, David ( b )( 6) state .gov>; Ir h \f i=- \ I ~-~ 
(b)(6) state.gov>; (b)(6) state.gov>; Gibbs, Jeffrey J l(b)(6) ~state.gov>¥b)(6) I 
(b)(6) (b)(6) @state.gov>; DiNanno, Thomas G l(b)(6) ~state.gov> 
Subject: Request for a short option/assessment of the Latham-Wilson COV2 origins paper 

l(b )(6) 

l(b)(5) Deliberative Process 

David 

https://jonathanl atha m .net/ a-proposed-origi n-for-sars-cov-2-a nd-the-covid-19-pa ndemi c/ 



FL-2022-00062 A-00000861830 ''U CLASSIFIED'' 

A Proposed Origin for SARS-CoV-2 
and the COVID-19 Pandemic -
Jonathan Latham 

by Jonathan Latham, PhD and Allison Wilson, 

PhD. In all the discussions of the origin of the 

COVI D-19 pandemic, enormous scientific 

attention has been paid to the molecular 

character of the SARS-CoV-2 virus, including its 

novel genome sequence in comparison with its 

near relatives. 

jo natha n latha m.n et 

2/20/2025 Page 7 

Engineered COVID-19-Infected 
Mouse Bites Researcher A111id 
'Explosion' Of Risky 
Coronavirus Research 

by Jonathan Latham, PhD 

August 23, 2020 

By 

.itl 
in Uncategorized 

1 Comment 

University researchers genetically engineer a human pandemic virus. They inject the new virus 
into a laboratory mouse. The infected mouse then bites a researcher ..... lt is a plot worthy of a 
Hollywood blockbuster about risky coronavirus research. 
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But according to newly obtained minutes of the Institutional Biosafety Committee (IBC) of the 
University of North Carolina (UNC), Chapel Hill, these exact events need not be imagined. They 
occurred for real between April 1st and May 6th this year. 

The identity of the bitten coronavirus researcher has not been revealed except that they were 
working in a high security BSL-3 virus lab when the accident happened. 

According to Richard Ebright. an epidemiologist from Rutgers University, the UNC incident 
underscores an important development in virus research since the pandemic began: 

"There has been an explosion of research involving fully infectious SARS-CoV-2 over the last six 
months. Research with infectious SARS-CoV-2 now is occurring in every, or almost every, BSL-3 
facility in the US and overseas." 

This strong upsurge is affirmed by Edward Hammond of Prickly Research, Austin, TX, former 
Director of the Sunshine Project, an NGO that tracked the post 9/11 expansion of the US 
Biodefense program. 

"It is evident that swarms of academic researchers with little prior experience with 
coronaviruses have leapt into the field in recent months." 

For Hammond, this explosion represents a hazard: 

"We need to be clear headed about the risk. The first SARS virus was a notorious source of 
laboratory-acquired infections and there is a very real risk that modified forms of SARS-CoV-2 
could infect researchers, especially inexperienced researchers, with unpredictable and 
potentially quite dangerous results. The biggest risk is the creation and accidental release of a 
novel form of SARS-CoV-2 - a variant whose altered characteristics might undermine global 
efforts to stop the pandemic by evading the approaches being taken to find COVID vaccines and 
treatments." 

And, continues Hammond: "Each additional lab that experiments with CoV-2 amplifies the risk." 

Richard Ebright concurs, telling Independent Science News in an email that this research is: 

"in many cases being performed by researchers who have no prior experience in BSL-3 
operations and pathogens research, and who therefore pose elevated risk of laboratory 
accidents with BSL-3 pathogens." 

Ebright is also concerned that some influential experimenters are now calling for reduced 
oversight: 

"The UNC incident also underscores that calls by some, notably Columbia University virologist 
Vincent Racaniello (Podcast at 01:35mins onwards), to allow virus-culture and virus-production 
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research with fully infectious SARS-CoV-2 at BSL-2 are egregiously irresponsible and absolutely 
unacceptable." 

Other researchers are also calling for restraint. In a paper titled "Prudently conduct the 
engineering and synthesis of the SARS-CoV-2 virus", researchers from China and the US 
critiqued the synthesis in February of a full length infectious clone (Gao et al., 2020; Thao et al., 
2020). And, in concluding, these researchers asked a question that is even more pertinent 
now than then "Once the risks [of a lab escape] become a reality, who or which organization 
should take responsibility for them?" 

Lack of transparency 
The accident at the University of North Carolina (UNC) is now in the public domain but only 
thanks to a FOIA request submitted by Hammond (in line with NIH guidelines) and shared 
with Independent Science News. 

Despite the FOIA request, apart from the fact that UNC classified it as an official "Reportable 
Incident", i.e. that must be reported to National Institutes of Health (NIH) in Washington DC, 
scarcely any information about the accident is available. 

In part this is because the minutes of the relevant IBC meeting (May 6th, 2020, p109) are 
extremely brief. They do not provide any details of the fate of the bitten researcher. Nor do 
they state, for example, whether the researcher developed an active infection, nor whether 
they developed symptoms, nor if they transmitted the recombinant virus to anyone else. 
Neither do they reveal what kind of recombinant virus was being used or the purpose of the 
experiment. 

To try to learn more, Independent Science News emailed the lab of Ralph Barie at UNC, which, 
based on their research history is the most likely coronavirus research group involved (Roberts 
et al., 2007; Menachery et al., 2015), the University Biosafety Officer, and UNC Media relations. 

Only the latter replied: 

"The April 2020 incident referred to in the University Institutional Biosafety Committee meeting 
minutes involved a mouse-adapted SARS-CoV-2 strain used in the development of a mouse 
model system." 
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Ralph Barie UNC Gillings School of Public Health-web 
UNC media relations also told Independent Science News that: 

"The researcher did not develop any symptoms and no infection occurred as a result of the 
incident." 

Our questions in full and the full UNC reply are available here. 

Redactions of Biosafety Committee discussions 
The second reason for this lack of information is that the UNC redacted the names of Principal 
Investigators (Pis) whose research required biosafety scrutiny, along with many of the 
experimental specifics. 
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Nevertheless, unredacted parts of minutes from IBC meetings held in 2020 contain descriptions 
of experiments that potentially encompass the accident. They include: 

Application 75223: 

UNC Inst Biosafety Committee Application 75223 
("a full-length infectious clone" refers to a viable DNA copy of the coronavirus, which is 
ordinarily an RNA virus) 

and 

Application 73790: 
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UNC Inst Biosafety Committee Application 73790 
and 

Application 74962: 

2/2.0/2025 Page 12 
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UNC Inst Biosafety Committee Application 74962 
In all, any one of eight sets of different experiments approved by the UNC Chapel Hill IBC in 
2020 proposed infecting mice with live infectious and mutant SARS-CoV-2-like coronaviruses 
under BSL-3 conditions and therefore could have led to the accident. 

The thorny issue of transparency 
According to Hammond the lack of transparency represented by the sparse minutes and 
especially the redactions represent a violation of science's social contract: 

"At the dawn of recombinant DNA, at the request of the scientific community itself, following 
the fabled Asilomar conference, the United States government took the position of not 
regulating genetic engineering in the lab. The "deal" that big science struck with the 
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government was that, in return for not being directly regulated, principal investigators would 
take personal responsibility for lab biosafety, involve the public in decision-making, and accept 
public accountability for their actions. 

The NIH Guidelines and Institutional Biosafety Committee system of "self-regulation" by 
researchers is founded upon the principal of personal responsibility of Pis and the promise of 
transparency. The redaction of the researchers' identities from IBC meeting minutes, in order 
to hide the activities of researchers and avoid accountability for accidents, fundamentally 
contradicts the core principles of the US oversight system and violates the commitments that 
science made." 

Richard Ebright goes further: 

"There is no justification for UNC's redaction of the names of the laboratory heads and the 
identities of pathogens. UNC's redactions violate conditions UNC agreed to in exchange for NIH 
funding of UNC's research and, if not corrected, should result in the termination of current NIH 
funding, and the loss of eligibility for future NIH funding, of UNC's research." 

Are universities doing too many risky experiments on 
corona viruses? 
The second concern of researchers contacted by Independent Science Newsis that unnecessary 
and dangerous experiments will be conducted as a result of the COVID-19 pandemic. According 
to Richard Ebright: 

"The UNC incident shows that serious laboratory accidents with SARS-CoV-2 can occur even in a 
lab having extremely extensive experience in BSL-3 operations and unmatched expertise in 
coronavirus research, and underscores the risks associated with uncontrolled proliferation of 
research on SARS-CoV-2, especially for labs lacking prior experience in BSL-3 operations and 
coronavirus research." 

For this reason Ebright argues that: 

"It is essential that a national needs-assessment and biosafety assessment be performed for 
research involving fully infectious SARS-CoV-2. It also is essential that a risk-benefit review be 
performed before approving research projects involving fully infectious SARS-CoV-2-something 
that currently does not occur-to ensure that potential benefits to the public outweigh the real 
risks to laboratory workers and the public." 

This concern over risks and benefits is shared by Edward Hammond. Using FOIA again he has 
further discovered that researchers at the University of Pittsburgh (whose identity is redacted) 
plan to make what Hammond calls Corona-thrax. 
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In short, according to its Institutional Biosafety Committee, Pittsburgh researchers intend put 
the spike protein of SARS-CoV-2 (which allows the virus to gain entry into human cells) 
into Bacillus anthracis which is the causative agent of anthrax. 

u 
Pittsburgh Inst Biosafety Committee minutes June 2020 
The anthrax strain proposed to be used for this experiment is "disarmed" but, Hammond 
agrees with Gao et al., (2020) that the balance of risks and benefits appears not to be receiving 
adequate consideration. 

This experiment was nevertheless approved by the Institutional Biosafety Committee of the 
University of Pittsburgh. But by redacting the name of the laboratory from the minutes and also 
every name of the members of the committee which approved it. the University has supplied 
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a de facto response to the final question posed by Gao et al.: who will take responsibility for 
risky coronavirus research? 

References 

Gao, P., Ma,$., Lu, D., Mitcham, C., Jing, Y., & Wang, G. (2020). Prudently conduct the 
engineering and synthesis of the SARS-CoV-2 virus. Synthetic and systems biotechnology, 5(2), 
59-61. 
Menachery, V. D., Yount, B. L., Debbink, K., Agnihothram, S., Gralinski, L. E., Plante, J. A., ... & 
Randell, S. H. (2015). A SARS-like cluster of circulating bat coronaviruses shows potential for 
human emergence. Nature medicine, 21(12), 1508-1513. 
Roberts, A., Deming, D., Paddock, C. D., Cheng, A., Yount, B., Vogel, L., ... & Zaki, S. R. (2007). A 
mouse-adapted SARS-coronavirus causes disease and mortality in BALB/c mice. PLoS 
Pathog, 3(1), es. 
Thao, T. T. N., Labroussaa, F., Ebert, N., V'kovski, P., Stalder, H., Partmann, J., ... & Gultom, M. 
(2020). Rapid reconstruction of SARS-CoV-2 using a synthetic genomics platform. BioRxiv. 

L WW 

Sender: "Feith, David" l(b)(6) @state.gov> 

Recipient: 

l 
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From: "Paulopol, Andreea I" l(b)(6) l@state.gov> 

To: l(b)(6) ~state.gov> 

Subject: RE: Opinion: The U.S. should reveal its intelligence about the Wuhan laboratory 

Date: Wed, 24 Feb 202116:12:14 +0000 

CBS's "Face the Nation1
' Sunday the Jan. 15 statement was "very carefully crafted" and 

"scrubbed" by the administration. 

Right, because only a hand full of political appointees cleared on it! I asked DNI for the 
sourced version and they sent me back to S which by then, he had departed, along with 
his other so called experts. 

SENSFFFYE BUT UHCUcSSfffED 
From~~~b-)-(6-)------~~state.gov> 

Sent: Wednesday, February 24, 202111:06 AM 
To: Paulopol, Andreea 1l(b)(6) ~state.gov> 
Subject: FW: Opinion: The U.S. should reveal its intelligence about the Wuhan laboratory 

SENSITJVJ;' a11T U~ICLA:SS!flEO 

From:l{b)(6) rb)(6) @state.gov> 
Sent: Wednesday, February 24, 202110:50 AM 
To: AVC-VPO-DL <AVC-VPO-DL@state.gov> 
Subject: FW: Opinion: The U.S. should reveal its intelligence about the Wuhan laboratory 

FYI 

l(b)(6) 
Director, AVC/VPO 
(b)(6) 
(b )(6) state. av 

3El(f3f'ffVE BU"f Uli!CL:A.: SSWlEO 

From:l(b)(6) tb)(6) @aol.com> 
Sent: Wednesday, February 24, 202110:47 AM 
To:l(b)(6) H<h)(fi) l@state.gov> 
Subject: Opinion: The U.S. should reveal its intelligence about the Wuhan laboratory 
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Opinion: The U.S. should reveal its 
intelligence about the Wuhan 
laboratory 

Security personnel guard the Wuhan Institute of Virology in China on Feb. 3. (Thomas 
Peter/Reuters) 
Opinion by Editorial Board 
Feb. 22, 2021 at 4:46 p.m. EST 
Add to list 
THE UNITED STATES possesses classified intelligence information about illnesses in 
the autumn of 2019, before the global pandemic, at the Wuhan Institute of Virology, or 
WIV, which was carrying out research on bat coronaviruses very similar in genetic 
makeup to the pandemic virus. The intelligence should be declassified, and soon. 
Then-Secretary of State Mike Pompeo and President Donald Trump missed no 
opportunity to bash China over the virus, trying to divert attention from Mr. Trump's 
disastrous pandemic response. Setting aside this scapegoating, the origins of the 
coronavirus remain unknown. Did the virus leap directly from an animal host in nature 
to humans, which many scientists believe is highly likely, or from an inadvertent leak or 
accident at a Chinese laboratory, possibly the WIV? The answers will be important to 
prevent a future pandemic and must be pursued vigorously, even though China covered 
.!!P. the early stages of the pandemic and has advanced dubious theories to suggest it 
originated beyond China's borders. 
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Mr. Pompeo issued a statement and fact sheet on Jan. 15 claiming the U.S. government 
"has reason to believe that several researchers inside the WN became sick in autumn 
2019, before the first identified case of the outbreak, with symptoms consistent with 
both COVID-19 and common seasonal illnesses." Mr. Pompeo does not categorically 
claim the workers had covid, only raising the possibility of that or seasonal illnesses, 
such as influenza. Both are respiratory illnesses. 
AD 
If true, it would be useful to know if any workers were quarantined or if there is 
cellphone mobility data to track what happened to them. 
Mr. Pompeo said the U.S. information "raises questions" about Chinese denials that the 
laboratory was the source. A senior researcher at the WN, Shi Zhengli, was working 
on "gain of function" experiments, which involve modifying viral genomes to give them 
new properties, including the ability to infect lung cells oflaboratory animals that had 
been genetically modified to respond as human respiratory cells would. Mr. Pompeo 
noted that China ''prevented independent journalists, investigators, and global health 
authorities from interviewing researchers at the WIV, including those who were ill in the 
fall of 2019." Matthew Pottinger, who was deputy national security adviser under Mr. 
Trump and is a China specialist, said on CBS's "Face the Nation" Sunday the Jan. 15 
statement was "very carefully crafted" and "scrubbed" by the administration. The 
statement also claimed the WIV had been engaged in secret projects with China's 
military involving laboratory animal experiments. 
When a World Health Organization team recently wrapped up its initial investigative 
visit to Wuhan, the team leader said the laboratory leak scenario was highly unlikely. 
However, State Department spokesman Ned Price said Feb. 9 that the Eiden 
administration would "draw on information collected and analyzed by our own 
intelligence community to evaluate the report" from the WHO. Mr. Price emphasized 
the need for "full transparency." 
AD 
Full transparency is needed from China but also from the United States. The intelligence 
behind Mr. Pompeo's statements should be declassified, with proper protection for 
sources and methods. The truth matters, and the United States should not hide any 
relevant evidence. 

https://www.washingtonpost.com/ opinions/global-opinions /the-us-should-reveal-its
intelligence-about-the-wuhan-laboratory/ 2021 / 02 / 22/ da oege90-7.53f-11eb-g537-
496I58cc5fd9 story.html 

Sender: "Paulopol, Andreea I"l(b)(6) ~state.gov> 

Recipient: l(b)(6) l@state.gov> 
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From: "Asher David" (b)(6) , state.gov> 

To: Feith, David (b)(6) 

CC: Stilwell, David R (b )(6) state.gov>; 
Keshap, Atul (b)(6) state.gov> 

Subject: Re: lrh)fn) I summary on COV19 unclassified origins is a worthy read 

Date: Sat, 26 Dec 2020 22:22:46 +0000 

Report attached. 

From: Asher, DavidK b)(6) ~state.gov> 
Sent: Saturday, December 26, 2020 4:53 PM 
To: Feith, David VhHF.)l@state.gov> 
Cc: Sti lwell David R b)(6) @state.gov>;Keshap, Atul l(b)(6) l@state.gov> 
Subject: b)(6) ummary on COV19 unclassified origins is a worthy read 

See be low froml<b)(6) I Very well done. NIH interestingly are suddenly ready to have a 

discussion about CIV origins.\ 

(b)(5) Deliberative Process 

As we prepare for the weeks ahead, I recommend the 2018 NAS Study: 

https://www .nation alacadem ies. org/news/2018/06/if-m isused-synthetic-biology-coul d

expand-the-possibi I ity-of-creating-new-weapons-dod-sh oul d-conti n ue-to-mon itor-adva nces-i n
the-field-new-report-says 

If Misused, Synthetic Biology Could 
Expand the Possibility of Creating New 
Weapons - DOD Should Continue to 
Monitor Advances in the Field, New 
Report Says I National Academies 

Synthetic biology expands the possibilities for creating 
new weapons - including making existing bacteria and 
viruses more harmful - while decreasing the time 
required to engineer such organisms, concludes a new 
report by the National Academies of Sciences, 
Engineering, and Medicine. 

wvv\.v.nati ona lacarl em ies.org 
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From ~r h \f i=- \ I I( b )( 6 ) ~state.gov> 
Sent: Saturday, December 26, 2020 3:07 PM 
To: Asher, David 1(b)(6) l@state.gov>i~(b_)(_6_) -~~llnl.govl(b)(6) l@llnl.gov>l(b)(6) ~@llnl.gov 
(b)(6) @llnl. av> 

Cc: (b )(6) state.gov>; Feith, David l(b )(6) ~state.gov>;lf b )(6) I 
l(b)(6) ~state.gov>; (b)(6) state.gov>; Gibbs, Jeffrey Jl(b)(6) ~state.gov>; 
DiNanno, Thomas G l(b)(6) §>state.gov> 
Subject: Re: Request for a short option/assessment of the Latham-Wilson COV2 origins paper 

(b)(5) Deliberative Process 
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(b)(5) Deliberative Process 

From: Asher, Davidl(b)(6) ~state.gov> 
Sent: Saturday, December 26, 2020 12:50 PM 

"UNCLASSIFIED" 2/20/2025 Page 22 

@llnl.gov (b)(6) llnl.gov>; !(b)(6) !@llnl.gov j(bl(61 !@llnl.gov> 

;'-';',;:c'~t--~--~=cc@=st~a~te~.g~o~v_>7; Feith, David j(b)(6) ~state.go"'v~>~; ~(b~)~(6")~--~ 
(b)(6) state.gov>; (b)(6) @state.gov>;Gibbs, Jeffrey J(b)(6) state.gov>;-!{b-)(_6_) I 
(b)(6) (b)(6) state.gov>; DiNanno, Thomas G j(b)(6) ~state.gov> 
Subject: Re: Request for a short option/assessment of the Latham-Wilson COV2 origins paper 

(b)(5) Deliberative Process 
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From: Asher, Davidl(b)(6) @state.gov> 
Sent: Saturday, December 26, 2020 12:49 PM 

"UNCLASSIFIED" 2/20/2025 Page 23 

To:lrh)fR) !a>llnl.gov ~(b)(6) 1@lln l.gov>;(h)fF1' @llnl. ov frh\tl=:\ plllnl.gov> 
Cc: (b)(6) @state.gov>;Feith, David (b)(6) state.gov>; (h)(h) 

b 6 ov>;l(b )(6) pstate.gov>; Gibbs, Jeffrey J (b )(6) state.gov>J(b )(6) 
b)(6) (b)(6) state.gov>; DiNanno, Thomas G ~(b)(6) ~state.gov> 

Subject: Request for a short option/assessment of the Latham-Wilson COV2 origins paper 

Can we get some of your renowned bioinformatics and bio-Defense scientists to give us a short 
unclassified opinion of the origins hypothesis as proposed by Latham and Wilson? This is an 
unfortunately quite urgent request for some succinct feedback. We will be ever grateful! 

David 

https://jonathanl atha m. net/ a-proposed-origi n-for-sars-cov-2-a nd-the-covid-19-pa ndemi c/ 

A Proposed Origin for SARS-CoV-2 
and the COVID-19 Pandemic -
Jonathan Latham 

by Jonathan Latham, PhD and Allison Wilson, 

PhD. In all the discussions of the origin of the 

COVI D-19 pandemic, enormous scientific 

attention has been paid to the molecular 

character of the SARS-CoV-2 virus, including its 

novel genome sequence in comparison with its 

near relatives. 

jo natha n latha m.n et 

Engineered COVID-19-Infected 
Mouse Bites Researcher Antid 
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'Explosion' OfRisky 
Coronavirus Research 

by Jonathan Latham, PhD 

2/20/2025 Page 24 

August 23, 2020 

By 

kl 
in Uncategorized 

1Comment 

University researchers genetically engineer a human pandemic virus. They inject the new virus 
into a laboratory mouse. The infected mouse then bites a researcher ..... lt is a plot worthy of a 
Hollywood blockbuster about risky coronavirus research. 

But according to newly obtained minutes of the Institutional Biosafety Committee (IBC) of the 
University of North Carolina (LINC), Chapel Hill, these exact events need not be imagined. They 
occurred for real between April 1st and May 6th this year. 

The identity of the bitten coronavirus researcher has not been revealed except that they were 
working in a high security BSL-3 virus lab when the accident happened. 

According to Richard Ebright, an epidemiologist from Rutgers University, the LINC incident 
underscores an important development in virus research since the pandemic began: 

"There has been an explosion of research involving fully infectious SARS-CoV-2 over the last six 
months. Research with infectious SARS-CoV-2 now is occurring in every, or almost every, BSL-3 
facility in the US and overseas." 

This strong upsurge is affirmed by Edward Hammond of Prickly Research, Austin, TX, former 
Director of the Sunshine Project, an NGO that tracked the post 9/11 expansion of the US 
Biodefense program. 

"It is evident that swarms of academic researchers with little prior experience with 
coronaviruses have leapt into the field in recent months." 

For Hammond, this explosion represents a hazard: 

"We need to be clear headed about the risk. The first SARS virus was a notorious source of 
laboratory-acquired infections and there is a very real risk that modified forms of SARS-CoV-2 
could infect researchers, especially inexperienced researchers, with unpredictable and 
potentially quite dangerous results. The biggest risk is the creation and accidental release of a 
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novel form of SARS-CoV-2 - a variant whose altered characteristics might undermine global 
efforts to stop the pandemic by evading the approaches being taken to find COVID vaccines and 
treatments." 

And, continues Hammond: "Each additional lab that experiments with CoV-2 amplifies the risk." 

Richard Ebright concurs, telling Independent Science News in an email that this research is: 

"in many cases being performed by researchers who have no prior experience in BSL-3 
operations and pathogens research, and who therefore pose elevated risk of laboratory 
accidents with BSL-3 pathogens." 

Ebright is also concerned that some influential experimenters are now calling for reduced 
oversight: 

"The LINC incident also underscores that calls by some, notably Columbia University virologist 
Vincent Racaniello (Podcast at 01:35mins onwards), to allow virus-culture and virus-production 
research with fully infectious SARS-CoV-2 at BSL-2 are egregiously irresponsible and absolutely 
unacceptable." 

Other researchers are also calling for restraint. In a paper titled "Prudently conduct the 
engineering and synthesis of the SARS-CoV-2 virus", researchers from China and the US 
critiqued the synthesis in February of a full length infectious clone (Gao et al., 2020; Thao et al., 
2020). And, in concluding, these researchers asked a question that is even more pertinent 
now than then "Once the risks [of a lab escape] become a reality, who or which organization 
should take responsibility for them?" 

Lack of transparency 
The accident at the University of North Carolina (LINC) is now in the public domain but only 
thanks to a FOIA request submitted by Hammond (in line with NIH guidelines) and shared 
with Independent Science News. 

Despite the FOIA request, apart from the fact that LINC classified it as an official "Reportable 
Incident", i.e. that must be reported to National Institutes of Health (NIH) in Washington DC, 
scarcely any information about the accident is available. 

In part this is because the minutes of the relevant IBC meeting (May 6th, 2020, p109) are 
extremely brief. They do not provide any details of the fate of the bitten researcher. Nor do 
they state, for example, whether the researcher developed an active infection, nor whether 
they developed symptoms, nor if they transmitted the recombinant virus to anyone else. 
Neither do they reveal what kind of recombinant virus was being used or the purpose of the 
experiment. 
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To try to learn more, Independent Science News emailed the lab of Ralph Barie at UNC, which, 
based on their research history is the most likely coronavirus research group involved (Roberts 
et al., 2007; Menachery et al., 2015), the University Biosafety Officer, and UNC Media relations. 

Only the latter replied: 

"The April 2020 incident referred to in the University Institutional Biosafety Committee meeting 
minutes involved a mouse-adapted SARS-CoV-2 strain used in the development of a mouse 
model system." 

Ralph Barie UNC Gillings School of Public Health-web 
UNC media relations also told Independent Science News that: 
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"The researcher did not develop any symptoms and no infection occurred as a result of the 
incident." 

Our questions in full and the full LINC reply are available here. 

Redactions of Bio safety Committee discussions 
The second reason for this lack of information is that the UNC redacted the names of Principal 
Investigators (Pis) whose research required biosafety scrutiny, along with many of the 
experimental specifics. 

Nevertheless, unredacted parts of minutes from IBC meetings held in 2020 contain descriptions 
of experiments that potentially encompass the accident. They include: 

Application 75223: 
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UNC Inst Biosafety Committee Applicati.on 75223 
("a full-length infectious clone" refers to a viable DNA copy of the coronavirus, which is 
ordinarily an RNA virus) 

and 

Application 73790: 
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UNC Inst Biosafety Committee Application 73790 
and 

Application 74962: 

2/2.0/2025 Page 29 
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UNC Inst Biosafety Committee Application 74962 
In all, any one of eight sets of different experiments approved by the UNC Chapel Hill IBC in 
2020 proposed infecting mice with live infectious and mutant SARS-CoV-2-like coronaviruses 
under BSL-3 conditions and therefore could have led to the accident. 

The thorny issue of transparency 
According to Hammond the lack of transparency represented by the sparse minutes and 
especially the redactions represent a violation of science's social contract: 

"At the dawn of recombinant DNA, at the request of the scientific community itself, following 
the fabled Asilomar conference, the United States government took the position of not 
regulating genetic engineering in the lab. The "deal" that big science struck with the 
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government was that, in return for not being directly regulated, principal investigators would 
take personal responsibility for lab biosafety, involve the public in decision-making, and accept 
public accountability for their actions. 

The NIH Guidelines and Institutional Biosafety Committee system of "self-regulation" by 
researchers is founded upon the principal of personal responsibility of Pis and the promise of 
transparency. The redaction of the researchers' identities from IBC meeting minutes, in order 
to hide the activities of researchers and avoid accountability for accidents, fundamentally 
contradicts the core principles of the US oversight system and violates the commitments that 
science made." 

Richard Ebright goes further: 

"There is no justification for UNC's redaction of the names of the laboratory heads and the 
identities of pathogens. UNC's redactions violate conditions UNC agreed to in exchange for NIH 
funding of UNC's research and, if not corrected, should result in the termination of current NIH 
funding, and the loss of eligibility for future NIH funding, of UNC's research." 

Are universities doing too many risky experiments on 
corona viruses? 
The second concern of researchers contacted by Independent Science Newsis that unnecessary 
and dangerous experiments will be conducted as a result of the COVID-19 pandemic. According 
to Richard Ebright: 

"The UNC incident shows that serious laboratory accidents with SARS-CoV-2 can occur even in a 
lab having extremely extensive experience in BSL-3 operations and unmatched expertise in 
coronavirus research, and underscores the risks associated with uncontrolled proliferation of 
research on SARS-CoV-2, especially for labs lacking prior experience in BSL-3 operations and 
coronavirus research." 

For this reason Ebright argues that: 

"It is essential that a national needs-assessment and biosafety assessment be performed for 
research involving fully infectious SARS-CoV-2. It also is essential that a risk-benefit review be 
performed before approving research projects involving fully infectious SARS-CoV-2-something 
that currently does not occur-to ensure that potential benefits to the public outweigh the real 
risks to laboratory workers and the public." 

This concern over risks and benefits is shared by Edward Hammond. Using FOIA again he has 
further discovered that researchers at the University of Pittsburgh (whose identity is redacted) 
plan to make what Hammond calls Corona-thrax. 
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In short, according to its Institutional Biosafety Committee, Pittsburgh researchers intend put 
the spike protein of SARS-CoV-2 (which allows the virus to gain entry into human cells) 
into Bacillus anthracis which is the causative agent of anthrax. 

u 
Pittsburgh Inst Biosafety Committee minutes June 2020 
The anthrax strain proposed to be used for this experiment is "disarmed" but, Hammond 
agrees with Gao et al., (2020) that the balance of risks and benefits appears not to be receiving 
adequate consideration. 

This experiment was nevertheless approved by the Institutional Biosafety Committee of the 
University of Pittsburgh. But by redacting the name of the laboratory from the minutes and also 
every name of the members of the committee which approved it. the University has supplied 
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a de facto response to the final question posed by Gao et al.: who will take responsibility for 
risky coronavirus research? 
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Summary 

Scientific advances over the past several decades have accelerated the ability to engineer existing organisms 
and to potentially create novel ones not found in nature. Synthetic biology, which collccti vel y refers to concepts, 
approaches, and tools that enable the modification or creation of biological organisms, is being pursued over
whelmingly for beneficial purposes ranging from reducing the burden of disease to improving agricultural yields 
to remcdiating pollution. Although the contributions synthetic biology can make in these and other areas hold 
great promise, it is also possible to i maginc malicious uses that cou Id threaten U.S. citizens and military personnel. 
Making informed decisions about how lo address such concerns requires a realistic assessment of the capabili
ties that could be misused. To that end, the U.S. Department of Defense, working with other agencies involved 
in biodcfcnsc, asked the National Academics of Sciences, Engineering, and Medicine to develop a framework to 
guide an assessment of the security concerns related to advances in synthetic biology, lo assess the levels of con
cern warranted for such advances, and to identify options that could help mitigate those concerns. An excerpted 
version of the study charge highlights the key tasks undertaken (sec Chapter I, Box 1-2 for the more detailed 
statement of task): 

To assist the U.S. Department of Defense's Chemical and Biological Defense Program (CBDPJ. the National Acad
emies of Sciences, Engineering, and Medicine will appoint an ad hoc committee to address the changing nature of 
the biodefense threat in the age of synthetic biology. Specifically. the focus of the study will be the manipulation of 
biological functions, systems. or microorganisms resulting in the production of disease-causing agents or toxins .... 
Initially. the committee will develop a strategic framework to guide an assessment of the potential security vulner
abilities related to advances in biology and biotechnology, with a particular emphasis on synthetic biology. 

The framework will focus on how to address the following three questions: What are the possible security concerns 
with regard to synthetic biology that are on the horizon? What are the time frames of development of these concerns? 
What are our options for mitigating these potential concerns? ... 

. . . lTJhe committee will use the outlined strategic framework to generate an assessment of potential vulnerabilities 
posed by synthetic biology. Inputs to this assessment may include information about the current threat, current pro
gram priorities and research. and an evaluation of the current landscape of science and technology. Conclusions and 
recommendations will include a list and description of potential vulnerabilities posed by synthetic biology. 

An initial framework for assessing concerns was published in an interim report (National Academies of Sciences, 
Engineering. and Medicine.2017a). This, the study's final report, builds on and supersedes that report. This report 

1 
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explores and envisions potential misuses of synthetic biology, including concepts that are regularly discussed in 
open meetings . The potential misuses as they are di scussed in the report are neither comprehensive nor enabling 
in the level of information and detail provided; they are included to illustrate the expanding mission ofbiodefense 
in the age of synthetic biology. 

OVERARCHING RECOMMENDATION 

Biotechnology in the age of synthetic biology expands the landscape of potential defense concerns. The 
U.S. Department of Defense (DoD) and its partnering agencies should continue to pursue ongoing strategies 
for chemical and biological defense; these strategics remain relevant in the age of synthetic biology. DoD 
and its partners also need to have approaches to account for the broader capabilities enabled by synthetic 
biology, now and into the future. 

The nation's experience preparing for naturally occurring di seases provides a strong foundation for developing 
strategies to prevent and respond to emerging biologicaUy enabled threats, particularly those based on naturally 
occurring pathogens. But synthetic biology approaches also have the potential to be used in ways that could 
change the presentation of an attack, for example. by modifying the properties of exi ting microorganisms. using 
microorganisms to produce chemicals, or employing novel or unexpected strategies to cause harm. lt is valuable 
for the U.S. government to pay close attention to rapidly advancing fields such as synthetic biology, just as it did 
to advances in chemi ·try and physics during the Cold War era. However, approaches modeled after those taken 
to counter Cold War threats are not sufficient to address biological and biologically enabled chem.ical weapons in 
the age of synthetic biology. The partners involved in the U.S. biodefense enterprise will need expanded strategies 
and approaches to account for the new capabilities enabled by advances in this field. 

A FRAMEWORK FOR ASSESSI G CONCERN CO TRIBUTES TO PLANNING 

Recommendation 

The Department of Defense and its interagcncy partners should use a framework in assessing synthetic 
biology capabilities and their implications. 

(a) A framework is a valuable tool for parsing the changing biotechnology landscape. 

(b) Using a framework facilitates the identification of bottlenecks and barriers, as well as efforts to 
monitor advances in technology and knowledge that change what is possible. 

(c) A framework provides a mechanism for incorporating the necessary technical expertise into the 
assessment. A framework enables the participation of technical experts in synthetic biology and biotech
nology along with experts in complementary areas (e .g. , intelligence and public health). 

The framework developed in the report identifies the features of a synthetic biology-enabled capability that 
would increase or decrease the level of concern about a given capability being used for harm. As summarized 
in Figure S-1. this framework identifies factors to determine the relative levels of concern posed by advances in 
biotechnology. ln addition to supporting the analysis conducted in this study, the framework is intended to aid 
others in their consideration of current and future synthetic biology capabilities . Specifically, the framework is 
designed to support uses including analyzing existing biotechnologies to evaluate the levels of concern warranted 
at present; understanding how various technologies or capabilities compare to , interact with , or complement each 
other; identifying key bottlenecks and barriers that , if removed, could lead to a change in the level of concern about 
a capability; evaluating the implications of new experimental results or new technologies; and horizon-scanning 
to predict or prepare for potential future areas of concern. Use of a framework for assessing the implications of 
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SUMMARY 3 

Uabllty of the Technolofl 

• Ease of use 
• Rate of development 
• Barriers to use 
• Synergy with other technologies 

UNbllty • • WHpon 
• Production and delivery 
• Scope of casualty 
• Predictability of results 

Raqulrem■nl:I of Adors -
• Access to expertise 
• Access to resources 
• Organizational footprint requirements 

Potentl■I for Mltlptlon 

• Deterrence and prevention capabilities 
• Capability to recognize an attack 
• Attribution capabilities 
• Consequence management capabilities 

Level of Concern 
about the capability 

FIGURE S-1 Framework for assessing concern. The framc>work consists of four factors, along with descriptive elements 
within each factor. The factors are Usability of the Technology, Usability as a Weapon. Requirements of Actors, and Potential 
for Mitigation. These factors delineate the information used to assess the level of concern for particular synthetic biolog)'
enabled capabilities. 

synthetic biology capabilities thus contributes to biodefense planning and facilitates consideration of expert opin
ions about specific synthetic biology-enabled capabilities or combinations of capabilities . 

SYNTHETIC BlOLOGY EXPA DS WHAT IS POSSIBLE 

Synthetic biology expands what is possible in creating new weapons. It also expands the range of actors 
who could undertake such efforts and decreases the time required. Based on this study's analys is of the poten
t.ial ways in which synthetic biology approaches and tools may be misused to cause harm, th..: fo llowing specific 
observations \l/ere made: 

(a) Of the potential capabilities assessed. three currently warrant the most concern: (1) re-creating 
known pathogenic viruses. (2) making existing bacteria more dangerous, and (3) making harmful 
biochemicals via in situ synthesis. The first rwo capabilities are of high concern due 10 usability of the 

Copyright National Academy of Sciences. All rights reserved. 



Biodefense in the Age of Synthetic Biology 
FL-2022-00062 A-00000861845 "U CLASSIFIED" 2/20/2025 Page 50 

4 B!ODEFENSE IN T!IE AGE OF SYNTHETIC BIOLOGY 

technology. The third capability, which involves using microbes to produce harmful biochemicals in 
humans, is of high concern because its novelty challenges potentjaJ mitigation options. 

(b) With regard to pathoge11s, synthetic biology is expected to (1) expand the range of what could be 
produced, including making bacteria and ,,irnses more harmful; (2) decrease the amount of time 
required to engineer such organisms; and (3) expand the range of actors who could undertake such 
efforts. The creation and manipulation of pathogens is facilitated by increasingly accessible technologies 
and starting materials, including DNA sequences in public databases. A wide range of pathogen charac
teristics could be explored as part of such efforts. 

( c) With regard to chemicals, biochemicals, and toxins, synthetic biology blurs the line between chemi
cal and biological weapons. High-potency molecules that can be produced through simple genetic 
pathways are of greatest concern, because they could conceivably be developed with modest resources 
and organizational footprint. 

(d) It may be possible to use synthetic biology to modulate human physiology in novel ways. These 
ways include physiological changes that differ from the typical effects of known pathogens and chemi
cal agents. Synthetic biology expands the landscape by potentially allowing the delivery of biochemicals 
by a biological agent and by potentially allowing the engineering of the microbiome or immune system. 
Although unlikely today, these types of manipulations may become more feasible as knowledge of com
plex systems, such as the immune system and microbiome, grows. 

(e) Some malicious applications of synthetic biology may not seem plausible now but could become 
achievable if certain barriers arc overcome. These barriers include knowledge barriers, as is the case 
for building a novel pathogen, or technological barriers, as in engineering complex biosynthetic pathways 
into bacteria or re-creating known bacterial pathogens. It is important to continue to monitor advances in 
biotechnology that may lower these barriers. 

Synthetic biology concepts. approaches, and tools do not, in and of themselves, pose inherent harm. Rather, 
concerns derive from the specific applications or capabilities that synthetic biology might enable. The framework 
developed in the report was applied to assess the relative levels of concern posed by a set of synthetic biology 
capabilities. This assessment was undertaken in several steps. First, the framework was used to qualitatively 
analyze each of the identified capabilities individually. This analysis included considerations related to the state 
of the art of the technologies involved, the feasibility of using the capability to produce an effective weapon, the 
characteristics and resources an actor would Likely require to carry out an attack, and information on proactive and 
reactive measures that rnjght be taken to help mitigate tbe effects of misusing the capability. Then, an overall level 
of concern was determined for each capability relative to the other capabilitjes considered and an assessment of 
the landscape of capabilities and concerns presented. The results of this assessmeut are summarized in Figure S-2. 

Capabilities currently warranting the highest relative level of concern include re-creating known pathogenic 
viruses, making biochemical compounds via in situ synthesis, and the use of synthetic biology to make exjsting 
bacteria more dangerous. These capabiUties are based on technologies and knowledge that are readily available 
to a wide array of actors. Capabilities posing a moderate-to-high relative level of concern include manufacturing 
chemicals or biochemicals by exploiting natural metabolic pathways and the use of synthetic biology to make 
existing viruses more dangerous. These capabilities are also supported by available technologies and knowledge 
but involve more constraints and would likely be Umited by factors related to both biology and skill. Capabilities 
posing a moderate relative level of concern include manufacturing chemicals or biochemicals by creatjng novel 
metabolic pathways, efforts to modify the human microbiome to cause harm, efforts to modify the human irnmuue 
system, and efforts to modify the human genome. Although conceivable, these capabilitjes are more futuristic and 
likely limited by available knowledge and technology. Capabilities warranting a lower relative level of concern 
include re-creating known pathogenic bacteria and creating new pathogens; these capabilities involve major design 
and implementation challenges. The use of human gene drives warrants a minjmal level of concern because it would 
be impractical to rely on generations of sexual reproduction to spread a harmful trait through a human population. 

The application of the report's framework in this analysis reflects a snapshot in time, given understanding 
of current technologies and capabilities. As the field continues to evolve, some bottlenecks will likely widen and 
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Highest Relative Concern 

Re-creating known pathogenic viruses Making biochemicals via in situ synthesis Making existing bacteria more dangerous 

Making existing viruses more dangerous 
Manufacturing chemicals or 

biochemicals by exploiting natural 
metabolic pathways 

Manufacturing chemicals or 
biochemica Is by creating novel 

metabolic pathways 

Modifying the human microbiome 

Modifying the human immune system 

Modifying the human genome 

Re-creating known pathogenic bacteria Creating new pathogens 

Lowest Relative Concern 

Modifying the human genome 
using human gene drives 

5 

FIGURE S-2 Relative ranking of concerns related to the synthetic biology----e.nabled capabilities analyLed. At present. capa
bilities toward the top warrant a relatively higher level of concern while capabilities toward the bottom warrant a relatively 
lower level of concern. 

some barriers will be overcome. Table S-1 identifies a number of technical developments that may contribute to 
overcoming such bottlenecks and barriers to increase the feasibility or impact of a potential attack and the level 
of biodefense concern warranted for a capability. It is impossible to predict precisely when these developments 
might occur; those time lines are influenced by the drivers of commercial development and academic research, 
as well as by converging or synergistic technologies that may come from outside the field of synthetic biology. It 
will be important to continue to monitor advances in synthetic biology and biotechnology that may affect these 
bottlenecks and barriers. 

Copyright National Academy of Sciences. All rights reserved. 



Biodefense in the Age of Synthetic Biology 
FL-2022-00062 A-00000861845 "UNCLASSIFIED" 2/20/2025 Page 52 

6 B!ODEFENSE IN T!IE AGE OF SYIVTIIETIC BIOLOGY 

TABLE S-1 Bottk:necks and Barriers That Currently Constrain the Capabilities Considered and Developments 
That Could Reduce These Constraints 

CapahilitJ 

Re-l·real ing k n<)Wn patht)gen ic 

viruses. 

Re-l·real ing k n<)Wn patht)gen ic 

bacteria 

Making existing viruses more 
dangerou~ 

Making existing bacteria more 
dangerou~ 

Creating new pathogens 

Manufacturing chemicals or 
bioc hemicah by exploiting 
natural mctabol ic pathway~ 

Manufacturing chemicals or 
bioc hemicah by creating novel 
metabolic pathway, 

Making hiol·hemil·ab via in 

, itu synlhe sis 

Modifying the human 
microbiome 

Bottleneck or Barrier 

Booting 

DNA synthesis and assemhly 

Booting 

Constraints on viral genome 
organization 

Engineering complex viral 
trait, 

Engineering complex bacterial 
traits 

Limited knowledge regarding 
minimal requirement, for 
viahilily (in holh viruses and 
bacteria) 

Con:strainls. on viral genome 

organization 

Tolerability of toxins to the 
host organism synthesizing the 
toxin 

Pathway not known 

Challenges to large-scale 
production 

Tolerability of toxins to the 
host organism synthesizing the 
toxin 

Engineering enzyme activity 

Limited knowledge of 
requirements for designing 
novel pathways 

Challenges lo large-,rnle 
production 

Limited under.standing of 
minohiome 

Limited understanding of 
microbiome 

Relevant Developments to Monitor 

Demonstrations of hooting viruses with synlhesi1.ed genomes 

Improvements in synthesis and assemhly le<:hnology for 
handling larger DNA constructs 

Demonstrations of hooting hacleria with synlhesi,.ed genomes 

Increased know ledge of vira I genome organization and/ 
or demonstration of combinatorial approaches capable of 
l"m:ililaling larger-s<·ale modil"icalions lo viral genome 

Increased know ledge of determinants of complex viral traits, 
as well as how lo engineer pathways lo produ<:e lhem 

Advances in combinatorial approaches and/or increased 
know ledge of determinants of complex bacterial traits, as well 
as how lo engineer pathways lo produ<:e lhem 

Increased know ledge of requirement, for viability in viru,es 
or haderia 

[nc-rea~eJ krn)wle<lge <)f viral gent1me <)rganizalit1n and/ 

or demonstration of combinatorial approaches c apabk ot 
facilitating larger- ,en le modificmion, to viral genome 

Pathway elucidation, improvement, in circuit design. and 
improvements in host ("chassis") engineering to make toxins 
tolerable to the host organism synthesizing the toxin 

Pathway elucidation and/or demonstrations of combinatorial 
approaches 

Improvements in intracellular and industrial productivity 

Pathway elucidation and/or improvement, in circuit design 
and/or improvements in host ("chassis") engineering to make 
toxins tolerable to the host organism synthesizing the toxin 

Increased knowledge of how to modify enzymatic function, to 
make specific products 

Improvements in directed evolution and/or increased 
knowledge of how to build pathway, from disparate organisms 

Improvements in inlra<:ellular and industrial produ<:tivity 

Improvements in knowledge related to minohiome 
n1lonizalion of host, in si lu horizontal transfer of geneli<: 
element,. and other relationship, between microbiome 
organisms and host processes 

Improvements in knowledge related to microbiome 
colonization of host. in situ horizontal transfer of genetic 
clements. and other relationships between microbiomc 
organisms and ho,t processes 
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TABLE S-1 Continued 

Capability 

Modifying the human immune 
system 

Modifying the humun genome 

7 

Bottleneck or Barrier Relevant Developments to Monitor 

Engineering of de Ii very sy;tem Increased know ledge re lated to the potenti al for viruses or 
minohes to deliv<;lr immunomodulalory factors 

Limited unde.rstanding of 
complex immune processes 

Meani, to engineer horizontal 
trnn~fer 

Lad of knowledge nhout 
regulation of human gene 
expression 

Knowledge related to how to manipulate the immune system, 
including how lo c;ause autoimmunity and predi<·tahility across 
n population 

Increased know ledge of techniques to effectively alter 
the humnn genome lhmugh hori~.onlal transfer of genetic 
information 

I nnea ~ed J..nov.. ledge re lated to regulation of hum an gene 
expressioo 

NOTE: Shading indicates developments thought to be propelled by commercial drivers. Some approaches, such as combinatorial approaches 
and directed evolution. may allow bottlenecks and barriers to be widened or overcome with less explicit knowledge or tools. 

A RANGE OF STRATEGIES IS NEEDED TO PREPARE A D RESPOND 

Recommendations 

Many of the traditional approaches to biological and chemical defense preparedness will be relevant 
to synthetic biology, but synthetic biology will also present new challenges. The Department of Defense 
(DoD) and partner agencies will need approaches to biological and chemical weapons defense that meet 
these new challenges. 

(a) The DoD and its partners in the chcn1ical and biological defense enterprise should continue 
exploring strategics that are applicable to a wide range of chemical and hiodefense threats. Nimble 
biological and chemical defense strategies are needed because of rapid rates of technological change, as 
well as strategies adaptable to a wide range of threats because of uncertainty about which approaches an 
adversary might pursue. 

(b) The potential unpredictability related to how a synthetic biology-enabled weapon could manifest 
creates an added challenge to monitoring and detection. The DoD and its partners should evalu
ate the national military and civilian infrastructure that informs population-hasecl surveillance, 
identification, and notification of both natural and purposeful health threats. An evaluation should 
consider whether and how the public health infrastructure needs to be strengthened to adequately recognize 
a sy nthetic biology-enabled attack. Ongoing evaluation wilJ suppo1t responsive and adaptive management 
as teclrnology advances . 

( c) The U.S. government, in conj unction with the scienti fie community, should consider strategies that 
manage emerging risk better than current agent-based lists and access control approaches. Strategies 
based on lists, such as the Federal Select Agent Program Select Agents and Toxins list , wilJ be insufficient 
for managing risks arising from the application of syntJ1etic biology. While measures to control access 
to physical materials such as synthetic nucleic acids and microbial strains have merits, such approaches 
will not be effective in mitigating all types of synthetic biology-enabled attacks. 
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Explorntion Areas 

It has been stated by both scientific and political leaders that the 21 st century is the century of the life sciences. 
But as with previous expansions in technological capabilities, biotechnology in the age of synthetic biology presents 
a "dual-use dilemma" that scientific knowledge. materials, and techniques required for beneficial research or devel
opment could be misused lo cause harm. Although current approaches to defense and public health preparedness 
remain valuable, there arc al so clear limitations lo current approaches such as pathogen Ii st-based screening tools. 

To comprehensively assess the preparedness and response capabilities of existing military and civilian defense 
and public health enterprises or lo detcnnine how lo address gaps lies outside the scope of this study; however, 
exploration of the following areas is suggested to address some of the challenges posed by synthetic biology: 

(a) Developing capabilities to detect nnusual ways in which a synthetic biology-enabled weapon may 
manifest. For consequence management, expanding the development of epidemiological methods (e.g., 
surveillance and data collection) would strengthen the ability lo detect unusual symptoms or aberrant 
patterns of disease. Enhancing epidemiological methods will have an additional benefit of strengthening 
the ability to respond to natural disease outbreaks. 

(b) Harnessing computational approaches for mitigation. The role of computational approaches for pre
vention, detection, control, and attri bu lion wi II become more important with the increasing reliance of 
synthetic biology on computational design and computational infrastructure. 

(c) Leveraging synthetic biology to advance detection, therapeutics, vaccines, and other medical 
conntermeasures. Taking advantage of beneficial applications of synthetic biology for countermeasure 
research and development is expected to prove valuable. along with corresponding efforts to facilitate 
the entire development process, including rcgu latory considerations. 

Although addressing the potential concerns posed by synthetic biology in the age of biotechnology will remain 
a challenge for scientists and for the nation's def cnsc, there is reason for optimism that, with continued monitoring 
of biotechnology capabilities and strategic biodcfense investments, the United States can foster fruitful scientific 
and technological advances while minimizing the likelihood that these same advances will be used for harm. 
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Introduction 

Scientific advances over the past several decades have rapidly accelerated the ability to engineer existing 
living organisms and potentially create novel ones not found in nature. Synthetic biology collectively refers to 
concepts. approaches. and tools that enable the modification or creation of biological organisms. These concepts, 
approaches. and tools arc being developed and refined by researchers in universities, governments, and industry in 
the United States and around the globe. Although synthetic biology is being pursued overwhelmingly for benefi
cial and legitimate purposes. such as addressing disease, rcmcdiating pollution. and increasing the yield of crops 
( sec Box 1-1 ) . there arc potential u scs that arc detrimental lo humans and other species. To inform in vestments lo 
mitigate potential threats. those responsible for protecting the security of nations must consider how these emerging 
approaches and technologies might be used in acts of warfare or terrorism, the intent and capability of adversaries 
to cff cct such uses, and the po ten ti al impacts of such attacks. 

Statements and reports issued over the past several years have come to different conclusions regarding the 
national security threats posed by emerging biotechnologies and the level of concern that is warranted. Former 
Director of National Intelligence James Clapper, in his 2016 annual threat assessment lo Congress, grouped con
cerns about genome editing. an example of synthetic biology technology. under discussion of weapons of mass 
destruction (Clapper, 2016). Reports of federal government advisory committees, such as the 2016 report of the 
President's Council of Advisors on Science and Technology, ·'Action Needed to Protect Against Biological Attack" 
(PCAST, 2016), and a 2016 report of the JASON advisory group on potential implications of the gene editing 
platfonn CRISPR and other technologies for U.S. national security (Breaker, 2017). posit that biotechnology pres
ents a new and significant threat. However_ biowcapons arc not a new phenomenon, and others have countered 
that, although advances in synthetic biology may add to the biological weapons landscape, these developments do 
not fundamentally change the landscape or warrant special action lo address concerns (Vogel, 2013: Jefferson ct 
al., 2014). That argument has been based on the notion that using natural pathogens to cause hann may be easier 
and just as effective as using synthetic biology to create biowcapons. and so synthetic biology did not change the 
level of concern. at least at that time (A. Paul interview with K. Vogel, February 24. 2006. New York. as cited in 
Vogel, 2012; Jefferson ct al., 2014 ). 

Although it is possible lo imagine numerous types of malicious uses of synthetic biology. making informed 
decisions about whether and how to mitigate these potential uses requires a realistic assessment of the security 
concerns that this technology creates. To that end. the U.S. Department of Defense, working with other agen
cies invol vcd in biodcf cnsc. asked the National Academics of Sciences. Engineering, and Medicine to develop 

y 

Copyright National Academy of Sciences. All rights reserved. 



Biodefense in the Age of Synthetic Biology 
FL-2022-00062 A-00000861845 "UNCLASSIFIED" 2/20/2025 Page 56 

IO B!ODEFENSE IN T!IE AGE OF SYIVTIIETIC BIOLOGY 

BOX 1-1 
Benefits of Synthetic Biology 

The field of synthetic biology opens tremendous possibilities for the application of biotechnology to 
improve human well-being, as well as the health of animals, plants, and the environment. Such applica
tions hold substantial economic potential. For example, annual U.S. revenues from genetically engineered 
plants and microbes are estimated to exceed $300 billion, and industrial biotechnology (the use of biological 
components to generate industrial products) is estimated to account tor more than $115 billion in annual 
U.S. revenues. New applications for biotechnology, particularly those driven by innovations in synthetic 
biology, are expected to further grow the size and reach of the bioeconomy (White House, 2012). 

Often looked to as a means of producing products that would otherwise be difficult to obtain, synthetic 
biology has already led to new ways of producing pharmaceuticals including opioids and the antimalarial 
drug artemisinin. There are ongoing efforts to engineer microorganisms to produce fuels, act as detection 
devices, and clean up toxic spills. Synthetic biology is also seen as a potential means to grow organs 
for transplant, manipulate the microbiome, and even produce cosmetics. In addition to such application
d riven goals, synthetic biology is also advancing the reach and role of science in society by inspiring more 
people to engage in biological experimentation, such as through the International Genetically Engineered 
Machine competition or by engaging with community laboratories. This broad array of applications and 
implications suggests that the potential benefits of synthetic biology are limited only by human creativity 
and imagination. 

a framework to guide an assessment of the security concerns related to advances in the life sciences in the "age 
of synthetic biology," to assess the level of concern warranted for various advances, identify areas of potential 
vulnerability, and provide ideas for options that could be considered lo help mitigate potential vulnerabilities. To 
aid dee is ion making in agencies across the biodef cnsc enterprise, including the U.S. Department of Homeland 
Security, the U.S. Department of Health and Human Services' Office of the Assistant Secretary for Preparedness 
and Response, the intelligence community. and other agencies, the Department of Defense asked the National 
Academics to consider potential concerns that arc relevant to all U.S. citizens, both at home and abroad. in both 
ci viii an and military contcx ts. Sec Box 1-2 for the S tatcmcnt of Task. 

The study focuses on activities that could directly threaten human health or the capacity of military personnel 
to execute their missions. There arc other conceivable uses of synthetic biology that arc outside the scope of this 
study. The study docs not address the potential ways in which plants, animals, and the pathogens that affect them 
could be modified for malicious purposes. for example, lo undermine agricultural productivity, although the eco
nomic and societal impact of such an attack could be substantial. The study also docs not address the modification 
of organisms to affect the environment or materials. Nonetheless, the technologies that might be used to threaten 
agricultural, environmental, or material targets, and the capabilities associated with those technologies, arc likely 
comparable or even identical to the technologies and capabilities discussed in the report; as a result, the framework 
and analyses presented in the report may be useful for a broader array of contexts than those addressed in this study. 

Finally, the report docs not weigh the benefits on balance with the risks of synthetic biology advancements. 
Synthetic biology can play a role in achieving a number of societal goals but it is not within the purview of this 
study to compare the size or nature of those benefits with the potential risks. It is not the intent of the report or the 
study sponsor lo imply that research efforts that use synthetic biology approaches for beneficial purposes should 
be curtailed. 
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To assist the U.S. Department of Defense's Chemical and Biological Defense Program (CBDP), the 
National Academies of Sciences, Engineering, and Medicine will appoint an ad hoc committee to address 
the changing nature of the biodefense threat in the age of synthetic biology. Specifically, the focus of the 
study will be the manipulation of biological functions, systems, or microorganisms resulting in the produc
tion of disease-causing agents or toxins. The study will be conducted in two primary phases and will be 
followed by a workshop. Initially, the committee will develop a strategic framework to guide an assessment 
of the potential security vulnerabilities related to advances in biology and biotechnology, with a particular 
emphasis on synthetic biology. 

The framework will focus on how to address the following three questions: What are the possible 
security concerns with regard to synthetic biology that are on the horizon? What are the time frames of 
development of these concerns? What are our options for mitigating these potential concerns? The com
mittee will publish a brief interim, public report outlining the developed framework. This framework will 
not be a threat assessment, but rather, will focus on ways to identify scientific developments to enable 
opportunities that have the potential to mitigate threats posed by synthetic biology in the near, mid, and 
long term, with the specific time frames defined by the committee. The framework will lay out how best to 
consider the trajectory of scientific advances, identify potential areas of vulnerability, and provide ideas for 
potential mitigation opportunities to consider. 

In Phase 2 of the study, the committee will use the outlined strategic framework to generate an as
sessment of potential vulnerabilities posed by synthetic biology. Inputs to this assessment may include 
information about the current threat, current program priorities and research, and an evaluation of the 
current landscape of science and technology. Conclusions and recommendations will include a list and 
description of potential vulnerabilities posed by synthetic biology. 

UNDERSTANDING SYNTHETIC BIOLOGY 

11 

B iotcchnology is a broad term encompassing the application of biological components or processes to advance 
human purposes, while synthetic biology is a narrower term referring to a set of concepts, approaches, and tools 
within biotechnology. A variety of perspectives has heen offered to characterize the core principles of synthetic 
biology and the activities of its practitioners (see, e.g .. Benner and Sismour, 2005; Endy. 2005; Dhar and Weiss, 
2007), hut there remains no universally agreed-upon definition (Nature Bioterhnolo,ry, :?:009). One distillation is 
that synthetic biology '"aims to improve the process of genetic engineering" (Voigt, :?:0 12). Chapter :?: provides 
additional detail on how synthetic biologists pursue that improvement. 

A hallmark of synthetic biology is the use of concepts and approaches common to engineering disciplines. 
These can include standardization of components (e.g .. well-characterized functions encoded by DNA). the use 
of software and computational modeling for designing biological systems from those components, and the con
struction of prototypes based on those designs. Synthetic biologists frequently apply such approaches in iterative 
Design-Build-Test cycles to accelerate progress. 

This report takes a broad view of the field and docs not attempt to narrowly define the term synthetic biology 
or to precisely separate it from other kinds of biotechnology. The concepts, approaches, and tools developed to 
advance synthetic biology will continue to be integrated more broadly into the life sciences toolkit and applied 
toward many biological research and biotechnology activities. Should a malicious actor seek to misuse such 
approaches. distinctions based on terminology will be irrelevant; similarly, the potential strategics for mitigating 
biodcfcnsc concerns arc unlikely to be tied to a precise distinction between synthetic biology and other related 
activities. As a result, the analyses in the report focus on the potential applications of synthetic biology (also 
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described as synthetic biology-enabled capabilities or uses of synthetic biology) rather than on synthetic biology 
concepts, approaches, and tools themselves. In particular, the study was guided by the focus laid out in the State
ment of Task on "'the manipulation of biological functions. systems, or microorganisms resulting in the production 
of a disease-causing agent or toxin." Modifying a pathogen to facilitate its rapid spread through a population, 
manipulating a biological system to produce a potent toxin. introducing anti biotic resistance into an infectious 
microorganism, and purposely weakening a person's immune system are just a few examples of the potential types 
of malicious uses addressed. 

ASSESSING POTENTIAL BIODEFENSE CONCERNS 

A fundamental component of this study is to provide a basis for assessing potential areas of concern in the age 
of synthetic biology. Establishing a process for considering concern is important because it provides structure and 
transparency to the analysis of specific factors and how these factors contribute to an overall level of concern. It 
thus enables an assessment to more clearly convey the reasoning underlying judgments about potential concerns. 
increases consistency across assessments, and facilitates the comparison of assessments undertaken by different 
analysts or conducted at different times. 

A number of possible approaches can be taken to develop such a process. The report presents a framework, 
which is largely a qualitative, multicriteria model. that could contribute to a qualitative, quantitative, or semi
quantitative assessment. As presented in Chapter 3, the methodology used to generate and apply this framework 
was informed by a review of existing frameworks, previous assessments, and related work relevant to biodefense. 
synthetic biology, and other biotechnology threats. Relevant documents include NRC (2004), IOM/NRC (2006), 
Tucker (2012). U.S. Government (2012, 2014). HHS (2013), Blue Ribbon Study Panel on Biodefense (2015). 
Royal Society (2015). Cummings and Kuzma (2017), and DiEuliis and Giordano (2017). Selected prior analyses 
are described briefly in Appendix B. The framework presented in the report was also informed by the expert judg
ment of committee members and input received during the course of the study. 

The report also applies the proposed framework to analyze potential concerns associated with a number of 
synthetic biology-enabled capabilities. These analyses and their results are presented in Chapters 4-6. Detailed 
descriptions of how the framework was used to conduct the current assessment can help inform efforts to assess the 
significance of biotechnology developments that occur in the future: monitor key bottlenecks and barriers identi
fied in the report that, if removed. could lead to a change in the relative level of concern; evaluate the change in 
the level of concern warranted when new experimental results are reported or new technologies arise: or scan the 
horizon to predict or prepare for potential future areas of concern. 

While the report presents a framework for assessment of potential biodefense concerns and describes how 
that framework was applied to analyze synthetic biology-enabled capabilities, it is important to emphasize that 
this study is not a threat assessment. The study did not access intelligence or military information on potential 
actors. who may range from an individual to a dedicated team to a government body who may seek to misuse life 
sciences or their specific intent or specific capacity to undertake such misuse. Because information on actors is not 
included in the assessment presented in the report. a likelihood of harm cannot be fully estimated. By combining 
this assessment of concern with such classified information, however, the sponsor and others could, in the future, 
assess vulnerabilities and risks to inform decision making. 

MITIGATING POTENTIAL BIODEFENSE CONCERNS 

The report focuses on the state of science: it does not comprehensively assess the capability of the U.S. gov
ernment to respond to the concerns identified in the report; it was outside of the study scope to access classified 
information or to comprehensively review the landscape of approaches being undertaken by the Department of 
Defense and other federal agencies to mitigate potential misuse of the life sciences. However, the existence and 
nature of anticipated mitigation options affects judgments about the levels of concern posed by synthetic biology 
capabilities. Thus, consideration of anticipated mitigation options is embedded in the framework presented in the 
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report. and the analyses presented include discussion of the potential for mitigating different synthetic biology
enabled capabilities based on an understanding of the current state of science. 

The report also considers several types of mitigation approaches that may be useful for addressing some of 
the concerns arising from synthetic biology and biotechnology capabilities, as well as ways in which synthetic 
biology may affect those approaches (see Chapter 8). This portfolio of strategies includes options ranging from 
the promotion of norms of responsible conduct within the scientific community to strengthening the public health 
infrastructure to detect and respond to infectious disease outbreaks. However, because it was outside of the study' s 
scope to consider all of the mitigation options avail able to the defense enterprise. the re port does not make com
prehensive, explicit recommendations regarding mitigation approaches. 

STUDY APPROACH 

To carry out the task, the National Academies appointed a committee including members with expertise in 
such areas as synthetic biology, microbiology, computational tool development and bioinformatics, biosafety, 
public health, and risk assessment (see Appendix D for biographical information). 

The study was conducted in two phases. Phase I led to the development of an interim report proposing a frame
work for assessing potential vulnerabilities arising from developments in synthetic biology (National Academies 
of Sciences, Engineering, and Medicine, 2017a). The committee solicited feedback on the interim report from 
the synthetic biology, security, and policy communities to inform the second phase of the study. During Phase 2, 
the committee refined elements of the framework and applied the final framework to assess concerns posed by 
synthetic biology-enabled capabilities. This report, which represents the culmination of the study. presents the 
committee's assessment along with conclusions and recommendations. It thus ex tends and supersedes the interim 
report. This two-phase approach enabled the committee to understand the needs and motivations of the sponsor 
and other biodefense agencies, develop and refine a framework for assessing concerns, and apply the framework 
to provide an assessment of concerns associated with synthetic biology-enabled capabilities. 

The study was informed not only by committee members' expert judgment, but also by the committee's analy
sis of information in published literature, including a review of existing frameworks and assessments as well as 
technical developments, progress, and barriers in synthetic biology, immunology, microbiology, and other relevant 
fields. The study was also informed by interactions with experts who shared their knowledge with the committee 
during public data-gathering meetings and webinars and by public comment and input. Additional details on the 
study process and data-gathering activities are provided in Appendix F. 

The committee did not leverage classified information that others have created or utilized in their consideration 
of questions related to this study's task. Classified information was not included in the committee's delibera
tions; the resulting report is not classified and can be shared publicly. This facilitates the involvement of a wider 
community in the discussions during the study process and after the resulting reports are released. This report 
explores and envisions potential misuses of synthetic biology, including concepts that are regularly discussed in 
open meetings. The potential misuses as they are discussed in the report are neither comprehensive nor enabling 
in the level of information and detail provided; they are included to illustrate the expanding mission ofbiodefense 
in the age of synthetic biology. 

Terminology 

Although the report avoids precisely defining synthetic biology or drawing a strict distinction between syn
thetic biology and biotechnology, certain terms are used in a deliberate fashion to reflect the scope and nature of 
the assessment presented. For the purposes of this report: 

• Agent or bioagent is used broadly to refer to any product created using biological components that may be 
intended to cause harm. In the context of synthetic biology, an agent could be a pathogen, a toxin. or even 
a biological component, such as a genetic construct or a biochemical pathway, that may be developed with 
the intent to harm a human target. 
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• Actor is used to refer to individuals or groups who may seek to effect an attack. 
• Targe1 is typically used to refer to the human beings harmed (or intended to be harmed) in an attack. In the 

context of manipulation of biological components, target may be used to refer to the intended outcomes 
of those manipulations. 

• Capabili1y is typically used to refer to the ability of an actor to produce and use an agent (or in some 
contexts, the ability for a target to mitigate adverse outcomes). The assessments presented in the report 
focus on synthetic biology-enabled capabilities, that is, applications that may be enabled by the misuse of 
synthetic biology concepts. approaches, or tools. 

• Vulnerability refers to potential malicious capabilities against which we are not currently well protected. 
Vulnerabilities are a function of threat plus capabilities. Because the study did not include consideration 
of classified information about specific threats, specific actors, or specific capabilities within the U.S. 
government to address these threats. strictly speaking, it does not provide information on vulnerabilities 
but rather on p01ential vulnerabilities. Potential vulnerabilities are also referred to in the report as concerns. 

• Concern is the term used to capture the committee's thinking regarding the defense implications of 
synthetic biology-enabled capabilities. Level of concern is used in reference to the relative intensity of the 
committee's opinion regarding potential misuse. 

• Threm encompasses both an actor's capability to cause harm and the actor's intent to do so. Because the 
study did not include access to information on specific actors and their intent, the assessment produced 
is not a threat assessment per se. Rather. the report considers the types of malicious actions that could 
conceivably be taken and assesses the relative level of concern they pose. 

• Risk refers to the likelihood and severity of harm. Again, because intelligence information on aspects such 
as actor intent was not considered, the likelihood of harm cannot be fully estimated and the term risk is 
not used in reference to the assessments undertaken as part of this study. 

Organization of the Report 

The report begins with a discussion of synthetic biology and explores how synthetic biology approaches 
are changing what can be accomplished by biotechnology (Chapter 2). The chapter highlights the fundamental 
Design-Build-Test cycle that characterizes a synthetic biology approach to problem solving. Appendix A discusses 
a number of concepts, approaches, and tools that are enabling continued progress in the field. 

Chapter 3 describes the development of the framework presented in the report and provides information on 
the approach used in applying this framework to assess potential biodefense concerns posed by synthetic biology 
capabilities. 

The following three chapters ( 4-6) discuss the results of the committee's assessment of synthetic biology
enabled capabilities including the use of pathogens as weapons (Chapter 4). the production of chemicals and 
biochemicals (Chapter 5), and the creation of bioweapons that alter the human host (Chapter 6). 

Chapter 7 discusses advances in related fields whose convergence with synthetic biology may impact the 
ability to misuse biotechnology to create weapons. such as by helping to overcome challenges in delivery, stabil
ity, or targeting of an agent. 

Chapter 8 discusses, from a broad perspective, some current approaches for mitigating concerns related to 
the malicious use of biotechnology. how synthetic biology may challenge those approaches, and conversely, how 
synthetic biology may help address challenges or bolster mitigation approaches. 

Finally, Chapter 9 summarizes the relative concerns posed by the analyzed synthetic biology-enabled capa
bilities, highlights examples of key bottlenecks and barriers to monitor. and provides the report's conclusions and 
recommendations. 
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Biotechnology in the Age of Synthetic Biology 

To frame and guide the study, the relationship of synthetic biology to other areas of biotechnology was explored 
along with the context in which synthetic biology tools and applications are being pursued. This chapter describes. 
in the context of this study. what it means to be in '"the age of synthetic biology" and introduces key concepts, 
approaches, and tools that were considered. 

WHAT IS SYNTHETIC BIOLOGY? 

Biotechnology is a broad term encompassing the application of biological components or processes to advance 
human purposes. Although the term itself is thought to have been in use for only about a century, humans have 
used various forms of biotechnology for millennia. Synthetic biology refers to a set of concepts. approaches. and 
tools within biotechnology that enable the modification or creation of biological organisms. While there remains 
no universally agreed-upon definition of synthetic biology (with some defining it more narrowly and others more 
broadly: see, e.g., Benner and Sismour, 2005: Endy, 2005: Dhar and Weiss, 2007), one distillation is that synthetic 
biology "aims to improve the process of genetic engineering" (Voigt, 2012). By way of backdrop for this state
ment, it is useful to note that some of the concepts and approaches now associated with synthetic biology have 
roots going back to the early days of genetic engineering in the 1970s and the improvements and achievements 
that were envisaged then. In 1974, for example, the molecular biologist Walter Szybalski set the stage for some 
key synthetic biology concepts and presaged activities that have now been demonstrated. 1 An inflection point for 
the field occurred around the year 2000, after which synthetic biology gained significant attention and momentum. 
Two publications often identified with the field's acceleration are by Elowitz and Leibler (2000) and Gardner et al. 
( 2000). Al though genetic engineering was occurring - and improving - prior to 2000, and the principles es po used 
by synthetic biologists were already noted and in use to varying extents (see, e.g., Toman et al., 1985; and Ptashne, 
1986), that year marked a shift toward the adoption of approaches more typical of engineering disciplines. but 
which had previously been given only modest attention in the biological sciences. 

1 '"L"p to now we arc working on the dc,criptivc pha,c of molecular biology .... But the real challenge will ~tmt when we enter the ,ynthctic 
biology phase of research in our field. We wil I then devise new control elements and add these new modules to the existing genomes or bui Id 
up wholly new genomes. Thi, woul<l he a fiel<l with the unlimited expansion potential and hardly any limitation, lo building ·new h,,uer control 

cin:ui ls' and ... finally other ·synthetic· organisms. like a ·new heller mouse· .... I am not nm<:emed that we will run out I of] exci ling and 

novel idea, ... in the synthetic biology. in general .. (5Lybahki. J 974). 

15 
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FIGURE 2-1 Design-Build-Test (DBT) cycle. This study approached synthetic biology concepts. approaches, and tools from 
the standpoint of their role in the DBT cycle , which is fundamental to synthetic biology. 
NOTE: LC/M.S = llquid chromatography-mass spectrometry. 
SOURCE: Modified from Petzold et al., 2015. 

In improving the process of genetic engineering, synthetic biology places special emphasis on the Design
Build-Test (DBT) cycle~ (see figures 2-1 and 2-2), the iterative process of designing a prototype, buiJding a 
physical instantiation, testing the functionality of the design, le,u-ning from its flaws , and feeding that information 
back into the creation of a new, improved design . Developments such as enhanced computing power, labora
tory automation, cost-effective DNA synthesis and sequencing technologies, and other powerful techniques to 
manipulate DNA have made it possible for biological engineers to rapidly repeat the DBT cycle to refine designs 
and products for a desired purpose. Key developments exemplifying these approaches include the establishment 
of standardized genetic parts registries , intensive use of models and other quantitative tools to simulate biological 
designs before building them, the availability of open-source ON A assembly methods , and the ability to create 
rationally designed genetic ''circuits' ' - systems of DNA-encoded biological components designed to perform 
specific functions (Elowitz and Leibler, 2000; Gardner et al. , 2000; Knight, 2003; iGEM. 2017a). 

The age of synthetic biology is marked by the broad adoption and consolidation of these concepts . approaches, 
and tools within the DBT cycle to accelerate the engineering of living organisms. The concepts , approaches, and 
tools developed to advance synthetic biology will continue to be integrated more broadly into the life sciences 
toolkit and applied toward many biological research and biotechnology activities. As a result, thi s report does 
not draw a precise disti.nction between synthetic biology and other aspects of advancing biological sciences, but 
considers synthetic biology a crucial contributor to the spectrum of activities within biology and biotechnology 
more broadly. 

2 Sometimes refrrrcd to as a Specify-Design-Build-Test-Learn cycle or oth~r variations. 
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The age of syntbetic biology is ushering in not only novel technologies, but the application of engineering 
paradjgms to biological contexts. The general intent to manipulate biological systems and to apply engineeriog 
paradigms from other di sciplines is not oew: from the introduction of recombinant. DNA teclmologies in the 1970s 
to the present, there has been a concerted effort to manipulate genetic material and biological organisms. What 
has changed is the increased power of particular technologies that enable engineering paradigms to be applied 
to biological materials. Assessing new technologies aod plat.forms that may enable the creative or destructive 
manipulatioo of biological materials, systems, and organisms will be important for identifying potential security 
opportunities and vulnerabilities. 
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FIGURE 2-2 Gent'ral workflow showing steps typical of the DBT cycle. This study focused on the core elements, Design
Build-Test, while recognizing that steps such as Specify am.J Learn can be con. idered separately or rolled into these core steps. 
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IMPLICATIONS OF THE AGE OF SYNTHETIC BIOLOGY 

Synthetic biology is enabled by tools and techniques from a variety of scientific disciplines, from electrical 
engineering to computation to biology to chemistry. For example, the exponential improvements in DNA sequenc
ing capabilities, initially developed to further our understanding of the human genome but soon applied to charac
terize many other organisms, have provided crucial raw material for synthetic biology and fueled innovation over 
the past decade. More recently, genome editing tools such as CRISPR/Cas9 ("clustered regularly intcrspaccd short 
palindromic repeats") (J inck ct al., 2012: Cong ct al., 2013) ha vc been adopted for synthetic biology tcchniq ucs 
such as the regulation of gene circuits and the development of gene drives (genetic clements for which inheritance 
is favorably biased; sec National Academics of Sciences, Engineering, and Medicine, 2016). Scientific progress in 
domains relevant lo synthetic biology has been remarkably rapid; CRISPR/Cas9, for example, was extended from 
mammalian cell culture (in the United States) to primates (in China) in a single year (Cong ct al., 2013; Jinck ct 
al., 2013; Mali ct al., 2013; Niu ct al., 2014 ). 

Two so mew hat dichotomous phenomena arc increasing the pace and progrc ss of engineering of biological sys
tems. The first is that bioengineering can be more theoretical, due to increased predictability of biological systems 
and evolving standards for biological pcrfonnancc. Biological engineering approaches make it possible to separate 
the design of a biological material or organism from its manufacture, and standards arc evolving to facilitate a 
theoretical approach to biological design. Biological knowledge may thus be captured and applied in the design 
stage. The second phenomenon is the ability to try many different designs, often in parallel, and to potentially 
use directed evolution (sec Appendix A) in living systems to perfect the design (sec Box 2- I). The inexpensive 
technologies involved in designing and creating new DNA constructs to test make it easier lo proceed without 
a hypothesis of how the design will work; in other words, it is ''cheaper to make than to think."3 However, the 
level of underlying biological knowledge still affects the degree to which these biological engineering techniques 
can be successfully applied; for example, adjusting well-understood pathways to increase ethanol production is 
fundamentally easier than increasing the virulence of Francise!fa tularensis, whose virulence mechanisms remain 
largely unknown. 

These advances have real-world consequences for the development of new biotechnologies as well as their 
accessibility to actors of all types. On the positive side, it is expected that these tcclmologics will enable a wider 
range of therapeutics, a wider range of biological detection and diagnostic methods, and opportunities to detect 
biological anomalies. However, these developments also potentially increase the power of even less-resourced 
malicious actors to produce a harmful biological agent. In this context, it is useful to consider the technologies that 
enable synthetic biology and how these developments may drive paradigm shifts in the practice of bioengineering. 

Enabling Technologies fo'" Synthetic Biology 

Synthetic biology is enabled by numerous technologies that enhance success rates and facilitate experimenta
tion, particularly in the DBT cycle. The development of these technologies to some extent defines the transition lo 
the current age of synthetic biology. The sc incl udc technologies spccifical I y created for s ynthctic biology, as well 
as technologies developed for general molecular biology and biotechnology that arc being exploited by synthetic 
biologists. These enabling tcclmologics serve as the tools that facilitate the specification of biological designs and 
constructions. Key enabling technology areas, examples of w hie h arc described in more detail in Append ix A and 
below (sec Specific Synthetic Biology Technologies and Applications), include the following: 

• DNA synthesis and assemhly. The heart of synthetic biology is the ability lo make DNA constructs quickly 
and efficiently. Improvements in synthesis technology have followed a "Moore's Law-like" curve for both 

·' !'or example. researcher, recently ~ynthc~izcd and tested more than 7 .000 gene~ to identify diver~c homolog, capable of complement
ing the deletion of two essential t:.scherichiu mli genes. While the furn:tion of those 7 .ll!Kl genes rnuld be infe1Ted by sequence similarity. it 
was more trm:tahle lo prove their fum:tion via synthesis an<l lesting rnther than developing a model of their function from first principle,. In 

prndic-e, these large-scale e fforl, me synergisti<: with modeling te<·hnique, he cause they pmvi<le systematic data that can strengthen models 

for predicting biological !unctions (Plcsa ct al .. 2018 ). 
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Design in biology has traditionally differed from design in other engineering disciplines. In particular, 
biological design in the past has typically involved building and testing many designs to identify those that 
have the desired effect. The need for this trial-and-error process stemmed in part from the tools that were 
available; sequencing, synthesis, and gene editing tools have historically been too inexact and labor
intensive to permit systematic exploration of biological design spaces. 

The complexity of biological systems makes it likely that biological design will continue to rely on trial 
and error, at least in part, for the foreseeable future. The balance between trial and error and explicit de
sign is determined by our ability to predict phenotypic results from genotypic editing. Despite the continued 
need for trial and error, as the "craft" elements of genetic modification have been replaced with standards 
and practices, the discipline of design has come to play an increasingly key role in identifying strategies 
for specifying and building libraries that outperform previous approaches. In some cases, natural evolution 
can be co-opted to optimize designs by passaging samples through multiple generations of animal models 
or other living systems, where a selective pressure will identify the best constructs. In addition, aspects 
of biological systems can be discretely modeled with increasing accuracy. Examples of such advances 
include models of ribosome binding site strength (Salis Lab, 2017} and protein folding (Baker Lab, 2017}, 
systems biology models (Palsson Lab, 2017), and statistical design tools (CIDAR Lab, 2016). None of these 
tools eliminate the need to build or test biological systems, but they reduce the size of the effective design 
space that must be explored to make progress toward a design goal. As tools supporting the building and 
testing of biological products improve in precision and throughput, larger design spaces can be explored. 

The future of design in biology is expected to continue to separate the intent of the designer from 
the specification of genetic changes to make. Similar to the way that modern programming languages do 
not require software developers to understand how software routines are executed at the transistor level, 
biological design tools are becoming less dependent on base pair-level descriptions of genetic constructs. 
In other words, a synthetic biologist may not need lo know the exact sequence of nucleic acids required in 
order lo design a regulatory circuit for gene expression-simply specifying a particular goal, for example, 
the desire lo integrate two predetermined biological signals, may be sufficient lo return a blueprint for the 
Build stage. Importantly, design tools are not restricted to base pair-level descriptions of genetic constructs 
as output; they may instead output instructions for libraries of designs to build and test (e.g., suggesting a 
range of sequences to vary expression level of a regulatory protein) or conditions for mutagenesis, evolu
tion, and selection (e.g., to augment rational design with directed evolution)-thus allowing the designer 
to more efficiently identify improved biological systems. 
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reductions in costs and increases in the length of constructs that are attainable. These trends are likely to 
continue. 

• Genome en1:i11eeri11R. Although in the past it has proven possi hie to engineer organismal or viral genomes 
via painstaking mutational methods, the ability to synthesize DNA quickly, coupled with improvements in 
transformation technologies and "hooting" (the steps needed to go from DNA to a viable organism), has 
led to an acceleration in the ability to make mutations. including multiple mutations in parallel (e.g., Wang 
et al., 2009). In particular, the ongoing CRJSPR revolution (Doudna and Charpentier. 2014) has led to the 
ability to introduce site-specific changes into a wide variety of organisms that may have previously been 
refractory to such techniques. 

• Impm1,ed computational modelinrf. With new approaches to modeling biological systems and improved 
computing power, more complex hiomolecular designs and system behaviors can he explored. This al lows 
for larger areas of the theoretical "design space" in biology lo be explored and tested in parallel , leading 
to better working systems in less time. Modeling advances arc abetted by new computational advances 
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in machine learning and big data that have allowed the results of past experiments (both successes and 
failures) to inform the next round of de sign and experimentation. In the future, the creation of "'rules" from 
the machine learning process should greatly improve the specification of future successful designs. 

• Genetic logic. A key development in the field that meshes with improvements in modeling is the development 
of genetic logic c ire uits ( Moon et al., 20 I 2; Kotula et al., 20 I 4) that allow !iv ing systems to make basic 
'"decisions" based on both current inputs to the system (combinational logic) and the history of inputs 
(memory or sequential logic). The inherently programmable nature of genetic logic circuits is expected to 
mesh with advanced modeling approaches to improve the DBT cycle. An example of the use of genetic 
logic is plants that have been modified to act as radiation sensors capable of indicating when large amounts 
of gamma radiation have been detected (Peng et al., 2014). 

• Directed ernlution. While directed evolution methods are not new, their application has been accelerated 
by recent advances in DNA synthesis and genome engineering and are thus addressed in this report under 
the umbrella of biotechnology in the age of synthetic biology. Directed evolution methods stand both 
as an alternative to design-based models and as a supplement to them, in that they can return enormous 
amounts of data on fitness landscapes that can further improve computational modeling approaches. 
Additionally. the combination of design and selection moves constructs well beyond the bounds of what 
nature would attempt while still allowing the facile repair of unintended unnatural or less-fit deficiencies 
and interactions. A somewhat notorious example of the use of directed evolution was the introduction of 
an engineered version of a more virulent strain of influenza virus into ferrets, where it rapidly evolved 
to become airborne-transmissible (Fouchier. 2015). While this research was done for reasons some argue 
were appropriate, it also provided a blueprint for potential misuse. 

Engineering Paradigms for Synthetic Biology 

Enabling technologies have allowed synthetic biologists to make genetic changes in organisms with greater 
ease. precision. and scale. As a maturing engineering discipline. synthetic biology is also being advanced by engi
neering paradigms that allow these tools to be used with greater predictability of result. Engineering paradigms are 
methods of adapting enabling technologies to abstraction, standards, computing, workflow optimization, and other 
engineering principles. If enabling technologies provide options for what tools will be used in synthetic biology, 
engineering paradigms describe hm1' these technologies will be used. In other words, these paradigms encompass 
the processes and decisions followed in designing. building, and testing biological constructs. The following 
engineering concepts and paradigms are particularly relevant to the context of this study: 

• Specify-Design-B11ild-Tes1-Learn cycle. The Specify-Design-Build-Test-Learn cycle refers to an iterative 
process that requires a formal description of the desired biological behavior or function (Specify), the 
planned modification of an organism in silico or via rational design principles to realize that behavior 
(Design), the physical assembly of the biological material representing those designs (Build). the testing of 
the material to determine if it functions as specified (Test). and formally capturing and storing information 
about the entire process to inform the next rev is ion or subsequent design (Learn). The boundaries between 
the cycle stages are fluid, and for the purposes of this report. the cycle is simplified to Design-Build-Test, 
with other stages implicitly included in these core elements. For example, Specify is incorporated into 
Design, and Learn is incorporated in the analytical steps of Test. Additional elements that are pertinent to 
biodefense considerations, such as Scale and Delivery, are also included. 

• Combinatorial approaches. Although not an engineering paradigm per se, it is a fundamental shift that 
in many cases, it is now often "cheaper 10 make than 10 1hink." It is becoming increasingly common to 
use combinatorial approaches-approaches in which a large number of genetic variants are created and 
then tested. Variants can be created by using a technique in which a large number of DNA variants are 
incorporated systematically to synthesize multiple variants (i.e., combinatorial assembly). The concept is 
that one can generate a large number of variants with limited know ledge of sequence-function relationships. 
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These approaches enable many design options to be explored, even in the absence of predictive tools to 
model the performance of those designs. Directed evolution is a related concept, discussed in Appendix A. 

• High-throughput dma acquisi1ion. The speed of the DBT cycle has been greatly increased by the raft 
of enabling technologies such as combinatorial assembly (Smanski et al.. 2014; Carbonell et al.. 2016), 
CRISPR/Cas-based editing methods (Black et al., 2017; Schmidt and Platt, 2017: Mendoza and Trinh, 
2018), and directed evolution (Cobb et al.. 20 I 3; Tizei et al., 20 I 6). By synergizing with advances in 
analytical chemistry and biology, such as microfluidics and high-throughput sequencing, these technologies 
may allow the functional assessment of millions of constructs in parallel, hence providing particularly 
robust feedback for the next iteration of design. 

• Separmion of design and ma11uji1c1Uring. Specifying and designing a system can now be done in one 
location (e.g., an academic environment) while the manufacturing process (the Build step in the DBT 
cycle) is done in another location (e.g., a remotely operated facility or '"cloud laboratory"). The increasing 
physical and virtual separation of design and manufacturing not only further increases the accessibility of 
synthetic biology but also creates potential security concerns where designs cannot necessarily be explicitly 
connected to manufacturing locations and vice versa. 

• Swndards. Standards have emerged that make DNA assembly easier and parts more "'sharable" (e.g .. Gibson 
and modular cloning assembly methods). Data standards such as Synthetic Biology Open Language4 have 
made the sharing. analysis, and software ecosystem of synthetic biology increasingly sophisticated. Such 
standards may ultimately allow engineers to focus on raising the level of abstraction in designs since lower
level mechanisms have been well defined and vetted. 

SPECIFIC SYNTHETIC BIOLOGY TECHNOLOGIES AND APPLICATIONS 

The technologies and engineering paradigms described above have led to a number of applications that drive 
synthetic biology development because they provide unique ways to take advantage of what synthetic biology 
offers. They are not all unique to synthetic biology, nor are they all routinely used to explore synthetic biology 
designs. For example. all synthetic biologists use software to store and analyze DNA sequences and use some form 
of computation in specifying designs (e.g., using biophysical models or algorithms to design ribosome binding sites. 
to check folding energies of DNA primers used for amplification and assembly. or to refactor the DNA sequence 
encoding a protein to increase protein production, a technique known as "codon optimization"). However. far 
fewer have the requisite library of DNA parts and accompanying software tools to achieve a level of abstraction 
that would allow the researcher to query, for example. a logic gate that accepts glucose concentration as input and 
activates transcription of a tethered reporter when a specific concentration is achieved. In other words. there are 
approaches and tools that are continuing to develop and gain traction within synthetic biology but which have not 
necessarily reached their full technical potential or user adoption. 

Although the technologies used in each of the component phases of the DBT cycle may evolve over time 
or be replaced by new technologies, the fundamental concepts of the DBT cycle will stand. Thus, it is useful to 
consider current technologies and anticipated future developments in terms of the ways in which they enable the 
DBT cycle. However. it is important to recognize that the component phases of the DBT cycle are not strictly 
separate. It is possible, even probable, that some technologies or approaches will have impacts across multiple 
phases of the DBT cycle: one such example may be directed evolution. where repeated passage in a model host 
or in cell cultures under stress permits nature to Design, Build, and Test new phenotypes. There are also likely 
areas in which advances in synthetic biology capabilities relevant to biodefense would arise from synergies or 
convergence among technologies relevant to different phases. For example, it is important to consider potential 
synergies between Design technologies and Build technologies, because a malicious actor would need both Design 
and Build capabilities to carry out an attack. Similarly, synergies may arise if large-scale Test technologies are 
developed to match the enormous output of certain Build technologies, thus helping those Build technologies 
reach their full potential. 

4 Sec hnp:.1/,bobtant.lard.org. Accessed November 9. 2017. 
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TABLE 2-1 Synthetic Biology Concepts, Approaches, an<l Tools That Enable the DBT Cycle 

Key Synthetic Biology Concepts, Approaches, and Tools 

Automated biological design 

Metabolic engineering 

Phenotype cnginecri ng 

Horizontal transfer and transmiss ibili ty 

Xenohio logy 

Human modulation 

DNA construction 

Editing of genes or genomes 

Li hrary construction 

Booting of engineered rnnstructs 

High-throughput screening 

Directed evolution 

Design Build Test 

NOTE: Shading indicates which phase of the DBTcyclc each example aligns with most closely. Sec Appendix A for full descriptions. 

Appendix A describes a core set of current synthetic biology concepts, approaches, an<l tools that enable each 
step of the DBT cycle, focusing particularly on areas in which advances in biotechnology may raise the potential 
for malicious acts thal were less feasible before the age of synthetic biology. Although the examples presented are 
intentionally quite broad and somewhat arbitrary-and do not represent an exhaustive list of all technologies or 
all possible applications of synthetic biology-they provide useful context for understanding how specific tools 
or approaches might enable th potential capabilities analyzed in Chapters 4-6 and can be adapted to assess new 
areas of concern as the biotechnology landscape continues lo evolve. In addition, although Appendix A captures 
the main known lechnologics at the time of writing, this list will need to be updated and modified lo stay relevant 
as lhe science advances. 

Table 2-1 summarizes how the concepts, approaches, and loots described in Appendix A map to lhe phases 
of the DBT cycle . Going forward, it will be useful lo consider how each phase of the DBT cycle may be further 
enabled by future developments in technology an<l knowledge, particularly in areas where a current bottleneck 
may be overcome. Appendix A al so indicates the relative degree of maturity of specific techniques <liscusse<l (see 
Figure A-I ) . 
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Framework for Assessing Concern About 
Synthetic Biology Capabilities 

The U.S. Department of Defense asked the National Academies of Sciences, Engineering, and Medicine to 
"develop a strategic framework to guide an assessment of potential security vulnerabilities related to advances in 
biology and biotechnology. with a particular emphasis on synthetic biology." In public meetings, Department of 
Defense representatives clarified that the primary purpose of the framework was to serve as a tool to aid the con
sideration of the relative level of concern indicated for current and future synthetic biology-enabled capabilities. It 
was determined that the framework needed to be flexible enough to be applied in a variety of circumstances and for 
a variety of purposes, such as: analyzing existing capabilities to evaluate the level of concern indicated at present; 
understanding how various capabilities compare to, interact with, or complement each other in terms of their level 
of concern; identifying key bottlenecks and barriers that, if removed, could lead to a change in the relative level 
of concern; evaluating the change in the level of concern warranted when new experimental results are reported 
or new technologies arise: and horizon-scanning to predict or prepare for potential future areas of concern. This 
chapter describes the development of the framework and how it was used to facilitate an expert-based qualitative 
ranking of capabilities based on a well-defined set of factors to capture relative levels of concern. 

APPROACH TO DEVELOPING THE FRAMEWORK 

The process used to develop the framework generally followed best practices in expert elicitation and elici
tation of attributes and value functions for multiattribute modeling (Morgan and Henrion, 1990; Clemen, 199 I; 
Keeney, 1992; Keeney and Raiffa, 1993). First, the existing frameworks listed in Appendix B were reviewed, along 
with other published literature. to develop a list of factors that have been identified as being relevant to assessing 
concerns about the use of synthetic biology. A number of different frameworks have been developed to assess con
cerns associated with emerging technologies. In biology, these frameworks have typically assessed concerns based 
on features and capabilities of the biotechnology itself, particularly the capabilities the technology may provide to 
someone who would wish to create harmful biological entities for a specific malicious use. Some frameworks also 
consider the severity of potential adverse outcomes and the ability to manage them through detection. mitigation, 
or attribution. Other work has focused on assessing concerns associated with particular types of experimentation 
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Uabllty of the tec:IIRolafl 
• Ease of use 
• Rate of development 

• Barriers to use 
• Synergy with other technologies 

UNblllty • • 'WHpon 

• Production and delivery 
• Scope of casualty 
• Predictability of results 

Raqulrwnanl:I of Adora -
• Access to expertise 
• Access to resources 

• Organizational footprint requirements 

Potentlal for Mltlptlon 

• Deterrence and prevention capabilities 

• Capability to recognize an attack 
• Attribution capabilities 
• Consequence management capabilities 
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Level of Concern 
about the capability 

FIGURE 3-l Framework for assessing concern. NOTE: The framework consists of four factors. along with descriptive ele
ments within each factor, which delineate the information used to assess the level of concern for particular synthtitic biology
enabled capabilities. 

that may provide generalizable features applicable to a broader set of technological dual-use concems. 1 Another 
framework approach, typically employed by security groups, is to use scenario-based assessments to identify 
potential vulnerabilities and the potential ways to mitigate them. Often referred to as ''red-teaming," this approach 
uses vignelles to describe details of a hypothetical scenario such as specific agents, actors, and affected popula
tions. Although this approach can be informative, some scenario-based frameworks are hampered in the context 
of biodefense by a lack of evidentiary case studies and by the fact that one can come up with an almost limitless 
list of malicious activities that could potentially be pursued with biology (Lindler et al., 2005), and so the work 
is, by definition, never complete or comprehensive. 

This review of the literature was followed by a process to identify tenninology, factors, and approaches 
that resonated most within the context of the study charge. The outcomes of that process were formalized into 
a set of factors and elements within each factor, summarized in Figure 3-1 and described in more detail below. 

1 As defined by the National Science Ad,•isory Board on Bi,1,ecurity, ··Research yielding ne,;,. technologies ur information with the potential 
l"or both henevolent and malevolent applications i~ referred to a"~ ·dual 11 ·e research_··· See hups:1/osp.od.nih .gov/biotethnologyln~abb-faq. 
Accessed November 15. 2017. 
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These factors delineate the information that would be used to assess the level of concern for particular synthetic 
biology-enabled capabilities. 

Developing quantitative or fixed scales for these factors was not attempted, nor was there an attempt to weight 
the factors relative to each other in terms of importance or impact on level of concern. Many of the factors and 
their descriptive elements are interdependent in that they capture ideas that are similar to or overlap with other 
factors and descriptive elements and are thus correlated with each other, requiring complex considerations for 
quantification. Instead, a qualitative approach was taken, using the factors and their descriptive elements to guide 
discussions and inform the assessment of relative level of concern for various synthetic biology capabilities. The 
assessment of each individual capability then fed into a holistic, relative ranking of the capabilities in terms of 
level of concern. similarto the methodology used in other studies (Morgan et al., 200 I; Willis et al.. 2004, 2010). 

FACTORS FOR ASSESSING CONCERN 

The framework for assessing concern consists of four factors, along with descriptive elements within each 
factor. as represented in Figure 3-1. The factors are usability of the technology, usability as a weapon, requirements 
of actors, and potential for mitigation. Conclusions about the relative level of concern about any particular syn
thetic biology capability are influenced by these four factors; in other words, capabilities that have lower technical 
barriers to use, more qualities that would enable use as a weapon, low actor requirements in terms of expertise 
or resources, and a low likelihood of mitigation would be of relatively more concern than capabilities for which 
there are high technical barriers to use, fewer qualities that would enable use as a weapon, high actor requirements 
in terms of expertise and resources, and a high likelihood of mitigation. As represented in this framework, those 
are the two extreme ends of the spectrum of concern. To complement and expand on the factors and descriptive 
elements, Appendix C lists illustrative questions that arose during the study process that can help facilitate the 
use of the framework. 

Usability of the Technology 

Biotechnology is a fast-moving field, and in some ways, synthetic biology is accelerating and broadening 
the usability of tools to achieve various capabilities. The first factor in the report's framework, usability of the 
technology, captures the idea that as tools become more usable, they become more accessible to more people, and 
therefore the concern about them being deployed for malicious use increases. 

Four main elements were included in this study's assessment of the usability of technologies: ease of use, rate 
of development, barriers to use, and synergy with other technologies. Rather than attempting to formally score 
each of these elements for each capability analyzed, these elements were incorporated into one overall assessment 
of the usability of the technology for each capability considered. 

Ease of Use 

If a technology is easier to use, it is more likely to be used. Technologies that are in common use are likely to 
be more accessible and therefore more vulnerable to misuse, though it is also important to consider how outdated 
or less frequently used technologies may still be exploited for harm. 

Advances in technology have made it easier to perform such tasks as creating single-nucleotide modifications 
and adding genes. Applications that employ combinatorial approaches to generate and test multiple design variants 
often involve complex work at large scales-as well as a high degree of unpredictability-thus putting them at 
the more difficult end of the spectrum. The availability of detailed information about a specific gene or pathway 
of interest also affects how easy or hard it is to use available technologies to manipulate that gene or pathway. 
These are the types of considerations that analysts can use to determine how much concern is warranted based on 
the ease of use of the technologies needed for a given application. 
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Rate ofDeve/opme111 

All technologies follow some form of development curve over time. Technological capabilities that arc devel
oping rapidly arc generally of more concern than those that arc still far off in the future. If there is a known com
mercial use for a technology, private-sector investments may accelerate the rate of development. while tcdmologics 
that do not have an identified commercial value may follow a slower path, advancing through smaller, disconnected 
efforts and public funding. Novel technologies may be characterized by rapid improvements in accuracy and 
throughput as their developers try lo establish new markets or compete in existing ones. Tcdmologics that have 
filled a unique market niche may survive for a long time with only minor improvements in scale or reductions in 
cost (c.g ., the polymerase chain reaction, or PCR. has been in use for decades), while other technologies lose their 
prominence after being displaced by innovations ( c .g., next-generation sequencing, also known as high-throughput 
sequencing, allows large numbers of genetic sequences to be determined far more rapidly than previous sequencing 
technologies and is expected to replace older technologies in some molecular identification applications). 

Technologies for the synthesis of ever-larger DNA constructs arc currently evolving rapidly. as arc technolo
gies for editing genes and genomes. For example. it is expected that the synthesis of all chromosomes from one 
strain of yeast is nearing completion. The engineering of plants to produce raw or finished chemical products is 
another area that is maturing rapidly. Assessing the degree to which the rate of development affects the level of 
concern warranted for a given use of technology should include consideration of both the pace of the technology's 
evolution and the speed with which it is being adopted. 

Barriers 10 Use 

It is also important lo consider the presence of significant bottlenecks or barriers, which can lower the likeli
hood that a tedmology will be used. For example, key gaps in one aspect of the Dcsign-8 uild-Test (D 8 T) cycle, 
such as Design knowledge. can significantly limit the potential for malicious use of a given technology and con
sequently lower the level of concern related to how that technology might be used in another phase of the DBT 
cycle. such as Build. Identifying barriers can also provide insight into potential rapid changes in what may be 
achievable once those barriers arc overcome. This is an especially important consideration in areas of synthetic 
biology with strong drivers (c .g., beneficial uses attracting significant research) that arc pushing the barriers to 
be broken. Major technological leaps have the potential to change synthetic biology quickly and open up new 
possibilities; for example. Gibson Asscmb]yE (Gibson cl al., 2009) led to a sea change in the ability to compile 
genetic fragments. 

Synergy with Other Technologies 

Some technologies may be substantially enhanced by synergies with other technologies, leading lo higher level 
of concern for the capabilities they may enable. For example, CRISPR/Cas9 can be used alone to make a specific 
modification to a targeted gene. But when CRISPR/Cas9 is coupled with emerging technologies for single-cell 
sequencing. it is possible to create random libraries of CRISPR/Cas9 guide RN As, apply them in parallel to single 
cells, subject the cells to environmental pressures, and use single-cell next-generation sequencing to identify the 
·'winners" (Datlingcr ct al.. 2017)-a far more complex proposition than cou Id be achieved with CRISPR/Cas9 
alone. 

In the field of computing, the semiconductor technology evolution has brought ever-greater computing power 
and data storage at ever-lower costs. At the same time. the evolution of networking technology has converged with 
computing to make computing more ubiquitous. powerful, and inexpensive. thanks in part to a concerted effort to 
identify and overcome bottlenecks and barriers in both computing and networking. Synthetic biology and sequenc
ing technology may well show a similar convergence in the coming years, in which advances in annotation and 
predictable sequence-structure-function relationships lead to the ability to reliably design increasingly complex 
biological systems (Brophy and Voigt, 2014; Chao ct al., 2015). 

Such developments would have implications for both beneficial and malicious uses of synthetic biology 
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technology. In determining the level of concern warranted for any given capability. it is useful to consider how 
synergies among relevant technologies may create opportunities for new types of applications in the future. It is 
also useful to consider how a breakthrough relevant to one aspect of the DBT cycle might synergize with technolo
gies relevant to other aspects to enable applications that were not previously achievable. 

Usability as a Weapon 

A central question is whether a capability enabled by synthetic biology can be used in such a way as to cause 
harm-that is, whether a capability can be used as a weapon. A great deal of previous work has sought to char
acterize what makes a substance "'weaponizable'' (Kadlec and Zelicoff, 2000; U.S. Congress, 2006; Carns, 2017). 
Drawing on that work, usability as a weapon was identified as a primary factor in the framework for assessing 
concerns related to synthetic biology-enabled capabilities. A capability determined to have more characteristics 
that make it usable in the development of a weapon warrants a higher level of concern than a capability with fewer 
characteristics for that purpose. In particular. the elements considered as part of usability as a weapon include 
implications for production and delivery of a weapon, the expected scope of casualty for a given use of technol
ogy. and the predictability of the intended results. 

Production and Delive,~y 

There are two types of questions to consider with regard to the production and delivery of weapons created 
with synthetic biology. They build upon a large body of existing work related to the classical understanding of the 
use of pathogens to create weapons of mass destruction. Previous frameworks for understanding threats related to 
bioweapons outline a series of key steps involved in creating a bioweapon and using it in an attack. These steps 
include bioagent production. stabilization, testing, and delivery (van Courtland Moon, 2006) and might include 
spec i fie processes such as growing large amounts of an agent, milling it into a powder form, making the agent stable 
enough to be sprayed in a crop duster or withstand other means of mass dispersal, and testing its effectiveness in 
animal studies. These steps were considered significant barriers to the production of bioweapons in the Cold War 
era, in effect limiting bioweapons capabilities to a few well-resourced nation-states. In assessing the biodefense 
concerns posed by biotechnology. it is important to consider (I) whether synthetic biology could lower the bar
riers related to bioagent production, stabilization, testing, and delivery or (2) whether advances in biotechnology 
areas other than synthetic biology may impact the potential to weaponize products created with synthetic biology. 

The first item has to do with whether synthetic biology makes unnecessary any of the classically defined steps 
to weaponization and thus eliminates barriers previously associated with that step. For example, synthetic biology 
could potentially be used to enhance existing pathogens or create new ones, but it also raises the possibility of 
types of attacks in which the "weapon" involved is not a pathogen per se, but a genetic construct, toxin, or other 
entity. Deploying such alternative bioagents might not require the same type of large-scale production or purity 
of pathogens required for some traditional bioweapons. In addition, synthetic biology could raise concerns about 
smaller types of attacks that do not require mass dispersal. which could change the equation with regard to the need 
for stabilization. All of these elements could potentially reduce or eliminate barriers that previously were thought 
to hinder the use of bioweapons, so their presence would generally increase the level of concern. 

The second item relates to how advances in other areas may impact the potential to weaponize products created 
with synthetic biology. For example, it may be important to consider how advances in technologies such as bioreac
tors::, may change the nature of the production facilities required to produce harmful agents using synthetic biology. 

-'- Fliorea<·tor, are vessels in which hiologically a<·tive suhstan<"es prmluce suh,tan<"es or hiologirnl components. a type of hiolechnology that 

is not aclusivc 10 synthetic biology. 
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Scope of Casualty 

The scope of casualty it is possible to generate by using a synthetic biology capability to create a weapon 
gives a sense of the scale of the potential threat it poses. For capabilities that could lead to a large number of 
people impacted and/or a severe outcome like permanent disability or death, the concern level would be higher. 

Predicwbility of Results 

Predictability of results describes the degree to which a malicious actor could be confident that the intended 
result will be achieved when using a given technology lo develop a weapon. A higher degree of predictability 
would be associated with a higher level of concern. While some technologies, applications, and types of attack 
may require extensive testing in order to ensure the intended impact, there may be a lower barrier to success if, 
for example, the bioagcnl would only need to be produced one lime lo have the desired outcome, if the attacker 
has the opportunity to deliver the agent multiple times. or if the attacker can create many versions of the agent to 
maximize the likelihood of success. To assess the overall predictability of results for the malicious use of synthetic 
biology, it is useful to consider both a need for testing and phenotype predictability. 

Testing A large-scale, long-term, and highly resourced bioweapons operation could likely be expected to perform 
testing prior to deployment to ensure that the scaled-up bioagent behaves as intended and that the delivery or 
dissemination method is functional. This process would typically involve testing in animal models to ensure illness 
or lethality, as well as field testing in specific environments to ensure that the agent survives well enough to persist 
and infect targets. In the context of a synthetic biology-enabled weapon. it is useful to consider the degree to 
which testing would be necessary for a given use and how this testing might be carried out. If significant testing 
is not likely to be necessary, the concern would be higher. 

Phenotype Predictability A related question is whether the genotype of a bioagent could be predictably engineered 
to yield the desired phenotypes. For example, are there known engineering strategies or preexisting research that 
outlines methods to predictably produce the desired result? Or can the properties of a bioagent be modeled with 
computational tools'! The ability to predictably design. model. or construct an agent could reduce the need for 
testing. Agents with predictable genotype-phenotype relationships may also require fewer resources to deploy. 
since it may not be necessary to test multiple genotypes to obtain the desired phenotype. Therefore, as phenotype 
predictability increases, so does the level of concern. 

Requirements of Actors 

Any discussion of the concerns related to the potential malicious use of a specific biotechnology needs lo 
include consideration of requirements of the person or people who would be involved in perpetrating an attack, 
here referred to as actors. Actors may range from a single individual to a dedicated team to a government body. 
They may be amateurs, biotechnology experts, or engineers or have some other type of relevant expertise. The 
complexity involved in exploiting a technology (sec Usability of the Technology, above) will have varying impacts 
on the likelihood of use and therefore on the level of concern, depending on the capabilities of the actors. For 
example, whereas it may be impractical (or would take an extremely long time) for an individual actor to gain the 
necessary capabilities and knowledge to use a given capability to cause harm, a dedicated team might have the 
diversity of expertise necessary to enact the same plot much more quickly. 

When analyzing how the requirements of actors affect the level of concern about a given capability, it is 
useful to consider questions rel atcd to the expertise an actor would need lo possess to cff cct a gi vcn attack, the 
accessibility of the required resources. and the organizational footprint and infrastructure that would be required. 
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In addition, while this study did not include consideration of the intents or actual capabilities of actors, which 
would likely have required access to classified information, such information could, in the future. be incorporated 
into an assessment of vulnerabilities to inform decision making. 

Access to Expertise 

Some types of applications of biotechnology require a great deal of expertise in one or more areas, while other 
uses may require less expertise. The degree to which expertise requirements represent a barrier to malicious use of 
a technology depends on the expertise possessed (or obtainable) by a malicious actor. It is important to assess the 
gap between the types of expertise required and the types of expertise that actors might be expected to have access 
to. In some cases, exploiting synthetic biology for harm may require an actor to interact with the conventional 
research community to acquire goods. services. or expertise, in which case the concern would be lower because 
this would be a barrier that may enable malicious use to be detected earlier. 

Access to Resources 

The particular resources needed to effect a given malicious use of synthetic biology depend on many factors. 
Resource requirements can include money. time. laboratory equipment and other infrastructure. reagents and other 
raw ingredients, personnel and expertise, and other types of resources. If more resources are needed, the concern 
[eve I is decreased because that reduces the number of potential actors. If fewer resources are needed, then there 
is a higher level of concern. 

There are mu[ tip le. hypothetical ways for an actor to obtain resources. For example, if an actor requires the 
use of an expensive DNA synthesizer but lacks sufficient funds to purchase a new instrument via conventional 
channels (or fears an outright purchase would lead to discovery), the actor may consider purchasing a used synthe
sizer. obtaining legitimate or covert access to equipment at a company or university, coercing an innocent person 
with legitimate access to perform the work (via bribing, subversion. blackmail. or threats of harm), or resorting to 
outright theft. A solo actor could be better funded than a group sponsored by a poor nation-state. Conversely, a poor 
but resourceful actor might find ways to access even highly sophisticated technologies. for example, by enrolling 
in a graduate degree program, getting a job in a biotechnology company, or taking advantage of relevant service 
providers or brokers of services. Assessing needed access to resources is not al ways a straightforward proposition. 
but it is nonetheless an important consideration when evaluating potential concerns. 

Organizational Footprint Requirements 

If achieving a particular malicious use of synthetic biology requires a large organizational footprint, the concern 
will be lower compared to capabilities for which only a small organizational footprint is needed. Some malicious 
uses of synthetic biology might be achievable by an individual working with basic supplies and a rudimentary 
laboratory, whereas other types of attacks might require a larger organization, more personnel, or more extensive 
infrastructure. Furthermore, considering the organizational footprint that would be required to effect a given type of 
attack can shed light on the relative importance of other actor attributes, such as access to resources. Organizational 
footprint also affects considerations related to the potential for mitigation, such as the ability to identify suspicious 
activity and prevent an attack or the ability to attribute an attack to the actor responsible (discussed further under 
Capability to Recognize an Attack and under Attribution Capabilities. below). For example. activities requiring 
less equipment may be able to be pursued by actors with fewer resources and may be conducted in a clandestine 
laboratory, making detection or attribution more difficult and therefore making concern higher. Malicious uses 
requiring a large organizational footprint, on the other hand, might require an actor to have access to more funding 
or access to legitimate infrastructure ( such as by being em bedded within a university laboratory), increasing the 
likelihood of detection or attribution and leading to a lower level of concern. 
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Potential for Mitigation 

The impact of an attack depends both on the actor's ability to deploy a weapon and on the target\ ability 
to prevent, detect. respond to. or withstand the attack. To comprehensively assess concerns, it is important to 
consider mitigating factors that may diminish the likelihood that a synthetic biology capability will be effectively 
used to cause harm or that may reduce the damage caused. Elements within this factor include the ability to deter 
or prevent an attack. the ability to recognize when an attack has occurred, the ability lo trace an attack to the 
responsible actor (or "attribute" an attack), and the ability lo manage the consequences of an attack. Because this 
factor is a core part of the framework, considerations related to the potential for mitigation were included in the 
assc ssmcnls of spcci fie capabilities presented in Chapters 4-6; however. significant data gathering on U.S. mi liga
tion capabilities was outside of the study scope and the assessments presented in those chapters arc intended to be 
illustrative and to demonstrate the assessment process rather than provide a full analysis. Mitigation capabilities 
arc also discussed further in Chapter 8. 

Deterrence and Preve111ion Capabi/i1ies 

Various factors can affect the likelihood that a malicious actor will decide to pursue an attack and then suc
cessfully execute it. One important clement that is understood to deter adversaries from pursuing some types of 
biological attacks is the availability of countcnncasurcs that limit the amount of harm an attack would cause. For 
example. the fact that the United States has smallpox vaccine stockpiled-and would thus have a ready counter
measure against an attack using smallpox-is expected lo deter malicious actors from perpetrating attacks using 
smallpox. 

One approach that has been used as a preventive measure is the establishment of regulatory and statutory 
safeguards that limit the ability to access particular pathogens or technologies and use them for harm. For example, 
by limiting access to certain pathogens, the Federal Sekel Agent Program is intended to reduce the likelihood of 
those pathogens falling into the hands of malicious actors who might seek to use them as a weapon. 

In addition, activities such as intelligence gathering can contribute to deterrence and prevention by increasing 
the capacity to identify suspicious activities and intervene before an attack takes place, or to catch and punish an 
actor after an attack has occurred. as discussed under Capability to Recognize an Attack and under Attribution 
Capabilities. below. Intelligence gathering allows authorities to recognize and respond to activities that may indicate 
that an actor is preparing for a biological attack. such as by monitoring individuals or groups with a known intention 
to carry ou l an attack, monitoring individuals or groups with access to cq uipmcnt or ex pcrtisc necessary to develop 
a biowcapon. or tracing the procurement of supplies that could be used in a biological attack. However, because 
biotechnology is used for so many beneficial applications and because different combinations of technologies can 
be used for the same or different purposes. it can be challenging to identify activities. specialized equipment. or 
other signatures that distinguish suspicious activity from benign activity. 

Capability to Recogni~e an A/lack 

In general_ there is a higher level of concern about attacks that would require some time and work lo identify 
(as a health threat and/or as a purposeful attack) compared with attacks that would be readily recognizable. Once 
an attack has occurred, recognizing the emergence of an unusual cluster of di scasc is the first crucial step toward 
launching an effective response. In addition, being able to differentiate between a natural disease outbreak and 
purposeful use of a bioagcnl is vital to preventing subsequent attacks and finding the perpetrators. This knowledge 
also can inform how medical personnel. public health organizations. and law enforcement or military authorities 
act to contain the scope of the damage. Public health programs and disease surveillance systems such as those 
under the purview of the U.S. Centers for Disease Control and Prevention arc designed to facilitate the rapid iden
tification and characterization of known infectious disease threats as they emerge. It is important to consider how 
synthetic biology might affect the ability lo identify suspicious activity. recognize when an attack has occurred, 
and identify the individuals or groups that have been targeted. 
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A1trib11tion Capabilities 

The ability to attribute an attack to the actors responsible is crucial to consider as part of the framework, 
because attribution may provide a disincentive to attacks in some circumstances. That is, actors may choose 
different courses of action if their actions could lead lo prosecution or retaliation; thus, there is a higher level 
of concern about attacks that wou Id be more difficult to attri butc. Attribution considers scicnli fie evidence, i ls 
validation, and nonscientific types of information. In the future, it may be important to consider how attacks that 
use synthetic biology approaches could conceivably be amenable lo the development and validation of different 
lines of molecular evidence. Such potential opportunities arc discussed in Chapter 8, such as next-generation DNA 
sequencing and analysis of "scars" left by engineering techniques (e.g., a remnant of a DNA vector used to insert 
synthetically derived biological components). 

Consequence Manageme/11 Capabi/i1ies 

Protocols and procedures for responding to public health emergencies and to biological and chemical attacks 
exist in both the ci viii an and military arenas (CDC, 200 I , 2017 d). These proccd urcs often in vol vc, for example, 
epidemiological methods of identifying victims, agents, and modes of transmission, as well as activities such as 
the development and use of vaccines, drugs, and antitoxins to save lives. Other relevant capabilities include emer
gency response capacity, availability of supportive healthcare facilities, and effective procedures for isolation and 
quarantine. When assessing the level of concern about any particular capability, it is important to understand how 
that capability could change the ability to mitigate the negative impact of an attack. 

APPLYING THE FRAMEWORK IN THE ASSESSMENT OF CONCERN 

The framework was developed both to facilitate the analysis of synthetic biology-enabled capabilities pre
sented in subsequent chapters of this report, as well as to aid others in their consideration of current and future 
synthetic biology capabi Ii tics. To support and infonn the application of the framework by other parties, this section 
describes the approach taken lo identify potential areas of concern, the steps used to apply the framework, and key 
considerations that guided the analysis. 

Approach Taken to Identify Potential A'"eas of Concern 

A number of technologies support various aspects of the synthetic biology Design-Build-Test cycle; selected 
examples arc captured in Append ix A. The interim report (National Academics of Sciences, Engineering, and 
Medicine, 2017a) released as part of this study identified these technologies as potential items for which the 
framework could be used to assess concern. However, the technologies themselves pose no inherent harm, and it 
would generally take a collection of technologies to create a specific capability that warrants concern. As a result, 
this final report describes how the framework was applied to assess capahilities (rather than technologies) that 
potentially pose a concern because of the harm they might enable. 

A list of potential capabilities to evaluate was identified by gathering a range of possibilities that have been 
mentioned in various venues as potential concerns associated with synthetic biology and augmenting that list with 
additional possibilities that had not been previously raised. These potential capabilities were grouped into catego
ries to ensure a consistent approach to their evaluation using the framework. The following potential capabilities 
were analyzed (sec Chapters 4-6): 

• Re-creatin,,: known patho,,:enic viruses: Constructing a known, naturally occurring pathogenic virus from 
the starting point of information about its genetic sequence. 

• Re-creatin,,: known patho,,:enic hacteria: Constructing a known, naturally occurring pathogenic bacterium 
from the starting point of infonnation about its genetic sequence. 

• Making existin,,: viruses more dan,,:erous: Creating a modified version of a known virus in which one or 
more traits have been altered to make the virus more dangerous (such as by enhancing its virulence). 
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• Making exis1ing bacteria more dangerous: Creating a modified version of a known bacterium in which one 
or more traits have been altered to make the bacterium more dangerous. 

• Creating new pathogens; Constructing a pathogen from the novel combination of multiple parts, which 
may be derived from various organisms, designed computationally, or created through other strategies. 

• Manufac1uring chemicals or biochemicals by exploi1ing natural me1abolic pathways: Producing a naturally 
occurring product. such as a toxin? by engineering an organism (e.g .. bacterium, yeast, or alga) to contain 
the known biosynthetic or metabolic pathway for the desired product. 

• Manuj(1cturing chemicals or biochemicals by creating novel mewbolic pathl1'<J.l'S: Creating a new 
biosynthetic pathway that enables an engineered organism to produce a chemical that is not normally 
produced biologically. 

• Making biochemicals via in sill/ symhesis: Engineering an organism. such as a microorganism that can 
survive in the human gut, to produce a desired biochemical and delivering this microorganism in such a 
way that it can produce and release this product in situ. 

• Modi))·ing the human microbiome: Manipulating microorganisms that form part of the population living 
on and within humans-for example, to perturb normal microbiome functions or for other purposes. 

• Modi))·ing the human immune system: Manipulating aspects of the human immune system, for example, 
to upregulate or downregulate how the immune system responds to a particular pathogen or to stimulate 
autoimmunity. 

• Modi))·ing the human genome: Creating changes to the human genome through addition. deletion, or 
modification of genes or through epigenetic changes that modify gene expression. A subset of this category 
is the modification of the human genome through human gene drives, the incorporation of certain types of 
genetic elements into the human genome that are designed to pass from parent to child during reproduction 
and that would spread a genetic change through the population over time. 

Steps Used to Apply the Framework 

The framework is designed to facilitate a thorough analysis of any particular capability by providing a set of 
key factors to consider and specific elements to consider for each factor. To inform decisions. however, it is useful 
to consider capabilities in relation to each other. that is, to assess areas of concern in relation to other potential 
concerns. To that end, the framework was applied using the following steps, which can be followed by other. 
future framework users: 

I. Gather and organize information about a capability in terms of the four framework factors and the elements 
relevant to each factor. 

2. Compare information about the capability to information about other capabilities to determine how the 
level of concern for a given capability compares to the level of concern for other capabilities. 

3. Consider all capabi Ii ties holistically, using the framework to inform judgments about relative levels of 
concern, based on all the information generated in steps I and 2. 

Different types and levels of expertise may be required to successfully analyze the factors and elements related 
to any particular capability. This committee benefited from a wide range of expertise areas, including synthetic biol
ogy. microbiology, computational tool development, bioinformatics, biosafety. public health, and risk assessment. 

For the first step, a qualitative approach was used to "score" each capability on each factor using a relative 
scale from low to high. For example, for the factor usability of the technology, the scale ranged from relatively low 
usability (which corresponds to relatively lower concern because it is relatively more difficult to use) to relatively 
high usability (which would be of relatively higher concern because it is relatively less difficult to use). 

Figure 3-2 shows the first step in the process using an illustrative example. For the first capability. •·capabil
ity I." information associated with the elements relevant to the first factor, usability of the technology (which 

-'The phrase .. chemical or biochemical .. 1hmugho111 the rcpon: inc Jut.le, toxins. 
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Capability 1 

Relatively Low Usability 

( more d ifficu It to use) 

FIGURE 3-2 Capability I assessed with regard to usability of the technology. 

33 

Relatively High Usa bi I ity 

( I es.s d ifficu It to use J 

includes case of use, rate of development, barriers lo use, and synergies with other technologies) was discussed and 
analyzed. Using that information, Capability 1 was placed on a relative scale ranging from low to high usability. 
Capability I, the first capability discussed, was placed near the middle of the scale. 

NcxL another capability. "Capability 2," was placed on the scale. To do this, each of the clements for the 
usability of the technology factor were discussed for Capability 2 and compared to those clements for Capability I. 
A facilitated discussion was used to place Capability 2 on the scale relative to Capability I (sec Figure 3-3). Note 
that the bar for Capability 2 is wider than the bar for Capability 1 in order lo represent a broader range of concern 
regarding usability of the technology for Capability 2. 

Each capability was considered in tum. with available information on each of the clements carefully discussed. 
re vie wed, and compared to the corrc spond ing clements for other capabili tics. to pl ace the remaining capabil itics 
on the scale, as shown in Figure 3-4. 

This process was repeated for each capability and each factor (Usability of the Technology, Usability as a 
Weapon, Requirements of Actors. and Potential for Mitigation). As the work progressed, the definitions of some of 
the factors and capabilities were refined, and adjustments were made lo the assessments based on those refinements. 

To help translate these graphics into usable information, five categories were created along the x axis: high, 
medium-high, medium. medium-low, and low. These categories arc intended lo reflect relative levels of concern, 

Capability 1 

Capability 2 

Relatively Low Usability 

( more d ifficu It to use) 

FIGURE 3-3 Capability I and Capability 2 assessed with regard to usability of the technology. 
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Capability 1 

Capability :z 

Capability 3 

Capability 4 

Capability 5 

Capability 6 

1111 - -
Relatively Low Usability 
( more d ifficu It to use) 

FIGURE 3-4 All capabilities assessed with regard to usability of the technology. 

Relatively High Usa bi I ity 
( I es.s d ifficu It to use J 

not absolute levels of concern. No numerical scores were assigned to these categories and there was no attempt 
to normalize categories across factors (that is, to ensure that "medium" on one factor meant the same thing as 
"medium" on another factor) because such steps were not necessary for their use. Rather. capabilities were placed 
in the same category when they were seen as similar with regard to that factor. Not requiring the categories to 
have numerical meaning made it more straightforward to achieve agreement among the experts on the committee, 
with no loss of value in the information generated since all of the judgments were relative. 

As a final step. all of this information was integrated into a holistic assessment of the relative levels of con
cern across the full landscape of capabilities considered. Chapter 9 presents the results of this holistic assessment 
( see Figure 9-1 ) . 

Key Considerations That Guided the Assessment 

As described above, an expert-driven, qualitative, multiattribute methodology was used to develop the 
framework and apply it to assess concerns associated with synthetic biology capabilities. There are strengths and 
weaknesses of any methodology. The following considerations guided the assessments presented in this report and 
could help inform future users of the framework: 

I. The fl/Clors were consistently applied. Care was taken to ensure that the factors were consistently used 
and appropriately incorporated into an assessment of overall level of concern. Each factor was reviewed 
separately for each capability and the entire list of capabilities was reviewed as part of the process of 
determining where each one belonged on the relative scale from "lowest concern for this factor" to "'highest 
concern for this factor." These graphs did not have absolute values but were maintained in relative terms, 
so that each capability was assessed relative to the others with regard to each factor. This approach reflects 
the level of precision that was included in the deliberations about the capabilities. 

2. The Jina/ assessment incorporates a holistic era/uation. A holistic consideration of relative concern is a 
critical part of ensuring that the final ranking captures the full extent of the input from the ranking process. 
The relative placement of each capability on the scale of each factor is not deterministic of the final ranking. 
but rather provides consistent information to be used in making holistic judgments. The final rankings 
cannot be calculated based solely on the individual factor rankings since additional information may be 
brought to bear on that holistic judgment; the factors included in the framework are meant to inform holistic 
judgment, not to replace it or provide a checklist approach. However, the holistic assessment was grounded 
by consistent use of the factors; to maintain robustness of the factors. when a capability was placed on 
the scale of overall concern, it was compared to the ratings of the other capabilities already placed on the 
overall concern graph. For example, if Capability I was scored as a medium level of concern with regard 
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to usability of the technology and Capability 2 was scored as a relatively high level of concern with regard 
to usability of the technology, this information informed the assessment of overall level of concern about 
Capability 2 relative to Capability I. 

3. The fl/Clor scaling approach has implicmionsfor future comparmive assessments. The factors that make 
up the framework were constructed specifically for this study and were refined through the process of 
applying them to assess specific capabilities. Using a relative scaling approach allowed these definitions to 
be refined and aligned as the study progressed. In addition, the use of a relative rather than absolute scale 
for the factors means that the placement of capabilities already on the scale may need to be adjusted as 
subsequent capabilities are assessed. For example, if a capability is introduced that holds a much greater 
concern than the highest-ranked item already assessed, either the already-assessed item might need to be 
moved down the scale or the scale might need to be extended to allow the new capability to be ranked as 
'"very high" concern. An alternative approach that could be used in future assessments, rather than starting 
with any capability and making all subsequent judgments relative to it, could be to identify the highest 
and lowest capabilities on each factor, assign the highest "JOO" and the lowest '"O," and place all other 
capabilities on the scale relative to those capabilities. 

4. Choices may need to be made to capture uncertainty and variability. In placing synthetic biology capabilities 
on low-to-high scales for each framework factor. placement reflected the range of potential concerns for a 
given capability, with particular exceptions noted in the analyses presented in Chapters 4-6. Uncertainty 
and variability beyond notable exceptions were captured by varying the width of the bar ( see Figures 3-2 
to 3-4 for notional examples), with a wider bar representing greater uncertainty or variability. During the 
assessment process, one case (re-creating known pathogens) initially had a very wide bar when assessing 
some of the factors, primarily because of the diversity of organisms that the capability included. In 
response, that capability was divided into two capabilities that were assessed separately (re-creating known 
pathogenic viruses and re-creating known pathogenic bacteria) to allow the assessment to be more precise. 

5. A ,1ualiwtive assessment approach was used; other approaches 10 using the Jh1mework are possible. 
Methodologies for technical forecasting in emerging areas such as synthetic biology are evolving to meet 
the needs of decision makers. The report uses the framework to conduct a qualitative assessment: other users 
could choose to apply the framework in different but still meaningful ways. In the future, other users may 
decide to pursue a more quantitative approach to conducting the assessment or to extend the framework 
to incorporate sources of information outside the study's scope (such as intelligence on actor intent or 
additional information on U.S. mitigation capabilities). The choice to use a qualitative or quantitative 
approach would be impacted by the amount and types of information available and the level of precision 
and understanding that would be consistent with the available information. Were a quantitative approach 
pursued, the framework factors and this study's low-to-high qualitative ranking approach could be fed 
into that process, although interdependency among the framework factors poses challenges to the use of 
a simple additive multiattribute model and the use of correlated input distributions would be required. A 
more complex multiplicative model could be considered to account for the interdependencies. but that 
approach adds significant complexity. For a quantitative approach. consideration would also need to be 
given to appropriately representing uncertainty. 

In summary, this chapter describes the development of a multiattribute framework that identifies the factors 
that drive levels of concern for synthetic biology capabilities (the relevant outcome). The guiding objective of 
this approach was to identify the features of a synthetic biology capability that would affect the level of concern 
about a given capability being used for harm. The resulting framework is thus intended to describe the reasoning 
behind what is of relatively higher concern and what is of lower concern, among the capabilities considered. and 
why. The framework is also intended to serve as a tool that others can use to assess relative concern, albeit not in 
a formulaic or checklist manner. for newly emerging capabilities and to update the level of concern for existing 
technologies or capabilities in response to scientific and technical advances. The use of the framework to analyze 
specific synthetic biology capabilities is described in Chapters 4-6. Chapter 9 discusses the overall landscape of 
concern and presents results of the holistic assessment across the set of synthetic biology capabilities evaluated 
( see Figure 9-1 ) . 
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Assessment of Concerns Related to Pathogens 

The use of disease as a weapon is thought to date back lo at least the Middle Ages, when the Tartars used 
catapults to hurl plague victims over protective walls in the city of Caffa (Wheelis. 2002). Settlers to North America 
presented Nati vc Americans with blankets that had covered smallpox victims, potcntiall y exposing this nai:vc 
population to the scourge of smallpox (Duffy, 1951). With the advent of microbiological techniques, it became 
possible to use specific pathogens as weapons. This capability enabled several nations, but most extensively the 
Soviet Union and the United States, to develop offensive biological weapons programs. which continued until they 
were legally prohibited by the Convention on the Prohibition of the Development. Production and Stockpiling 
of Bacteriological (Biological) and Toxin Weapons and on Their Destruction (known as the Biological Weapons 
Convention, or BWC). signed in 1972 (BWC, 1972). After the BWC was signed. the development of pathogens 
as weapons became the province of clandestine nation-state programs and non-state actor terrorism. One of the 
most high-profile uses of pathogens as weapons was the "Amcrithrax" biotcrror attack in 200 I. in which Bacillus 
anthracis spores were sent through the U.S. Postal Service, resulting in five deaths. prophylaxis of 30,000 indi
viduals d uc to potential ex posurcs, and hundreds of mi I lions of dollars in decontamination expenses (DOJ, 2010). 

In these historical examples, naturally occurring pathogens were developed as biological weapons. Specific 
pathogens were selected for biowcapons development based on their ability to cause morbidity and mortality and 
on their ability to be converted into large-scale weapons. The age of synthetic biology raises the possibility that 
pathogenic biowcapons could be designed. developed. and deployed in new ways that depart from the disease
causing characteristics of a naturally occurring pathogen. First, although security protocols such as the Federal 
Select Agent Program (CDC/APHIS. 2017) and The Australia Group (2007), primarily in North America and 
Western Europe. have attempted lo limit access to dangerous pathogens for many years. synthetic biology makes 
it possible to synthesize genomes and use those lo generate. or "boot," copies of naturally occurring organisms in 
the laboratory, opening new opportunities for the acquisition of existing, regulated pathogens. Second. synthetic 
biology techniques could be used lo modify existing organisms that arc not subject to limited-access regulations, 
potentially leading lo the acquisition of desired attributes. For example. such manipulations could potentially result 
in pathogens that have, in comparison to the original pathogen. increased virulence: antibiotic resistance; ability 
to produce toxins. chemicals, or biochemicals; or ability to evade known prophylactic or therapeutic modalities. 
Third, synthetic biology tools could be used to synthesize and boot entirely new organisms. potentially incorporat
ing genetic material from multiple cxi sling organisms (Zhang ct al., 20 16). 

This chapter analyzes these potential applications of synthetic biology related to the creation of pathogen-
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based bioweapons. To assess the level of concern warranted for each capability presented in this chapter (as well 
as those presented in Chapters 5 and 6), the factors outlined in the report·s framework for assessing vulnerabilities 
were considered: Usability of the Technology, Usability as a Weapon, Requirements of Actors, and Potential for 
Mitigation. Conclusions regarding the relative level of concern for each capability as it relates to each factor are 
presented in the form of a five-point scale from Low Concern to High Concern. Although all of the factors and 
elements identified in the framework were considered during the assessment, the discussion presented in these 
chapters focuses primarily on those elements deemed most salient to. or in some cases unique to, each capability. 
For each factor, the level of concern warranted for each capability relative to the other capabilities considered is 
presented at the end of the chapter along with a summary of the elements driving that relative level of concern. 
Conclusions regarding the relative ranking of all synthetic biology capabilities considered in the report are pre
sented in Chapter 9. 

RE-CREATING K OWN PATHOGENS 

The construction of an organism from scratch requires at least two steps; synthesis of the organism's genome 
and conversion of that nucleic acid into a viable organism ("booting''). Figure 4-1 illustrates these conceptual steps. 

■ Specify 

■ Design 

■ Build 

■ Test 

Verify 
Functionality 

Early Planning 

Sequence 
Selection 

Design 
Assembly 

Strategy 

Boot 
Organism 

DNA Synthesis 
and Assembly 

FIGURE 4-1 Activities involved in the construction of an organism from scratch. Considerations in the Design stage may 
include whether an exact copy of a pathogen sequence is desired, if synonymous mutation .. are introduced, or if a library 
(quasispecies) of sequences will be designed. Ohtaining physical material in the BuilJ stage may occur in the same physical 
location as the Design stage or may be outsourced to a commercial DNA synthesis provider. The size of the target sequence 
may make assembly necessary. Function of the synthesized pathogen, which may include the ability to infect and/or replicate, 
is determined in the Test stage. 
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This study assessed the potential for actors to use synthetic biology technologies to construct known, naturally 
occurring pathogenic organisms from scratch. Viruses and bacteria are assessed separately because of their distinct 
biological features. At present, construction of eukaryotic pathogens with larger genomes-such as fungi, yeast. 
and parasites - is considered significantly more difficult, and successes have not yet been reported. 

Re-creating Known Pathogenic Viruses 

Using today's technology. the genome of almost any mammalian virus can be synthesized. and the sequences 
of known human viruses are readily available through public databases such as GenBankCiiJ. an annotated collec
tion of all publicly available whole and partial DNA sequences (NCBI, 2017). The 2002 synthesis of poliovirus 
by Eckard Wimmer and colleagues was among the first reported syntheses of a viral genome (Wimmer. 2006). 
The team assembled a complementary DNA (cDNA) of the poliovirus genome (approximately 7,500 nucleotides), 
under the control of the phage T7 promoter. from a series of oligonucleotides with an average size of 69 bases. 
This cDNA was used to produce viral RNA. which was then used to program an in vitro extract to produce infec
tious poliovirus virions (Cello et al.. 2002). Since then, larger and larger viral genomes have been generated. 
taking advantage of advances in the ability to synthesize longer and longer segments of DNA. Modern assembly 
methods have greatly expanded the scale at which DNA can be constructed. to the point that building the genome 
of virtually any virus-either in the form of the genome itself for a DNA virus or as a cDNA of an RNA virus 
that can be transcribed into the viral genome- is now possible (Wimmer et al., 2009). A notable example is the 
recent report of the construction of the horsepox genome (consisting of more than 200,000 base pairs) as part of 
an effort to develop a new smallpox vaccine (Kupferschmidt, 2017; Noyce et al., 2018). (It should be noted that 
while the booting of some viruses, e.g .. polio, has been performed using cell-free extracts. most viruses must be 
booted inside cells. and some viruses, including horsepox, require the use of a helper virus in cells.) 

The assessment of concerns related to re-creating known pathogenic viruses is summarized here and described 
in detail below. 

Usahilily of lhe U,ahilily as a Reyui rem en ls Potential for 
Technology Weapon ot Actor, Mitigation 

Level of concern for re-creating known palhogeni c High Medium-high Medium Medium-low 
viruses. 

Usability uf the Technulugy ( High Cuncem) 

Overall. the cost of producing a viral sequence and hooting it is fairly low; synthesis is inexpensive and 
hecoming more so as time passes. and cell culture facilities are not expensive to huild, maintain, and operate. 
Therefore, since the usability of the technology is hindered only by weak barriers, the level of concern with regard 
to this factor is relatively high. 

The Design phase of the Design-Build-Test cycle could be skipped for the synthesis of a known virus, assum
ing that the sequence of the genome to encode the pathogen is known. The first step of the Build phase would 
be to synthesize the DNA encoding the virus genome, which can either be ordered from commercial vendors or, 
if the actor has appropriate resources, synthesized in-house. The former approach may present a barrier because 
most nucleic acid synthesis companies screen for sequences of concern, such as sequences Jeri ved from pathogens 
on the Federal Select Agent Program Select Agents and Toxins list (CDC/APHIS, 2017). However, this barrier 
is weak for several reasons, including that actors need not limit themselves to viruses on the Select Agents list, 
industry comp I iance with the screening guide I ines is vo I untary, and ol i gonuc leotide orders are not screened. Actors 
could exploit these factors or use other approaches to bypass screening, at least for viruses with smaller genomes. 

Having a genome in hand is only the first step in booting a viable organism. The ease with which a virus can 
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be generated from its genome is largely a function of two variables: the size of the genome and the nature of the 
genomic nucleic acid (i.e .. DNA. positive-strand RNA , or negative-strand RNA). In general , the genome must be 
introduced into cells in culture in which the viral genome can be replicated and assembled into infectious viral 
progeny. If there is no ce ll line in which the virus can be grown. the options become more limited. Poliovirus has 
been assembled completely in vitro from purified components or crude extracts (Cello et al., 2002). Although this 
method may become applicable to other viruses as the study of virus assembly leads to better in vitro assembly 
system s, such systems are currently not scalable for the product.ion of larger quantities of virus. and eventually 
the actor would need to move into cell culture approaches. 

Positive-strand RN A viruses, whose genomes can be directly translated by the cell to produce viral p.roteins , 
are generally easier to synthesize and boot than negative-strand RNA viruses . For positive-strand RNA viruses. 
the complemeatary DNA (cDNA) must be engineered to express an exact copy of the viral genome, including 
appropriate sequences at the 5' and 3' ends that govern transcription and translation , but that process is fairly 
straightforward. This cDNA can be transcribed in vitro to produce a viral RNA that. when transfected into cells , 
serves as a messenger RNA (mRNA) for production of viral replication protein s that initiate the complete viral 
life cycle (Kaplan et al., 1985). RNA viruses with a negative-strand genome present a slightly higher challenge 
to synthesize because , by definition , negative strands are not tran slated. For these viruses. the genome is usually 
introduced i.n the cell along with an expression vector that encodes the viral replication protein(s) . Then, once the 
cellular RNA polymerase produces the viral RNA genome from the cDNA. the viral replication machinery can 
take over (Neumann et al.. I 999). 

Assuming that an actor can identify a cell Ii ne in which the virus can be grown , smaller viral genomes would 
be, in general, easier to boot, whereas large viral genomes would present a greater challenge (see Figure 4-2). 
Large DNA molecules must be manipulated with care to avoid fragmentation. and therefore large genomes 
(greater than about 30,000-50,000 base pairs) are subject to integrity constraints. However, overlapping DNA 
fragments are recombined readily once in side the cell, and in fact this ability to use the cell to stitch together 
fragments (Chinnadurai et al., 1979) was used extensively in the early days of gene therapy to produce adenovirus 
vectors expressing various transgenes. As the DNA of most DNA viruses is infectious, once that DNA enters 
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FIGURE 4-2 Relative scales of genei-ic information encoding fam iliar hacleria , vi ruses , amJ tox ins. A single large toxin gene 
(smallest size represented in the figure. kilobase pairs) i.· shown in the leftmost box (lightest blue) . Progress ively larger genome 
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SOURCE: Adapted from John Glass, J. Craig Venter Institute. 
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the nucleus, the cell takes over the process of transcription and translation, ultimately leading to assembly of 
progeny. Poxviruses are a notable exception in that they replicate in the cytoplasm and require co-infection with 
a helper virus to initiate the first round of replication. The recent successful construction of the horsepox genome. 
which contains more than 200,000 base pairs, underscores the increasing feasibility of booting larger genomes 
( Kupferschmidt, 20 17: Noyce et al.. 2018). 

Usability as a Weapon (Medium-Hit,;h Concern) 

Viruses have evolved to infect people and other organisms. The impact of a synthesized existing virus would 
be highly predictable based on knowledge of its natural behavior. The level of concern with regard to usability as 
a weapon spans a wide range depending on a particular virus's natural tropism. virulence, environmental stability. 
and other such parameters. Production scale and delivery have long been considered key barriers to using existing 
viruses as weapons, based on knowledge of historical offensive biological weapons programs (Guillemin. 2006; 
Vogel, 2012). Even today, scaling up production and delivery enough to use a synthesized existing virus as a 
larger-scale weapon would present substantial barriers compared to a smaller-scale attack. However, the concern 
level is medium-high because an actor could synthesize just a small amount of virus known to be particularly 
dangerous. deliver it to a small number of victims, and wait for the virus to spread as it does naturally. There are 
natural viruses with reproduction rates. routes of transmission. and virulence that are concerning because of the 
potential rapidity of spread through a targeted population after initial release or infection. 

Requirements of Actors (Mediw11 Concern) 

The concern based on the requirements of actors is medium. The production of most DNA viruses would be 
achievable by an individual with relatively common cell culture and virus purification skills and access to basic 
laboratory equipment, making this scenario feasible with a relatively small organizational footprint (including. 
e.g., a biosafety cabinet, a cell culture incubator. centrifuge. and commonly available small equipment). Depending 
upon the nature of the viral genome, obtaining an RNA virus from a cDNAconstruct could be more or less difficult 
than obtaining a DNA virus. Overall, however, the level of skill and amount of resources required to produce an 
RNA virus is not much higher than that for a DNA virus. There are ongoing efforts to improve the nature of the 
cDNA clones used to produce RNA viruses (e.g.,Aubry et al..2014; Schwarz et al., 2016), but these advances tend 
to be incremental in nature. The J. Craig Venter Institute (JCVI) was able to develop a viable seed stock within 
just 3 days of learning the sequence of a new strain of influenza A virus ( a negative-strand virus). Although JC VI 
has extensive resources and expertise that would not be available to every actor. the demonstration nonetheless 
underscores current capabilities regarding booting both DNA and RNA viruses. 

On the other hand, one key challenge when producing some RNA viruses is the concept of quasispecies. 
Because viral RNA polymerases are highly error-prone, each time an RNA viral genome is copied within the cell, 
it generally contains one or more mutations (Lauring et al., 2012). Thus, the progeny viruses that egress from 
an infected cell are not a clonal population, but rather a mixture of highly related, nonidentical viruses referred 
to as a quasispecies. The potential genetic composition of the population, therefore, is a function of the starting 
sequence because any given codon can only mutate to certain other codons. Because most sequences deposited 
into databases are derived from recombinant c [ones, each of which represents a single member of the quasispecies. 
it is possible that the starting sequence may not generate a '"wild type." fully virulent population after booting. 
Thus. depending on the resources and expertise available to the actor, there may be difficulties in building and 
testing a fully virulent RNA virus. 

Potential for Mitit,;ation ( Medium-um· Concern) 

The consequence management measures for attacks using re-created known pathogenic viruses would be 
identical to those available for the natural pathogens, including vaccines and antivirals for some agents. along with 
public health measures such as social distancing and isolation of sick individuals. With current approaches, it may 
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prove challenging to recognize and attribute such an attack because infections arising from a natural pathogen 
may be indistinguishable from those arising from the synthesized version. However, the same public health mea
sures will be implemented regardless of whether the virus is synthesized or natural. While public health measures 
deployed to counteract natural viral outbreaks are not perfect, ongoing surveillance and containment efforts in the 
United States are impactful and have been effective in containing some outbreaks in recent years. 

Screening commercially produced synthesized DNA sequences may be one of the only practical options to 
deter an attack using a re-created known pathogenic virus. The effectiveness of this approach, however, is under
mined by the inherent limitations of list-based screening, the expectation that there are international companies 
that do not screen orders and are outside of U.S. regulatory control, the fact that oligonucleotides are not screened, 
and the fact that it is possible to synthesize genetic material in-house with purchased equipment. 

Despite current inabilities to attribute and effectively prevent attacks using synthesized viruses, overall concern 
with regard to the potential for mitigation is medium-low owing to the existing public health measures that could 
be employed against an attack. However. the concern level is higher for viruses that spread rapidly and efficiently 
and have a short serial interval (the time between when a person is infected with a pathogen and when he or she 
can spread it to others). 

Re-creating Known Pathogenic Bacteria 

The genomes of many existing bacteria have been characterized, and the same types of DNA synthesis and 
booting approaches used for large viral genomes can, in theory, be applied to re-create known pathogenic bacteria. 
Indeed. JCVI reported the synthesis and booting of Mycoplasma mycoides in 20 IO (Gibson et al.. 20 JO). Other 
microbial genome synthesis projects are well under way, such as for Escherichia coli (4 million base pairs: Ostrov 
et al .. 20 16) and yeast ( 11 mi Ilion base pairs; Mercy et al., 2017; Mitchell et al .. 2017: Richardson et al., 2017; 
Shen et al.. 2017; Wu et al., 2017: Xie et al., 2017: W. Zhang et al.. 2017). 

The assessment of concerns related to re-creating known pathogenic bacteria is summarized here and described 
in detail below. 

Usahilily of lhe U,ahilily as a Requirement, of Polen! ial for 
Technology Weapon Acrnrs Mitigation 

Level of concern for re-creating known pathogenic 
Low 

bacteria 
Medium Low Medium-low 

Usability of the Terhnolo,ry ( wit• Concern) 

It is not yet possible to successfully re-create known bacteria: therefore, the level of concern is relatively low 
with regard to the usability of the technology. As is the case with viruses, GenBank® is a rich source of sequence 
information from which to build a known bacterium. However, given that bacterial genomes are typically one to 
two orders of magnitude larger than most viral genomes (see Figure 4-2), bacteria present a much greater technical 
challenge to synthesize and boot. In the case of the JCVI synthesis (Gibson et al., 20 JO), a single base-pair mis
take initially prevented booting of the bacteria and cost the project team months of time (JCVL 2010). Therefore. 
while the Design step is straightforward, the Bui Id component of the Design-Build-Test cycle, in particular the 
construction of the full genome, currently is a significant barrier. In part, this difficulty stems from the challenge 
of maintaining the structural integrity of the DNA itself: DNA fragments larger than 30,000 base pairs are easily 
fragmented when subjected to any kind of shearing, including standard laboratory pipetting, which makes them 
unusable for bacterial construction. To overcome this barrier in the only synthesis of known bacteria in the literature 
to date, the JCVI group built the bacterial genome as a yeast artificial chromosome. 

Assuming the bacterial genome can be synthesized and assembled, the next step-booting-is another par
ticularly difficult challenge, because one cannot simply add the genome to an in vitro extract and obtain a living 
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bacterium at the end of the reaction. Rather, the genome must be introduced into a cellular structure. The JCVI 
group accomplished this by transplanting their synthetic genome, propagated as a yeast artificial chromosome, 
into a related species of mycoplasma (Gibson et al.. 2010). This transplantation approach has its own hurdles. 
both known (such as bacterial restriction or modification systems) and unknown. The process by which a synthetic 
bacterial genome may take over all necessary functions from a natural one is incompletely understood. Therefore, 
while obtaining the starting DNA components of a bacterial genome may be relatively straightforward from a 
technical point of view - they can be synthesized in-house or purchased ( assuming they pass or evade Select Agents 
screening protocols)-the subsequent assembly steps present a substantially greater challenge than with viruses. 
As John Glass. leader of JCVI's Synthetic Biology and Bioenergy Group noted in a public data-gathering session 
during the study process. making a bacterium is "very hard and expensive." 

Given that the greatest bottleneck in re-creating known pathogenic bacteria is the step that moves from DNA 
to functioning organism, it will be important to watch for technological advances that may facilitate genome 
assembly and booting. For example, the development of a method to manipulate large DNA fragments without 
physically damaging them could reduce the difficulty of assembly. Or if a technique were developed that allowed 
direct transfer of the bacterial chromosome from the yeast in which it was built into a bacterial host, this would 
overcome the hurdles of shearing and transplantation. However, yeasts are not known to even transfer chromo
somes among themselves, except during mating; therefore, such a yeast-bacterial system would likely need to be 
developed from scratch if this approach was going to be pursued. 

Usability as a Weapon (Medium Concern) 

If a pathogenic bacterium were successfully synthesized, its properties as an infectious agent would be predict
able based on the known properties of the naturally occurring bacterium. As with sy nth es ized viruses, the level of 
concern therefore depends on the bacterium's natural tropism, virulence, environmental stability, and other such 
parameters. As with viruses, scaling up production and delivery enough to use synthesized bacteria as a weapon 
of mass destruction would present substantial barriers compared to a smaller-scale attack, raising many classical 
weaponization issues such as environmental stability during mass dispersal. Overall, the level of concern related to 
usability as a weapon is medium, but there is a wide range of concern with regard to different bacterial pathogens, 
reflecting differences in the potential for weaponization of various types of bacteria in general. For example, a 
bacterium that forms spores should be easier to disperse throughout, and would be more stable in. the environment 
compared to a bacterium that does not form spores. 

Requirements of Actors (Low Concern) 

Making an existing bacterium from scratch currently is very difficult and requires substantial expertise and 
resources-significantly more resources than would be required to synthesize a known virus. Therefore, concern 
on this factor is relatively low. An actor would need specialized. hands-on experience working with large bacterial 
genomes, a level of sophistication that takes years to achieve and is currently rare. In addition, this work would 
require a large amount of money and a fairly long time, as evidenced by the experience of groups working in this 
area. such as JCV LI This would likely necessitate a large organizational footprint. Thus, the capability to both con
struct and boot such genomes is likely to remain accessible only to large, multidisciplinary teams that have access 
to substantial resources (funding, equipment. diverse and well-developed skill sets) for at least the next 5 years. 

Potential for Mitixation ( Medium-um· Concern) 

Overall. concern with regard to the potential for mitigation is medium-low due to the well-established response 
options that are in hand for known bacteria. In terms of consequence management. there is a wide array of anti bi-

1 The 2010 nealion of lhe synthetic M,\'<'O/Jla.rnw my,·oidn ha<:terial cell hy JCVI reporle<lly 1,~,k 15 years and cost 540 million lo a<Tom
plish {sec JCVI. 2010: Skator, 2010). 
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otic drugs that could be used to contain attacks using bacterial pathogens (indeed, a wider array than the number 
of antivirals available). However, antibacterial drug resistance can be expected to limit the number of drugs that 
would be effective in any given case, and the re-creation of a highly virulent. antibiotic-resistant bacterium capable 
of aerosol transmission would pose greater concern. 

In terms of prevention. it would be extremely difficult. if not impossible. to distinguish a facility being used 
to develop bioweapons based on synthesized pathogenic bacteria from a legitimate academic or commercial facil
ity. The Federal Select Agent Program may provide some deterrence for these activities within the United States, 
although screening protocols leave many loopholes that could allow for the undetected synthesis of bacterial 
genome fragments for Select Agents. Also, considerations related to recognizing and attributing an attack using 
synthesized bacteria are identical to those for synthesized viruses: it may be quite difficult to distinguish infection 
by a natural pathogen from that arising from the synthesized version. 

MAKING EXISTING PATHOGENS MORE DANGEROUS 

The age of synthetic biology has enabled the manipulation of viruses and bacteria to alter their genotypes. and 
therefore their phenotypes. The gene therapy field has made engineering the tropism of viruses an active area of 
research, and bacteria are commonly manipulated to serve as a platform for the production of useful compounds. 
These same experimental approaches could be used to develop new weapons. Traits of viruses and bacteria (both 
pathogenic and nonpathogenic) that could potentially be modified to engineer bioweapons-along with current 
technological capabilities and anticipated future developments relevant to pursuing such activities-were con
sidered in assessing the level of concern warranted for the potential use of synthetic biology to make existing 
pathogens more dangerous. 

Making Existing Viruses More Dangerous 

An actor seeking to make an existing nonpathogenic virus pathogenic or an existing pathogenic virus more 
dangerous or better suited for a biological attack would have multiple routes to consider. There are already some 
examples in the literature in which the use of biotechnology has resulted in a virus with enhanced virulence. an 
expanded host range, or other features that make it more pathogenic. In analyzing the level of concern warranted 
for this type of activity. a number of viral traits that potentially could be attempted using synthetic biology or 
standard techniques were considered (see Box 4-1 ). 

The assessment of concerns related to making existing viruses more dangerous is summarized here and 
described in detail below. 

Usahilily of lhe U,ahilily as a Req u irernenls Polen! ial for 
Technology Weapon of Actors Mitigation 

Level of concern for making existing viruses more 
dangerous 

Medium-low Medium-high Medium Medium 

Usability of the Terhnolo,ry ( Medium-Low Cowem) 

Overal I. the usability of the technology required for this capability involves many barriers, leading to an assess
ment of medium-low concern for this factor.Although scientists have a strong understanding of viruses and their biol
ogy and can conceive of many ways to manipulate them, modifying viral characteristics intentionally using rational 
design remains a substantial challenge. In most cases, the viral phenotype is a result of many interrelated viral 
functions resulting from a diverse array of genetic networks as well as host and environmental factors. Good 
examples of this complex situation are found in the reviews by Herfst et al. (2017) and Plowright et al. (2017), 
which discuss drivers of airborne transmission and zoonotic spillover, respectively. Rarely can a specific phenotype 
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Viral Traits 
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The following are selected examples of viral traits. presented to give a sense of the range 
and type of traits that could theoretically be targeted for modification using biotechnology. 

Altered Tropism 

Tropism is the capacity of a virus to infect or damage specific cells, tissues, or species. 
While tropism is primarily influenced by the interaction of the viral cell attachment protein(s) with 
the receptor(s) present on the cell (thus determining viral entry), the larger property of tropism is 
determined by multiple viral and host cell factors (Heise and Virgin, 2013}. Altering tropism could 
be used to expand the host range of an existing virus or otherwise increase a virus's ability to 
take hold in a targeted population. 

Several studies have demonstrated the ability to alter the tropism of viruses. The avian 
influenza H7N9 strain has been causing isolated human infections since the initial outbreak in 
China in 2013, but sustained human-to-human transition has not been documented. In a recent 
publication, de Vries and colleagues (2017) demonstrated that only three mutational changes in 
the sequence of the hemagglutinin gene are sufficient to switch the virus's tropism from avian to 
human and support binding to human tracheal epithelial cells. However, the researchers did not 
perform follow-up experiments lo test whether these mutations were sufficient to make an actual 
host range shift in the ferret model. In earlier studies with avian influenza, researchers used site
directed mutagenesis to introduce mutations into the hemagglutinin gene to allow wild-type H5N1 
virus to bind to human receptors (Herfst et al., 2012). This group went on to show that as few as 
five mutations can lead to airborne transmissibility of H5N1 between ferrets (Linster et al., 2014). 

Researchers have also used synthetic biology to alter tropism in investigations of the respira
tory syndromes SAAS {severe acute respiratory syndrome) and MEAS (Middle East respiratory 
syndrome). There is considerable evidence indicating that a SAAS-like virus in bats was the origin 
of the 2003 outbreak of SAAS in humans (Li et al., 2005). The bat virus, however, does not grow 
in cell culture. To help elucidate the steps that may have occurred to convert bat SARS-CoV into 
a virus infecting humans, Becker and colleagues (2008) substituted the human SAAS coronavirus 
receptor binding domain for the equivalent domain in the bat SARS-CoV virus, making the bat
SAAS virus replication competent in cell culture and mice. Similarly, lo develop a small-animal 
model of MERS-CoV, researchers modified both the mouse, to express a chimeric receptor, and 
the virus (Cockrell et al., 2016). 

Enhanced Viral Replication 

Enhancing viral replication could help increase the impact and spread of a virus-based 
bioweapon. In experiments with echovirus 7, Atkinson and colleagues (2014) demonstrated that 
decreasing the CpG and UpA frequencies in two 1.1- to 1.3-kilobase regions of the viral genome 
enhanced viral replication in susceptible cells. Conversely, increasing the CpG and UpA frequen
cies resulted in decreased viral replication. While it is unknown whether these results would be 
the same in animals-enhanced replication in cell culture does not necessarily correlate with 
enhanced replication in vivo, and in fact, the reverse is sometimes the case-an actor with suf
ficient time and resources may be able to generate variants empirically and passage them in a 
susceptible host to select a variant with enhanced replication ability. 

Enhanced Virulence 

Virulence measures the relative capacity of a virus to cause actual disease in a host, rather 
than just infection. Virulence represents the combined effect of multiple genes and determinants 

continued 
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BOX 4-1 Continued 

that play specific roles in specific settings in vivo (Heise and Virgin, 2013). In the best-known example of 
an engineered virus resulting in enhanced virulence, Jackson and colleagues (2001) engineered ectromelia 
virus {mousepox), a member of the Orthopoxvirus genus and a natural pathogen of mice, to express mouse 
interleukin-4 (IL-4), with the goal of producing a contraceptive vaccine to control the mouse overpopula
tion. In the mouse model, the recombinant virus was shown to suppress primary antiviral cell-mediated 
immune responses and overcome preexisting immunity. It is also conceivable that actors would seek to 
manipulate a virus so that it causes disease by different mechanisms than a natural virus might, such as 
by manipulating neurobiology or altering the host microbiome. 

Ability to Evade Immunity 

At the root of the increased virulence demonstrated in the mousepox experiments (described under 
Enhanced Virulence, above) was the recombinant virus's capability to evade immunity. This points to 
another potential route for actors seeking to produce bioweapons: the development of viruses designed 
to anticipate and evade the immune response or even to overcome vaccine-based immunity. Detection of 
viral pathogens by the innate immune system leads to the induction of antiviral mechanisms that are mostly 
mediated by type-1 interferons. This primary response then leads to the activation of the adaptive immune 
response that is more directed, antigen-specific, and longer lasting ( Iwasaki and Medzhitov, 2013). Many 
viruses have countermeasures to subvert the innate immune response including interferon-induced antiviral 
activity (see Chan and Gack, 2016, for a review). It may be possible to express one or more antagonists 
of these antiviral activities in a pathogen that does not already have that particular antagonist. In this way, 
the arsenal of activities that a virus uses to evade the innate immune response would be expanded and 
virulence may be enhanced. 

The creation of chimeric viruses developed by genetically substituting capsid genes has been well 
documented (see Guenther et al., 2014, for a review). These viruses have mainly been developed in the 
context of, for example, improving adenovirus vectors to target specific tissues and as an approach to 
circumventing preexisting viral immunity that may limit the use of viral gene therapy vectors (Roberts et al., 
2006). It is conceivable that the latter approach could be used to develop a chimeric viral vector expressing 
a toxin gene targeted to a particular tissue and used in a population with preexisting immunity to the vec
tor virus. The molecular determinants of targeting are poorly understood, however, and these approaches 
generally require significant trial and error to be successful. 

Ability to Evade Detection 

Some modifications could result in a virus that would be difficult to detect using current outbreak re
sponse approaches. The most commonly used methods of laboratory identification of viruses are based 
on real-time polymerase chain reaction assays in which specific primers and fluorescently labeled probes 
are designed to bind to conserved and unique regions of the viral DNA or cDNA. Nontargeted methods of 
detection include array-based assays and next-generation sequencing, but these are not yet in wide use 
in clinical and commercial laboratories. Cell culture methods are rapidly disappearing from use. Mutations 
that target the primer binding sites could therefore result in a virus that is not recognizable. 

Ability to Resist Therapeutics 

Actors could seek to develop viruses capable of resisting available therapeutics, though the necessity 
of this approach would depend on whether effective therapeutics exist. Despite the availability of success
ful antiviral agents such as those used to counter HIV (human immunodeficiency virus), herpes viruses, 
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influenza viruses, and HGV (hepatitis C virus). there are no specific antiviral drugs for the vast majority 
of viruses. Even where antivirals exist, the development of resistance to these drugs is almost inevitable 
unless the rate of replication of the virus in the presence of the drug can be completely inhibited or, alter
natively, if multiple drugs are used in combination against different viral targets (Coen and Richman, 2013}. 
For example, newer antivirals based on immune inhibition, such as the ZMapp therapeutic, are a mixture of 
three humanized monoclonal antibodies developed against Ebola virus and have shown survival benefits 
in nonhuman primates experimentally infected with the virus (Pettitt et al., 2013}. A randomized, controlled 
trial in humans appeared to show beneficial effects but did not meet the prespecified statistical threshold 
for efficacy (Davey et al., 2016}. 

Enhanced Transmissibility 

Airborne transmission of pathogens occurs through aerosolization and droplets. Airborne transmis
sibility determines the distance over which the virus may travel, and the determinants of this property are 
complex and dependent on multiple host and viral factors (Herfst et al., 2017). In a follow-up to the HSN1 
experiments described under Altered Tropism (above), the mutated virus was sequentially passaged in 
ferrets to force natural selection of heterogeneous viral mixtures and, after 10 passages, narve recipient 
ferrets were exposed to the infected ferrets in an adjacent cage without direct contact. Three of four recipi
ent ferrets became infected, demonstrating that selection had occurred for airborne transmissibility of the 
virus (Herfst et al., 2017). In another study, Imai and colleagues (2012) constructed a reassortant virus 
possessing the hemagglutinin from an H5N1 virus and seven gene segments from a 2009 H1 N1 virus. 
After passaging through ferrets, a mutant of this reassortant was obtained that had four mutations in the 
hemagglutinin gene and was capable of respiratory droplet transmission in ferrets. This work demonstrated 
that a mammalian transmission phenotype could be conferred to highly pathogenic HSN1 influenza. 

Enhanced Stability 

The stability of a virus outside the host is influenced by multiple environmental factors including tem
perature, ultraviolet radiation, relative humidity, and air movement, as well as the structure of the pathogen 
itself. Enveloped viruses are generally less stable outside the host than non-enveloped viruses (Polozov 
et al., 2008; Herfst et al., 2017). Although it would be impossible to convert an enveloped virus to a non
enveloped virus because addition of the envelope is tightly coupled to specific features of the replication 
cycle, it may be possible to alter other features of a virus to enhance its stability for weaponization and 
mass dispersal. 

Reactivation of "Dormant" Virus 

It may be possible to use chemical or biological means to reactivate latent or persistent viruses. Such 
an attack could be targeted based on whatever endogenous mix of pathogens already exists in an individual 
or population. For example, some viruses, like HCV, cause chronic infections whose clinical symptoms do 
not appear until late in life; developing a chemical or biological trigger to accelerate the pathogenesis of 
such a virus is a possibility. It may even be possible to recombine a modern virus that has little pathogenic
ity and spreads widely with an earlier, perhaps more deadly, endogenous variant. 

Lower immunity in hemalopoietic stem cell transplant patients has been shown to result in widespread 
viral reactivation, sometimes life-threatening (Cavallo et al., 2013), underscoring the potential impact of 
such approaches. Research focused on coaxing HIV out of latent reservoirs in order lo completely cure the 
infection, the so-called "shock and kill~ strategy (Shirakawa et al., 2013}, could further advance potential 
dual-use research in this area. 
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be attributed to a single gene, or an altered phenotype to a specific mutation. Furthermore. the determinants of 
tropism. transmissibility, and other properties are often not well understood or predictable. Many of the research 
advances achieved to date have involved significant trial and error (e.g .. gene therapy vector tropism modifica
tions [Nicklin and Baker, 2002]), inadvertent findings (e.g., the outcomes of IL-4 expression in ectromelia virus 
[Jackson et al.. 200 I J), or directed evolution (e.g., experiments altering transmissibility of avian influenza virus 
( Herfst, 2012; Imai et al .. 20 12). How these alterations would affect the behavior of these viruses in the human 
population is difficult to assess because of limited knowledge regarding how genotype would translate to pheno
type. but a successful introduction of such a modified virus into humans could have dire consequences. Although 
this knowledge gap of how to engineer complex viral traits is likely to limit the ability to engineer viruses for 
enhanced bioweapons currently, it will be important to monitor for developments that significantly increase the 
ability to relate genotype to phenotype-the knowledge of determinants of complex viral traits and how to engineer 
pathways to produce them. 

An added barrier is that introducing mutations into a viral genome almost invariably results in an attenuated 
(i.e .. less pa tho genie) virus (Holmes, 2003; Lauring et al.. 20 I 2), because there are constraints on viral genome 
organization. The introduction of mutations has been the classical method of making many effective live attenu
ated vaccines, including those for measles and yellow fever, as well as the Sabin poliovirus vaccine strain (Sabin, 
1985). The mutation(s) in these examples were introduced in a nondirected manner by passage in cell culture and 
resulted in phenotypic changes that lessened the virus's ability to cause a harmful infection. An exception to this 
assessment of medium-low concern, however, would be the introduction of antiviral resistance. It is more feasible 
to introduce mutations that allow resistance to antivirals without causing attenuation. because the exact point 
mutations responsible for drug resistance are often known and generally do not lead to significant attenuation. 

The majority of alterations in a viral genome can be performed with standard recombinant DNA technol
ogy methods and do not require advanced synthetic biology techniques. One exception is the multiple substitu
tions required to change the frequency of particular bases to make synonymous mutations at multiple positions. 
Achieving this would be much simpler with the large pieces of DNA that synthetic biology technologies assist in 
producing. as well as synthetic biology tools that allow for the introduction of mutations in a directed manner and 
the application of many mutations simultaneously. For example, researchers are now using synthetic biology to 
introduce many synonymous mutations (including alterations in a DNA or RNA sequence that do not change the 
protein amino acid sequence), in an effort to make live attenuated viral vaccines that have better genomic stability 
(Wimmer et al., 2009: Martinez et al.. 2016). 

Given the precision required and the limitations of rational design, an alternative approach would be to use 
combinatorial libraries, high-throughput screening. or directed evolution to test many candidate modifications. 
For example. viruses could potentially be tailored to evade specific immune responses by using computational 
modeling. high-throughput screening. or directed evolution to escape the most likely or most capable antibodies or 
T-cell receptors, provided that immune-dominant epitopes on a pathogen are known. However. even this approach 
would be constrained to some extent by the amount of available information regarding the determinants of the 
target phenotype and potentially by the current size limits of combinatorial libraries. It is not possible to test an 
infinite number of variations, although with available technologies a well-resourced actor would be capable of 
testing quite a lot. 

Finally, in addition to developing the variants to test, it is necessary to boot the recombinant genome in a cell 
line. Depending on the virus, this booting step can present a significant barrier. and booting imposes additional 
limits on the number of variants that can feasibly be tested. 

Usability as a Weapon (Medium-Hit,;h Concern) 

Because viruses have certain characteristics consistent with use as a weapon, and because the modification 
of the virus may enhance those characteristics, the concern is medium-high for this factor. Just as the types of 
manipulations required to alter the phenotype of a virus are difficult to predict. how a modified virus will behave 
when introduced into the human host is also difficult to anticipate. In addition, the tendency for alterations to 
attenuate viruses may serve as a "natural" mitigating factor and reduce the effectiveness of a bioweapon produced 
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in this way. Testing modified viruses may also present a barrier (unless the actor is willing to test in humans). For 
example. animal models do not always predict how a virus i,vill behave in humans. It has been argued that avian 
influenza virus transmission in ferrets does not mean i,vith certainty that those viruses would also transmit from 
human to human via an airborne route (Racaniello, 2012; Lipsitch, 2014; Wain-Hobson, 2014), but as noted above, 
if an engineered virus does acquire this property. the dynamics of i,veapons use change. 

If modifications are pursued with the intention of making the virus more dangerous in some i,vay, the scope 
of casualty for an attack using a modified virus could be larger than an attack using a natural virus. If the modi
fications are intended to make the virus easier to produce or deliver, the resulting virus may bypass some of the 
classical barriers to i,veaponization, such as environmental stability during mass dispersal. Otherwise, a modified 
virus vmuld present many of the same i,veaponization opportunities and challenges as those detailed for the re
creation of a known pathogenic virus. 

Requirements of Actors (Medium Concern) 

Modifying a virus vmuld require excellent molecular biology skills and advanced knmvledge of the field. 
Understanding and being able to verify the product therefore imposes an expertise barrier to successfully manipulat
ing viral phenotypes. In general. however, the resources and organizational footprint required vmuld be moderate, 
similar to those required for re-creating a knmvn pathogenic virus. Therefore, there is a medium level of concern 
with regard to this factor. 

Potential for Mitixation ( Medium Concern) 

Existing tools for mitigation, such as public health systems and antivirals, may be effective against a modi
fied virus. However, in general. they would be expected to be less effective against modified viruses than against 
the naturally occurring ones for i,vhich they are designed, leading to a medium level of concern for this factor. In 
particular, available medical countermeasures may be ill-suited against viruses with modifications designed to 
confer antiviral resistance or to alter the ability of the virus to be recognized by the immune system. Diagnostic 
approaches using sequencing i,vould be effective for identifying a modified virus as being laboratory-derived in 
the vast majority of cases (antiviral resistance being one notable exception). but it is unclear whether that capa
bility i,vould effectively facilitate attribution. Although the overall level of concern for this capability is medium 
with regard to the potential for mitigation. the concern level is higher for viruses with pandemic potential. such 
as influenza. for i,vhich a modified virus could present significant challenges in terms of measures to limit spread 
or reduce impact. 

Making Existing Bacteria More Dangerous 

As with viruses. an actor seeking to make an existing nonpathogenic bacterium pathogenic or to make an 
existing bacterial pathogen more dangerous would have many potential routes to consider. In analyzing the level 
of concern i,varranted for this type of activity. a number of modifications to existing pathogenic or non pathogenic 
bacteria that potentially could be attempted using biotechnology i,vere considered. Box 4-2 notes some of the ways 
in which such activities might differ in the context of bacteria compared to viruses. 

The assessment of concerns related to making existing bacteria more dangerous is summarized here and 
described in detail belmv. 

Usability of the L' ,n bility ns n Rcqu ircmcnts Potential for 
Technology Weapon of Actors Mitigation 

Level of rnncern for making existing ba(:teria more 
High Medium Medium Medium 

llangerou~ 
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BOX 4-2 
Bacterial Traits 

The following are selected examples of bacterial traits, presented to give a sense of the range and 
type of traits that could theoretically be targeted for modification using biotechnology. This box focuses on 
how modifying trails in bacteria might differ from modifying analogous traits in viruses, described in Box 4-1. 

Altered Tropism 

Unlike viruses, which are exclusively intracellular pathogens, bacterial pathogens can be either in
tracellular or extracellular. Generally, extracellular pathogens are relatively environmentally stable and 
good at adapting to their environment. Even those that are not spore-forming often have the capacity to 
replicate and cause damage in multiple tissues and cell types and in different locations in the body. Given 
their environmental stability, they are difficult to eradicate and may not require host-to-host contact for 
transmission. Intracellular bacteria, like viruses, rely on host cell nutrients and are often able to evade the 
host immune system (Finlay and McFadden, 2006). Intracellular pathogens are usually transmitted via 
direct contact or aerosol transmission. Both intracellular and extracellular pathogens rely on adherins and 
colonizing factors, which facilitate contact with host target cells, confer resistance to leukocyte attack, and 
are significant virulence factors (Ribet and Cossart, 2015). 

Enhanced Virulence 

Many factors influence bacterial virulence and could potentially be targeted for modification. The 
primary mechanisms of bacterial pathogenesis include host target cell death (Bohme and Rudel, 2009), 
whether by cell lysis (resulting either from the multiplication of intracellular pathogens or as a result of 
the action of bacterial toxins) or by induction of apoptosis (programmed cell death); mechanical perturba
tions of host physiology (e.g., blockage of circulatory or respiratory passages due to the size or number 
of invading bacterium or as a result of mucous production); host cell damage resulting from the host 
immune response to the bacterial infection; and the action of bacterial toxins. The effects of cell death 
depend upon the host cells involved and are influenced by the bacterial burden introduced, the route of 
infection, complicating symptoms induced by host immune response, and the rapidity of the infection 
process. Colonization potential is influenced by the ability of some pathogenic bacteria (e.g., Shigella) to 
trigger premature or unscheduled apoptosis in the host cells they infect (Gao and Kwaik, 2000); the initial 
phase of this process involves the introduction of enzymatically driven damage to host cell DNA followed 
by massive disturbances in cell integrity and cell death. Another significant virulence factor is the ability of 
some bacteria (e.g., Baciflus anthracis) to form capsules consisting of polysaccharides and amino acids 
(Cress et al., 2014). Capsules prevent bacteria from being phagocytized by neutrophils and macrophages. 
Other virulence factors include invasion factors, which are usually encoded chromosomally but may also 
be plasmid-borne, and siderophores, iron-binding factors that allow bacteria to compete with host cells for 
iron acquisition (Quenee et al., 2012). 

Enhanced Toxin Production 

Many bacterial pathogens cause damage to host cells and tissues through the production of toxins. 
These toxins take two forms: exotoxins and endotoxins. Exotoxins are relatively unstable. highly antigenic 
proteins that are secreted into host body fluids. Some exotoxins are bound to the bacterial cell wall fol
lowing their synthesis and are released upon lysis of the invading bacterium (Sastalla et al.. 2016). Often 
highly toxic, exotoxins are produced by both Gram-positive and Gram-negative bacteria. Some exotoxins 
can act only on certain cell types whereas others affect a broad spectrum of cells and tissues. Some 
bacterial pathogens make only a single toxin (e.g., cholera, diphtheria, tetanus, botulism) whereas others 
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can synthesize two or more distinct toxins (e.g., Staphylococcus, Streptococcus). Antitoxin antibodies to 
exotoxins are usually made rapidly by the host The genetic determinants of exotoxins are often found on 
extrachromosomal elements, usually plasmids or bacteriophages. 

Endotoxins, on the other hand, are relatively stable, lipopolysaccharide components of the outer 
membrane of some Gram-negative bacteria that can act as toxins under certain circumstances (Zivot 
and Hoffman, 1995). Lipid A appears to be the toxic component, which can act while in the intact bacteria 
expressing it. Endotoxins are generally weakly immunogenic, eliciting fever in the host. They can cause 
hypotension due to increased vascular permeability accompanied by vasodilation, which can in turn result 
in shock. The genetic determinants for endotoxins are chromosomal. 

Actors could potentially seek to modify bacteria to enhance their natural toxin production or introduce 
toxin production into a bacterium that does not naturally produce toxins. Such approaches are further 
discussed in Chapter 5. 

Ability to Evade Immunity 

As with viruses, it is possible to engineer bacteria to anticipate or evade the immune response. 

Ability to Evade Detection 

As with viruses, the most commonly used methods of laboratory identification of bacteria are based 
on real-time polymerase chain reaction (PCR) assays in which specific primers and fluorescently labeled 
probes are designed to bind to conserved and unique regions of the bacterial chromosomal or extrachro
mosomal DNA. Another widely used method in clinical microbiology laboratories is MALDI-ToF (matrix
assisted laser desorption/ionization time-of-flight), a method of ionizing large molecules and identifying 
them by mass spectrometry in comparison to reference standards. Nontargeted methods of detection 
such as array-based assays and next-generation sequencing are available but are not yet in wide use in 
clinical and commercial laboratories. Culture methods are rapidly disappearing from use (Carleton and 
Gerner-Smidt, 2016). 

Ability to Resist Therapeutics 

In contrast to the relatively small number of antivirals, there are many antibacterial agents available 
that are capable of acting against a wide variety of bacterial pathogens. However, bacteria can be intrin
sically resistant to antibiotics, or can acquire resistance via chromosomal mutation and horizontal gene 
transfer. There are three main mechanisms of antibiotic resistance (Blair et al., 2015}. First, the bacterium 
can prevent the antibiotic from accessing its target, either through reduced permeability of the antibiotic 
through the cell wall or membrane complex or through increased efflux of the antibiotic back out of the 
organism and away from its target. Second, the antibiotic target can be altered through genetic mutation, 
causing the target to become modified or protected. Finally, antibiotic resistance can be acquired by direct 
modification of the antibiotic itself, either by inactivation by antibiotic hydrolysis or by way of inactivation 
due to a chemical modification. These mechanisms are well studied and could potentially be adapted for 
the purposeful creation of antibiotic-resistant pathogenic bacteria. 

Enhanced Transmissibility 

As with viruses, the property of airborne transmission in bacteria is complex and dependent on multiple 
host and pathogen factors, in particular environmental stability and tissue tropism. Extracellular bacterial 
pathogens are extremely adaptable to environmental challenges and may not require host-to-host contact 
for transmission, making these pathogens difficult to eradicate. In addition, many bacterial pathogens that 
replicate extracellularly are capable of causing damage to different cells and tissue types. On the other 

continued 
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BOX 4-2 Continued 

hand, many intracellular bacterial pathogens are communicable (i.e., capable of host-to-host transmission), 
facilitating rapid spread within a community and thus presenting a greater capacity to threaten public health. 

Enhanced Stability 

The environmental stability of a bacterium depends on its physiology and I ife cycle. Generally, because 
to the composition and structure of cell walls, Gram-positive bacteria are more environmentally stable than 
Gram-negative bacteria. In addition, when subjected to harsh environmental conditions such as desicca
tion, some Gram-positive bacteria form spores capable of remaining viable in the environment for decades, 
albeit in a metabolically dormant state. For example, spores of Bacillus anthracis can remain viable in the 
environment for up to a century (Friedmann, 1994; Repin et al., 2007; Revich and Podolnaya, 2011) and 
constitute the infectious form of this pathogen (with vegetative forms not being infectious). Actors may 
find it advantageous lo engineer bacterial cell walls to more closely resemble Gram-positive organisms to 
enhance survival during aerosol dissemination and allow the agent to remain viable and available to infect 
the target host for extended periods of time. 

Usability <?{ the Technologv ( High Concern) 

Generally speaking, the technology requirements for making existing bacteria more dangerous are relatively 
low. which leads to a relatively high level of concern for this factor. Although it is technically difficult to design 
and build bacteria from scratch, altering existing bacteria is relatively easy with molecular and genetic approaches. 
These capabilities make the Design phase of the Design-Build-Test cycle relatively straightforward. especially if the 
desired trait is conferred through a well-elucidated gene or pathway, such as known genes for antibiotic resistance 
or toxin production. In terms of the Build step, there are well-established techniques to insert, delete, or change 
existing genes ( Selle and Barrangou, 20 15; Wang et al .. 20 16: H. Zhang et al., 2017). Making such modifications 
does not necessarily require synthetic biology approaches, though such technologies can enhance the process. 
Some bacterial species are easier to manipulate genetically than others. In general, this step is easier if the genetic 
changes are smaller in size or fewer in number and more difficult for larger or more extensive modifications. In 
addition, if a desired pathogen has a close nonpathogenic relative, a researcher could splice relevant portions of 
the pathogen's genome into the genome of the relative. 

In general, it is easier to manipulate bacteria than viruses. In part, this is due to the relative sizes of bacterial 
versus viral genomes; for viruses there are fitness pressures and constraints on genome packaging to keep the 
genome smaller, thus tending to attenuate modifications over time. Modifications are more likely to persist in a 
bacterial genome because those genomes are genetically more stable. In viruses, enhancement of one phenotype 
often results in diminution of another, a factor that would likely be difficult to overcome in viruses but presents 
less of a barrier when modifying bacteria. 

Some types of bacterial modifications would be easier to achieve than others; engineering bacterial traits that 
are complex requires greater knowledge of trait determinants and how to engineer pathways to produce them. On 
the more difficult end of the spectrum is altering tropism. which involves the complex interplay of a multitude 
of bacterial genes that are fundamental to the physiology of a specific bacterium (Pan et al., 2014). Tropism in 
bacteria is less likely to be alterable using synthetic biology approaches compared to tropism in viruses; however. 
there are routes that could be pursued. Both intracellular and extracellular bacterial pathogens rely on adherins 
and colonizing factors to facilitate contact with host target cells (Ribet and Cossart, 2015 ). It may be feasible to 
use synthetic biology technologies and big data analytical capabilities to engineer and express novel adherin or 
colonizing factor analogues of these bacterial proteins and introduce them either by encoding them on episomes 
or integrating them into the chromosome. Given the complexity of the host-pathogen interaction. transmissibility 
and communicability of bacterial pathogens in humans would also be difficult to confer or alter. In a similar vein, 

Copyright National Academy of Sciences. All rights reserved. 



Biodefense in the Age of Synthetic Biology 
FL-2022-00062 A-00000861845 "UNCLASSIFIED" 2/20/2025 Page 99 

ASSESSMENT OF CONCERNS RELATED TO PATIIOGENS 53 

it would be challenging to manipulate a bacterial pathogen to acquire efficient airborne transmission. Among 
other characteristics, the pathogen's success would depend on environmental stability, which is intrinsic to its 
physiology and life cycle. It is not yet technically possible to alter a bacterial pathogen's environmental stability 
in a fundamental way, such as by converting a Gram-negative bacterium to Gram-positive or a non-spore-forming 
bacterium to a spore-forming bacterium. That said, synthetic biology approaches would have greater likelihood of 
success in this realm than would standard molecular biology approaches. 

On the other hand. bacterial toxins, both endotoxins and exotoxins. are clearly significant virulence factors 
that can likely be readily modified or designed based upon data analysis. Given that endotoxins are chromosom
ally expressed and are intrinsic to the physiology of the bacterium in question, an actor would likely need to use 
a combination of synthetic biology and standard molecular biology approaches to modify existing endotoxins or 
create new ones. In addition, it is relatively trivial to confer resistance to antimicrobial drugs via standard molecular 
biology technologies (as demonstrated by the fact that it was done many years ago [Steinmetz and Richter, 1994]). 
and synthetic biology approaches would further enable targeted mutations to create a drug resistance phenotype. 

Usability as a Weapon (Medium Concern) 

The weaponization potential for making a bacterial pathogen more dangerous is, overall, of medium concern. 
Historically. scale-up and environmental stability have been key barriers to the weaponization of bacteria. Synthetic 
biology does not drastically change this equation. Despite a sophisticated understanding of some traits, such as 
antibiotic resistance and toxin production. know ledge is still Ii mited for traits relevant to production and deli very 
of bacteria as a bioweapon, as noted under Usability of the Technology, above. 

Requirements of Actors (Mediw11 Concern) 

The expertise required to design genetic modifications to affect bacterial traits varies widely depending on the 
nature of the modification (e.g., those that change the bacterium's biology in a new way would be more challeng
ing) and the amount of available information about the genes involved (e.g., those involved in toxin production and 
antibiotic resistance are fairly well elucidated and would thus be accessible to someone with less expertise). Thus. 
as more information is published relevant to more traits, the level of expertise required to design modifications 
to those traits is reduced. Based on the current state of knowledge, this factor poses a medium level of concern. 

Making the actual modifications would require classical molecular biology expertise and experience in bacte
rial genetic approaches, but does not necessarily require training in advanced synthetic biology techniques. 

Potential for Mitixation ( Medium Concern) 

The current concern level for this factor is medium. As discussed in the context of re-creating known patho
gens, the Select Agents list and voluntary screening guidelines are not likely to be sufficient to deter or prevent 
the development of modified bacterial pathogens. In terms of consequence management, one fundamental differ
ence between responding to a naturally occurring new organism that has unique characteristics and responding 
to a modified bacterial pathogen that is a purposefully deployed biological weapon is a calculating adversary. 
Although public health system components such as the National Syndromic Surveillance Program (NSSP) of 
the U.S. Centers for Disease Control and Prevention may indeed be well suited to detecting and containing new 
naturally occurring bacterial threats. an engineered organism resistant to antibiotics will challenge the ability of 
public health systems to contain and respond to such a pathogen. Thus, consequence management capabilities 
would be less effective in the face of bacterial pathogens engineered specifically to evade them. such as through 
resistance to vaccines or antibiotics. 
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CREATING NEW PATHOGENS 

A major aspiration within the field of synthetic biology is the design and creation of new organisms with 
beneficial uses. In the context of biowcapons, the possibility that this aspiration may potentially be directed toward 
producing pathogens that arc entirely new was considered. In contrast with the discussion of modifying existing 
pathogens, the term "new" is used here to describe novel combinations of genetic parts from multiple organisms 
for which the product is not recognizable as primarily from one source. This can include genetic parts designed 
computationally with no near relative in the natural world. The resulting range of potential biowcapons in this 
category is extremely broad but serves to illustrate the more challenging applications that may be possible at some 
point in the future. 

One example of a new pathogen would be a virus constructed from parts of many different natural viruses. This 
mix-and-match approach might be used to combine the replication properties of one virus, the stability of another, 
and the host-tissue tropism of a third, for example. A variety of experimental approaches would be applicable to 
this goal. Directed-evolution approaches could be used to sample random combinations of viral DNA parts: while 
each individual combination would have a small chance of success, sampling a very large number of combinations 
would increase the chances of success. More explicit design approaches might be to develop software to model 
and predict the properties of specific designs, which would then be built. tested, and improved through multiple 
i tcrations of the Dcsign-8 uild-Test cycle. As di scu sscd under Making Existing Viru scs More Dangerous, however, 
even simple changes to existing viruses can produce drastic deficiencies in key viral properties, making any such 
effort especially difficult. Nonetheless, work involving recomposing the structure of a bacteriophage genome 
into modular pieces (Chan ct al., 2005) suggests that radical new combinations of viral sequences may be viable, 
although tools lo design viruses with high confidence of success arc currently lacking. 

A different example of a new pathogen would be one based on synthetic ·'genetic circuits" (described in 
Appendix A). A major pursuit within synthetic biology is the capability to arbitrarily program specific functions 
using genetic material. These efforts arc exemplified by the engineering of DNA-encoded programs, relying 
heavily on concepts derived from information theory and computer science, such as constructing logic gates from 
individual switching functions. Importantly, the genetic material encoding those functions can in principle come 
from anywhere-from any branch of the tree of life or from an entirely new DNA sequence that has never been 
observed in nature. The designs for genetic circuits have greatly increased in complexity over time (sec Toman 
ct al., 1985, for an early example) through increased reliance on component abstractions and standardization. 
Figure 4-3 shows a recent example of software developed to enable such advanced designs in general, but not 
specifically in the context of pathogens. 

Although a number of genetic circuits have been designed to function in human cell lines in culture, applica
tions using genetic circuits in the bu man body arc still in their infancy (Lim and J unc, 2017). The potential for 
using such technology to cause harm in the human body is thus a subject of broad speculation. Novel circuits 
could (in theory) be used to convert a healthy cell into a cancerous one or to provoke an autoimmune response. 
Such circuits might be designed to act on the host DNA using engineered factors that turn host genes on or off, 
such as at the level of transcription or translation. A variety of mechanisms have been demonstrated for such 
general-purpose switching, including the u sc of nat urn! or artificial micro RN A molecules and the u sc of CRISP RI 
dCas9-typc programmable gene repression or activation (Luo cl al., 2015). Importantly, these arc examples of 
mechanisms that have displayed a high degree of programmability in terms of which host DNA sequences can 
be targeted. In a similar vein, the potential programmability of genetic effectors may also lead to genetic circuits 
that sense and compute based on the state or type of cell (Weiss ct al., 2003) or even specific genetic identity. 
In some cases, genetic circuits could be delivered to a small number of host cells using nonrcplicating delivery 
mcchani sms, which cou Id be either virus-dcri vcd, such as those used in some gene therapies ( sec Chapter 7, Gene 
Therapy), or based on nonbiological materials. 

At the extreme end of difficulty (and feasibility) lies the engineering of life forms that arc particularly dis
similar from known life on this planet. "Xcnobiology" (described in Appendix A) offers some possibilities-for 
example, a bacterium employing a different combination of dcoxyribonucleotidcs and ribonuclcotidcs to encode 
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FIGURE 4-3 lllustration of genetic circuit engineering facilitated by a software environment that couples circuit specification 
and design to predictive models of circuit function. NOTE: Genetic circuits are a common staple for work in synthetic biology 
and allow users to combine multiple functions from the broad categories of sense, compute, and actuate. 
SOURCE: Nielsen et aL '.!016. 

its genetic information ( Y. Zhang et al., 20 I 7). There is a wide range of expert opinion as to the long-term pl.1u
sibility of such efforts. 

The .issessment of concerns related to creating new pathogens is summarized here and described in detail 
below. 

Usability o f the Usability a, a Requirements o f Potential for 
Technology Weapon Actors Mitigation 

Level of concern for creating new pathogens Low Medium-high Low Medium-high 

Usability of the Technology (Low Concern) 

Because the creation of new pathogens faces multiple major knowledge and technical barriers, including 
knowledge regarding minimal requirements for virus and bacteria viability and the. constraints on viral organization 
discussed above, the level of concern for this factor is very low at present. However_ this is a clear example. of an 
area that warrants ongoing attention. If the technical barriers can be overcome in the future, the level of concern 
would increase substantially. For example, the recent engineering of a designed nucleocapsid (a protein structure 
capable of packaging its own genetic materiaL reminiscent of a virus [Butterfield et al .. 2017)) demonstrates how 
mimicking some pathogen-like functions may be achieved without relying on pathogen-derived DNA. Neverthe
less, such work fall s far short of the extensive engineering required for producing a truly new viral pathogen. While 

Copyright National Academy of Sciences. All rights reserved. 



Biodefense in the Age of Synthetic Biology 
FL-2022-00062 A-00000861845 "UNCLASSIFIED" 2/20/2025 Page 102 

56 B!ODEFENSE IN T!IE AGE OF SYIVTIIETIC BIOLOGY 

packaging genetic material is one essential viral function, additional barriers exist in engineering efficient host or 
tissue targeting, cellular entry, genome replication, and viral particle maturation, budding, or release. Optimizing 
all of these functions to work effectively in concert presents an additional difficulty. Reliably engineering a brand 
new virus to cause specific symptoms in the host is likely to be even more challenging. 

Usability as a Weapon (Medinm-High Concern) 

The level of concern related to usability as a weapon is medium-high, primarily due to two factors. First. it 
may be possible to create pathogens with features not seen before. Such features could include. for example, the 
ability to target specific tissues or cell types using genetic logic, or the ability to produce aberrant neurological 
effects. Similarly, such pathogens could employ novel timing mechanisms, creating a delay between the time of 
exposure and the onset of symptoms. Second. in theory. pathogens designed from scratch may have a greater 
ability to cause harm because humans may not have been exposed to similar pathogens previously, and therefore 
may be immunologically naYve. 

Requirements of Actors (Low Concern) 

Design, construction, and testing of a completely novel pathogen requires capabilities that have not yet been 
demonstrated. While this capability is extremely broad in terms of the specific types and features of a pathogen 
that could be created, the high degree of expected technical difficulty leads to an overall low level of concern in 
terms of the requirements of actors. Furthermore, the high uncertainty that such ambitious projects would yield 
the desired result in itself may lead actors away from such a path toward more reliably fruitful efforts. In general. 
one would expect that such ambitious, envelope-pushing projects would require well-resourced teams with deep 
expertise in several different technologies. A successful project would also be expected to require advanced design 
skills and tools, in particular software platforms that enable modeling and prediction of a pathogen's properties, 
including host-pathogen interactions. Furthermore, navigating this uncharted territory would in general require 
many iterations of the Design-Build-Test cycle, with extensive testing needed during development. Thus, success
fully designing and deploying a new pathogen would likely require a team of actors with significant time, money, 
and other resources to invest in the process and a permanent, well-equipped facility (as opposed to a mobile or 
makeshift laboratory). 

Potential for Mitigation (Medium-High Concern) 

A completely novel engineered pathogen would have the potential to frustrate existing mitigation approaches 
in multiple ways, leading to a medium-high level of concern for this factor. First, attempts to identify the pathogen 
through molecular methods-such as PCR, sequencing, or the enzyme-linked immunosorbent assay (ELISA)
would be hampered because the pathogen would not produce results that match cleanly to known pathogens. 
(Indeed. in some cases one could imagine partial matches to multiple pathogens.) However, analysis of the genetic 
sequence of the new pathogen would likely indicate that a novel biological entity is present, providing important 
information. Second, symptoms of the new pathogen could mis lead initial attempts at diagnosis, where common 
pathogens would be suspected first. Third. even if the agent is identified. correct treatment choices for the new 
pathogen would be uncertain. However, treatment measures taken that are common across a variety of ailments (i.e .. 
anti-inflammatory drugs. rest, fluids) might sti II be germane and of some effectiveness because such approaches 
are tied not just to the specific features of a given pathogen, but to general classes of symptoms in human disease 
(e.g., fevers, swelling, congestion, inflammation). 
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SUMMARY 

• Known pathogens can be re-created. The difficulty of this re-creation increases with the size of the 
genome. 

• Engineering viruses to make them more pathogenic is possible. Design would be challenging because 
of knowledge limitations and because changes are generally detrimental to viruses: however, these 
challenges could potentially be addressed by building and testing many variations until a more 
pathogenic virus emerges. 

• Bacteria can be engineered with current technology. and the engineering of bacteria with characteristics 
such as multidrug resistance is an area of near-term concern. 

• With regard to making new pathogens, the difficulty increases as the distance from natural pathogens 
increases. 

57 

Humans have used pathogens as tools of war for centuries. Modem biotechnology has opened new opportuni
ties for creating biowcapons, and synthetic biology further enhances and expands these opportunities. This report 
examined current capabilities and expected future developments related to re-creating known pathogenic viruses 
and bacteria, modifying existing nonpathogcnic and pathogenic viruses and bacteria, and the potential creation of 
entirely new pathogenic agents. 

The possibility of re-creating known pathogenic viruses poses a relatively high level of concern. This concern 
is driven largely by the technical case of synthesizing viruses (especially those with smaller genomes) and known 
pathogcnicity of existing viruses (thus making them potentially reliable biowcapons). However, because current 
mitigation approaches were designed to counter natural viruses, they would be reasonably well equipped to mitigate 
synthetic versions of known viruses. Looking forward, i I w i II be important to monitor technological ad vanccmcnls 
that make it easier lo synthesize larger and larger viruses, which can be expected to expand the number of viruses 
that could be produced as biowcapons using synthetic biology. 

The possibility of re-creating known pathogenic bacteria poses a relatively low level of concern, largely 
because of the high level of technical difficulty. Because they have much larger genomes than viruses, building 
and booting bacteria would require a great deal of expertise, time, and resources. Given the technical difficulty 
of this process, actors may find it substantially easier to acquire a pathogenic bacterium through means other 
than synthesizing them from scratch. (In fact, the same consideration applies lo viruses, even if their synthesis 
is easier than that of bacteria.) In addition, as with viruses, existing mitigation approaches would be expected to 
be reasonably well equipped lo handle an attack using a synthesized known bacterial pathogen. However, two 
developments could increase the level of concern. If techniques using yeast were to make it far more feasible to 
boot synthesized bacterial genomes, or if a breakthrough makes it easier to handle large DNA fragments without 
shearing, the re-creation of bacterial pathogens might warrant increased concern. 

The use of synthetic biology to make an existing virus more dangerous poses a medium level of concern. While 
modifying a virus to change its phenotype may be an attractive option in theory, there arc significant barriers to 
overcome. Such an effort would be working against finely honed virus-host dynamics evolved over millions of 
years, and a key factor is that modifications to a virus generally lead to attenuation. The barriers arc most signifi
cant in the Design and Test phases of the Design-Build-Test cycle. While modifying a virus requires significant 
expertise in viral biology and challenges may be encountered in the Test phase as a result of the inability to ethi
cally test the virus in a human, building the altered virus would be relatively straightforward. High-throughput 
and directed-evolution approaches could lower the barriers related lo the Design phase. 

The use of synthetic biology lo make an existing bacterium more dangerous poses a relatively high level of 
concern. This is largely driven by the technical case of modifying bacterial genomes and the widespread avail
ability of information about the genes involved in traits such as antibiotic resistance and toxin production. Bacteria 
arc routinely modified for a wide variety of beneficial purposes (e.g., to produce biofuels and phannaccuticals), 
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TABLE 4-1 Bottlenecks and Barriers That Currently Constrain Capabilities and Developments That Could 
Reduce These Constraints" 

Capability 

Rc-crcming known pathogenic 
viruses 

Rc-crcming known pathogenic 
bacteria 

Making exis.ting viru~es. more 

<langcrous 

Making exis.ting haC'leria more 

<langcrous 

Crcati ng new pathogen, 

Bottleneck or Barrier 

Booting 

DNA synthesis and assembly 

Booting 

C(m:strainls. t)n viral gen<)me 

organization 

Engineering complex viral 
traits 

Engineering <:omple~ haderial 
traits 

Limited knowledge regarding 
minimal requirements for 
viability ( in both viruses and 
bacteria) 

Con~traints on viral genome 
organization 

Relevant Developments to Monitor 

Dcmon,trations of booting viruses with syrnhesized genomes 

Improvements in synthesis and assembly technology for 
handling larger DNA constructs 

Demonstrations ot booting bacteria with synthesizc<l genomes 

[nc-rea~eJ krn)wle<lge <)f viral gent1me <)rganizalit1n and/ 

or demonstration of com bi narnrial approaches c apablc ot 
facilitating larger- ,ca le mod ifiemion, to viral genome 

Increased knowledge of determinant, of complex viral trait,, 
a, well a, how to engineer pathways to produce them 

At.I van<:es in com hi natoria l approaches ant.I/or increased 
knowledge of determinant, of complex bacterial traits. as well 
as how to engineer pathways to produce them 

Increased knowledge of requirements for viability in viruses 
or bacteria 

lncrca,ed knowledge of viral genome organization and/ 
or demonsuation of com bi nmorial approache~ capable of 
facilitating larger-sea le mod ifo:ation s to viral genome 

"Shat.ling imlirnte, developments !hat me I ikely lo he prope lle<l hy <:ommercial drivers. Some apprna<:hes. su<·h as n,m hinalorial apprna<:hes 
and directed evolution. may allow boulenecks and barriers to be widene<l or ovcn:ome with less e.\plicit knowledge or tools. 

and the same techniques and knowledge base would likely prove useful for modifications pursued with a more 
nefarious intent. 

The creation of new pathogens from scratch currently poses a relatively low level of concern, primarily 
because the know ledge and technologies needed to pursue such an effort arc in their infancy. It is likcl y that a 
major breakthrough (or more than one) in design capabilities will be required to make this capability a reality. 

Relevant developments to monitor for each of these capabilities arc summarized in Table 4-1. 
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Assessment of Concerns Related to Production 
of Chemicals or Biochemicals 

Metabolic engineering of microorganisms is a decades-old discipline that has been used to enable manufac
turing of a variety of products including fuels, commodity and specialty chemicals, food ingredients, and phar
maceuticals. The core tenets and successes of metabolic engineering are based on the observation that biological 
systems are inherently chemical systems. A functioning cell, whether of microbial, human, or other origin. is 
essentially a collection of biochemical reactions taking place within a confined physical space as defined by a 
cell wall. cytoplasmic membrane, or other enveloping feature. These reactions produce structures that provide 
both physical form and function. Metabolic engineers have exploited biochemical pathways both to increase the 
production of compounds an organism naturally produces (e.g., upregulating the production of ethanol by yeast 
cells) and to coax an organism to produce compounds that are novel to the organism (e.g .. rerouting the ergosterol 
biosynthesis pathway in yeast to produce a plant terpenoid [Kampranis and Makris, 2012]). 

Synthetic biology concepts, approaches. and tools have allowed metabolic engineers to pursue an increas
ingly complex array of chemical products. typically following the overall workflow conceptualized in Figure 5-1. 
Westfall et al.(2012), for example. engineered yeast to produce artemisinic acid, an antimalarial drug native to the 
Artemisinu annuu plant. Galanie et al.(2015) added more than 20 genes encoding enzymes nonnative to yeast to the 
yeast genome in order to produce a variety of plant-based opioids. Microbes have even been engineered to produce 
compounds for which no naturally occurring biological pathways have been elucidated, such as 1,4-butanediol 
(Yim et al., 2011 ), a common industrial chemical also used as a recreational drug. 

As the field of synthetic biology endea vars to '"improve the process of genetic engineering" (Voigt. 20 I 2), 
there is a concerted effort across the metabolic engineering community to demonstrate the biological production of 
increasingly complex molecules while simultaneously developing tools and approaches that reduce the resources 
required to achieve specific production metrics (e.g., titer. rate, and yield) (NRC. 2015). Hence, it is worth consid
ering how this technology could be misused to produce chemicals or biochemicals for malicious purposes. Such 
products are likely to fall into one of three categories: 

• Toxins. 1 Toxins are molecules produced by biological systems that are known to be harmful to humans or 
other animals. Toxins exhibit wide structural diversity and include small molecules as well as peptides. 

1 The word hiochemirn/ is used throughout the report to include to.\ins. 
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Given that toxins are known to cause harm, they are obvious candidates for engineered synthesis by an 
actor aiming to do just that. 

• Antimetabolites and smalf-molecule drugs. Antimetabolites are compounds that interfere with the normal 
functioning of cellular metabolism. Although some antimetabolites can be used for therapeutic purposes . 
as in the use of chemotherapeutic drugs to disrupt metabolic pathways in cancer cells. compounds that 
target normal functions in healthy tissues can lead to dysfunction or disease. Chemically synthesized small 
molecule drugs can also cause dysfunction in healthy tissues. Both antimetabolites and small-molecule 
drugs may be amenable to synthesis by biological systems. 

• Controlled chemicals. Synthetic organic chemistry has given rise to a wide variety of chemical compounds 
with no known biological origin. Many have been essential to advances in human quality of life, where as 
others have been used to produce explosives , chemical weapons. and other types of dangerous compounds. 

■ Specify 

■ Design 

■ Build 

■ Test 

1. Test Enzymes 

2. Test Pathway 

3. Te.st in 
Animal Models 

Early 
Planning 

Metabolic 
Modeling 

and Pathway 
Selection 

Sequence 
Selection 

Design 
Assembly 
Strategy 

DNA Synthesis 
and Assembly 

FIGURE 5-1 Activities involved in engineering an organism to produce a desired chemical or biochemical. Considerations 
in the Design stage may include choice of the host organism. modeling to predict metabolic pathway performance. and 
bioprospecting for appropriate enzymes to produce the. desired product. Multiple rounds of the Design-Build-Test cycle are 
represented. Testing may first focus on enzyme functionality in early cycles. followed by testing of pathway performance. 
followed by testing for performance in an animal model in tho case of in situ applications. 
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Some of these compounds (or functionally equivalent analogues) may be accessible through biological 
synthesis as an alternative to traditional organic chemistry. 

While these categories of compounds are instructive in considering end uses, for the purposes of this report it 
is also useful to differentiate between naturally occurring products (those that are generated in a non-engineered 
biological host) and manmade products (those that have been chemically synthesized). This distinction affects 
both the experimental approach and the technical difficulty of using synthetic biology to produce a given target 
compound. In addition, it is useful to consider the mode of production. For example, target compounds could be 
produced in small quantities in a laboratory, at large scale in bioreactors (analogous to the industrial production 
of bio-based chemicals), or even in situ in the human host, such as the production of a toxin by a microbe in the 
gut microbiome. These various modes offer different challenges with regard to production, delivery, and oppor
tunities for mitigation. 

Considering the different types of potential target compounds and the different ways synthetic biology tech
nologies might be exploited to produce them, three main types of activity were identified that are of potential 
concern; manufacturing chemicals or biochemicals by exploiting natural metabolic pathways, manufacturing 
chemicals or biochemicals by creating novel metabolic pathways, and making biochemicals via in situ synthesis 
of target compounds. This chapter assesses the relative level of concern warranted for each of these potential capa
bilities based on the four framework factors: Usability of the Technology, Usability as a Weapon, Requirements 
of Actors. and Potential for Mitigation. 

MANUFACTURING CHEMICALS OR BIOCHEMICALS BY 
EXPLOITING NATURAL METABOLIC PATHWAYS 

Biochemical compounds naturally produced by plant and microbial cells have been used for centuries as 
medicinal compounds. These products have been prepared as both plant extracts, in which the active ingredient 
is one of numerous chemical structures in the formulation, and as high-purity single compounds, made by culti
vating the producing organism in large-scale bioreactors and then purifying the output. Such products have been 
used to treat diseases ranging from microbial infection to hypertension. The opioids, used as analgesics, are now 
accessible by microbial fermentation. as well, though optimization of the "'home-brewing" process has not been 
rigorously explored (Endy et al., 2015; Galanie et al.. 20 I 5). 

Each naturally occurring biochemical is the result of a series of chemical reactions that transform simple 
feedstocks such as glucose into the end products of interest. These transformations are mediated by enzymes 
encoded by the host organism's DNA. Because biotechnologies allow the DNA encoding the necessary enzymes 
to be exploited independent of the original host. it is now possible to make such products without relying on the 
organism that naturally produces them. 

The assessment of concerns related to manufacturing chemicals or biochemicals by exploiting natural meta
bolic pathways is summarized here and described in detail below. 

Usahilily of lhe U,ahilily as a Re4uiremenls of Polenlial for 
Technology Weapon Actor, Mitigation 

Level of concern for manu f acluring chemical, or 
High High Medium 

Medium-
hiochemicals hy exploiting natural melaholic pathways high 
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Usability of the Technology (High Concern) 

While the production of natural products in microbial hosts is not a trivial endeavor_ the core technology 
required to complete one iteration of the Design-Build-Test cycle for metabolic pathway engineering of a target 
molecule is readily accessible and relatively easy lo use with a basic level of molecular and microbiology expertise. 
Therefore, the level of concern with regard to this factor is relatively high. Assuming an actor has access to a trac
table host organism (e.g., Escherichia coli. Saccharomyces cerevisiae, Pseudomonas putida), the ability to design 
gene cassettes and insert them into the host, the ability to culture the recombinant host and (as necessary) induce 
gene expression, and the ability lo analyze the resulting products, attempting to engineer a metabolic pathway lo 
produce a target toxin or other chemical or biochemical is, on the whole, a rel a ti vel y straightforward proposition. 
Although success after one iteration of the Design-Build-Test cycle is probably unlikely, repeated cycles of effort 
frequently yield improvements in performance. 

Of critical importance is whether the pathway, that is, the specific series of chemical reactions leading from a 
specified starting substrate to the final product, has been fully elucidated. If the pathway is not fully known, this 
can create a substantial bottleneck or barrier_ because a combination of both bioinformatics and experimental tech
niques would be needed lo identify the missing enzymes and reaction steps, necessitating a more advanced level 
of expertise, more time, and more scientific resources. Difficulty will also increase if a chemical or biochemical is 
not well tolerated by the host organism engineered to produce the pathway. The difficulty of metabolic engineering 
also depends on the complexity of the molecule of interest; engineering a pathway lo produce structurally simpler 
molecules will generally be more feasible than engineering a pathway for more complex molecules. For example, 
the complete biosynthetic pathway for the anticancer drug Taxol remains elusive some five decades after its first 
discovery in the Pacific yew tree. 

Once the pathway is known-and once the genes that encode the pathway enzymes have been specified-the 
next step is functional expression of the enzymes. This step is often challenging because enzymes transferred from 
one host to another may lose local structural features that arc associated with activity, or they may be separated from 
essential accessory proteins. The tools of synthetic biology could be used lo address these lost structural functions 
or to provide alternative pathways, but this makes for a more complicated proposition, as discussed below under 
Manufacturing Chemicals or Biochemicals by Creating Novel Metabolic Pathways. However, if post-translation 
modifications absent in the new host arc essential for enzyme activity, this likely represents an insurmountable 
hurdle, at least in the near term. 

Usability as a Weapon (High Concern) 

More than offering new delivery mechanisms or modes of administration, metabolic engineering simply 
affords access lo more material. In short, metabolic engineering in and of itself docs not facil itatc wcaponization, 
but rather provides a potential means to access larger quantities of harmful material over shorter time frames. 

Simply introducing a series of functional enzymes into a suitable host to produce chemicals or biochemicals 
docs not ensure sufficient productivity to warrant concern. Three metrics arc essential to assessing the effective
ness of product fonnation in an engineered organism: productivity (amount of product made per unit of time), titer 
(concentration of the product external to the engineered organism), and yield (amount of the available feedstock 
that is converted lo product). Whereas such metrics arc inconsequential in the native environment (because most 
biochemicals and peptides arc naturally produced in small amounts), these parameters arc important to the wca
ponization of a chemical or biochemical that requires large-scale production. For example, if a toxin is deadly to 
humans at a concentration of 50 mg/kg, producing that toxin to a titer of 5 mg/L would require someone to ingest 
at least IO L of fermentation broth per kilo gram of body weight. At a titer of IO g/L, on] y 5 mL of broth per kilo
gram of body weight would need lo be ingested. Achieving higher liters allows effective doses to be manufactured 
in smaller biorcactors, potentially requiring fewer resources. Productivity, titer, and yield determine the volume 
of cell growth and feedstock needed to make a useful (i.e .. harmful) amount of compound, as well as the length 
of time required for production. 

Generally speaking, engineering an organism to increase productivity, tiler, and yield becomes progressively 
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more difficult. At present, engineering microbes to produce toxic small-molecule products in excess of I g/L 
would likely require the dedicated effort of trained metabolic engineers with access to a modern molecular biology 
laboratory, while a lower titer might be attainable with less expertise and fewer scientific resources. As a result. it 
can be expected that high-potency toxins would be more desirable targets for malicious actors. However, from the 
actor's perspective there may also be a trade-off between the relative difficulty of producing a given chemical or 
biochemical and the amount needed to cause harm. Purity and productivity, as well as the complexity of the target 
molecule, wi II also factor into this trade-a ff. If a compound must have high purity to be effective as a weapon. the 
difficulty of achieving this level of purity in production or downstream processing (e.g., purifying from lysates) 
can potentially create a barrier. Low productivity is often related to insufficient substrate concentrations and/or 
low activity (i.e., the reaction rate is too slow); if enzymatic activity is not sufficiently high to achieve the turnover 
rates required, even when enzymes are expressed at high levels, additional iterations of the Design-Build-Test 
cycle may be required to achieve the desired level of productivity. 

Once an actor is able to produce a sufficient quantity of a target chemical or biochemical. the predictability 
of results is likely to be high, assuming the actor has selected a target chemical or biochemical that is already 
known to cause harm. For example, mass production of botulinum toxin would not require testing of the fermenta
tion product because the effects of its exposure are already known. Indeed, an actor could probably have greater 
confidence in the effectiveness or lethality of a chemical or biochemical whose pathway is well understood and 
is produced using synthetic biology as compared to a synthesized pathogen. The latter would definitely require 
testing to verify that the desired phenotypic results would be achieved. 

The scope of casualty expected from a chemical or biochemical compound produced in this way would depend 
on the amount produced, the potency, and delivery. Chemicals, biochemicals. and toxins do not spread on their 
own the way pathogens do. and so. effecting a large-scale attack would require delivering a sufficient amount to 
targeted populations. even if the compound is highly potent. However, there are many potential delivery mecha
nisms for chemicals or biochemicals, which do not tend to degrade when exposed to the environment the way 
that pathogens do, and thus would remain potent in a broader array of delivery scenarios than would a pathogen. 

In summary, engineering a microorganism to produce a chemical or biochemical by exploiting a natural path
way is considered to pose a relatively high level of concern with regard to usability as a weapon, primarily because 
of the predictability of the results: Producing a known toxic substance will result in a product with a known toxicity. 
In addition, chemical or biochemical products are more stable than pathogens. These considerations outweighed the 
fact that the difficulty of scaling up production to produce large amounts of a substance is a bottleneck or barrier. 
because there are a number of substances that are highly potent and thus toxic in very small amounts. 

Requirements of Actors (Medium Concern) 

Generally speaking, the core capabilities for executing a Design-Build-Test cycle in metabolic engineering 
require a relatively low level of metabolic engineering expertise, especially for a natural metabolic pathway that 
is already fully elucidated. However. the expertise required depends on the complexity of the pathway and target 
molecule. Achieving high-level synthesis, especially for difficult targets, does require more expertise and experi
ence; for example, in many cases an actor would need working knowledge of how to knit pathways together into 
a functioning whole. To fill in the gaps in an incompletely elucidated metabolic pathway, an actor would need 
access to bioinformatics capabilities in order to analyze genome and transcriptome data, as well as experimental 
capabilities to detect and identify intermediates. For these reasons, manufacturing chemicals or biochemicals by 
exploiting natural metabolic pathways is considered to pose a medium level of concern with regard to this factor. 

The organizational footprint required depends on the amount of product that is desired (which in turn depends 
on factors such as potency and titer). Small batches of a chemical or biochemical of interest could be achievable 
with a relatively small organizational footprint, but scaling up to produce large quantities in a bioreactor would 
require a larger organizational footprint and more resources. 
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Potential for Mitigation (Medium-High Concern) 

OvcralL there is a medium-high level of concern with regard to this factor, primarily driven by the fact that 
countermeasures arc not available for a number of toxins. Lessening the concern slightly is the fact that an attack 
would be expected to be readily recognized. This assessment assumes that an actor would endeavor to use meta
bolic engineering to produce compounds with known properties. Because most known biochemicals that could 
potentially be misused for an attack would naturally be present in very small amounts, the emergence of disease 
would be a strong indication of purposeful release, thus enabling rapid identification of an attack. However, because 
the end product would be a chemical or biochemical that is purified away from the organism that produced it, 
organism-associated signatures would not be available to determine whether the attack resulted from an organism 
intentionally engineered to produce a dangerous chemical or biochemical, and attributing an engineered organism 
to a specific actor would be even more difficult.~ 

The capacity for consequence management depends on the chemical or biochemical used. Governments have 
developed medical countermeasures to respond lo at tac ks using a subset of known toxins, bu l there arc other toxins 
that have not been the focus of such efforts. The countermeasures and public health response would be expected 
to be the same for naturally occurring chemicals or biochemicals and for those created using synthetic biology. 

MANUFACTURING CHEMICALS OR BIOCHEMICALS BY 
CREATING NOVEL METABOLIC PATHWAYS 

While nature has provided a wide array of biochemical compounds that could be exploited for targeted syn
thesis, enzyme-mediated conversions al so can be u scd to prod ucc chemicals that organisms do not natural I y create. 
Biocatalysis has long been used lo produce pharmaceutical intcnncdiatcs and active ingredients not found in nature 
(Bornschcucr ct al., 2012). It is not always necessary to use living microbial organisms in these processes; instead, 
purified enzymes can be used in reaction vessels in a manner analogous to traditional organic synthesis. At its 
core, designing a new biosynthctic pathway involves specifying a series of enzymatic steps that can convert a set 
starting substrate to the desired end product. In practice, the starting substrate is often a known primary metabolite 
(e.g .. acctyl-CoA) (Savik ct al., 2010). and the proposed reaction steps arc based on known enzymatic chemistry. 

Engineered metabolic pathways that do not follow an existing natural blueprint have been exploited to commcr
ci alizc biological production of chemical compounds ( Yim ct al .. 2011). The true I imi ts of biological s ynthcsis arc 
unknown, and advances in protein design and engineering arc rapidly expanding the repertoire of enzyme-catalyzed 
reactions (Siegel ct al., 2010; Kan ct al., 2017). Researchers have also shown that materials typically present in 
very small amounts in biological systems, such as halogens. can be incorporated into natural products by merging 
plant and microbial biosynlhcsis machinery (Runguphan ct al., 2010). These examples suggest that the range of 
molecules that may be accessible by biological synthesis is far larger than what has been demonstrated to date. 

The assessment of concerns related to manufacturing chemicals or biochemicals by creating novel metabolic 
pathways is summarized here and described in detail below. 

Usability of the U ~ability as a Rcq u ircmcnt~ of Potential for 
Technology Weapon Actors Mitigation 

Level of concern for manu f acluring chemicals or 
Medium-low High Medium-low Medium-high 

biochemical, by creating novel metabolic pathway, 

-'- However, nole lhal lhe use of isolope rnlio, for chemical and hiochemirnl allrihulion has heen explored hy lhe Fedeml Bureau of Inves
tigation (Krculer-Martin and Jarman. 2007). 
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Usability of the Technology (Medium-Low Concern) 

Producing a novel metabolic pathway is likely to be significantly more technically challenging than synthesiz
ing a natural metabolic pathway and is likely to require multiple iterations of the Design-Build-Test cycle. There
fore, the level of concern is medium-low with regard to the usability of the technology. The technical challenge 
stems largely from the fact that engineering novel pathways typically requires engineering enzyme activity, either 
through rational (computational) design or through directed evolution, lo achieve both the activity and specific
ity required for the pathway of interest. In addition. the enzymes in many cases may be acting on substrates not 
encountered in nature; in such cases, the likelihood of success is greater if it is structurally similar to the natural 
substrate of the enzyme being used (Hadadi ct al., 2016). For some reactions. it may simply be technologically 
infeasible lo generate high enzymatic activity, but this is likely to be unpredictable, and it may require many 
Design-Build-Test cycles to determine that one has reached a dead end. Generally speaking. the level of difficulty 
is likely to be lower if the goal is to engineer a novel pathway that is based on an existing pathway, as opposed to 
engineering a pathway that is wholly new. 

Usability as a Weapon (High Concern) 

Considerations related to wcaponization, scale-up, predictability of result, delivery, and scope of casualty for 
novel metabolic pathways arc largely similar to those for natural metabolic pathways, and so large-scale production 
is a barrier or bottleneck. Scaling up production may present additional challenges in the case of novel metabolic 
pathways if the product is toxic to the cells used to produce it, creating another barrier or bottleneck. In the con
text of delivery, it may be possible for chemicals created through novel metabolic pathways to be more stable for 
storage and transport compared to natural biochemicals. 

Requirements of Actors (Medium-Low Concern) 

While computational tools and established methodologies exist for creating new metabolic pathways. meta
bolic engineering is still largely an "art" rather than a "science." Because intuition continues to play a significant 
role in the successful execution of experimental designs, creating functional novel metabolic pathways is likely 
to require a higher level of expertise and experience than exploiting natural pathways would. In particular, if a 
novel pathway requires enzymes lo act on novel substrates. expertise in protein engineering (which is beyond the 
typical skill set of an experienced metabolic engineer) would also be required. Both the knowledge about how to 
design novel pathways and knowledge of how to engineer enzyme activity arc bottlenecks or barriers in this space. 
Therefore, the level of concern with regard to this factor is medium-low. 

Potential for Mitigation (Medium-High Concern) 

Considerations related to mitigation capabilities for chemicals or biochemicals manufactured by creating novel 
metabolic pathways arc largely similar to those for chemicals or biochemicals created through natural metabolic 
pathways. 

MAKING BIOCHEMICALS VIA IN SITU SYNTHESIS 

The human microbiomc, particularly the gut microbiome, has been a target for metabolic engineering. Gut 
microbes influence the metabolism of their host and arc capable of producing a wide variety of biochemicals. 
While the extent of the influence of the microbiome on host metabolism remains an active research area, there has 
already been significant progress toward engineering gut microbes for therapeutic purposes. Engineered microbes 
arc currently being prepared for clinical trials for the treatment of metabolic disorders (Synlogic, 2017). although 
engineering high flux through a metabolic pathway remains undcmonstratcd. 

As this research gains steam. it is worth considering whether the human microbiota could be exploited lo 
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make biochemicals (within the cells of commensal organisms) and deliver them to human hosts to cause harm. 
In addition to the gut microbiome, the skin microbiome could be another potential avenue for in situ synthesis of 
such compounds. Related concepts include the manipulation of the human microbiome to cause dysbioses or as an 
a venue for horizontal gene transfer ( see Chapter 6, Modifying the Human Microbiome). Environmental dispersion 
of a microorganism capable of producing toxins, antimetabolites, or controlled chemicals may also be considered 
a potential in situ delivery mechanism. one whose outcome would be difficult to predict. The basic principles of 
pathway engineering in a microbe are the same whether the intention is to culture the organisms in large vessels 
followed by purification of the molecules of interest or to introduce the organ is ms into the environment or a human 
host for in situ production and release of a biochemical. However. the scope of the engineering effort can vary 
substantially since manufacturing in vessels is likely to require that much higher production titers be achieved. 
For example, nanograms of a sufficiently toxic material delivered in situ could be sufficient to produce a harmful 
effect compared to tens of grams per liter needed for cultivation in and purification from fermentation vessels. 
This difference is important to consider in assessing concerns. 

The assessment of concerns related to making biochemicals via in situ synthesis is summarized here and 
described in detail below. 

Usahilily of lhe U,ahilily as a Requirement, of Polen! ial for 
Technology Weapon Acrnrs Mitigation 

Level of concern for making chemicals or biochemicals 
Medium-high 

via in situ synthesis 
Medium Medium High 

Usability of the Technology (Medium-High Concern) 

From an engineering perspective, creating a microbe capable of in situ biological synthesis of a biochemical 
presents many of the same opportunities and challenges as engineering metabolic pathways for the production of 
chemicals or biochemicals in a bioreactor, though there are some additional challenges, as well. While productivity, 
titer, and yield can typically be measured in the process of manufacturing a chemical or biochemical product in 
a bioreactor, conditions in the microbiome, for example, are quite different from those present in the laboratory. 
This makes it difficult to predict and control whether productivity, titer, and yield measurements in the labora
tory will translate to similar numbers once the microbe is delivered to the microbiome (or environment). Many 
Design-Build-Test cycles, including a substantial amount of testing in both cell cultures and in animal models, 
are currently needed to obtain engineered gut microbes with functional gene circuits (Lu et al., 2009: Kotula et 
al., 2014, M imee et al., 2015: Matheson, 20 16). 0 ne potential way to expedite development and reduce the need 
for multiple rounds of resource-intensive in vitro and in vivo testing would be to expose human subjects to large 
libraries of prototype microbes, then sequence the microbiome content to identify the successful prototype microbes 
if toxicity is observed. However, this library approach has important limitations. For example, a prototype microbe 
capable of producing high titers of a toxin if introduced to the gut as a monoculture could be effectively diluted 
by the presence of large numbers of ineffective prototype microbes, making it difficult to detect and identify the 
successful prototype microbe. In addition, it is possible that a microbe that produces high titers of a toxin would 
grow more slowly than prototype microbes that produce little or no toxin, making it difficult to separate signal 
from noise. Finally, the current state of the art in gut microbiome sequencing and assembly does not guarantee 
that a successful prototype strain could be correctly constructed and differentiated from all other introduced library 
strains. Nonetheless, the fact that many organisms harbor their own toxins as part of their infective life eye le means 
that it shou Id not be impossible to align pathogenicity and evolutionary fitness, and indeed one of the easiest means 
of establishing a toxin in situ may be via an already known pathogen, as discussed under Usability as a Weapon, 
below, and in Chapter 4, Box 4-2. 

Overall, the knowledge needed to manipulate organisms in the gut and skin microbiome remains limited, as 
further discussed in Chapter 6, Modifying the Human Microbiome, and it is possible that unforeseen challenges in 
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producing biochemicals in situ will emerge in the coming years. However. the field has been advancing quickly. 
Already. researchers have demonstrated the ability to manipulate some human gut microbes, and the use of the 
microbiome for delivery of pharmaceuticals is an active area of research. Thus, the high rate of development and 
investment in this field leads to a medium-high level of concern with regard to this factor. It will be important to 
monitor for research breakthroughs that exacerbate opportunities for misuse in this area, as well as breakthroughs 
in understanding. 

Usability as a Weapon (Medium Concern) 

Usability as a weapon is considered of medium concern, largely due to current limitations in the ability to make 
introduced microbes persist in the microbiome. However, microbiome engineering is an active area of research, 
and significant advances. such as a demonstrated ability to cause persistent changes in the gut microflora, would 
cause the level of concern to rise. 

The gut microbiome is known to host thousands of gene clusters. and products of these clusters have been 
shown to be present in the gut at high micromolar concentrations ( Donia and Fischbach, 2015). Therefore, it should 
be possible to engineer gut microbes to produce harmful small molecules at similar levels. However. despite the 
presence of these natural pathways in the microbiome, the principles behind engineering similar pathways to 
produce other products in situ have not been determined. Engineering the production of a toxin with sufficient 
titer. produced over a long enough time to be harmful to the host, is not necessarily straightforward. Furthermore. 
after being delivered into the host microbiome, the engineered microbe would need to colonize and persist to 
have a long-term effect. Experiments with attenuated vaccine strains suggest that it is necessary to eliminate 
some existing microbes in order to allow an introduced microbe to persist in the gut, adding to the complexity of 
purposefully infiltrating a host microbiome. A perhaps more likely scenario is that existing gut or skin microbes 
could be manipulated to increase their natural production of a harmful compound or to resist antibiotics or other 
countermeasures, thus allowing delivery of an agent without the barrier of infiltrating the native microbiome with 
a new microbial species. In addition, it is possible that a pathway lodged on a broad-host-range vector might be 
horizontally transferred to native species following transient introduction on a microbe that was otherwise unlikely 
to colonize: the horizontal transfer of in situ engineered pathways is further considered in Chapter 6. Modifying 
the Human Microbiome. 

Although the chemical product would be manufactured by cells, bioreactors or flasks would likely be required 
to produce a sufficient number of cells to enable delivery to the target human population. Microbes engineered 
to secrete highly potent biochemicals. which could cause greater damage in smaller quantities, would warrant 
greater concern than those engineered to produce lower-potency chemicals. But effectively delivering engineered 
microbes to the human target would still present significant barriers. Cold War-era studies on the weaponization 
of bacteria remain relevant to this concept. Contamination of food could be an efficient method of dispersal, but 
could be thwarted by standard food safety measures such as cold storage, cooking, and mechanisms to limit the 
spread of contaminated food. The scope of casualty from in situ biosynthesis would be expected to be relatively 
low. because the agent would need to be delivered to each individual and then persist in the gut or skin long enough 
to cause harm. That said, the ability to slightly or gradually modify human physiology and behavior via even low
level production of compounds could be extremely debilitating to a modern nation-state. 

Requirements of Actors (Medinm Concern) 

Engineering microbes to actively secrete products in the microbiome would generally require a higher level 
of expertise than engineering a natural metabolic pathway but less sophistication than designing a novel meta
bolic pathway, leading to a medium level of concern with regard to this factor. Because multiple iterations of the 
Design-Build-Test cycle would be needed, actors would likely require access to significant laboratory resources 
over a long period of time. On the other hand. in situ synthesis presents fewer barriers with regard to scale-up and 
downstream processing than the production of chemicals or biochemicals in a bioreactor, and once a sufficient 
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engineered microbe is developed, producing and delivering a small quantity would not require a great deal of 
technical expertise. 

Potential for Mitigation (High Concern) 

The challenges of attribution and the difficulty of identifying and stopping an attack based on in situ synthesis 
of biochemicals lead to a relatively high level of concern with regard to this factor. Policies and procedures related 
to the containment of natural foodborne pathogen outbreaks should transfer well to the containment of engineered 
toxin-producing gut microbes. Indeed, the presence of strong public health infrastructure for food safety and 
response to contaminated-food outbreaks may deter skilled actors from pursuing an attack with engineered gut 
bacteria in favor of other attack vectors. In addition. while engineering microbes to resist traditional countermea
sures ( such as the use of broad-spectrum antibiotics) could increase the casualty rate. containment and isolation of 
contaminated facilities would be expected to limit the spread of such agents. However, the delivery of engineered 
microbes to the gut via food is not the only potential attack vector or means of delivery. The development of an 
engineered microbe that could infiltrate the skin microbiome, or the development of a high-efficiency method of 
delivering gut microbes, could be less vulnerable to existing mitigation measures and thus significantly increase 
the level of concern warranted. However. these delivery modes are currently theoretical. 

Regardless of the effectiveness of public health infrastructure for containing an attack, it could be extremely 
difficult to recognize an attack - that is, to differentiate between a natural disease outbreak and an intentional 
introduction of engineered microbes into the microbiomes of affected people. This difficulty is the primary driver 
of the relatively high [eve I of concern related to the potential for mitigation. Some types of attack would be easier 
to recognize than others: for example, the presence of an unlikely gut toxin or extremely high resistance to avail
able countermeasures may be more easily recognized as signs of an attack, while tracing an effect that is not a 
classical gut problem (e.g., opioids made in the gut) to engineered gut microbiota would be a substantial task. 

In contrast to the other applications of metabolic engineering discussed in this chapter. the genetic material of 
the engineered micro be would in the case of in situ synthesis remain present in the weaponized product. Sequencing 
clinical samples of impacted individuals could allow investigators to identify the genetic sequences or organisms 
used in an attack. However, such an effort would face significant technical challenges. First. if the engineered 
microbe is present in low abundance, most of the sequence data in a sample would come from non-engineered 
commensal microbes. Compounding this, only a small amount of the genome of an engineered microbe would 
be expected to contain new DNA. For example, an engineered Escherichia coli genome could contain fewer than 
10 heterologous genes. which would need to be detected within the rest of genome, which contains more than 
4,000 genes. The high complexity and variability of the gut microbiome composition increases the potential that 
uncharacterized genes present in the sequencing data could be confused with transgenes. 

Even if the sequence of an engineered pathway could be identified in a clinical sample. it may still be difficult 
to trace the attack to the actors responsible. One potential approach would be to attempt to identify the vendor 
that produced the synthesized DNA. However. with DNA synthesis technology becoming increasingly accessible. 
it may become difficult to query all companies capable of producing synthetic DNA. Furthermore, assembly of 
synthetic DNA from nucleotides could obviate the need for DNA synthesis from a commercial provider. While 
investigative work in tracing the engineered microbes to their source is likely to be more informative than focusing 
on the transgenic DNA sequences. the sequences would be extremely important to connecting suspected actors to 
the weapon material. if matching materials in the actor's laboratory were available. 
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SUMMARY 

• Synthetic biology enables new ways to create harmful chemicals and biochemicals. including 
toxins. 

• Chemicals and toxins produced via manipulation of biological components may be high potency. 
requiring small amounts to cause harm. or low potency. requiring larger amounts. Although syn
thetic biology can facilitate development in either case, high-potency chemicals or biochemicals 
require less downstream expertise with regard to production and delivery. Producing and delivering 
sufficient amounts of lower-potency chemicals or biochemicals would require greater expertise and 
more advanced technology to achieve both suitable strain performance metrics and production at 
appropriate volumetric scales. 

• The production of chemicals or biochemicals that do not occur naturally (and do not have a pub
lished known metabolic pathway) requires specific expertise due to the challenges associated with 
enzyme engineering and elucidating and specifying metabolic pathways. 

• In situ production of biochemicals is of higher concern. largely due to limited mitigation capabili
ties for such a novel approach, including a limited ability to recognize an attack and a potential 
lack of effective countermeasures. 

69 

This chapter considers various ways in which synthetic biology technologies could potentially be applied to 
produce chemicals and biochemicals such as toxins, antimetabolitcs. small-molecule drugs, or controlled chemicals 
for use in an attack. Broadly. the use of microbes to synthesize agents in situ presents the greatest level of concern, 
the synthesis of agents using naturally occurring metabolic pathways warrants a medium to high relative level of 
concern. and the engineering of novel metabolic pathways poses a medium level of concern. 

It will be important to continue to monitor developments in the manipulation of the human microbiome 
because efforts in the phannaccutical arena arc likely to propel advances and reduce bottlenecks and barriers as 
the field continues to progress (sec Table 5- 1 ). Although the level of certainty around the in situ manufacture of 
biochemicals via the gut or skin microbiomc is lower than the level of certainty involved in the other metabolic 
engineering processes described in this chapter, manipulation of the microbiomc is an active and quickly advancing 
area of research. Overall, this potential capability warrants a higher level of concern. because an attack effected 
through manipulation of the human microbiomc could be difficult to recognize and trace. However, understand
ing of microbiomc dynamics is still relatively limited. and it would likely take a relatively high level of expertise 
and many iterations of the Design-Build-Test cycle to develop a microbe capable of colonizing the human host 
microbiomc. manufacturing the biochemical in sufficient quantities, and persisting long enough to cause hann. 

The primary drivers of the medium to high relative level of concern for the potential exploitation of naturally 
occurring metabolic pathways arc the relatively high level of knowledge available, the relatively low level of tech
nical expertise required. the availability of multiple delivery mechanisms, and the difficulty of tracing the source 
of an attack. Exploitation of naturally occurring path ways cou Id be an option for at tackers because it is easier, in 
general, to use microbes to manufacture complex chemicals or biochemicals than to use chemical synthesis tech
niques. However, scalability remains a bottleneck. and manufacturing large enough quantities of the chemical or 
biochemical to effect a large-scale attack would require a large organizational footprint. Given this. a more likely 
application of this approach may be lo manufacture drugs, such as opioids. The difficulty of this approach also 
depends heavily on the complexity of the chemical or biochemical of interest and of the metabolic pathway for 
producing it. For some target chemicals or biochemicals, an actor may conclude that cultivating the native host 
organism may be more feasible than using metabolic engineering to produce a biochemical in a biorcactor (e.g., 
cultivating Cfostridium hotufinum instead of hetcrologous production of botulinum toxin). 

The development of novel metabolic pathways lo produce chemicals is a technically challenging proposition 
that would require expertise in both metabolic engineering and protein engineering in order to develop the neces
sary enzymatic activities, and further efforts to make the novel pathway yield a sufficient amount of product for 
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TABLE 5-1 Bottlenecks and Barriers That Currently Constrain the Capabilities Considered and Developments 
That Could Reduce These Constraints" 

Capability 

Manufacturing chemicals or 
biochemica Is by e xpl oi ting 
nalural melaholi<· pathway, 

Bottleneck or Barrier 

Tolerability of toxins to the 
ho,t organism synthe,izing the 
toxin 

Pathway not known 

Challenges to large-scale 
production 

Manufacturing chemicals or Tolerability of toxins to the 
biochemica Is by creating novel ho,t organism synthe,izing the 
melaholic pathways toxin 

Making biochemicals via in 
situ synthesis 

Engineering enzyme activity 

Limited knowledge of 
requirements for designing 
novel pathway, 

Challenges to large-scale 
production 

Limited understanding of 
microbiome 

Relevant Developments to Monitor 

Pathway clue idation, improvements in circuit design, and 
improvement, in ho,t ("chassis'') engineering to make toxin, 
to lerahle lo lhe host organism ,ynlhe,izi ng lhe lox in 

Pathway elucidation and/or demonstrations of combinatorial 
approaches 

Improvements in intracellular and industrial productivity 

Pathway clue idation and/or i mprovcmcnts in circuit design 
and/or improvements in host Ccha»i,") engineering to make 
toxins lolerah le to the hosl organism synthesizing lhe lox in 

Increased knowledge of how to modify enzymatic functions to 
make specific product, 

Improvements in directed evolution and/or increased 
knowledge of how to build pathways from disparate organism, 

Improvements in intracellular and industrial productivity 

Improvements in knowledge related to microbiomc 
colonization of ho,t. in ,itu horizontal tran,fer of genetic 
elements, and other relationships between microbiome 
organism, and hosl processes 

"Shading in die ates dcvclopmc nts that arc I ikc ly to be propelled by com mac ial dri vcr,. Some approaches, such ns combinatorial 
approache, and directed evolution, may allow bonlenec~~ and bal'l'ier, to be widened or overcome with less explicit knowledge or 
tools. 

an attack. Multipk: iterations of the Design-Build-Test cycle would be required. The difficulty would be reduced 
if the novel metabolic pathway were lo use steps, enzymes, or substrates from a naturally occurring pathway, and 
indeed, recent advances in protein design and engineering have rapidly expanded capabilities for engineering 
novel metabolic pathways. The most fcasibk: metabolic routes will be those that have been already demonstrated 
elsewhere (e.g., in the academic literature), because recapitulating an engineered pathway is substantially more 
tractable than developing a pathway from scratch. However, even where biological synthesis is fcasibk: for pro
ducing controlk:d chemicals or other products, traditional chemical synthesis may prove to be a more rcliabk:, 
cost-effective, and surreptitious means to do so when the involved pathways arc novel. An actor skilled in the 
art of metabolic engineering who is capabk: of engineering high-titer strains and has access to the right scientific 
resources is expected also to be sufficiently skilled lo access, and potentially opt for, these other options. 

Rck:vant developments to monitor for each of these capabilities arc summarized in Tabk: 5-1. 
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Assessment of Concerns Related to 
Bioweapons that Alter the Human Host 

While we typically think about biodcfcnsc in terms of either pathogens (Chapter 4) or biochemicals (Chapter 5 ), 
technological advances arc now making possible additional capabilities and means of attack that arc more closely 
related to the human body itself. The study included consideration of how increased knowledge about the microbi
omc and immune system may enable new means of delivering an agent; the potential for incursions into the human 
host through means not typical of pathogens or toxin-based biowcapons, such as through genetic modification: and 
how genes themselves may potentially be used as weapons. While some of these potential activities overlap with 
the activities discussed in previous chapters, it is valuable to consider them from a host-centric angle to assess how 
advances in knowledge and biotechnology tools might further alter the landscape of vulnerabilities and weapons 
available for exploitation by malicious actors. 

MODIFYING THE HUMAN MICROBIOME 

Human health is highly dependent upon the human microbiomc-thc microorganisms that live on and within 
us, especially those associated with the gut, oral cavity, nasopharyngcal space, and skin. These populations of 
microbes arc likely far easier to manipulate than the human host itself, making the microbiomc a potentially acces
sible vector for attack. The bu man microbiomc is the focus of a great deal of academic and commercial research, 
and microbiomc manipulation is an area that is rapid I y developing, as also di scu sscd in Chapter 5. Several possible 
ways the microbiomc could be manipulated to cause harm were considered; these possibilities were analyzed, in 
aggregate, to determine the level of concern warranted. 

Delive,~y of'har111fi1f cargo via the microbimne. As discussed in Chapter 5, the engineering of microorganisms 
to produce hazardous chemicals or biochemicals (including toxins) poses a medium to high level of concern and 
the potential for making chemicals or biochemicals in situ via the microbiomc warrants a high level of concern. 
The microbiomc could be used as a vector for other types of harmful cargoes, as well. For example, microbes 
could be modified to produce functional small RNAs (e.g., microRNAs [miRNAsl) that could be transferred to 
the host via the gut or skin microbiomc 1 to cause a variety of health impacts.~ Microbes also could potentially 
be engineered lo horizontally transfer a genetic cargo to the native microbiomc to, for example, cause a host's 

1 The transfer of small RNAs has heen dernonslrale<l in olher organism, {Zhang el al., 2012), an<l small RN As an<l other nul"lei<: acid, <lerived 

directly frnm the diet have been found circulating in higher organism, (Yang ct al., 2015). 
2 In human skin, application of anti-tyro,ina,e ,iRNAs leads 10 temporary change, in ,kin pigmentation (Kim ct al..2012). 
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own well-established microbes to produce a harmful biochemical. In such a scenario the harmful agent would be 
manufactured by organisms in the established microbiome, so the engineered microbe would need to infiltrate and 
persist within the microbiome only long enough to transfer its cargo to a sufficient number of native microbes. 
Thus, this approach would circumvent the challenges associated with establishing engineered microbes in otherwise 
occupied niches. There are many known instances of natural horizontal transfer events that result in the production 
of toxins (Kaper et al.. 2004: Strauch et al.. 2008: Khalil et al., 2016). It may be possible to harm a population by 
enhancing the spread of vectors or phage (viruses targeting bacteria [Krishnamurthy et al., 20 I 6 J) carrying such 
genetic cargoes. Synthetic biology methods could advance such a capability, for example, through the engineering 
of toxin:antitoxin couples that would help ensure retention of plasmids. It is also conceivable that microbes could 
one day be engineered to horizontally transfer genes directly to human cells. 

Use of the microbiome /0 increase the impac/ of an a/lack. The microbiome can also potentially be exploited 
to design a more effective bioweapon or increase the impact of an attack. Knowledge of the human microbiome 
could be used to modify pathogens or their delivery mechanisms to allow more efficient propagation within or 
between populations, for example, by taking advantage of the frequent exchange of bacteria between humans 
and animals. In particular, domestic animals could be used as carriers for engineered agents transmitted via the 
microbiome. For example, engineered dog or cat microbiomes could be established via adulterated feedstocks or 
via purposeful contamination of populations in animal shelters or pet stores and then subsequently transmitted to 
humans. Natural transfers resulting from animal-human contact, such as the transfer of the parasite Toxop/asma 
gondii from cats to humans and the transfer of Campy/oboe/er from dogs to humans. illustrate the feasibility of 
this approach (Jochem. 2017). Similarly, research into the role of the microbiome in pathogenesis could provide 
a roadmap as to how to generate improved pathogens that are better supported by their microbial peers. Studies 
involving wide-ranging transposon- or CRIS PR-based deletion libraries of pathogens (Barquist et al., 20 I 3) have 
provided many insights into pathogenesis that might have dual-use implications, and such libraries could prove 
useful in identifying which genes productively or specifically interact with endogenous flora to better establish 
a pathogen. 

In addition to using the microbiome to spread toxins and pathogens, manipulating the microbiome might also 
prove to be a useful adjunct for other biological threats. Recent research shows, for example, that eukaryotic viruses 
utilize bacteria to improve their chances of infection (Kuss et al., 2011 ). It is also conceivable that an actor could 
introduce an initial agent into a population in order to trigger widespread treatment with broad-spectrum antibiotics 
and then take advantage of the treated population's "clean slate" to introduce or expand an engineered organism 
via the (now disrupted) microbiome. An actor taking this two-step approach could even incorporate antibiotic or 
antiviral resistance elements into the initial attack. 

Engineered dysbiosis. Our ever-increasing understanding of the human microbiome may lead to opportunities 
for engineered dysbiosis-that is. the purposeful perturbation of the normally healthy microbiome. This could 
be accomplished either by causing a known dysbiosis or engineering a new one, and in either case would likely 
involve introducing otherwise nonpathogenic microorganisms that then lead to diminutions in human health and 
performance. Since the microbiome likely plays a key role in human immunity (Kau et al..2011 ). dysbioses could 
also potentially be used to cause longer-term debilitation of a population's ability to defend against disease. Gut, 
oral, nasal. and skin microbiomes could be targets for such an approach. The degradation of military readiness 
due to continued operations in harsh climes is an ongoing issue. This situation could be made much worse by 
targeted additions to or alterations of the skin micro biome that lead to heightened chafing, rashes, windburn. and 
itchiness. While these are seemingly minor concerns, over time they could degrade military capabilities to the 
point of impacting readiness. 

The assessment of concerns related to modifying the human microbiome is summarized here and described 
in detail below. 
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Usahilily of lhe U,ahilily as a Requirement, of Polen! ial for 
Technology Weapon Acrnrs Mitigation 

Level of concern for modifying lhe human micrnhiome Medium-low Medium Medium Medium-high 

Usability of the Technology (Medium-Low Concern) 

Engineering the microbiome for any of the purposes described above would be difficult in the near term, 
leading to a medium-low level of concern with regard to this factor. Given the current level of understanding of 
the microbiome. the genetic modification(s) required to effect desired phenotypic changes are not yet certain. 
Achieving desired phenotypic results might require the introduction of particular bacterial species or strains and/ 
or particular genetic modifications of these species or strains. In most cases, microbiome engineering is likely to 
be further complicated by the need to make multiple genetic introductions or edits involving multiple symbiotic 
microbiome species. Activities in this area may also be hampered by limited understanding of the genomic diver
sity and plasticity of microbial communities. Today·s genomic databases are built around consensus sequences 
and do not adequately store or link genomic variations from a single sample. The surprisingly large differences in 
genomic plasticity observed when the U.S. Food and Drug Administration first applied whole-genome sequencing 
to trace an Escherichia coli outbreak underscore the inadequacy of this approach (Eppinger et al., 20 I I) and also 
suggest the difficulties inherent in engineering the microbiome. 

There are similar barriers to understanding how to rationally manipulate the environment to encourage par
ticular microbial compositions. For example, the vast differences in human diets worldwide create a plethora of 
different microbial environments that would be difficult to uniformly engineer. Even if insertion of a pathogenic 
microbe were possible, metabolism in culture is so different from metabolism in a host that if a given metabolic 
pathway was altered to achieve a particular phenotype. alternative or secondary pathways might be uniquely 
turned on in the context of a human host, thus potentially damping or thwarting the desired microbiome pheno
typic engineering outcome. However. the microbiome is an extremely active area of research. and capabilities 
are advancing rapidly. particularly with regard to understanding how environmental perturbations affect species 
representations ( Candela et al .. 20 12; Ghaisas et al., 2016) and with regard to the development of phage s to target 
bacteria. It will be important to monitor new developments as the enormous interest in the impact of human com
mensals on human health continues to drive research and investment and will impact the current bottleneck of 
limited microbiome understanding. 

Usability as a Weapon (Medium Concern) 

There are many known routes for the introduction of bacteria into populations: the gut. mouth, nasal. or skin 
microbiomes could potentially be infiltrated through ingestion, dermal. or other exposure routes via a wide variety 
of avenues, from contaminated food or water to airborne sprays. For the warfighter, the uniformity of the food 
supply chain may make food of particular concern as a vector for attack: additionally. products such as probiot
ics and herbal supplements. routinely used by many warfighters (Hughes et al., 2010: Daigle et al., 2015) could 
be exploited. It also may be possible to engineer a bioweapon to target populations with a specific microbiome 
profile: any adversary that begins to better parse, store. and analyze the data that are increasingly being collected 
about human microbiomes will also be in a better position for probabilistic targeting of microbiome threats (see 
also Chapter 7. Targeting). However, the predictability of the results for manipulation of the microbiome will be 
low and. unlike conventional pathogens. the opportunities for dissemination via human-to-human transmission are 
reduced. On balance, the availability of routes to introduce bacteria tempered by the lack of predictability leads 
to an overall level of medium concern for this factor. 
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Requir-ements of Actor-s (Medium Concern) 

The probiotics industry is well established and highly distributed; probiotics arc being engineered and manu
factured by people around the world with relatively low levels of scientific expertise at small-scale facilities using 
basic cqu ipmcnt. Once a succcssfu I microbiomc engineering approach is established, subsequent production of 
biowcapons could likely be achieved with a relatively small organizational footprint. However, a high level of 
expertise would likely be needed lo perform the engineering required. On balance, the expertise required to over
come the technical challenges in combination with the low organizational footprint leads to a medium level of 
concern for this factor. 

Potential for- Mitigation (Medium-High Concern) 

The ability to recognize and respond effectively to an attack involving the microbiomc would likely vary 
depending on the approach used. Given the still nascent understanding of the succession of microbial popula
tions, the targeted manipulation of the human microbiomc is, generally speaking, likely to be difficult to detect or 
attribute. The effects of an engineered threat, stealthily introduced, might be easily passed off as part of a normal 
change in microbial composition, particularly if the effects arc slow acting or chronic phenotypes (e.g., mental 
health deficits, immune suppression. skin rashes). If an attack were detected. the individuality and plasticity of 
the human microbiomc would likely make attribution difficult. Additionally. given the proliferation of facilities 
involved in manufacturing probiotics, it could be difficult to distinguish intentional production of harmful probi
otics from natural issues arising from contamination or other breakdowns in nonnal production quality control. 
However, the gut and other microbiomcs arc robust and regularly reestablish microbial equilibria after perturbation, 
and existing antibiotics may well be an effective countermeasure against engineered microbes. As a result, treat
ing attack victims could be relatively straightforward, and existing public health and outbreak response measures 
could be well positioned lo contain an attack. While the introduction of antibiotic resistance genes might restrict 
the possi bi Ii tics for treatment, this problem differs little from the traditional concerns over the spread of antibiotic 
resistance in populations and can potentially be overcome through the use of novel antimicrobials. especially in 
small cohorts. The overall level of concern for this factor is medium-high; the high level of concern that such an 
attack would be difficult to detect is reduced somewhat by the ability to treat if it were detected. 

MODIFYING THE HUMAN IMMUNE SYSTEM 

Human immunity is the bulwark for protection against infectious disease. Two basic systems respond to the 
vast array of threats in the natural environment. The first is the innate immune system, a collection of nonspe
cific protective mechanisms triggered by pathogen-associated molecular patterns, such as lipotcichoic acid from 
Gram-positive bacteria or unmcthylatcd CpG sequences in viral DNA. The second is the adaptive immune system, 
which generates highly specific antibody and T-ccll responses tailored to individual diseases and disease vari
ants. Many natural pathogens manipulate the human immune system, both by suppressing the immune response 
( c .g .. i mmunodcficicncy viruses) and by uprcgu lating certain responses ( c .g., respiratory syncy ti al virus, which 
induces the immune system to favor a response involving Type 2 T helper cells [Th21 and subsequently increases 
the proclivity toward asthma [Lotz and Peebles, 20121). These examples suggest that it may be feasible lo develop 
a biowcapon capable of manipulating or "engineering" the immune response. Several potential fonns for such a 
biowcapon were considered: 

Enxineerinx immunodeficiency. Manipulating a target population to have decreased immunity could increase 
the impact of a biological attack. This goal could be pursued either by manipulating a pathogen to simultaneously 
reduce immunity and cause disease (Jackson cl al., 2001) or by separately introducing an immune-suppressing 
agent and a biowcapon into a target population. Agents u scd to cau sc immunodeficiency could be pathogens ( c .g., 
the insidious spread of HIV [bu man immunodeficiency virus l) or chemicals ( sec NRC [ 19921 and IPCS [ 19961 
for discussions of chemicals that contribute to immunotoxicity). It is also possible that a disease agent could be 
tailored to the immune state of a population. either by engineering the agent to avoid extant adaptive or innate 
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immune barriers or by actually taking advantage of those barriers (for further discussion see Chapter 7, Health
Associated Data and Bioinformatics). 

Engineering h.1perreactivi1y. The flip side of engineering immune deficiencies would be to attempt to cause 
immune hyperreactivity. Both pathogens and chemicals have been demonstrated to create a cytokine storm, a 
dangerous state that results from a positive feedback loop in the immune response. It may be possible to engineer 
an agent to purposefully trigger such a cascade. For example, some have suggested that the introduction of anthrax 
lethal toxin into a more benign disease vector could trigger a cytokine storm (Muehlbauer et al., 2007; Brojatsch 
et al., 2014; however, see Guichard et al., 2012 for a differing point of view). Similarly. the fact that there are 
already widespread responses in the human population to a limited number of well-known allergens (ACAAI, 2017) 
may provide a means of engineering biological threats that would trigger life-threatening lgE-mediated immune 
responses. The development and testing of new immunotherapies could also provide a roadmap for potentially 
engineering threats; for example, actors could learn from clinical studies in which anti-CD28 antibodies caused 
Ii fe-threatening cytokine storms ( S untharal ingam et al., 2006). 

Engineering a11toimm11ni1y. Natural autoimmune diseases cause significant disability and death. It may be 
possible to engineer a disease that causes the body to turn on itself. Mouse models for the stimulation of auto
immunity now exist. For example, Experimental Autoimmune Encephalomyelitis, which mimics the symptoms 
of the human malady multiple sclerosis, has been induced in mice by immunization with antigens that cause an 
immune response (autoantigens: see Miller et al., 2007). Normally, such self-immunization is prevented by the 
mechanisms that ensure exclusion of antibodies and T-cells that are self-reactive, but some pathogens may pres
ent antigens that are similar enough to the body's own proteins that the original immune response spreads from 
the pathogen to the new human target. Research into checkpoint inhibitors, compounds designed to unleash the 
human immune system to eradicate tumors, could also potentially inform efforts to purposely engineer autoim
munity. By overstimulating the immune system, checkpoint inhibitors have been shown to lead to autoimmunity, 
often in the form of colitis (June et al., 2017). In addition, particular compounds have been shown to lead to an 
autoimmune disease of the Ii ver (Tanaka et al., 2017. 2018). One potential route of attack could be to introduce 
such compounds via the microbiome. 

The assessment of concerns related to immunomodulation is summarized here and described in detail below. 

Usahilily of lhe U,ahilily as a Requirement, of Polen! ial for 
Technology Weapon Acrnrs Mitigation 

Level of concern for modifying the human immune 
Medium Medium-low Low High 

system 

Usability of tbe Technology (Medium Concern) 

It is difficult to predict precisely the impact of engineering on a system as complex as the immune system. 
We are only now beginning to more fully understand the mechanisms for how the immune system recognizes 
foreign antigens, and many immune mechanisms, such as how immune memory guides future responses, remain 
opaque. In addition, much of the research in this area is on animals, and the results do not necessarily map well 
to humans. Furthermore, while there has been an explosion of new research into the causes of autoimmunity, the 
onset of autoimmune disease remains idiosyncratic (Rosen and Casciola-Rosen, 2016), and it would likely be 
difficult to create immunomodulatory weapons capable of causing reliable effects in populations as genetically 
and immunologically diverse as the United States. In particular, while an immune deficiency virus pandemic has 
emerged naturally, engineering the spread of immune deficiency is currently difficult to imagine. 

However, even undirected efforts in this area could be successful enough to warrant concern. In experiments 
in which mousepox was augmented with interleukin-4 (IL-4) (Jackson et al., 2001), earlier studies had already 
d iscemed that vaccinia virus altered with IL-4 increased virulence in mice ( van den B roek et al., 2000), but it came 
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as a surprise that the altered mousepox virus could also overcome vaccination against mousepox. The failed clini
cal trial of anti-CD28 antibodies, in which patients suffered life-threatening cytokine storms after receiving doses 
500 times lower than those shown safe in mouse models (Suntharalingam et al., 2006). offers another example. 
Although modeling studies indicated that the doses used would nearly saturate the T-cell population of a human 
( suggesting the potential for overactivation), the dramatic outcomes highlight the potential for inadvertent immune 
hyperreactivity as well as the dual-use potential of immunomodulation research. The concept of engineering a 
cytokine storm, especially in susceptible subpopulations. may become a concern when coupled with increasing 
knowledge of the immune system. For example. the growing knowledge of superantigens that hyperstimulate 
immunity could further increase the feas i bi Ii ty of such activities. 

Our understanding of human immunity also represents an increasing, but unknown, area of concern. For 
example. with the advent of next-generation sequencing, the range of both B-cell and T-cell responses to vac
cines can now be described in molecular detail. Similarly, the effectors of the pattern recognition receptors of the 
innate immune system are being defined to the point that engineering responses, both therapeutic and otherwise. 
are possible (Brubaker et al., 2015; Macho and Zipfel. 2015). In addition, the continuing explosion of work in 
immunotherapy broadly could potentially create a roadmap for the development of immunomodulatory weapons. 
As understanding of this phenomenon improves and as the ability to engineer protein structures improves, the 
opportunities for creating synthetic simulacrum of antigens already known to be present in autoimmune diseases 
will increase. The opportunities to engineer autoimmunity are likely tempered by the diversity of potential auto
antigens that can be exploited, although this could also be viewed as a means of disease targeting as more and 
more personalized health data become available (see Chapter 7, Health-Associated Data and Bioinformatics). 

On balance. given the challenges and both near- and longer-term opportunities, there is a medium level of 
concern with regard to usability of the technology for the variety of ways in which immunomodulation might be 
employed as a bioweapon. 

Usability as a Weapon (Medium-Low Concern) 

The connections between factors capable of influencing immunity and the actual immune response of individu
als remain poorly understood. Although it is possible to imagine generic degradations to, or overstimulation or 
mis-stimulation of, the human immune system. it will initially be very difficult to target such threats to particular 
individuals or populations, and thereby to have a clear and predictable path to an overall impact on a population's 
health or on military readiness and response. However, although immunomodulation might not necessarily be the 
most effective approach for an adversary seeking to effect large-scale and immediate death or debilitation, this 
approach could nonetheless undermine a nation's capabilities. The 1918 influenza pandemic, likely abetted by 
an interplay between viral infectivity and poor public health, was a major factor in military preparations for the 
first World War (Byerly. 2010); this historical example serves as a reminder that a general decrease in immunity 
would even today have strategic consequences for the military machine. Nonetheless. because there are few ways 
to model or manipulate the human immune system other than by carrying out large-scale experiments on humans 
themselves. the amenability of this particular threat to improvement via the Design-Build-Test cycle is minimal. 
and predictability of results is likely to remain a significant barrier in the near term. Therefore. there is a medium
low level of concern with regard to this factor with the engineering of delivery systems amenable to delivery of 
immunomodulatory factors an area to monitor. 

Requirements of Actors (Low Concern) 

The expertise required to modulate human immunity with any degree of surety is likely quite high. In particular. 
choosing appropriate animal models for testing immunomodulatory interventions remains an art with only a few 
capable practitioners (Taneja and David, 200 I; Benson et al., 2018). Moreover, several of the approaches consid
ered would require an actor to not only successfully develop and deploy the immunomodulatory weapon itself 
but to successfully plan and execute a multi pronged attack in which the immunomodulatory weapon is combined 
with another biological attack (such as deploying a pathogen after an initial attack causing immunodeficiency) or 

Copyright National Academy of Sciences. All rights reserved. 



Biodefense in the Age of Synthetic Biology 
FL-2022-00062 A-00000861845 "UNCLASSIFIED" 2/20/2025 Page 123 

ASSESSMENT OF CONCERNS RELATED TO BIOWEAPOIVS Tl/AT ALTER Tl/£ !IUMAN !IOST 77 

specialized public health knowledge (such as vulnerabilities created by vaccination patterns, see Chapter 7, Health
Associated Data and Bioinformatics). Such approaches therefore increase the already advanced level of expertise 
required to effect an immunomodulatory attack, leading to an overall low level of concern for this factor. However, 
fast-advancing research in immunotherapies may reduce some of these barriers and expand the availability of the 
appropriate knowledge and skills in the coming years. 

Potential for Mitigation (High Concern) 

Modulation or evasion of the human immune system is already a hallmark of many pa tho gens. many of which 
are constantly developing novel means to avoid immune surveillance (e.g., seasonal adoption of new glycosylation 
sites by influenza) (Tate et al., 2014). There are also likely many unknown or undercharacterized pathogens that 
are currently biasing immune responsivity. These natural dynamics would make differentiating between natural 
and synthetic threats a considerable challenge. It may be particularly daunting to identify the hand of a designer 
versus the opportunism of nature in a given epitope in a pathogen variant that leads to autoimmunity. The lack of 
knowledge regarding the mechanisms for discriminating self versus non-self would also increase the challenges 
associated with recognizing an attack and deploying effective countermeasures. For these reasons, there is a rela
tively high level of concern with regard to this factor. 

Whereas public health measures can potentially be useful in countering a threat involving immunomodulation, 
recognizing a problem and deploying the appropriate countermeasures would not necessarily be easy or quick; the 
slow response to the AIDS epidemic, albeit almost 40 years ago. is a potential cautionary tale in this regard. The 
current state of knowledge regarding immunity is such that it is likely far easier to craft an immunomodulatory 
weapon than an effective response to one. Even if good countermeasures could be crafted. their expense would 
likely be inordinate. especially for more general attacks on population immunity. 

MODIFYING THE HUMAN GENOME 

In addition to using synthetic genes to impact human physiology through pathogens or modifications to the 
microbiome, it may also be possible to insert engineered genes directly into the human genome via horizontal trans
fer, in other words, to use '"genes as weapons." Recent improvements in the ability to deliver genetic information 
via horizontal transfer, for example, through tools such as CRISPR/Cas9, potentially open the way for synthetic or 
cross-species transfer of genetic information into human hosts. In addition to protein-encoding genes, genes that 
encode RNA products such as short hairpin RN As (shRNAs) or miRNAs could potentially be exploited as weapons 
in their own right. In combination with technologies for the modification of genes or their expression, deepening 
insights into systems biology could open new opportunities for causing diseases that are outside the rubric of the 
types of threats typically focused on in biodefense. Several ways in which synthetic biology approaches could be 
used to horizontally transfer genetic information to a human target to cause harm were considered: 

• Deletions or additions of genes. If researchers can create mouse models of particular disease states based 
on the deletion or addition of particular genes, it follows that if the genomes of human beings could be 
similarly modified, such modifications could potentially cause a wide variety of noninfectious diseases. 
In particular. decades of research on genes associated with onco genesis -oncogenes - have yielded many 
examples of gene changes that lead to cancer, including via infection by viruses and bacteria (Robinson and 
Dunning Hotopp. 2014: Cui et al., 2015; Sieber et al.. 2016). Oncogenes could potentially be horizontally 
transferred to human cells via unnatural means. In this vein. CRISPR/Cas9 has been used to create point 
mutations, deletions, and complex chromosomal rearrangements in germline and somatic cells to develop 
mouse models for cancer (Mou et al., 2015). 

• Epigenelic modifirntions. Just as programmed genetic modifications are possible, it may also prove possible 
to use horizontal transfer to alter the epigenetic state of an organism in a way that causes harm. Epigenetic 
modifications are clearly of immense importance in gene expression and are implicated in disease states 
and pathogenicity. For example, it is now proving possible to predict the course of oncogenesis based on 
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the epigenetic state of a tumor (Jones and Baylin, 2007). Sequence-specific epigenetic modifications can 
be carried out by small RN As in other species, such as plants, but are not extensive in humans (He et al., 
2011). However, the sequence-specific binding capabilities of Cas9 and other CRIS PR elements may allow 
fusion proteins to carry out sequence-specific epigenetic modifications (Bracken et al., 2017). There are 
also chemicals that yield relatively nonspecific epigenetic changes (Bennett and Licht, 2018). 

• Small RNAs. Small RN As are another example of functional genetic information that could be horizontally 
transferred. Small RNAs. although not a genome modification per se. are important because they may 
prove capable of modifying gene expression and bringing about phenotypic change. The large number of 
small interfering RNA (siRNA). short hairpin RNA (shRNA), micro RNA (miRNA) (Zhang et al.. 2007; 
Huang et al.. 2008), and other small-RNA library studies in a variety of species and cells from different 
species. including human, provides a potential roadmap of what sequences may lead to what disease states 
or to modulation of defenses against disease. Similarly, there are already numerous viral and other vectors 
that can encode and express small RNAs. The fact that many viral pathogens already seem to encode 
small RNAs that aid in their pathogenicity further underlines this possibility. For example, the oncogenic 
gamma herpesviruses Epstein-Barr virus (EBV) and Kaposi's sarcoma-associated herpesvirus (KSHV) 
encode miRNAs that clearly act as mediators of immune suppression (Cullen, 20 I 3). While most gene 
delivery mechanisms would likely be facilitated by CRISPR elements, direct delivery of small RNAs via 
liposomes or other vehicles has proven possible in many cell types (Barton and Medzhitov, 2002; Wang 
et al., 2010: Miele et al.. 2012), and more recently the delivery of entire messenger RNAs (mRNAs) has 
proven useful for vaccination and cellular reprogramming (Steinle et al.. 2017). Naked RNA is generally 
considered to be fragile due its susceptibility to ribonuclease in the cell, and its delivery is largely confined 
to laboratory settings, but there are approaches for stabilizing RN As (e.g., using liposomes, nano particles, 
synthetic polymers. cyclodextrins, ribonucleoproteins, and viral capsids ["armored" RNAsj) in use for 
many applications. RNA can be expressed from genes delivered as simple expression vectors, as low
fitness-burden cargoes on viral pathogens. or via CRISPR element insertion. One reason that RN A de[ i very 
is potentially a viable biological threat is that even a small initial skew in gene expression (such as the 
changes in gene expression normally caused by miRNAs) could greatly alter the probability of an initial 
cellular alteration. Even small amounts of a targeted RNA would not modify the genome per se. but might 
allow or encourage cells to begin the process of self-transformation to tumors, as evidenced by the fact 
that a large number of pro-oncogenic miRNAs have already been discovered (0' Bryan et al., 2017). In 
addition to RN As produced by viruses, bacteria produce numerous small regulatory RN As; introduction of 
these into the endogenous microbiome could lead to dysbiosis. Larger mRNAs can also be delivered via 
liposomes and nanoparticles or by RNA replication strategies being developed for vaccine production (see 
Chapter 8, Rapid Development of Self-Amplifying mRNA Vaccines); these methods could potentially be 
used to express deleterious cargo such as toxins or oncogenes, similar to threats related to DNA vectors. 

• CRJSPR!Cas9. CRISPR elements can be harnessed for site-specific cleavage of genes. followed by 
homologous recombination via double-strand break repair or other mechanisms. This technology has 
revolutionized genome engineering. The fact that DNA recognition can be programmed by simple 
modification of an RNA element makes precision targeting of genome change much easier than previous 
technologies such as zinc finger endonucleases and TAL effector nuclease (TALEN)-mediated sequence
specific recognition of DNA. Another advantage of CRISPR technology is its broad host range; CRIS PR 
elements are able to recognize and bind to DNA sequences in species other than those in which they 
originally evolved. Thus, the fact that gene editing technologies such as CRISPR make possible genomic 
changes in animal models that directly impact health and pathogenesis further implies that it may be possible 
to manipulate either germline or somatic cells to make such changes in humans. Significantly, the sequence 
specificity of CRIS PR elements might also make possible ethnospecific targeting of gene-based weapons 
depending on the distributions of alleles (see also Chapter 7. Health-Associated Data and Bioinformatics). 
In terms of delivery. CRISPR elements could potentially be loaded onto a pathogen or delivered via the 
microbiome to modify human genomes in a way that would pose harm to individuals or populations. 
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• Human gene drives. Because of the ability ofCRISPR elements to modify genomes. they can be repurposed 
as selfish genetic elements in their own right. wherein their introduction into a na"ive genome leads to their 
site-specific establishment. In sexually reproducing organisms. an appropriately modified CRISPR element 
or other homing endonuclease gene. when used as a gene drive, can spread throughout a population. Gene 
drives are well known in nature, such as the Drosophila P element, which moves nonspecifically through 
na"ive populations based on sexual (vertical) transfer. Gene drives have recently proven to be extremely 
useful for engineering mosquito populations for infertility (Hammond et al.. 2016) and they have been 
proposed for the attenuation of fitness in other undesirable species, as well (for more detail, see National 
Academies of Sciences, Engineering, and Medicine. 2016). Concerns related to the use of gene drives in 
human populations were assessed separately from other potential approaches involving horizontal gene 
transfer because fundamental differences in the mechanisms involved in these different types of activity 
engender significantly different levels of concern. The assessment of concerns related to the use of human 
gene drives is summarized below. 

Usahilily of lhe U,ahilily as a Requirement, or Polen! ial for 
Technology Weapon Acrnrs Mitigation 

Level of concern for modifying the human genome Low 
using human gene drives 

Assessment of Concerns About Gene Drives 

For a gene drive to spread in a population, typically many cycles of reproduction are required so that genes 
can be vertically transferred from one generation to the next. Because humans have a relatively long generation 
span due to our age of reproductive maturity, a gene drive would take thousands of years to spread throughout a 
human population in this manner. In addition, some resistance mechanisms to gene drives are already becoming 
apparent as barriers to their use ( Champer et al., 2017). In short, because of the fundamental and insurmountable 
constraint of human reproductive cycle length, the level of concern with regard to human gene drives is very low 
and other factors beyond usability of the technology were not analyzed. 

The assessment of concerns related to modifications to the human genome through approaches uther than 
through gene drives is summarized here and described in detail below. 

Usahilily of lhe U,ahilily as a Requirement, or Polen! ial for 
Te(:"hnt)lt1gy Weapon Aclors Mitigation 

Level of concern for modifying lhe human genome Medium-low Low Medium-low High 

Assessment of Concerns About Genome Modifications Other Than Gene Drives 

Usability of the Terhnolo,ry ( Medium-Low Cowem) 

Engineering genes to infiltrate an individual's genome and cause harm is likely to be a technically challenging 
endeavor, leading to a medium-low level of concern with regard to this factor. Approaches focused on transient 
horizontal transfer of genes or small RN As (e.g., via modified viral vectors) could be used, along with systems 
biology insights, to engineer changes in genes or gene expression to cause noninfectious disease, such as cancer 
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or neurological debilitation. or to degrade immunity. For example, the use of engineered pathogens to deliver 
small RNAs that cause healthy cells to initiate tumors may be feasible with current knowledge and technology. 
However. there would be significant challenges to determining the right targets or edits, packaging the genetic 
cargo into viral vectors. and delivering it to appropriate host cells. 

CRISPR-based genome editing technologies are advancing rapidly and could be used to create genetic modi
fications propagated through engineered pathogenic vectors or horizontal transfer to human cells. However, it 
would likely be difficult to implement such genome modifications, in part because of the size of the protein-based 
machinery required for DNA recognition and cleavage. which would impose a hefty fitness cost on the (likely 
viral) pathogen unless it is linked with the viral life cycle in some way. In other words, viral pathogens have no 
need to cleave genomes, and this would likely limit the viability of viruses carrying genome-cleaving machinery. 
That said, new alternatives to the ubiquitous CRISPR/Cas9 system. such as the smaller Cpfl (Zetsche et al., 2015). 
Staphylococcus aureus Cas (Ran et al.. 2015), or newly discovered CasX and CasY (Burstein et al., 2017) could 
reduce this barrier. 

If an actor sought to cause cancer in targeted individuals, it might only be necessary to modify a small number 
of cells to initiate oncogenesis and cause a self-sustaining and potentially metastatic cancer. Thus, the mechanisms 
for delivery could be relatively inefficient and might not require a replicating pathogen for initial distribution. A 
sufficient gene modification could be accomplished, for example, by introducing the ribonucleoproteins (RNPs) 
of CRISPR elements by themselves, rather than as genes, with an accompanying protein translocation domain 
to transit cellular membranes (Liu et al.. 2015; Kouranova et al.. 2016). This makes a CRISPR RNP potentially 
more akin to a toxin than to a traditional pathogenic biological threat. Similarly, DNA need not replicate to lead 
to expression in cells; there are many circular and linear plasmid vectors that can be transiently transfected into a 
host and thereby provide transient expression of even a large cargo (Nafissi and Slavcev.2012). This route could 
be used to facilitate delivery of CRISPR/Cas9 and accompanying oncogenic guide RN As to a host. In addition. a 
number of RNA-based mechanisms for gene delivery have come to the fore as a result of recent thrusts to create 
RNA-based vaccines (Kranz et al.. 2016; Pardi et al., 2017). These methods lead to amplification of the originally 
introduced nucleic acid. but do not otherwise spread between individuals. Thus, they could be used to facilitate 
oncogenesis in a specifically targeted population. 

Usability as a Weapon ( Low Concern) 

Even were it to become more technologically feasible to use genes to cause oncogenesis, neurodegenerative 
disease, immunological collapse, or other undesirable states, in the absence of a pathogen or greatly advanced 
unnatural horizontal transfer mechanism to promote the dispersal of a gene. the ability of an actor to deliver genes 
for these purposes is limited. Therefore, given this barrier, the concern level regarding usability as a weapon is 
relatively low. The mechanisms of dispersal (other than pathogens themselves) are likely to be low yield, the prob
ability of inculcation of the disease state is likely to be low. and the onset of the disease state is likely not rapid. 
However. these limitations do not necessarily preclude an actor from pursuing such a weapon, especially since 
such a weapon could still significantly impact morale and readiness. In addition, many of these envisioned genetic 
weapons would become substantially more insidious if the skin rather than the bloodstream could be utilized as 
a route of entry, and improvements in dermal delivery could greatly change the landscape of threat. The use of 
siRNAs as a means of targeting tyrosine hydroxy lase or tyrosinase and thereby treating hyperpigmentated scars 
(Xiu-Hua et al.. 20 JO) is instructive as to how this route may be actionable; it will be important to monitor future 
developments in this area. 

Requirements of Actors (Medium-Low Concern) 

Almost all of the technologies that might be instrumental in the use of genes as weapons are still in their 
translational infancy, practiced primarily in research laboratories and not in the clinic. Therefore, the concern level 
with regard to requirements of actors is medium-low. Achieving the types of potential bioweapons envisioned 
would likely require advanced research knowledge and experience, not just technical ability. Even advanced 
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companies that would be best suited for the development of dual-use technologies, such as siRNAs, have yet to 
fully develop delivery methods for desired biomedical applications. One possible exception is the development 
of bioweapons designed to cause cancer; possible approaches for such an attack can be inferred from knowledge 
of how chemicals in the environment have impacted cancer epidemiology and from laboratory data on how to 
induce cancers in animals. An additional caveat is that the rapid spread of technologies for genome engineering 
via CRISPR element toolsets could potentially decrease the barrier to entry for actors. For example. gene edit
ing could be used to engineer a gene drive into an endemic insect or other pest population to assist delivery of a 
noxious or infectious agent. In this scenario, even a poorly functioning gene drive might not have to be successful 
for very long to achieve an effect. 

Potential for Mitixation ( High Concern) 

Overall, the relative level of concern related to the potential for mitigation of gene-based weapons is high. 
Although some types of impacts would be readily recognized and attributed to a purposeful attack. it would be 
extremely difficult to trace some impacts-an epidemic of new cancers, for example-to a bioweapon. Such an 
attack may unfold very slowly, gradually skewing the health of a population. This would make mitigation very 
difficult, as presaged by experiences with identifying. tracing, and addressing cancer epicenters near toxic waste 
sites over the past several decades. The considerable challenge of mitigating an intentional cancer epidemic is a 
primary driver for the high level of concern relating to mitigation for this potential threat. However. once a threat is 
recognized. established mitigation methods such as quarantine and potential new ones such as therapeutic genome 
editing could be effective against some types of gene-based weapons. 

Given that exome sequence data are being generated at an exponential rate, the introduction of CRIS PR ele
ments in humans or other higher organisms would likely be identified quickly and immediately recognized as 
cause for alarm. The presence of previously unknown oncogenes in viruses not normally known to harbor onco
genes would also be an immediate cause for alarm. However, the surreptitious spread of an oncogenic small-RNA 
sequence, especially if it is embedded within a protein-encoding gene. might be less noticeable and thus evade 
detection. 

SUMMARY 

• The alteration of humans through mechanisms that are different than conventional pathogens is an 
important potential concern area. The reduction or removal of key bottlenecks and barriers in the future 
could make some of the approaches discussed in this chapter more feasible. 

• As understanding of microbiomes increases, the possibility of misuse also increases, and it may become 
feasible to use synthetic biology to engineer the microbiome to transfer toxic genes, debilitate human 
immunity, improve pathogen entry or spread, or create dysbioses. 

• The threat posed by human immune modulation is limited by current knowledge, but knowledge is 
accumulating rapidly enough that it may well become more feasible to predictably modify the human 
immune system. 

• Strategies to modify the human genome or alter gene expression in undesirable ways include gene 
editing, delivery of RNA molecules, and use of chemicals with epigenetic effects, although significant 
technical and delivery barriers remain that constrain feasibility. 

While the traditional biodefense paradigm places agents such as pathogens or chemicals at the center of con
siderations of threat and vulnerability, this chapter attempts to reshape that paradigm by considering how interplay 
with and potential modifications of the human host might change the threat landscape. As understanding of the 
human microbiome, human immunity, and the human genome increases, the possibility of misuse also increases. 
In addition, advances in the understanding of individual genetic variability and in the ability to exploit individual 
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variation may make it more feasible to target host-modifying attacks to individuals or subpopulations (further 
discussed in Chapter 7, Health-Associated Data and Bioinformatics). 

The current state of knowledge of the human microbiome is rapidly increasing, and it may be feasible to 
use synthetic biology to engineer the microbiome to transfer toxic genes, debilitate human immunity, improve 
pathogen entry or spread, or create dysbioses. However, with the exception of the in situ production of a hazard
ous compound (as detailed in Chapter 5, Making Biochemicals Via In Situ Synthesis), these potential threats are 
of lesser concern than more traditional pathogen- and chemical-centered attacks. Despite being an active area of 
research, the microbiome is still not fully understood, and creating a microbe that could colonize and persist within 
an established commensal community is a significant challenge. Furthermore, the judicious use of antibiotics could 
be an effective countermeasure to attacks propagated through the microbiome. Indeed. given the strong push to 
improve human health via microbiome research and engineering, there may be far more robust opportunities for 
microbiome-based countermeasures than threats. 

The overall concern posed by human immune modulation is similar to the overall concern posed by micro
biome engineering, and for similar reasons. On the one hand. current knowledge limitations likely preclude this 
potential vulnerability from being exploited in a significant way in the near future. On the other hand, knowledge is 
accumulating at such a rapid clip that it may well become more feasible to predictably modify the human immune 
system, and the expertise needed to do so is likely to become more widespread in the coming years. In addition. 
even unpredictable modifications can still cause harm. While it could have been predicted that IL-4 insertion into 
the mousepox genome would lead to the virus's ability to overcome vaccination (Miillbacher and Lobigs, 2001), 
it is still unknown whether the same type of modification in a human variant of a virus would have similar dire 
consequences. In contrast, the development of an anti-CD28 antibody was judged safe enough based on the rigor
ous review accorded clinical trials, yet proved to be life-threatening (Suntharalingam et al.. 2006). Overall, the 
engineering of hyperimmunity and subsequent pathogenesis seems a greater threat than the engineering of reduced 
immunity or autoimmunity. The former is acute and fits more readily with individual pathogens and weaponization 
scenarios; the latter are chronic and with enough foresight can potentially be dealt with at a societal level via the 
usual public health measures for containing communicable diseases. 

Building on that analysis, while the assessment focused on the human immune system, it is important to keep 
in mind that there are other potential systems that may also prove to be vulnerable to manipulation. For example. 
human neurobiology is immensely complex. and there are already a variety of genetic and chemical means to 
manipulate the overall mental health of individuals. That said, it is difficult to engineer such systems for a par
ticular outcome with any surety. It will be important to continue to monitor advances related to understanding and 
modifying these complex systems in the coming years. 

The concept of genes as weapons encompasses the development of synthetic genes that could change human 
physiology, either on their own or potentially delivered as an augment to a known pathogen. This concept also 
encompasses the possibility of delivering synthetic genes for small RN As ( or the synthetic small RN As themselves) 
that could impact host physiology via interference mechanisms. Genes have a unique position in the biological 
threat pantheon. being somewhere between pieces of genomes, in which case they can be considered as just parts 
of pathogens, and being toxins, chemical compounds capable of harm without necessarily replicating. There are 
multiple difficulties that surround their delivery and a limited number of military scenarios in which an adversary 
would find it worthwhile to alter human physiology over time frames longer than a single battle or campaign. 
That said. some scenarios, such as the use of dermal transfection to create shRNAs or miRNAs that alter human 
physiology, or the use of gene drives to alter insect populations to deliver noxious compounds to humans. may 
present more attractive options from the perspective of an adversary. 

In addition, threats related to horizontal gene transfer in synergy with the threats posed by pathogens may 
lead to new modes of attack. Just as clinical trials of immunotherapies are increasingly a roadmap for engineer
ing cytokine storms, the increasing knowledge on gene deletions, gene additions, and small-RNA modifications 
of human cells may provide a roadmap for the induction of noninfectious disease states that could be abetted 
by pathogen engineering (and, conversely, that could abet the spread of the pathogens themselves, such as via 
immunodeficiency viruses). 

Relevant developments to monitor for each of these capabilities are summarized in Table 6-1. 
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TABLE 6-1 Bottlenecks and Barriers That Currently Constrain the Capabilities Considered and Developments 
That Could Reduce These Constraints" 

Capability 

Modifying the human 
microbiome 

Modifying the human immune 
system 

Modifying the human genome 

Bottleneck or Barrier 

Limited understanding of 
microbiome 

Relevant Developments to Monitor 

Improvements in knowledge related to microbiome 
colonization of ho,t. in ,itu horizontal tran,fer of genetic 
elements, and other relationships between microbiome 
organisms and hosl processes 

Engineering of de I ivery sy,tem Increased know ledge related to the potential for viruses or 
microbes lo deliver immunomodulatory factors 

Limited un<lerstandi ng of 
ct1mplex immune prt)Les.s.e:s 

Mean, to engineer horizontal 
transfer 

Lack of knowledge about 
regulation of human gene 
expression 

Knowledge related to how to manipulate the immune system, 
im:lu<ling how lo muse autoimmunity and pre<li<·tabilily across 
a population 

Increased know ledge of techniques to effectively alter 
the human genome through horizontal transfer of genetic 
information 

Increased know ledge related to regulation of human gene 
expression 

"Shading indicate, development, that arc I ikcly to be propelled by commercial drivers. Some approac he,, such a, combinatorial approaches 
nnd directed evolution. may allow bonkneck~ and bmrier, to be widened or overcome with le,s explicit knowledge or tools. 
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Related Developments That May Impact 
the Ability to Effect an Attack Using a 

Synthetic Biology-Enabled Weapon 

S ynthctic biology is a sophisticated. programmable platform that cou Id in theory enable the development of 
a wide range of biological and chemical weapons. However, for a capability to warrant concern in the context of 
this study, it must not only be possible to create an agent in the laboratory but also to use the agent lo effect an 
attack. For many of the potential malicious applications of synthetic biology that were considered. the level of 
concern raised by technological capabilities is tempered by constraints related to the need to produce the agent in 
volumes needed to achieve the desired scope of casualty. keep it stable until use, and deliver it to the population 
in a manner that yields the desired harm. Despite the impressive capabilities afforded by synthetic biology and 
other modem biotechnologies, these requirements. many of which arc the same barriers lo wcaponization that 
have constrained the development of biowcapons in the past, arc in many cases an important limiting factor in the 
context of synthetic biology-enabled weapons. 

However, these challenges may well be overcome in the future, either by advances in synthetic biology or by 
developments in other fields. This chapter explores some developments that may become more important in this 
respect in the coming years. While a comprehensive analysis of technologies being pursued outside of synthetic 
biology was not conducted as part of this study, these examples arc offered lo highlight a few areas that will be 
important to monitor, because they could converge with synthetic biology advancements and ultimately reduce or 
eliminate barriers to the use of synthetic biology-enabled weapons. 

BARRIERS TO THE USE OF BIOWEAPONS 

Within the factor usability as a weapon. the report\ framework for assessing the potential for the wcaponiza
tion of agents produced using synthetic biology identifies questions around production, fidelity. stability. delivery, 
testing, and targeting. Aspects of these attribu lcs as they relate to specific potential applications of s ynthctic biology 
arc discussed in Chapters 4-6; broader challenges and considerations related to them arc described brieOy in the 
following sections. In general, the challenges posed by each attribute largely depend on the potential nature and 
scope of an intended attack, which could range, for example, from a targeted assassination of one individual lo 
mass casualty across a population. Although a variety of potential circumstances were considered in the assessments 
presented in this report. it was generally assumed that an actor would seek to develop the biowcapon covertly and 
minimize the likelihood of attribution once the agent is deployed. However_ the possibility of assigning attribu-
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tion for a biological attack is not necessarily a deterrent for terror groups, who may choose to affirm their own 
responsibility or power and who may not fear discovery and subsequent retribution. 

Production 

Challenges associated with agent production largely depend on the quantity desired. Large-scale production 
of a bioweapon is extremely challenging because many agents lose infectivity or other features during scale-up. 
Although synthetic biology technologies may enable improved cell culture methods, innovations in fermentation, 
and improved ways to mass produce particular chemical and biological components, the large-scale production 
of bioweapons is still I ikely to require significant financial and intellectual resources. On the other hand. mass 
production may not be needed to perpetrate smaller, more narrowly focused attacks or attacks that can be spread 
by a replicating pathogen. 

Fidelity and Testing 

Although it is possible to design and build biological constructs or systems without testing, significant synthetic 
biology achievements are typically rooted in repeated Design-Build-Test cycles, with testing being a crucial step in 
the process. Testing in computer simulations, cell cultures, or animal models is a labor- and time-intensive process. 
and learning from the testing process to make design improvements for the next Design-Build-Test iteration can 
require a great deal of expertise and experience. Success in computer simulations, cell cultures, and animal models 
does not necessarily guarantee success in humans, because of differences in evolutionary pressures. Fidelity is also 
not guaranteed, and it can take repeated process improvements to develop a system that will reliably produce the 
same results every time, especially at scale. Some synthetic biology approaches, such as directed evolution, inte
grate testing together with other steps in the process, potentially offering a more streamlined option to circumvent 
resource-intensive testing steps. It is also conceivable that malicious actors would forego some of the rigorous 
testing that other researchers would perform. since the standard of success -creating an agent capable of doing 
"enough" harm-is markedly different from the standards involved in publishing results in a scientific journal. 
Malicious actors may also be able and willing to test in human subjects, unhindered by the moral considerations 
and ethical frameworks that guide other research efforts. Despite these caveats. however, developing a synthetic 
biology-enabled bioweapon would likely still require significant testing to achieve a product that is reliable and 
effective enough for the actor's purposes. 

Delivery 

A critical consideration in the development of a bioweapon is the capability to deliver it to the intended target 
population. At smaller scales, delivering a bioweapon can be as simple as contaminating food or water, sticking 
victims with a needle, or even smearing the agent on victims' skin (CBC, 2017). Larger-scale attacks typically 
involve some form of aerosol dispersal, such as via a spray or an explosion. which may require that the agent not 
only be prepared at the optimal particle size for inhalation but also be able to withstand freeze drying, suspension 
in aerosol preparations, packaging processes, long-term storage, and adverse environmental conditions such as 
ultra violet sunlight or extreme temperatures ( Frerichs et al.. 2004). Such requirements may impose significant 
barriers to bioweapon development. even with available biotechnologies. While synthetic biology could potentially 
be used to increase a pathogen's environmental stability, infectivity, transmissibility, or tolerance for weapons 
deli very systems. maintaining potency or viability throughout the production. storage, and deli very process is still 
likely to present a significant challenge, particularly for large-scale attacks. 

The agent's ability to be transmitted from one individual to another is an important consideration in terms 
of both production scale and delivery. A communicable agent could theoretically be deployed in small amounts 
at multiple locations and allowed to spread on its own. Some actors may even find volunteers willing to spread 
infection by becoming infected themselves, akin to suicide bombers. 
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Targeting 

Attacks may target individual people; groups of people who share a common geography, occupation, ethnicity, 
or other attribute; or entire populations. Historically, targeting of biowcapons has been based largely on geographic 
location of the intended victims. Biotechnology advances may offer new opportunities for a malicious actor to 
inn ucncc the ovcral I impact of an attack or the specific individuals aff cctcd, such that an agent cou Id be deployed 
over a broad geographic area but only sicken targeted individuals. For example. actors may consider designing a 
biowcapon to target particular subpopulations based on their genes or prior exposure to vaccines. or even seek to 
su pprcss the immune system of victims lo ·'prime" a population for a su bscq ucnt attack. These capabi litics, which 
were feared decades ago but never reached any plausible capability, may be made increasingly feasible by the 
widespread availability of health and genomic data. While some fundamental barriers still likely limit the success 
and reliability of such an effort-for example. the United States' genetic diversity may make the U.S. population 
resistant lo targeting based on ethnicity-it is nonetheless crucial lo continue to monitor developments that could 
facilitate targeting of particular populations. 

RELEVANT CONVERGENT TECHNOLOGIES 

The challenges associated with effecting an attack using a synthetic biology-enabled weapon may be overcome 
by emergent (new) or convergent capabilities. In the context of technology. convergence occurs when different 
technologies, often from diff crcnt fields, create synergies that significantly adv ancc capabilities when they arc 
combined (Roco, 2008). In other contexts, convergence has been described as the fonnation of a framework lo 
sol vc scientific and societal challenges that exist at the interfaces of multiple fields (NRC. 20 14). In either con
ceptualization, the merging of diverse areas of expertise can stimulate innovation, from basic science discovery to 
translational application, which can advance beneficial and malicious goals alike. Convergence can happen through 
gradual advances over time or occur quite suddenly, taking everyone by surprise. This study considered how devel
opments in multiple fields may converge with biotechnological developments lo enable new breakthroughs in the 
Design-Build-Test cycle or act as "force multipliers" in advancing synthetic biology capabilities. Convergence, of 
course, can go both ways; as synthetic biology incorporates technologies from other fields, so too will other fields 
incorporate approaches from synthetic biology, potentially leading to more interdisciplinary collaboration and 
further breakthroughs. While synergies among technologies arc included in the framework within usability of the 
technology, it is uscf ul to consider how emergent and convergent technologies may allow breakthroughs specifically 
in aspects relevant to wcaponization, since these factors arc thought to be in many cases a significant limitation. 

To that end. several examples were identified to explore technologies being pursued in fields and toward 
ends that arc not directly related lo synthetic biology, yet may converge with bioteclmology in ways that help 
overcome some of the challenges related to creating weapons with synthetic biology. These incl udc gene therapy, 
nanoteclmology, automation, add i ti vc manufacturing. genomic data, and health infonnatics. The potential impacts 
of these technologies arc discussed below and summarized in Table 7-1. 

Gene Thernpy 

Gene therapy has been in development for use in therapeutics for several decades (Moss, 2014). and it can 
take a number of forms. In an approach known as ex vivo gene therapy, tissues arc genetically altered in the cell 
culture and then transplanted into the body (Haccin-Bcy-Abina cl al., 2002). Although ex vivo gene therapy is not 
likely a viable approach for delivering biowcapons, the ability to transducc cells and tissues ex vivo could inform 
vector improvement and design and provide proof of principle for novel means of delivering substances, thereby 
providing an in vitro lest capability for small-scale biowcapon design and development. 

Another approach, known as in vivo gene therapy, might ha vc other implications for biowcapons development. 
Using this approach. a component (usually a viral vector) is introduced into the body, potentially to a specific target 
tissue, where it delivers genetic material that creates the desired therapeutic function (Naldini cl al., 1996; Kay cl 
al., 200 I). Viral vectors arc typically chosen as the delivery vehicles because of their naturally evolved ability to 
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TABLE 7-1 Summary of How Selected Examples of Convergent Technologies May Affect Challenges of 
Effecting an Attack Using a Synthetic Biology-Enabled Weapon" 

Gene therapy 

Nanotechnology 

Automation 

Additive 
manufacturing 

Health informatks 

Production Stability Fidelity 

"Shading indicate~ which allribute each example align~ with most closely. 

Testing Targeting Delivery 

target specific cells of the human bouy; their cl isease-causing genes are removed anu rep I aceu with the engineered 
genetic components. As gene therapy viral vectors continue to be optimized for therapeutic use, their capability 
to act as uelivery vehicles for hioweapons, such as toxin-producing pathways (as discussed in Chapter 5, Making 
Biochemicals Via In Situ Synthesis) will advance apace. 

Gene therapy vectors being researched include adenovirus. adeno-associated viruses. alphaviruses. herpesvi
ruses, retrovirus/lentiviruses, and vaccinia virus (see Table 7-2); gene therapies using retroviruses, adeno-associated 
virus, and adenoviruses have already advanced to human clinical trials (Edelstein et al., 2007) and in some cases 
to clinical approval (FDA, 20 l 7a,b; Spark Therapeutics, 2017). The ability of th se vectors to transfer genes into 
cells and the pennanence of the edits they make differ from vector to vector. The size of the viral genome is also 
important, because the size of the engineered gene that can be transfeITed is limited to what the virus can success
fully carry. While problems such as host immune responses, off-target effects, and decay of continued expres
sion have been baITiers to successful gene therapy (Venna and Somia, 1997: Mingozzi and High, 2013), work to 
address these baniers is being conducted and these challenges might not be of concern to an actor seeking to use 
the approach to deliver a bioweapon as long as the intended victims experience the intended illness or lethality. 
As gene therapy vectors continue to be made mor efficient and coaxed to carry larger transgenes, gene therapy 
research could pave the way toward circumventing some of the barriers related to delivery of bioweapons. 

Most gene therapies today are delivered via injections to target tissues, a route ill-suited to stealthy or wide
spread d livery or a weaponized gene therapy vector (though perhaps a viable strategy for targeted assassination). 
The development of inhalable gene therapy is advancing rapidly, however, particularly for treatments of respiratory 
Jiseases such as chronic obstructive pulmonary disease and cystic fibrosis (Zarogoulidis et al., 2013). Advances 
such as these may provide more expanded capability in the future as the aerosol therapy market continues to drive 

TABLE 7-2 Characteristics of Viral Vectors Used in Gene Therapies 

Adeno-As~ociated Retrovi ms/ Vaccinia 
Ch arac teri st i,; Adenovirus Virus Alphavirus Herpesvirus Lentivirus lPoxvirus I 

Genome dsDNA ssDNA ssRNA (+) d~DNA ssRNA (+) dsDNA 

Genome si7.e 39kb 5kb 12kb 120-200kh 3-9kb 130-280kh 

Host genome No No No No Ye; No 
integration 

Transgene Transient Potential for Transient Potentia I for Long lasting Transient 
expression long lasting long lasting 

Maximum size of 7.5kb 4.5kb 7.5kb 30kb 8kb 25kb 
transgene(s) 
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innovation for therapeutics. Efforts toward aerosolized delivery of vaccines are also advancing rapidly; this research 
may contribute to innovations in routes of delivery for gene therapies (Low et al., 2015). As these technologies 
progress and new therapeutics come to market. facilities manufacturing aerosolized therapeutics are likely to pro
liferate, raising the possibility not only that such approaches may be misused for the creation of bioweapons but 
also that apparently aboveboard manufacturing facilities could mask subversive programs to develop bioweapons 
delivery systems. 

Although the viral vectors used in gene therapies are heavily engineered to remove the genes that cause 
disease and these viruses are used under exacting conditions that guard against spread, viruses have a history of 
evolving around constraints, and it remains possible that a single-use gene therapy vector could become '·]ytic," 
leading to the spread of a disease. This is of limited concern for work involving many of the viruses in Table 7-2, 
which have often been heavily engineered to not propagate in the host. However, there has been a rise in the use of 
viruses, especially measles and vaccinia. for so-called oncolytic therapies in i,vhich the virus replicates in a cancer 
cell and spreads to surrounding cells (Haddad, 2017). Future studies that chart the evolution of oncolytic viruses 
in human hosts could potentially become roadmaps for the design and construction of effective bimveapons. if 
only because they bring into high relief the characteristics of the virus that have the greatest impact on tropism, 
spread, and pathology. 

Nanotechnology 

Nanotechnology is driving innovations in the delivery of gene therapies and other therapeutics. Actors i,vith 
access to nanotechnology tools could adapt these platforms for malicious use. with implications for delivery of 
pathogens or toxins as well as targeting attacks. Smaller vehicles in general have much better pharmacokinetic and 
pharmacodynamic properties, making them more effective in penetrating tissues and cells. Nanoparticles used in 
drug formulations include imprinted polymers, dendrimers, vesicles, nanospheres. nanocapsules. micelles. carbon 
nanotubes. liposomes, and nanoemulsions (IAP, 2015), and additional nanocarriers are also being researched, 
including DNA- and viral-based systems. 

Engineered nanotechnology could be used to assist in the i,veaponization of an agent in numerous ways (Kosa], 
2009). For example, nanotechnology could be used to create microcapsules or nanocapsules that encase the agent 
and improve stability or delivery (Koroleva et al., 20 I 6); to make delivery particles more environmentally stable; 
to create storage devices for biological products; to create specialized nanoparticles that respond to ultraviolet light 
(Jalani et al., 20 I 6). are activated remotely, or are engineered to evade the immune system (Zolnik et al., 20 JO; 
Rodriguez et al., 20 I 3 ); to confer the ability to penetrate skin or invade into tiny bronchioles in the lung. cross the 
blood-brain barrier (Saraiva et al., 2016), or target other specific tissues; or to provide advanced aerosolization 
capability. An example of one nanoparticle formulation and its use as a delivery platform is discussed in Box 7-1. 

Antomation 

Automation is grmving rapidly in nearly every field. In biology, the growth of automation is evident in the 
integration of technologies such as microfluidics, mass spectrometry, bioinformatics, and machine learning into 
laboratory processes. Automation tools allow researchers to screen ever-larger collections of genetic sequences or 
physical samples for a i,vide variety of properties; it is nov.· possible to produce and screen hundreds of thousands 
of clones and variants in a matter of weeks. Malicious actors could take advantage of these capabilities to, for 
example. streamline testing of agents, increase fidelity, and fine-tune targeting, potentially while evading mecha
nisms to detect or screen for malicious activity. Although sequence annotation is becoming more precise, many 
algorithms must still use unvalidated and unverified data (Poptsova and Gogarten. 2010). This creates "'noise" in 
the system that could inform the design of bioagents or allow malicious actors to undermine legitimate research 
by, for example, deliberately submitting incorrect genomic data to public databases to mask one's own work or to 
sabotage the detection efforts of others. 

Standard laboratory robotics is now within the reach of virtually any laboratory. By enabling massively scaled
up experimentation and testing. these tools can significantly shorten the time frame of the Design-Build-Test cycle 
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BOX 7-1 
Nanolipoprotein Particles as an In Vivo Delivery Platform 

As part of its information-gathering process, the committee received a presentation by Amy Rasley, 
Ph.D., Lawrence Livermore National Laboratory, on nanolipoprotein particles (NLPs). NLPs are a biomi
metic platform enabling in vivo delivery of various nucleic acids, proteins, carbohydrates, and small organic 
compounds. They are created as a circular lipid bilayer "raft" composed of amphipathic {both hydrophobic 
and hydrophilic) phospholipids held together by a scaffold composed of amphipathic lipoproteins. 

NLPs are created with biocompatible components to avoid the target organism's immune system (i.e., 
the scaffold proteins are chosen to match the proteins of the target organism). NLP assembly is facile and 
can be easily scaled up. NLPs can also be lyophilized, thus avoiding the need for cold-chain storage. The 
size of NLPs can range from 8 to 25 nanometers, permitting them to be tuned tor delivery by a variety 
of routes (e.g., inhalation, injection). They are also versatile, capable of being conjugated with proteins, 
peptides, oligonucleotides, carbohydrates, or small organic compounds. 

All components of NLPs can be produced synthetically without the use of any living systems, and 
NLPs can be customized for specific applications whose payloads vary drastically in terms of size, charge, 
hydrophobicity, and functionality. There is thus a wide range of flexibility and possible uses of NLP technol
ogy for medical therapeutic purposes and also the potential for misuse of NLP technology as a delivery 
platform for harmful agents. Detection of bioweapons using NLPs would be difficult, since the scaffold 
protein would be a native human protein, the NLP half-life in vivo is short, and NLPs are not self-replicating. 

SOURCE: Fischer et al., 2013, 2014. 

overall and potentially improve the likelihood of producing the desired biological functionality. Microfluidic tools, 
which provide the capability to handle small volumes, control laminar fluid flows. and measure perturbations 
and timescales within biological systems, are becoming particularly common and are used in a wide variety of 
research arenas, including drug development and the development of sensors for detecting biomarkers, biohazards, 
or pollutants (Dittrich and Manz, 2006: Berkeley Lights, 2017). In synthetic biology, microfluidics tools are being 
adopted to make the testing of biological products or systems fast, inexpensive, and robust. By facilitating testing 
of many agents at small scale and potentially low cost, these tools could provide malicious actors the capability to 
develop bioweapons by systematically incorporating multiple genetic variations to synthesize and screen multiple 
variants (a combinatorial approach) rather than a precise, knowledge-based approach. In addition, the automa
tion of protein design, enabled by mass spectrometry, potentially allows hundreds of thousands of variants to be 
tested, assessed, and used for refining the design of protein properties via machine learning algorithms (Huang 
et al..2016). The combined use of automated design with microfluidics can potentially enable an actor to rapidly 
develop and test multiple versions of a potential agent at small scale, at low cost, and with relatively limited prior 
knowledge of how to engineer the desired phenotypic result. For desired results such as lethality. combinatorial 
design and screening could also provide enough confidence in the behavior of an agent that the actor may not 
need to pursue larger-scale testing, as well as provide a way to achieve proof of principle for facilitating fidelity 
during production scale-up. Finally. microfluidics in particular can also create synergies with other areas such as 
nanotechnology by facilitating the creation of homogeneous nanoparticles for agent delivery. 

Additive Manufacturing 

Additive manufacturing technologies, also known as 30 printing, have emerged to create advanced materi
als with superior performance, lower environmental impacts. or new functionalities. A variety of materials with 
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complex biological architectures have been successfully emulated in synthetic systems, such as spider silk and 
leather (Qin et al., 2015). Although the vast majority of commonly available 30 printing technologies have been 
unable to sustain living cells, this capability is rapidly advancing (Richards et al.. 20 I 3 ). Examples include the 
development of 30 printers to generate replacement organs or pharmaceutical testing tissues such as livers and 
hearts (Robbins et al.. 2013 ); the use of a modified inkjet printer to print layers of Escherichia coli (Lehner et al.. 
2017); the printing of viable natto bacteria into clothing (Yao et al.. 2015); and the proposed use of 30 printing 
to generate oncolytic viruses (Swenson, 2015). 

It is conceivable that one could produce, with biological 30 printing, engineered microbes, viruses, toxins, 
or other biological products. This capability could also be used to create biological material that could be used 
as a platform to test bioagents at relatively low cost. or to explore techniques for ensuring bioagent fidelity. Such 
activities could likely be pursued surreptitiously, because the creation of a small amount of a highly infectious 
bioagent using a 30 printer would be hard to detect. 

Currently, 30 printers tailored specifically for biologicals are still rather expensive and require high expertise; 
they are not available to the public in libraries and other common spaces as plastics-based 30 printers are. However. 
as the technology continues to advance, costs may decrease and these devices may become more widely available. 

Health-Associated Data and Bioinformatics 

In the era of genomics. it has become increasingly feasible to design medical therapeutics tailored to the 
genetic makeup of an individual or a population. This approach. known as '"precision medicine," relies on the 
ability to amass large amounts of human genomic data. Sequence data alone are not sufficient, however: it is 
also necessary to understand genotype-phenotype functional relationships, which often entails tracing epigenetic 
modifications, metabolism. and changes in protein expression in response to environmental or other factors. The 
data necessary for such insights can be extracted from blood tests, urinalysis, and a range of other data points 
stored in individual health records. 

Approaches that attempt to link human genomic data with other health metadata are becoming the preferred 
models for the pharmaceutical industry, making this an extremely active area of research. Not only does this 
facilitate the pursuit of many more "'precise" drug targets. but genomic data, in the context of health metadata, 
can also allow for reverse engineering approaches for the synthesis of novel small molecules with therapeutic 
potential (Kim et al., 2016). 

None of these approaches is possible without sophisticated bioinformatics and machine learning capabilities 
that link. correlate, and analyze the data. Such sophisticated techniques also are highly dependent upon having 
enough correctly annotated data to be able to determine the biomarkers needed to identify specific human condi
tions of interest. This is likely to present a barrier. particularly for rare or complex multivariant conditions; the 
existence of more than 5 million known human genetic polymorphisms (Hall, 2011: but GHR [2018] estimates as 
high as 10 million) hints at the difficulties of trying to determine causative disease factors even with thousands 
of well-curated patient samples. 

While the tailoring of diseases (or spread of diseases) to subpopulations or individuals would not be an exact 
science, a relatively sophisticated adversary could seek to exploit genomic and health data. The use of genomic 
data, health metadata, and tailored bioinformatics will continue to advance in the realm of pharmaceutical research, 
and these advances could enable enhanced targeting capabilities for the development of bioweapons. The vast 
amount of healthcare data that are now available electronically and the multiple documented incursions into those 
data. including by foreign powers (Krebs on Security. 2013; Ponemon Institute, 2013: Filkins, 2014: Perakslis, 
2014), raises the poss i bi Ii ty that an adversary could bypass cybersecurity barriers, identify unique vulnerabi Ii ties 
for specific subpopulations. and then develop bioweapons tailored to target those vulnerabilities. For example. 
this approach could be used to develop ethnospecific bioweapons. Retroviruses integrate into the genome upon 
infection, and the integration mechanisms of these viruses could theoretically be altered to greatly favor one 
genotype over another. Similarly, the existence of population-specific differences in the sequences and structures 
of receptor proteins suggests that computational modeling, high-throughput screening. or directed evolution could 
be used to more finely direct an agent to target a specific subpopulation. While such targeting might be more 
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readily accomplished with known genetic subtypes (such as ethnic subgroups), it may also be possible to target 
geographic regions or nation-states semiselectively based on allelic distributions in human populations. It may 
even be possible to drive targeting to an even finer level, raising the specter of "personalized terrorism." 

An increasing knowledge of the human immune system and the ranges of individual responses to diseases 
also may open opportunities for probabilistic targeting of subpopulations. The ethnic prevalence of preexisting 
pathogens or the national prevalence of immunotypes (due to vaccination strategies in different countries) could. 
for example. be exploited in the design of bioweapons targeted to individuals with certain disease or vaccine expo
sures. General engineering of lowered immunity (discussed in Chapter 6. Modifying the Human Immune System) 
could lead to additional local endogenous viral reactivation. Similarly. given the somewhat regional nature of even 
highly cross-reactive allergens. knowledge of a subpopulation available from ( stolen) health records might provide 
clues for probabilistic targeting of anaphylactic shock. 

More insidiously, it is possible that some diseases could be engineered not only to target but to actively take 
advantage of known immune prevalences, in particular those related to vaccination. An extremely sophisticated 
adversary. knowing in advance the likely fitness landscape of a given pathogen, could release an engineered patho
gen that is '"designed to evolve" in particular ways upon encountering the most likely human immune response. 
For example, if an immunodominant epitope is known, and if previous modeling or experimentation had indicated 
the range of likely sequence substitutions in response to the antibodies already present due to vaccination. and if 
some of these sequence substitutions lead to increased engagement with a cell surface receptor. then the sequence 
of the pathogen could be poised in advance to evolve greater lethality or transmissibility. The advantage of this 
approach, from a malicious actor's perspective, is that a milder form of a disease could spread broadly and then 
"self-activate" as a result of"'designed evolution" to become a pandemic. As noted in Chapter 4, however, design
ing such a "new" pathogen is currently far from feasible. 

The probabilistic targeting of a disease to unique subpopulations could be used to drive particular military 
outcomes. Although chicken pox vaccination reduces the importance of this particular example, if a large fraction 
of a given military cadre is known to have been exposed to a virus such as varicella zoster virus (which causes 
chicken pox) and is thus at risk to develop a subsequent disease such as shingles. attempting to reactivate and 
augment this disease might be a viable attack vector. Indeed, the use of probabilistic targeting might prove to 
be especially important for driving military outcomes in an age where public health measures in the military are 
virtually universal and can be readily distributed. Probabilistic targeting, combined with targeting via geographic 
distribution and timed introduction, might be amenable to a larger-scale attack on a region by a more ubiquitous 
pathogen that could be readily detected and shut down through conventional public health countermeasures. 

SUMMARY 

• Continued convergence may help overcome some barriers to usability as a weapon for synthetic 
biology-enabled bioweapons. 

• Commercial and other drivers will push developments in these convergent fields, and these advances 
will also expand opportunities for misuse. 

• Medical applications are a key driver for a number of important converging technologies. 

While factors such as scale-up, stability. fidelity, and delivery are likely to continue to pose barriers to the 
weaponization of biological agents, a number of technological developments could create synergies with syn
thetic biology capabilities that allow malicious actors to overcome these barriers. In this chapter, five examples 
of convergent technologies at various stages of development (see Table 7-3) are presented that may help reduce 
barriers in various aspects of weaponization (see Table 7-1). It will be important to monitor future developments 
in these and other areas to identify and assess vulnerabilities that could facilitate bioweapons development. Such 
developments might result in significant raising of the level of concern related to the synthetic biology-enabled 
capabilities examined in this study (see Figure 9-1 and Table 9-1 ). 
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TABLE 7-3 Summary of Relative Maturity of Selected Convergent Technologies" 

Technology 

Gene therapy 

Nanotechnology 

Automation 

Additive manufacturing 

Health informati<·~ 

In Development 

In Use by 
Developers 

of the 
Technology 

11 

In Use by In Use by 
Synthetic Mokcular In Use by 
Biology Biology Amateur 
Community Community Fl io logi Sl S 

J 

1 

93 

aFor each column, darker shading indicates the technology is in romine use for that community, lighter shading indicates emerging use, and 

white background indicates little or no use. Adoption flows from left to right in most cases. 
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Options for Mitigating Concerns 

The study included consideration of opportunities to mitigate concerns related to the malicious use of bio
technology. The potential for mi ligation was an integral part of the framework for assessing concern. as detailed 
in Chapter 3. As described in Chapters 4-6. considerations relevant to mitigation were included in the assessment 
of concern for specific potential capabilities. although these assessments did not include an in-depth analysis of 
current preparedness and response capabilities or speculate about the efficacy of various potential approaches. 
This chapter explores, from a broader perspective, some current mitigation approaches. how synthetic biology 
may challenge those approaches, and conversely, how synthetic biology may help address challenges or bolster 
mitigation approaches. A comprchcnsi vc, in-depth review of strengths and weaknesses in c urrcnl U.S. or interna
tional programs was outside the scope of this study; as such, this report docs not offer a full analysis of mitigation 
capabilities and makes no recommendations pertaining to mitigation priorities. Rather, this chapter is intended to 
provide useful context about fundamental mitigation concepts and approaches that arose during the course of the 
study. along with a brief exploration of some potential emerging challenges and opportunities. 

CURRENT MITIGATION APPROACHES AND INFRASTRUCTURE 

The mitigation of synthetic biology-enabled attacks essentially has two broad components: minimizing the 
chances of an attack and minimizing the ncgati vc ou !comes once an attack has occurred. As di scu sscd in Chapter 3, 
Potential for Mitigation, key clements that contribute to the potential for mitigation include deterrence and preven
tion capabilities. ability to recognize an attack. attribution capabilities, and consequence management capabilities. 
Broad I y speaking. many of the same tools that arc used to mi ti gate natural infectious disease ou !breaks or exposure 
to c hcmicals ( c .g .. from cnv ironmcntal spills) arc also relevant to mitigation of an intentional biological or chemical 
attack. In addition. the practices and rules in place to mitigate dual-use research may be relevant lo some synthetic 
biology capabilities. The following sections provide a brief overview of selected existing mitigation approaches 
and infrastructures related to life sciences research, public health. emergency response, and healthcare capabilities 
that may be relevant to mitigating synthetic biology-enabled attacks. 

95 
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Deterrence and Prevention Capabilities 

Deterring or preventing the development and use of biological weapons, including those enabled by advances 
in synthetic biology, is of high priority for the U.S. Department of Defense (DoD) and for the nation. However, 
there are fundamental challenges to deterring or preventing misuse of biological advances. It has been noted that 
"the knowledge, materials, and technologies needed to make and use a biological weapon are readily accessible, 
everywhere in the world'" (Gronvall, 2017). While fundamental research and clinical studies are the engines that 
drive public health and medical treatments, they simultaneously provide dual-use opportunities. Pathogens are 
ubiquitous, found in hospital and research laboratories, scientific culture collections, infected people and animals, 
and the environment. The skills and equipment applied to solving challenges in medicine. agricu I ture, and other 
disciplines for beneficial puf!X!ses are largely the same as those that would be used in making a biological weapon. 
Advances made in the age of synthetic biology add to the already-broad spectrum of biotechnologies that could 
be misused. 

To support deterrence and prevention of misuse of biotechnology without unnecessarily hindering beneficial 
research, the prevailing approach has been to implement multiple overlapping tools that, when taken together, can 
provide greater value. These tools fall into two general categories: norms. and policies and regulations. 

Norms and Seif-Governance 

Norms against the misuse of biology exist and are supported on many levels. from the global to the individual. 
The Convention on the Prohibition of the Development. Production and Stockpiling of Bacteriological (Biological) 
and Toxin Weapons and on Their Destruction, commonly known as the Biological Weapons Convention (BWC). 
is the cornerstone of international-level deterrence for biological weapons, including those created by synthetic 
biology (UNOG, 2017). The BWC bans such weapons, sets the standard for global norms. binds the nation-states 
that are party to the treaty. and defines acceptable behavior. There have been violations; for example, the Soviet 
Union maintained a secret bioweapons program after the treaty was ratified (Alibek. 1998; Cox and Woolf. 2002). 
However. no country goes against the international norm to flaunt an offensive biological weapons program; even 
North Korea, which openly flouts international prohibitions against nuclear testing. has denied accusations that 
the country is developing biological weapons (Sampathkumar.2017). United Nations Security Council Resolution 
1540, which prohibits states from assisting non-state actors in developing biological and other types of weapons. 
is another relevant international agreement ( UN Security Council, 2004). 

At the level of institutions and individuals, the scientific community has a tradition of self-governance and 
established norms entailing what constitutes responsible conduct in science. A landmark example is the 1975 Asi
lomar conference. With the advent of recombinant ON A technology, leading scientists recommended a moratorium 
on recombinant DNA experiments involving toxins, oncogenic viruses, and antibiotic resistance until their safety 
could be assessed (Berg et al., 1974 ). To facilitate that assessment, scientists and government officials gathered 
at a conference in Asilomar, California: after further research and national discussion, the moratorium was lifted 
in 1976, and a new guidance system was created for all recombinant DNA work funded by the U.S. government. 
What happened at Asilomar has become the template for scientists' responses to scientific discoveries with social 
and ethical implications and a symbol of the scientific community's capacity to self-govern. 

In the decades since. this tradition of self-governance has been applied toward dual-use biotechnologies. In 
2004, a National Academies report, known as the "Fink report" after the study's chairman, geneticist Gerald R. 
Fink (NRC. 2004), made the case that scientists have a moral duty to avoid contributing to the advancement of 
biowarfare or bioterrorism and outlined types of experiments that would require consideration and review before 
being undertaken. These experiments- including those relevant to rendering a vaccine ineffective or conferring 
resistance to available therapeutics, evading detection or diagnosis methods, enhancing or creating virulence, 
increasing a pathogen's transmissibility or altering its host range. or enabling weaponization-parallel the concerns 
considered in this report regarding uses of synthetic biology. The Fink report formed the starting point for a federal 
advisory committee of the U.S. Department of Health and Human Services (HHS) called the National Science 
Advisory Board for Biosecurity, which defined Dual Use Research of Concern (DURC) (U.S. Government, 2012) 
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and established the basis for a requirement that U.S. federally funded research involving certain regulated Select 
Agent pathogens (taken from the Federal Select Agent Program Select Agents and Toxins list; see CDC/APHIS. 
2017) undergo DURC research review. 

Another important area of self-governance relevant to synthetic biology is the voluntary screening of orders 
by vendors providing DNA synthesis services. Guided by a framework created by HHS in 2010, DNA provid
ers are encouraged to screen orders for sequences of concern (e.g .. DNA encoding Select Agents) and to screen 
customers to ensure that they are legitimate users of biology (HHS, 2010). Screening is intended to ensure that 
genetic material of regulated pathogens - including the causative agents of anthrax. small pox, and rinderpe st. for 
example-cannot be purchased without review and potentially consultation with government agencies. Screening 
is supported and facilitated by the International Gene Synthesis Consortium (lGSC), an international voluntary 
coalition of gene synthesis companies, which has adopted the 20 JO HHS-recommended screening practices as 
well as even more stringent measures (IGSC. 2017; Cision PR Newswire, 2018). 

Other examples of self-governance include work related to the responsible conduct of scientists (e.g., National 
Academies of Sciences. Engineering, and Medicine. 20 17b ,c), bioethics training for students, a Ii fe sciences pro
fessional code of conduct, and biosafety training for laboratory scientists. While the norms of self-governance 
are not going to deter or prevent a determined malicious actor from seeking to develop, obtain, or use a biologi
cal weapon (whether it is enabled by synthetic biology or not), these norms provide groundwork that could be 
built upon. At minimum, they offer a basis for social surveillance of unethical or malicious behavior within the 
scientific community. 

U.S. Policies and Regulations 

After the 200 I attack involving letters containing anthrax spores. the U.S. Congress strengthened several laws 
relevant to biosecurity and dual-use research. which resulted in the formal implementation of the Federal Select 
Agent Program (CDC/ APHIS, 2017). In contrast to previous biosafety and containment guidance, which was 
geared toward equipping laboratory workers to perform experiments on dangerous pathogens without harming 
themselves or the public, the Select Agent program was designed to protect against unauthorized agent acquisition 
that might potentially result in the purposeful misuse of those specified agents and toxins deemed most harmful. 
The regulations require facilities handling listed pathogens to have physical security protections in place and to 
require individuals to undergo a security assessment before accessing agents on the list. For the most part, Select 
Agent regulations provide security through denial of access to pathogens, under the assumption that most bad 
actors would prefer the simplest method of gaining access to pathogens-stealing them from a laboratory. 

Additional policies and requirements apply to researchers who receive U.S. federal funding for DURC, and 
these were recently reviewed by the National Academies (see National Academies of Sciences, Engineering. and 
Medicine. 20 17b). These requirements (U.S. Government, 2012, 2014) stipulate that research using one of 15 
pathogens or toxins or that falls within seven identified experimental categories is subject to additional oversight. 
Research proposals involving highly pathogenic avian influenza HSN I also are subject to special evaluation by 
HHS. Although the government recently lifted a moratorium on gain-of-function experiments involving "pathogens 
of pandemic potential." it specified additional review procedures that must be carried out before such experiments 
can be conducted (HHS. 2017a). 

Some aspects of deterrence and prevention are based in the public health arena. For example, the availabil
ity and use of a vaccine or other countermeasure for a particular biological threat. in itself, can be a powerful 
deterrent-a bad actor is much less likely to use an agent for which the target population is impervious. Even in 
the absence of a specific medical countermeasure. a robust and healthy population, supported by strong public 
health infrastructure, can provide resilience against an attack. Conversely, the Ebola outbreak in Guinea. Sierra 
Leone, and Liberia that killed 11,3 JO people in 2014-2015 and impacted other countries including the United 
States is an example of what can happen during a natural outbreak of a serious infectious disease in the absence 
of a robust public health infrastructure. Kosa! ( 2014) and others have reinforced the importance of strengthening 
public health infrastructure in all areas of the world as a strong deterrent to misuse of biotechnologies and as a 
way of enhancing international biosecurity. 
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Capability to Recognize and Attribute an Attack 

Other factors that contribute to mitigation relate to the capability to detect an emerging health threat, recognize 
it as a purposeful attack. and trace the attack to the actor responsible. Epidemiology, laboratory diagnostics, and 
environmental monitoring arc essential components of systems to detect emerging heal th threats. Some of the 
procedures involved in disease surveillance and agent identification can also infonn a dctcnnination of whether 
a health threat is the result of an intentional attack or a natural outbreak and potentially provide clues about the 
actor responsible. Figure 8-1 prov ides an overview of selected existing proccd urcs and systems in place to idcntif y 
emerging health threats aff ccting the U.S. public and military personnel. 

In the United States, surveillance and reporting of infectious diseases occur at multiple levels and have both 
mandatory and voluntary components. Depending on local, state, or territorial jurisdictional requirements, health
care providers, laboratories, hospitals, and other healthcare partners in the civilian arena must report the detection 
or suspicion of certain agents to their regional public health department and sometimes must submit samples for 
confinnatory testing at a public health laboratory. Once such a laboratory is involved, an alert is issued to support 
the identification of other cases of similar disease, and epidemiology becomes an essential factor in disease sur
veillance. In addition, the identification of certain pathogens (e.g., Select Agents) at these regional public health 
nodes requires notification of the U.S. Centers for Disease Control and Prevention (CDC) through the Laboratory 
Response Net works for Chemical and 8 iological Terrorism (CDC, 2014b ,c). The DoD has a similar nodal s ystcm 
of large military reference laboratories, smaller regional laboratories, and local and point-of-contact care centers, 
referred to as a "soldicr-providcr-biosurvcillancc sentinel" approach. The DoD also operates a Global Emerging 
Infections Surveillance and Response system to monitor emerging infectious diseases (AFHSB, 2017), and DoD 
laboratories also participate in CDC's Laboratory Response Networks. 

To identify a pathogen, a specimen is typically compared against data available from organism banks or 
seq ucncc databases, such as the Mu I tidrug-Rcsistant Organism Repository and S urvcillancc Net work (WRAIR, 
2017), CDC's MicrobcNct (CDC, 2017b), or Gcn8ank'11' (NCBI, 2017). Direct antigen tests, supported by both 
military and civilian healthcare systems, use immunochromatographic methods to identify pathogens and can be 
conducted in the field or in any physician's office. Increasingly, these tests arc being replaced by newer platforms 
for point-of-care molecular tests, most based on polymerase chain reaction (PCR) technologies, which can rapidly 
detect bacteria, v iru scs, and parasites, and rcq uirc Ii ttlc technical know ledge or sample handling ( de Paz ct al., 
2014: Vidic ct al., 2017). While they only target specific known and relatively common pathogens, molecular 
technologies can quickly rule in or rule out a known pathogen and provide more accurate and sensitive results than 
direct antigen tests. When tests available at the point of care arc inconclusi vc or confirmatory testing is desired, 
specimens can be sent to public health, military, or commercial reference laboratories, which have a much more 
extensive capability based on in-house laboratory-developed tests. These tests, most based on real-time PCR or 
matrix-assisted laser desorption/ionization time-of-flight (MALDI-ToF) mass spectroscopy, require laboratory 
infrastructure and arc more complex to perform and analyze, but they arc capable of detecting a wider range of 
pathogens. The molecular identification methods used in the Laboratory Response Network laboratories and thus 
in the disease surveillance and reporting systems with which they interface arc developed nationally and deployed 
via standardized methods to provide uniformity and comparability of results across each network. These efforts 
arc also supported by extensive National Institute of Allergy and Infectious Diseases research and development 
efforts to advance methods for tracking, sequencing, and analyzing pathogens. 

These surveillance systems support early detection and response when an emerging disease threat presents 
symptoms that arc clearly apparent and can be linked to an identifiable pathogen or toxin. Surveillance networks 
in countries that have a robust public health system arc also a valuable asset toward recognition of an attack, 
should one occur (sec Kosa!, 2014). However, such an attack would likely take longer to detect in less-developed 
countries or in war zones, which generally lack a strong public health infrastructure or for an agent that produces 
atypical symptoms. Another limitation is the temporal reporting delay between local and national recognition that 
an outbreak or attack has occurred. 

To augment established surveillance and notification systems, public health authorities arc exploring the use 
of a variety of newer networks and potential data sources. For example, the e-mail lislscrv ProMED-mail acted 
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Initial testing in field or doctor's office 
• Antigen detection tests 

• Molecular tests 
• Agent detected via environmental 

monitoring (e.g., BioWatch1, FERN 2) 

• Extensive testing in specialized labs 
• State or federal public health labs 
• Military reference labs 

• Commercial labs 

I I 
-

• CDC Epidemic Information Exchange3 (Epi-X) communications network 
• National Notifiable Diseases Surveillance System, NNDSS4 {civilian) 
• Global Emerging Infections Surveillance and Response System, GEIS5 (military) 

• CDC Laboratory Response Networks for Chemical and Biological Terrorism, 
LRN-C6 and LRN-B7 (both civilian and military) 

• Disease-specific surveillance programs (e.g., influenza8, food borne diseases9 ) 

• International networks (e.g., ProMed10) 
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l<~IGURE 8-1 Examples of elements that contribute to the identification of emerging health threats. When a disease is detected 
via the healthcare system, initial tests in the fielJ or Joctor's office are performed to identify the causative agent. If initial 
tests are inconclusive, more extensive testing may be carried out in specializeJ laboratories. If the results meet certain criteria, 
reporting to one or more surveillance and response networks may be required. These networks in tum adjust testing protocols, 
reporting requirements, and response guidelines according to current understanding of threats . In general, the e steps are car
ried out under the purview of separate systems in the civilian versus military realm, though there are cross-linkages . There are 
also systems designed to detect agents directly in the environment in order to provide early warning before affected patients 
enter the healthcare system. 
NOTES: 1 Bio Watch is a program of the U.S. Department of Homeland Security that monitors the air in public places for the 
presence of Select Agents (Firovcd.2016). 

2 The U.S. Department of Agriculture's Food Emergency Response Network (FERN) is responsible for detecting biological, 
chemical. and radiological contamination of food (FERN, 2017 J. 

-1 CDC,2017a. 
4 National Notifiable Di seases Surveillance System , https://wwwn.cdc .gov/nndss. Ac(·essed May 11.2017. 
'AFHSB, 2017. 
6 CDC, 2014c. 
7 CDC, 2014b. 
~CDC,2017c. 
9 CDC. 2017e. 
lfl The Program for Monitoring Emerging Diseases is :i reporting system maintained by the International Society for Infec

tious Diseases. http://www.isid.org/promedmail/promed mail .shtml. Accessed January 25, 201 S. 

as an early warning system during the SARS (severe acute respiratory syndrome) outbreak in China in 2003 
(Madoff, 2004): social media has been used lo supplement traditional infectious disease surveillance tools (e.g., 
see Milinovich et al., 2014; Velasco et al., 2014; Charles-Smith et al., 2015; Young, 2015; Fung et al., 2016); and 
new data sources such as electronic medical records. search engine queries, data on pharmaceutical purchases, or 
longitudinal seroprevalence or biomonitoring studies (Klompas et al., 2012; Butler, 2013: Fung et al., 2015) could 
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potentially be mined for real-time disease surveillance purposes. Although these nei,ver platforms are not validated 
data sources in surveillance and epidemiology-still requiring standards, advanced analytical capabilities. and 
resolution of privacy concerns (Chiolero et al.. 2013; Friedman et al.. 2013)-they could be valuable tools for 
earlier detection of natural or intentional disease events in the future. 

Consequence Management Capabilities 

Tvm key capabilities for containing and responding to a chemical or biological attack (consequence manage
ment) are the ability to limit the spread of transmissible agents and the ability to counter an agent i,vith vaccines, 
therapeutics, or other tools. 

Methods to Limit the Spread of' Transmissible Agents 

CDC provides clear definitions of classic infectious disease mitigation measures such as the isolation of 
infected individuals (CDC, 2014a). Isolation and quarantine, along i,vith contact tracing and travel restrictions, were 
used to great effect to limit the spread of SARS during the 2003 outbreak (Anderson et al., 2004 ). The effective
ness of such public health measures is highly dependent on the basic reproduction number. known as R0, and the 
serial interval of the pathogen in question. In addition, i,vhile such measures tend to work well in a military setting, 
they can be more difficult to implement in a civilian setting due to poor acceptability and other social factors, as 
was the case in the United States during the 2015 Ebola outbreak. Other relevant measures to limit the spread 
of agents include personal protective equipment such as impermeable body suits, gloves, and respirators used to 
protect emergency workers from contamination v.·hen working in the field (FDA. 2017c). 

Medical Countermeasures 

Medical countermeasures include biological products, drugs, and devices approved by the U.S. Food and Drug 
Administration (FDA) to prevent, treat. or ameliorate illness in the event of a public health emergency caused 
by an infectious agent, toxin, or chemical, whether natural or manmade. These include devices such as personal 
protective equipment. along with vaccines, antibiotics. antivirals. antitoxins, and other drugs and therapeutics. 1 

HHS and the DoD share responsibilities for the development of medical countermeasures. targeted at agents 
on the Select Agent list, in conjunction with Material Threat Assessments provided by the U.S. Department of 
Homeland Security (see the Public Health Emergency Medical Countermeasures Enterprise Strategy and Imple
mentation Plans [HHS. 2017b j). Limitations in research capacity, funding, and clinical capabilities necessitate 
careful decisions about which medical countermeasures can be feasibly developed, from their inception to animal 
testing. scale-up, clinical testing, and manufacturing. It is also difficult to engage pharmaceutical manufacturers 
to invest time and platforms into medicines that may not show significant return on investment. Considerations 
related to how these measures are manufactured (typically on an on-demand basis) and dispensed to populations 
are also important. Although some countermeasures are placed in the Strategic National Stockpile (maintained 
by CDC), which supplies state and local public health agencies with medical countermeasures in the event of a 
national emergency (CDC, 20 l 7f). inventories of many countermeasures are extremely limited and are likely to 
be sufficient for only the first days of an outbreak situation. 

MITIGATION CHALLENGES POSED BY SYNTHETIC BIOLOGY 

The mitigation measures described above have strengths and weaknesses despite the advent of synthetic biol
ogy. Synthetic biology brings some of those weaknesses into sharper relief, creates new challenges, and creates 
opportunities for improving mitigation capabilities. 

1 For further information on public health met.lie al countermeasures, sec FDA. 2017c. 
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Challenges to Dcter-rence and Pr-evcntion 

Taken together, strategics such as norms and self-governance, voluntary guidance, regulations, and interna
tional bans provide numerous barricn; lo the misuse of biological research that arc potentially larger than the sum 
of their individual parts. However_ these strategics, many of which lack formal enforcement mechanisms, have 
been criticized over the years as insufficient to guard against the purposeful misuse of biology (Palmer ct al., 
2015). At the international levcL for example, the BWC has influenced norms but has kw effective enforcement 
mechanisms. Concerns about the weaknesses of these strategics have gained greater traction with the emergence 
of synthetic biology. The following sections discuss two areas in which synthetic biology has raised particular 
concern: the accessibility of modem biotechnology to a wider range of actors and the pitfalls of list-based screen
ing to detect malicious activity. 

Accessibili1y of Bi01echnology 

Biology today is conducted in a markedly different environment than that of the 1975 Asilomar conference, 
the seminal event that set the model for scientific self-governance. There is now not only an expanded array of 
tools available, but a far more diverse scientific community. Synthetic biology teclmiqucs arc accessible to a wide 
variety of people. including traditional academic and commercial researchers but also amateur biologists. nonbi
ologisl engineers, and manufacturers, not all of whom arc steeped in the norms of traditional academic settings. 
Some have also argued that tacit knowledge is becoming less central to successful biological manipulation thanks 
to the increasing sophistication of information technologies (Rcvill and Jefferson, 2014). As noted in Chapter 2, 
the movement toward making biology "programmable" broadens the array of actors who may be capable of 
engineering biological components, although the pace and ultimate degree to which biology is and will become 
·'programmable" is a matter of some debate. 

In addition to traditional pathways for entering biotechnology-working in academic laboratories, obtaining a 
graduate degree. and pursuing a traditional postdoctoral fellowship-people can now enter the field through non
traditional ways. For example, do-it-yourself (DIY) models of biological experimentation have gained popularity 
in recent years. offering nonscicntisls the tools and guidance for performing biological research. As biotechnology 
industry analyst Rob Carlson wrote in Wired in 2005, "the era of garage biology is upon us," noting that a person 
could, with a kw thousand dollars of investment, get lo work "'hacking biology" (Carlson. 2005). The community 
has grown since then: in 2017. a "Global Community BioSummiC was organized at the Massachusetts Institute of 
Technology (MIT) Media Lab, which brought together "'biohackcrs" and members of independent and community 
laboratories from dozens of countries (MIT Media Lab, 2017). Many DIY biology activities arc expressly cdu
cationaL fun. or lied lo local community needs (e.g .. testing food samples). Yet while most of these DIY projects 
arc not sophisticated, the model docs make accessible lo the general public tools that can be used lo do advanced 
work. For example, for less than $200, reagents and kits can be acquired that enable amateurs to employ gene
editing technologies such as CRISPR/Cas9. although advanced skills and additional laboratory resources would 
likely be required to use such kits to create a harmful agent. It is also possible that community laboratories could 
provide a venue for malicious actors or be implicated as misdirection in a perpetrated event. 

Another example of a nontraditional group of biotechnologists is the International Genetically Engineered 
Machine competition (iGEM. 2017b). iGEM began in 2003 as an in-class competition at MIT in which teams of 
students were challenged to build synthetic biological s ystcms from standard, interchangeable parts, called Bio
Bricks rn ,and operate them in living cells. Though iGEM projects arc carried out by students, many of them entirely 
new to bioscience, some projects have been quite sophisticated. Now an annual event open lo participants outside 
of MIT, iGEM involves students at the high school, undergraduate, and graduate levels from countries around the 
globe. Projects routinely involve the engineering of microbial, mammalian, and plant cells; the 2014 grand prize 
winner. for example, circularized proteins to make them more physically stable. 

The fact that a relatively untrained individual could perform complex bioengineering has triggered concerns 
and mechanisms to improve the safety and knowledge of the amateur community\ activities (Kellogg. 2012; 
Holloway. 2013: Kolodzicjczyk, 2017). A "sec something. say something" campaign of the Federal Bureau of 
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Investigation (FBI) performs outreach to both the DIY biology community and to iGEM (Wolinsky. 2016). The 
FBI and the American Association for the Advancement of Science have also teamed up to increase understanding 
of the risks and benefits of the field ( Lempinen. 2011 ) and ex pl ore ways to '"safeguard science:• 

Pitfi1lts of List-Based Screening 

Advances in synthetic biology capabilities pose a number of challenges to list-based screening as a key tool for 
deterrence and prevention. In particular. the voluntary screening of orders by DNA providers, a system intended to 
prevent production of Select Agents. is becoming less useful (Casadevall and Reiman, 20 I 0; Carter and Friedman, 
2015; DiEuliis et al., 2017b). While screening of customers is and will likely remain an important tool, recent 
research examples indicate that screening of the sequences ordered by those customers may become less relevant. 
Using lists may make it easier to implement policy, but a static list-based approach is concerning not only because 
many pathogens exist in nature, but because synthetic biology now allows for the creation of new pathogens and 
other potentially harmful biological components that are not found on such lists. 

Sequence screening is based on homology to "data from all organisms on the Select Agent list, the Australia 
Group List, and other national lists of regulated pathogens" (IGSC. 2017). so if an agent is not on the list. it is not 
flagged. For example. current guidance did not prohibit a DNA provider from fulfilling an order for the genome 
of the extinct virus horsepox: the recent publication of the synthesis and booting of the horsepox genome (Noyce 
et al., 2018) raised concerns that some techniques employed to create this pox virus could be applicable to creat
ing smallpox (DiEuliis et al., 2017a; Koblentz, 2017) because horse pox has high sequence similarity to variola 
virus. the causative agent for small pox (Tulman et al., 2006). In addition. while there are processes to connect 
synthesis companies with U.S. law enforcement agencies in the event of a problem. DNA synthesis is performed 
worldwide, and it is less clear that such processes are in place in all other nations. Importantly. in addition to DNA 
synthesis screening, lists such as the Select Agent list also form the basis of many of the downstream mitigation 
tools discussed in this chapter. including detection. diagnostics, and the development and prioritization of medical 
countermeasures. An overreliance on the Select Agent list is a systemic weakness affecting many aspects of the 
United States' current biodefense mitigation capability. 

Another weakness is that DNA sequences of less than 200 base pairs (known as oligonucleotides) are not 
screened. This has raised concerns that a determined malicious actor could potentially obtain multiple short 
sequences from commercial vendors and assemble them to create full-length pathogen DNA. although such a 
strategy would require significant effort and ski] I. particularly for pa tho gens with large genomes. It has been argued 
that screening oligonucleotide orders is unworkable due to a higher expected false positive rate for any given 
short sequence, which would be exacerbated by the much higher volume of oligonucleotide orders (Garfinkel et 
al., 2007; Carter and Friedman, 2015). A counterargument has been put forth that oligonuc leotide screening could 
be performed differently than for longer genes, such as by analyzing groups of oligonucleotides in an order (or 
across multiple orders) and setting sequence similarity thresholds to higher values. Another concern is that evolv
ing trends in the life sciences enterprise may erode vendors' incentives for screening. As DNA synthesis becomes 
cheaper, the somewhat fixed cost associated with screening represents an increasingly larger percentage of total 
costs. creating a disincentive against screening on the part of those companies (DiEuliis et al., 2017b). These costs 
could be especially acute if oligonucleotide screening were implemented. 

Current screening approaches are primarily based on the homology of a sequence order to the sequence of a 
specified pathogen, as opposed to screening for sequences that confer specific pathogen characteristics. As further 
understanding is gained connecting sequence to function, there is an opportunity for the types of lists used to evolve. 
Thus. some form of list-based mitigation could continue to play a role in the deterrence and prevention toolkit, 
even if this strategy has limitations and will need to be part of a layered approach that includes other strategies 
( see Opportunities for Improving Deterrence and Prevention Capabilities, below). 
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Challenges to Recognizing and Attr-ibuting an Attack 

In a textbook world, approaches to surveillance for disease outbreaks arc based on the appearance of clear 
disease symptoms in a group of individuals connected in place and time and which can be attributed to a causative 
agent. The recent Zika outbreak in the Americas is a good example of how these "perfect conditions" arc not 
always met. Eighty percent of Zika-infectcd individuals showed no signs of disease, symptoms were mild even 
in those who were symptomatic, and the link to microccphaly in infants born to infected women could not have 
been predicted. Such examples underscore remaining weaknesses in disease surveillance tools for recognizing even 
natural disease outbreaks: these weaknesses may create particular challenges with regard to some types of synthetic 
biology-enabled attacks. For example, as discussed in Chapter 6, it may be possible to develop biowcapons that 
alter the human host and produce health effects that arc not immediately obvious as a disease outbreak or attack, 
such as by reducing immunity or modifying the microbiomc. 

Synthetic biology could also confound the ability to identify the causative agent in a biological attack. Despite 
the breadth and depth of available repository resources, there would not always be a reference specimen lo use 
as comparator, particularly if the agent is markedly different from natural pathogens or toxins. Many current 
mitigation efforts arc inherently list based (aimed at detecting Select Agents) and arc heavily dependent upon the 
secrecy of the exact genomic regions used for the PCR primers and probes; should an adversary determine what 
these regions arc, it could be possible to create a functional yet undetectable pathogen by altering those regions 
using codon-switching techniques. 

In addition lo challenges related to clinical surveillance, synthetic biology could also further compound weak
nesses in environmental surveillance capabilities, which seek to detect agents in the environment to provide early 
warning before patients present in the healthcare system. For chemical threats, the Laboratory Response Network 
for Chemical Terrorism utilizes several fonns of mass spectroscopy, which makes unbiased detection much 
more f casiblc ( assuming reference standards arc avail able) than in the biological field, where unbiased detection 
remains extremely challenging. Although it is feasible to utilize PCR to identify a Select Agent pathogen "needle" 
from the enormous environmental background "haystack," there is no technology available today that can reli
ably alert us when a novel pathogen, whether natural or engineered, is present in the environmental background. 
These tools will not be useful in detecting unknowns, genetically engineered chimeras, or agents for which the 
PCR primer or probe binding site has been altered. Ul tra-dccp mctagcnomic sequencing w i 11 find vast amounts of 
uncharacterized sequence in any environmental sample, and sorting it all out to the point where a novel pathogen 
can be definitively identified is currently too costly and too lengthy a process to be useful. Bioinformatics tools 
provide powerful means of sifting through seas of sequences, but they rely on assumptions, for example, about 
what constitutes a taxonomic unit, and the incompleteness of available reference databases affects the accuracy 
of the results. An additional complication is that the "normal" background microbial composition is poorly char
acterized for many outdoor and indoor environments and can be affected by many factors (National Academics 
of Sciences, Engineering, and Medicine, 2017d). Given these challenges, approaches such as mctagcnomics and 
environmental surveillance arc not likely to completely fulfill the need to provide early identification of agents 
used in synthetic biology-enabled attacks. 

If current environmental surveillance methods arc not capable of recognizing a novel agent, the implication 
is that we arc dependent upon the public health system to recognize outbreaks of novel pathogens, whether natu
ral or engineered. Relying on this reactive approach suggests that it would not be possible to act to mitigate or 
contain an outbreak until patients have developed symptoms that trigger a health community response; as a result 
of this delay, people would become ill before it is possible to know that an attack has occurred. Isolation of the 
novel causative agent by culturing (if possible) followed by sequencing or ultra-deep sequencing and painstak
ing assembly would be needed to characterize the agent and lay the groundwork for analyzing its mechanisms 
and origin. This initial characterization process might take a few days at best, or considerably longer if the novel 
agent is a highly engineered version of a normally benign microbe or is no longer present in the patient by the 
time symptoms arc apparent. In cases in which the agent is a pathogen, PCR reagents can be developed quickly 
once the genome has been obtained, at which point the agent can be added to the list of agents detectable through 
environmental and clinical surveillance systems. 
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There is no magic bullet for dealing with all new routes to harm that are made possible by modern biotech
nology, including synthetic biology, nor are there magic bullets for handling every natural agent that emerges, as 
exemplified by experiences with SARS. MERS (Middle East respiratory syndrome), West African Ebola, and other 
outbreaks. The 2003 SARS outbreak in particular underscored to the international public health and biosurveil
lance communities the need to have mechanisms in place for rapid characterization and international information 
sharing to respond adequately to novel and emerging threats. The types of biosecurity concerns related to synthetic 
biology assessed in this report provide added urgency to that message. 

Consequence Management Challenges 

If disease surveillance and laboratory infrastructure cannot detect, identify. and characterize the causative 
agent, it is also possible that current available medical countermeasures-such as vaccines and therapeutics-may 
be less effective or, in certain cases. ineffective. While existing medical countermeasures may be quite useful for 
containing or counteracting agents created i,vith synthetic biology that are highly similar to existing pathogens 
of concern, not all agents may fit this model. For example, if multiple drug resistance mutations are introduced 
into a bacterium to produce a bimveapon, even a broad-spectrum antibiotic administered before the agent is fully 
characterized may be ineffective. Similarly, if a viral chimera is engineered bearing novel surface antigens, it 
is unlikely to be neutralized by immunoglobulin given post-exposure. In short, if the agent is not susceptible to 
available vaccines, drugs, or antibody-based therapeutics, existing systems are less likely to limit its spread. poten
tially increasing the scope of casualties. In such scenarios, developing, testing. and approving drugs and vaccines 
to counter the agent using traditional approaches i,vould entail long delays and an associated likelihood of many 
people being affected, suggesting a need for novel approaches to rapidly manufacture and test nev.· therapeutics. 
Effectively implementing such approaches would require not only technological advancement but also rapid regu
latory approval processes. such as the Emergency Use Agreement mechanism used by the FDA. 

POTENTIAL OPPORTUNITIES TO ADVANCE MITIGATION CAPABILITIES 

Despite the challenges posed by the current and anticipated biological threat landscape. there are multiple 
opportunities to build upon current capabilities and fill some of the gaps. In fact, synthetic biology capabilities may 
themselves help advance some mitigation efforts. Providing a comprehensive list of technologies with sufficient 
information to judge their efficacy in dealing with novel outbreaks is outside the scope of this report. This section 
is intended to highlight some of the ways in which technologies currently in development could improve the abil
ity to handle future outbreaks or attacks. including selected examples of potential opportunities for improving the 
capacity for deterrence. prevention, attack recognition. attribution, and consequence management. 

Opportunities for Improving Deterrence and Prevention Capabilities 

Engineering techniques such as abstraction, standardization, modularity, automation, and rational design are 
likely to enable significant advances in synthetic biology. While the degree of incorporation of computation into 
the synthetic biology workflow will vary. one opportunity to explore mitigating biodefense concerns, for those 
approaches that depend on computational engineering, is to explicitly integrate mechanisms to prevent, detect, 
identify, and store information about malicious activities in the computational infrastructure. This approach could 
be relevant to all aspects of mitigation but is perhaps most salient for prevention and attribution. Examples of types 
of approaches that could be further explored are discussed below. Box 8-1 outlines how such approaches might be 
applied to identify or prevent malicious activity at various stages of two example scenarios. 

• Screening of ac1ivi1ies with machine learning: It may be possible to develop algorithms that learn and 
recognize patterns, such as DNA segments or sequence transformations, material transfers, or equipment 
usage, that relate to the creation of a biological threat. This approach could potentially help flag suspicious 
activity early in the design cycle. However, developing such algorithms requires a large amount of training 
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data, and data reflecting malicious activity would be hard to come by: as a result, developing a sufficiently 
accurate algorithm may be infeasible. 

• Systems 10 constrain design capabilities: Rules could potentially be encoded directly in software for 
engineering DNA constructs to make it difficult or impossible to create specific genetic designs, for 
example, by prohibiting or requiring the addition or removal of specific DNA segments, requiring specific 
assays. preventing the transfer of materials to specific individuals or entities. or excluding or requiring the 
use of specific host organisms. Although this approach could help deter or prevent some malicious activities, 
it v.-ould not be sufficient to prevent designs based on specific knmvledge or on brute-force combinatorial 
testing that bypasses biological design tools and could be difficult to implement in a way that prevents user 
tampering. 

• Maimaining registries of knm•.'n expertise and mmerials: Database infrastructure and supporting tools 
could be created to track known sources of expertise and materials relevant to the capacity to produce a 
biological threat, such as information about laboratories, personnel, and sources of material. In addition 
to identifying relevant players, it could be possible to profile designs coming from them to create knmvn 
'"digital signatures" of the engineering designs of individuals or groups. However, obtaining access to 
sufficient designs to be able to profile malicious users would be difficult, as distinguishing legitimate 
activities would be. 

• Maimaining registries of known biological threms: Despite the inherent limitations of list-based systems in 
light of synthetic biology capabilities, there may nonetheless be opportunities to enhance the utility of these 
systems by systematically connecting them to design software and to automated foundries. Furthermore, 
there is an opportunity for screening procedures to move from a focus on organisms to a focus on DNA 
functions. It has been argued that emphasizing known pathogenic functions (as opposed to v.·hole genomes 
of Select Agents; see IARPA, 2017b) would allow the curation of a more meaningful registry, one drawn 
directly from the DNA components responsible for causing harm. For example. software used for synthetic 
biology could be required to periodically run '"checks" against bioagent registries or to automatically add 
new biological threats to these registries when they are identified. For such an effort to succeed, it would 
need to be scalable, searchable, and resistant to hacking. Malicious users would presumably be constrained 
to other approaches that do not rely on design software, such as experimental approaches like DNA shuffling 
or mutagenesis. 

• Tracking digital "signmures" in genetic designs: It may be possible to deploy information technology at 
key stages in the automation pipeline to identify the source and the creator of synthetic genetic material 
to ensure that it comes from trusted sources. Were an attack to occur, this information could also help to 
identify the actor responsible. However, this approach would largely be applicable to strategies employing 
genetic circuit design tools; attribution of synthetic materials created by other means. such as through 
directed evolution. would be much more difficult. Watermarks for this purpose could be "biological," for 
example, if the genetic material (e.g .. the DNA sequence) has additional information inserted that uniquely 
identifies the sample (Heider and Barnekow. 2008), or the watermarks could be '"electronic," for example, 
if the information is added digitally to the electronic file used to communicate the biological information 
(e.g., in the binary information that encodes a GenBankfi; file) ( Cox et al., 2008). Electronic watermarks are 
more mature and more likely to be more useful in practice where the biological material is manipulated. 

Opportunities for Improving Agent Identification and Attribution Capabilities 

Because so much of the natural nucleic acid space has yet to be sequenced and characterized, it remains 
extremely difficult to determine if a given genetic sequence is of natural or nonnatural origin. However. current 
analysis methods can help identify situations in which gene sequences appear in unexpected places (e.g .. identifying 
that the toxin gene from Clostridium botulinum has been inserted into the genome of Escherichia coli). In addition, 
the products of genetic circuit engineering ( see Chapter 4. Figure 4-3) can clearly be recognized as nonnatural and 
even contain design patterns that may provide attribution clues. Additional tools that enable one to detect that a 
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BOX 8-1 
Workflow Examples to Illustrate Mitigation Opportunities 

The following tables highlight examples of how computational approaches to support mitigation might 
apply to various activities that an actor would perform in pursuing two types of biological threats. These 
breakdowns are not meant to be exhaustive but rather are presented to illustrate challenges and opportuni
ties. Not all options would apply to all situations, and implementing these options also would likely engender 
debates over trade-offs regarding issues such as who would get access to tools, materials, and information; 
how to balance security with a desire to avoid curtailing legitimate research; or societal concerns about 
privacy and surveillance. Although a full assessment of the opportunity provided by computational biology 
was outside the committee's scope , shading provides a sense of which activities are considered to present 
a low (light blue) or medium (darker blue) level of opportunity. 

Re-creating a Known Pathogenic Virus 

Activity 

Early planning 

Sequence selection 
Accessing databases of viral genome 
sequences 

Sourcing materials 
Ordering reagents and equipment, such as 
genetic material, DNA synthesis equipment, 
and cell lines or animals 

Design software 
Software for DNA sequence management, 
biological manipulation or design, or 
visualization 

Potential Computational Approaches to Support 
Mitigation 

Accessing literature and protocols relevant to DNA 
construction, working with a given virus This type 
of activity is likely to be difficult to distinguish from 
nonmalicious activity, and attempts to do so would yield 
many false positives. Implementing mitigation efforts 
targeted at this step will likely be difficult and likely 
increase barriers to legitimate activities. 

Although database access can be monitored, 
regulating this process would likely be difficult and 
could hinder legitimate research. Additionally, any 
genome sequences removed from databases would 
likely be available from other sources. 

Material transfer agreements already provide security 
mechanisms for the legitimate transfer of materials. 
Illicit transfers would be difficult to prevent and ordering 
of basic molecular biology reagents and equipment is 
likely to be too prevalent to monitor. 

Because computation is explicitly involved in this step, 
the addition of electronic tracking and annotation of the 
design files can help indicate design origin, destination, 
and the history of modifications. Electronic 
watermarking is likely to be more acceptable than 
biological watermarking. 

sequence had been genetically manipulated, or tools to analyze features of a sequence or a resulting organism that 
contribute to actor attribution, wou ld be valuable additions to mitigation strategies. 

Although many U.S. government agencies have expertise and responsibilities relevant to preparing for, 
preventing, and responding to an attack involving engineered biological components. no single agency has lead 

Copyright National Academy of Sciences. All rights reserved. 



Biodefense in the Age of Synthetic Biology 
FL-Z022-00062 A-00000861845 ''UNCLASSIFIED'' 2/20/2025 Page 153 

OPTIONS FOR MITIGATING CONCERlVS 

Data management 
Software used lo keep track of the project 
and the personnel involved 

General computing 
Computing that is part of common equipment 
used for the project, including gel docs, 
thermocyclers, and incubators 

Records such as electronic laboratory notebooks can 
provide information about the history of a design and 
those involved in its development; however, malicious 
users could modify their identity and activities to make 
this data source less reliable. 

These computing platforms are likely too general 
purpose to be of much targeted use. 

Design of a Metabolic Pathway for In Situ Synthesis of a Toxin via the Gut Microbiome 

Activity 

Host selection 
Choose the chassis/host organism. 

Gene selection 
Identify the genes required to create the 
needed enzymes. 

Design software 
Construct genetic designs with genes 
Screening 
Screen for enzyme activity. 

Tuning 
Engineer proteins to modify enzyme activity 
if needed. 

Tuning 
Swap in regulatory biological components to 
fine-tune enzyme activity. 

Potential Computational Approaches to Support 
Mitigation 

The selection of an organism is likely to be too early 
in the process to determine if malicious activity is 
intended. Biosafety-level restricted organisms would 
raise a flag, but the process of obtaining these 
organisms is already regulated. 
It would be possible to flag the selection of certain 
genes, such as those associated with a prohibited 
toxin. In general, however, gene selection is likely 
too common a process to reliably detect or prevent 
malicious activity without unduly curtailing legitimate 
research. 

Electronic watermarking can be used during the 
design process of interest. 
The identification of broad enzyme categories is not 
likely to detect threats reliably. 

Specifically targeting enzymes for modification may 
create patterns that can be detected and learned from. 

The changing of parts is a directed process whereby 
the resultant activity changes produce a record that 
can potentially infer desired results. 

107 

responsibility in this area. The 200 I Amerithrax. letter attacks first brought focus on bioterrorism and the need for 
the federal government to build standan.Jized software tools and laboratory methods to analyze engineered organ
isms. Several recent examples are summarized brieOy below. 
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• Safe Genes (DARPA.2017), a program of the Defense Advanced Research Projects Agency. focuses on 
developing strategies to better control genome editing activity. such as by inhibiting genome editing in 
cells or preventing off-target editing activity. 

• Functional Genomic and Computational Analysis of Threats (Fun GCAT; IARPA, 2017b). a program of 
the Intelligence Advanced Research Projects Agency (!ARPA), aims to facilitate the design of better tools 
for screening DNA synthesis orders. 

• Finding Engineering-Linked Indicators (FELIX; IARPA, 2017a), another IARPA program. seeks to develop 
a suite of tools designed to distinguish natural organisms from animals, bacteria, insects, plants, and viruses 
that have been engineered to potentially cause harm. 

• To he] p reduce risk. the U.S. Department of Homeland Security sponsors the Sequences of Interest database 
to bring to get her in a single source nucleic acid and protein data about genetic mechanisms of virulence and 
resistance, along with protein toxin data and nucleotide data about plasmids and artificial vectors that may 
signify natural or artificial bacterial genetic change (D. Shepherd, Chemical-Biological Defense Division, 
Department of Homeland Security, personal communication. 2018). 

While these or other programs were not evaluated as part of this study. they represent examples of the kinds 
of investments that would increase preparedness for the types of synthetic biology-enabled capabilities discussed 
in this report. 

As discussed in Chapters 4-6, synthetic biology techniques can be used to modify pathogens, hosts, and vector 
species: these agents could possibly be used in complex attacks involving multiple pathogens, hosts. or vectors. 
Under the public health paradigm, identifying an agent's species and any antimicrobial resistance factors is gen
erally sufficient to guide treatment, for example. with a particular antibiotic. However. that level of information 
may not be sufficient for forensics and attribution, particularly if a deliberate attack or engineering is suspected. 
In these cases, responsible federal agencies will want to know how similar the new sample is to strains in the 
sequence databases, whether it is a common laboratory strain or a strain from a different part of the world, how 
the new sample compares to strains found at suspected facilities, and the degree of certainty with which we can 
determine whether the agent is a natural strain or might have been raised in a particular type of culture media, for 
example. Except in cases in which leftover samples are found in the laboratory where the material was created, 
proving attribution in the era of synthetic biology appears to be growing increasingly difficult, particularly for 
complex attacks that could potentially take considerable time to achieve their intended effects. As a result. attri
bution in the age of synthetic biology is likely to be heavily dependent on computer-based approaches that look 
for molecular signatures, as well as on intelligence. It is not within the scope of this report to discuss intelligence 
activities, and it is recognized that highly sophisticated adversaries may be able to evade even the most elaborate 
attribution approaches. 

0 ne of the most significant developments for identifying agents (in the context of treatment as well as detec
tion and attribution) is next-generation sequencing and the drastic reductions in cost and time it enables. The 
FBI-led analysis of the 200 I Amerithrax attack samples (which took place before the advent of next-generation 
sequencing) involved the sequencing of a small number of morphologically different isolates at a cost of around 
$100.000 each in a process taking several years. Were such samples to be analyzed using today's tools, ultra-deep 
characterization of the sample (about IO billion sequence reads from a full run on a HiSeqT" sequencing system) 
could be performed within I week with reagent costs of around $10,000. Looking to the future, it is clear that 
next-generation sequencing will become central to identifying synthetic biology-derived infectious agents. Box 8-2 
describes some of the ways in which next-generation sequencing approaches might be used in this context. 

Synthetic biology is also likely to lead to the development of new detection technologies. As an example, 
Pardee et al.(2014) developed a programmable diagnostic assay that is embedded in paper as a low-cost, sensitive 
diagnostic assay for the presence of Zika virus RNA (Hall and Macdonald, 2016). In another novel approach to 
diagnostics, Lu et al. (20 13) describe the engineering of bacteriophages for diagnostic strategies in which phage
specific antibodies. quantitative PCR, or a reporter molecule are used to detect amplification of engineered phages 
when the phages encounter target bacteria. Slomovic et al. (2015) describe applications of synthetic biology in 
the development of both in vitro and in vivo diagnostics. including the development of sensing bacteria in which 
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BOX 8-2 
Opportunities Enabled by Next-Generation Sequencing 

The advent of next-generation sequencing opens opportunities for three main approaches that could 
have implications for identifying synthetic biology-derived agents: next-generation sequencing of cultured 
isolates, targeted next-generation sequencing, and unbiased metagenomic {or untargeted) next-generation 
sequencing. 

• Next-generation sequencing of cultured isolates generates high-quality complete pathogen ge
nomes (for pathogens where culturing is possible and a complete genome is desired). However, 
culturing can require days or weeks, depending on the growth rate in culture of the pathogen(s) 
involved. 

• Targeted next-generation sequencing is a scalable hybrid approach where large numbers of in
formative regions of known pathogens are enriched via amplifications or capture techniques prior 
to sequencing. Similar to polymerase chain reaction (PCR), however, targeted next-generation 
sequencing can only find the genomic regions it is designed to look for because the results are 
queried against existing databases. 

• Unbiased metagenomic next-generation sequencing is used to examine complex environmental 
or clinical samples when targeting of a list of key organisms is not sufficient. Detection of a novel 
or highly engineered pathogen from a patient is an example of when deep and expensive metage
nomics sequencing would be indicated. Although they are still nascent, technologies are being 
developeda to move such approaches closer to the field {e.g., at the point of contact with a patient). 
Once a new threat is discovered, PCR and targeted next-generation sequencing reagents can be 
rapidly prepared to permit lower-cost and more rapid detection from other samples or victims. 

8Examples include nanoscale technologies that support long-read real-time sequencing with analysis done on a 
laptop computer (Quick et al., 2016) and the broad-spectrum Microbial Detection Array (Jaing et al., 2011; Thissen et 
al., 2014), which contains 388,000 DNA probes. 
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"sentinel bacteria could reside in the guts of soldiers or aid workers and serve as short term 'medical records' 
alerting on the time and scale of contamination or pathogen infection." These studies, while still in a research 
mode. suggest that synthetic biology tools can help address some of the need for alternative diagnostics that are 
not based on detecting a specific region of a pathogen by real-time PCR. 

Opportunities for Improving Consequence Management Capabilities 

Just as synthetic biology expands the types of malicious activities that may be undertaken, it also expands 
what is possible for beneficial applications. Synthetic biology and related advances ( such as the convergent tech
nologies discussed in Chapter 7) open the possibility of new and more systematic approaches to the development 
of medical countermeasures and other mitigation tools and strategies. Synthetic biology approaches such as rapid 
DNA synthesis, protein design tools. cell-free expression systems. and automation may significantly advance 
consequence management capabilities, especially with regard to the development and testing of medical coun
termeasures. Such approaches could, for example. provide flexibility in the control of protein expression levels, 
shorten the time to successful countermeasure production, and lower costs. They could potentially even enable 
the development of countermeasures to newly identified agents without ever culturing the agent itself; through 
the use of in silica characterization of an agent's key components, antigen components for antibody development 
could be synthesized, potentially within hours of detection. Such approaches could represent a promising alterna
tive to stockpiling countermeasures when the emergence of novel threats (both natural and engineered) is likely. 
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In addition, once bioagent and viable culturing conditions have been identified, the large-scale testing capabilities 
used in synthetic biology could be used to screen candidate countermeasures. for example, by surveying chemical 
small-molecule libraries to identify drug leads or by testing many organism-relevant phages to identify those that 
are potentially lethal to the bacterial strain used in an attack. 

The following sections discuss ways in which synthetic biology could potentially contribute to the develop
ment of diagnostics, vaccines, and other medical countermeasures. However. the technical barriers to the devel
opment of synthetic biology-enabled vaccines or therapeutics remain steep, and it is also important to note that 
there must be a compelling business case for their development and a regulatory process for approval of these 
countermeasures before they become reality. Almost 4 years after the emergence of the Ebola virus infection in 
West Africa, we still lack licensed Ebola vaccines, and despite knowing the serious risk of a MERS outbreak outside 
of the Arabian Peninsula. we are still many years away from a licensed effective MERS vaccine. While outside 
the scope of this report, a comprehensive understanding of the feasibility of using synthetic biology to develop 
medical countermeasures would benefit from critical review of both commercial and regulatory considerations. 

New "Vc1ccine Strains" Throuxh Controlled Attenuation of Viruses 

The replication cycle of viruses is complex, and the fitness of a given virus depends on many factors. One 
important factor is the particular codons incorporated into the DNA or RNA; the preferential use of particular 
codons (or codon pairs). termed codon bias (or codon pair bias), is thought to influence the efficiency of transla
tion (Buchan et al.. 2006). Efforts to optimize codon usage almost invariably result in attenuation of the virus, 
and the more the codon usage bias is disrupted, the more attenuated the resulting virus (Wimmer and Paul, 2011; 
Martinez et al.. 20 I 6). 

Burns et al. (2006) and Coleman et al. (2008) proposed to take advantage of this attenuating phenomenon 
to perform genome-scale manipulation of codon pair bias in poliovirus to develop vaccines in which the degree 
of attenuation could be controlled by the degree of codon substitution performed. The resulting "'vaccine strains" 
provided protective immunity in mice and, because of the hundreds of substitutions made, did not revert to viru
lence. Using synthetic biology tools including large-scale, low-cost construction of desired genomic sequences has 
been proposed as a means of making attenuated vaccines for many other RNA viruses, including influenza virus 
(Mueller et al..2010; Yang et al.. 20 I 3; Fan et al..2015), chikungunya virus (Nougairede et al.. 20 I 3). respiratory 
syncytial virus (Meng et al., 2014). simian immunodeficiency virus (as a model for HIV: Vabret et al., 2014). 
tickborne encephalitis virus ( de F abri tus et al.. 2015), vesicular stomatiti s virus ( Wang et al., 20 15), and dengue 
virus (Shen et al.. 2015). 

Use of DNA Construction to Rapidl_v Derive Vc1ccine Stocks 

The 2009 HIN I pandemic made it clear that new methods of developing intl uenza vaccines were required 
to speed the response from emergence of a new virus to the development of a vaccine seed stock and production 
and distribution of the vaccine strain. Toward this goal. Dormitzer et al. (20 I 3) developed a synthetic approach, 
constructing the hemagglutinin and neuraminidase genes with minimal errors by annealing many staggered oli
gonucleotides that overlapped by 30 bases with their neighbors and together covered the full length of each gene. 
Infectious virus was rescued from susceptible cells transfected with the synthetic hemagglutinin and neuraminidase 
genes and plasmid DNAs encoding viral backbone genes. In a proof-of-concept study performed in collaboration 
with the Biomedical Advanced Research and Development Authority, an H7N9 vaccine strain was constructed 
in this manner in 5.5 days: tests demonstrated the antigens expressed by the synthetic genes were immunogenic 
based on their reaction with ferret sera (Dormitzer et al., 20 I 3). This example demonstrates that synthetic biol
ogy tools can facilitate the rapid derivation of vaccine strains to respond to emerging viral threats. However, the 
commercialization and licensure of vaccines derived in this manner is many years off; having a synthetic biology 
tool that can facilitate the development of a new countermeasure is a major advance, but it is far short of what is 
necessary to make that countermeasure safe, effective, and available. 
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Rapid Development mRNA Vaccines 

Another approach lo the development of synthetic vaccines is the use of messenger RNA (mRNA). Petsch 
ct al. (2012) demonstrated that mRNAs of influenza hcmagglutinin, ncuraminidasc, and nucleoprolcin could be 
transcribed into proteins in vitro lo provide protective immunity against homologous influenza virus. Hckelc ct al. 
(2013) used a synthetic self-amplifying mRNA (SAM) to create a vaccine derived from the hcmagglutinin gene of 
the H7N9 influenza virus delivered by a nanoparticlc. The vaccine, produced just 8 days after the sequence became 
available, was immunogcnic at low doses. SAM vaccines delivered by nanopartielcs have also been developed 
against HIV-I (Bogcrs ct al., 2015) and Zika virus (Pardi ct al., 2017). In a further development. Richner ct al. 
(2017) also developed a SAM vaccine against Zika virus delivered by nanoparticlcs buL in that case, a structural 
gene from the Zika virus was engineered to destroy a conserved cpitopc to eliminate the production of cross-reactive 
antibodies against dengue virus, which would exacerbate dengue disease. These examples raise the speculative 
possibility that self-amplifying mRNAs directly encoding antibody molecules and delivered by nanoparticlcs 
could be used as a potential therapeutic approach. However, as with the example in the prior section, because of 
regulatory and business factors, it would take years before this approach produces therapeutic applications for use. 

Use ofSymhetic Biology Tools to Develop New Therapeutics 

Synthetic biology is also contributing to the development of small-molecule medical countermeasures. The 
development of a yeast strain capable of producing artcmisinic acid, the key precursor to the antimalarial drug artc
mi sinin, demonstrated that complex plant-based natural products can be produced via synthetic biology (Westfall 
ct al., 2012). More recently, compounds such as opioids (Galanic ct al., 2015) and penicillin (Awan ct al., 2017) 
have similarly been produced in yeast. Development of existing and novel chemicals and materials remains a 
primary interest of both the academic and industrial community, making it likely that the cost and time to develop 
chemical production strains will improve in the future. 

Krishnamurthy ct al. (2016) summarized the use of synthetic biology tools in the development of new thera
peutics, including approaches for the production of new antibiotics and the application of the CRISPR system 
in developing bactcriophagcs as targeted therapeutics. The enabling impact of synthetic biology in exploring the 
great diversity of natural products that can be used as therapeutics is reviewed by Smanski ct al. (2016). Platforms 
for drug discovery can be envisaged using synthetic mammalian genetic circuits, and bacteria, yeasts, and plants 
engineered with synthetic pathways can be utilized for the large-scale production of drug and drug precursor 
compounds (Weber and Fusscncggcr, 2012). 

In addition to rapid response with conventional countermeasures, such as antibodies and small-molecule drugs, 
synthetic biology may also enable the deployment of new types of countcnncasurcs. For example, gene drives and 
other gene editing methods arc being explored for the control of vector populations for illnesses such as malaria 
and Lyme disease (Harris ct al., 2012; Esvelt ct al., 2014; Hammond ct al., 2016). Microbiomc-bascd interventions 
for the control of gastrointestinal infections could also provide a programmable platform for combating bacterial 
threats. For example, Citorik ct al.(2014) have described the use of CRISPR/Cas technology to create RNA-guided 
nuclcascs that act as antimicrobials by targeting specific DNA sequences. These RNA-guided nuclcascs enable 
modulation of complex bacterial populations by selective knockdown of targeted strains. 
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SUMMARY 

A comprehensive. in-depth review of strengths and weaknesses in current U.S. or international pro
grams was outside the scope of this study: as such. this report does not offer a full analysis of mitigation 
capabilities and makes no recommendations pertaining to mitigation priorities. The following observa
tions indicate areas in which additional attention could help address some of the challenges posed by 
synthetic biology. 

General Observations 

• Classical public health measures such as the disease surveillance system are critical to effective 
mitigation of attacks caused by agents created with synthetic biology. However, synthetic biology 
provides opportunities to engineer around the current system. and cases are likely to arise in which 
the current infrastructure will be insufficient and thus in need of enhancement. 

• Biological and chemical defense strategies that are nimble. as well as adaptable to a wide range 
of threats, are needed because of rapid rates of technological change and uncertainty about which 
approaches an adversary might pursue. 

Prel!elllion and Deterrence 

• Risk management strategies based on defined lists of biological agents, such as the Federal Select 
Agent Program Select Agents and Toxins list, will be insufficient for managing risks arising from the 
application of synthetic biology. Similarly, while measures to control access to physical materials such 
as synthetic nucleic acids and microbial strains have merits. such approaches will not be effective in 
mitigating all types of synthetic biology-enabled attacks. Appropriate preparation for these challenges 
is needed. 

Recognition and AJtribution 

• The development of more flexible, untargeted. and multimodal detection technologies such as 
next-generation sequencing and mass spectrometry analysis will facilitate improved identification 
capabilities for synthetic biology-derived agents. 

• The development of epidemiological methods (e.g., surveillance and data collection) that would 
strengthen the ability to detect unusual symptoms or aberrant patterns of disease will be useful. 

Consequence Management 

• Computer-based approaches may provide a number of tools to support the prevention, detection. 
attribution, and consequence mitigation of threats posed by synthetic biology. Such approaches 
represent an area for further exploration. 

• Beneficial applications of synthetic biology for countermeasure research and development are expected 
to provide an opportunity to address concerns raised by synthetic biology, when accompanied by 
corresponding efforts to facilitate the entire development process. including regulatory considerations. 

The ability to respond to a disease outbreak, whcther it emerges naturally or from a purposeful attack. is 
complex and dependent on many social, governmental, and biological factors. Recognizing that an outbreak has 
occurred is a vital step in this process. Then, the agent must be identified and medical countermeasures made avail
able. The prospect that a causative agent may have been crealcd with synthetic biology and is therefore unknown 
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and uncharacterized dramatically increases the complexity of these mitigation activities and underscores the need 
to improve the public health response system. 

In light of this context, it will be vital to maintain the current systems used in the military and civilian 
public health infrastructure. Strengthening this infrastructure in specific areas. including broadening the current 
approaches to surveillance. is important to better enable the detection of an attack that does not elicit "'normal" 
sy mptomolo gy. 

Although an in-depth analysis of preparedness and response capabilities was outside the scope of this report. 
identification and characterization of an agent derived by synthetic biology may be a significant gap in the nation's 
preparedness because many current diagnostic capabilities are based on commonly seen human pathogens and 
on lists of pathogens designated as high risk. Untargeted approaches to detection that use multiple platforms and 
integrate the data obtained would be expected to be more effective at identifying and characterizing unknowns. 
It is also clear that while advances will need to be made in wet-bench detection technologies, computer-based 
interrogative and forensic methods will become more and more valuable to support prevention, agent identifi
cation, and attribution. Large-scale success of computational mitigation requires that the attack strain has been 
developed by rational engineering design approaches that are not yet ubiquitous; the development of agents with 
other approaches such as directed evolution will likely remain difficult to prevent or attribute. The difficulty of 
affirming attribution to the level of certainty required for counteractions or incarceration is considerable, even for 
"traditional," non-engineered bioweapons. 

Finally, synthetic biology is enabling advances in the rapid development and production of medical counter
measures that may be effective against synthetic biology-derived agents. However, many such efforts. which are 
being pursued in both industry and academia, are still in the research phase, and there remain complex barriers to 
widespread use of these novel approaches, including regulatory hurdles and hurdles to industry involvement. This 
field needs to be monitored carefully over time. 
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Moving Forward: Conclusions and Recommendations 

The age of synthetic biology has brought with it opportunities to transfonn approaches lo treating disease, 
manufacturing chemicals, producing fuels, remediating contaminants, and numerous other applications with ben
efits to humankind. Some synthetic biology capabilities, however, have dual-use potential-that is, they can be 
misdirected to cause harm to humans, animals, plants, and the environment. This study focuses on the potential 
for such biotechnologies to be used to attack the U.S. military or the American people and assesses the level of 
concern warranted on the part of the U.S. Department of Defense and others responsible for protecting public 
health and national security. The study's deliberative process included the identification of concepts, approaches, 
and tools that biotechnology comprises in the age of synthetic biology, the identification of specific capabilities 
that an adversary might potentially gain from the misapplication of synthetic biology, and the development of a 
framework to guide an assessment of concerns related to these capabilities. This approach was used to provide 
structure and transparency without being overly prescriptive. The framework was then applied lo analyze the state 
of the art of the teclmology involved in each capability, the feasibility of using the capability to produce an effective 
weapon, and the characteristics and resources an actor would require lo carry out an attack. After accounting for, 
in a less in-depth way, proactive and reactive measures that could be taken to mitigate attacks, an overall level of 
concern was dctennined for each capability relative to the other capabilities considered. Recognizing that future 
advances in knowledge or technology may increase the feasibility or impacts of some capabilities and thus raise 
the level of concern warranted, potential developments were identified that should be monitored and otherwise 
considered going forward. 

Although its primary focus was on the specific capabilities analyzed, the study was carried out with an eye 
toward the broader backdrop of the history and structures of biological sciences and tee hnology, national defense, 
and public health in the United States. The misuse of biological sciences to develop biological weapons predates the 
advent of synthetic biology. A wide range of malicious actors have used or sought to use bioweapons and chemi
cal weapons, including national governments, small groups or cults, and even individuals. Fortunately, actual use 
of biological weapons has been rare. While there is considerable disagreement among experts about whv misuse 
of biology has been rare, or if it is like] y to al ways remain rare, synthetic biology has the potential to change the 
likelihood and consequences of misuse. Though important for myriad beneficial applications, synthetic biology 
and related biotechnologies change the defense landscape by making possible new modes of attack and by lower
ing the barriers to developing and using biological weapons (and to some extent chemical weapons), potentially 
pulling bioweapons within the reach of less-resourced actors. The United States' approach lo biodefcnse was not 
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designed to counter all the types of weapons (or types of adversaries) that are now possible in the age of synthetic 
biology. One motivation for this report is to help inform the U.S. defense agencies' efforts to update their approach 
to biodefense in order to detect and respond to these new threats. 

On the positive side, it is expected that synthetic biology and other technologies will enable the development 
of new methods for detecting biological anomalies, new diagnostic tools, and new therapeutics-developments that 
could complement and bolster existing biodefense tools. Since 200 I. the United States has significantly expanded 
efforts to counter biological threats, in particular those related to the use of known pathogens to create bioweapons. 
Among other accomplishments, a multi pronged approach has been developed to acquire medical countermeasures, 
develop a stockpile system for those countermeasures, boost security and safety in the handling of pathogens, and 
coordinate a response to a biological weapons attack. Given the complicated nature of the biological weapons 
threat, however. it is not possible to be fully prepared for every contingency. Many pathogens that could be used 
to create weapons are widely accessible in laboratories around the world and in natural reservoirs such as infected 
people or animals. The amount of infectious material needed as a seed stock for a weapon is minute. because it 
is possible to grow a few bacterial cells into quantities capable of effecting a large-scale attack. Furthermore, the 
infrastructure and laboratory training needed to develop a biological weapon using a known pathogen are dual 
use and relatively accessible. 

The age of synthetic biology adds to these significant challenges. While the existing U.S. biodefense system is 
designed to defend against specific, naturally occurring pathogens, synthetic biology makes possible the creation 
of new or altered pathogens. as well as new types of biological weapons, and the relevant technologies are gener
ally accessible all over the world. Synthetic biology also increases the overlap between biological and chemical 
weapons by enabling the use of biological components to make or deliver chemical agents. In determining how to 
plan for and respond to these evolving capabilities. defense and public health agencies are challenged to consider 
these newer threats alongside other risks such as traditional biological weapons threats. threats to national security 
and stability from naturally occurring biological threats (such as pandemics). and threats related to explosives and 
nuclear. chemical. and radiological weapons. In resource-constrained environments, users of the framework and 
assessments presented in this report will need to bear in mind this backdrop of risk in determining how biological 
threats fit into the broader threat landscape. Comparing the risks related to synthetic biology to those related to 
these other types of threats was not within the scope of this study. 

OVERARCHING RECOMMENDATION 

Biotechnology in the age of synthetic biology expands the landscape of potential defense concerns. The 
U.S. Depar-tment of Defense (DoD) and its par-tner-ing agencies should continue to pur-sue ongoing strntegies 
for- chemical and biological defense; these strntegies r-emain r-elevant in the age of synthetic biology. DoD 
and its par-tner-s also need to have apprnaches to account for- the brnader- capabilities enabled by synthetic 
biology, now and into the futur-e. 

CONCERNS POSED BY SYNTHETIC BIOLOGY-ENABLED CAPABILITIES 

The study identified 12 distinct capabilities-ways in which an adversary could potentially pursue an attack 
using synthetic biology- and grouped these capabilities into three major categories: concerns related to pa tho gens, 
concerns related to the production of chemicals or biochemicals. and concerns related to bioweapons that alter the 
human host. Each capability was analyzed individually, trends and key considerations were identified within each 
grouping, and each capability was ranked in relation to the other capabilities to determine an overall assessment 
of concerns. Developments that might affect capabilities and concerns in the future were also considered. 

Overnll Assessment of Coneer-ns 

Figure 9-1 presents a relative ranking of concerns related to the synthetic biology-enabled capabilities that 
were analyzed. This ranking was generated through an iterative discussion of four factors that increase or decrease 
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Highest Relative Concern 

Re-creating known pathogenic viruses Making biochemicals via in situ synthesis Making existing bacteria more dangerous 

Making existing viruses more dangerous 

M<1nufacturing chemicals or 
bmchem1cals by exploiting natural 

metabolic pathways 

Manufacturing chemicals or 
biochemicals by creating novel 

metabolic pathways 

Modifying the human m icrobiome 

Modifying the human immune system 

Modifying the human genome 

Re-creating kn own pathogenic b a cte ri a Creating new pathoeens 

Lowest Relative Concern 

Modifying the human genome 
using human gene drives 

FIG URE 9-1 Relative ranking of concerns related to the synthetic biology-enabled capabilities analyzed. At present. capa
bil itics toward the top warrant a relatively high level of concern while capabilities toward the bottom warrant a relatively low 
level of concern. 

the LikeUhood or impact of an attack-Usability of the Technology. Usability as a Weapon, Requirements of Actors, 
and Potential for M.itigation-for each capability as compared to the other capabilities. As discussed in Chapter 3 
(Applying the Framework in the Assessment of Concern). this assessment is based on a holistic view of the factors 
and capabilities assessed and is not a formulaic approach. Table 9-l summarizes the assessment of the specific 
factors considered when analyzing the individual capabilities and Figure 9-2 shows the relative concern for each 
capabiLity, organized by factor. 

While tbe ran.kjng of concerns has a strong foundation based on the expertise of the committee members and 
the breadth and depth of the committee's discussions, there are a few important limitations to note. One is that 
the study process did not involve accessing intelligence or other classified information. The study also did not 
consider information related to the capabilities or intents of specific adversaries. Others may use such informa
tion, along with details about government programs aimed at deterring, detecting, attributing , and addressing the 
consequences of biological attacks , to complement and expand upon this report's analysis. L ikewise, additional 
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TABLE 9-1 Relative Level of Concern Related to Each Factor for Each Capability Considered 

Level of concern for re-creating known pathogenic 
viruses 

Level of concern for re-creating known pathogenic 
bacteria 

Level of concern for making existing viruse, more 
dangerous 

Level of <:oncern for making existing hacleria more 
dangerous 

Level of concern for creating new pathogens 

Leve I of concern for manufacturing chemicals or 
hio<:hemicals hy exploiting natural metaholic pathways 

Level of concern for manufacturing chemicals or 
biochemicals hy creating novel metaholic pathways 

Leve I of concern for making chemicals or biochemicals 
via in situ synthesis 

Level of concern for modifying the human microbiome 

Level of concern for modifying the human immune 
system 

Level of concern for modifying the human genome 

Leve 1 of concern for mo<lify ing the human genome 
using human gene drive, 

Usahility of lhe 
Technology 

High 

Low 

Medium-low 

High 

Low 

High 

Medium-low 

Medium-high 

Medium-low 

Medium 

Medium-low 

Low 

Usahilily as a Require men ls of 
Weapon Actors 

Medium-high Medium 

Medium Low 

Medium-high Medium 

Medium Me<lium 

Medium-high Low 

High Medium 

High Medium-low 

Medium Medium 

Medium Medium 

Medium-low Low 

Low Medium-low 

Polen! ial for 
Mitigation 

Medium-low 

Medium-low 

Medium 

Medium 

Medium-high 

Medium-high 

Medium-high 

High 

Medium-high 

High 
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details about potential mitigation options could be used to expand upon the report's analysis. In addition, there 
was no attempt to weigh the likelihood that an actor would choose to use synthetic biology instead of a more 
"traditional" approach when pursuing an outcome that could be achieved with or without synthetic biology. For 
example. an actor seeking to deploy a known pathogen in an attack could acquire the pathogen by re-creating 
it using synthetic biology or by stealing existing cultures of the pathogen from a legitimate research laboratory. 
Similarly, an actor seeking to acquire a given chemical or toxin may choose to engineer a microbe to produce it 
or may produce it through traditional chemical synthesis. In such cases, determining which method is more likely 
would require information about an actor's intentions. resources, and capabilities, which was beyond the scope of 
this study. The rankings are therefore agnostic to the availability of these alternative routes and are based solely on 
the capabilities that synthetic biology prov ides to an actor. It also follows that as technologies advance. an actor's 
proclivity to pursue a given route may change. 

The capabilities were ranked in relation to each other and grouped into five major levels of concern, relative 
to each other. There was no attempt to quantify the relative levels of concern; as such, the dividing lines within 
Figure 9-1 are not intended to indicate that one capability poses twice (or any numerical multiple of) the level of 
concern compared to the capability below it. In addition, the grouping of two capabilities into the same category 
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of concern does not indicate that those capabilities are identical in terms of the factors considered or the relative 
values placed on those factors. For example, re-creating known pathogenic bacteria and creating new pathogens 
are associated with a similar overall level of concern, but for different reasons. Finally, it is important to note that 
this assessment represents a snapshot in time and represents the range of concern associated with each capability, 
with particular exceptions or special cases noted in Chapters 4-6, and will change as knowledge and technologies 
advance. 

Capabilities currently warranting the highest relative level of concern include re-creating known pathogenic 
viruses, making biochemicals via in situ synthesis, and the use of synthetic biology to make existing bacteria more 
dangerous. These capabilities are based on technologies and knowledge that are readily available to a wide array 
of actors. The ability to mitigate attacks related to these capabilities would depend on the effectiveness of existing 
countermeasures, such as antibiotics or vaccines, toward the agents used. 

Capabilities posing a moderate-to-high relative level of concern include manufacturing chemicals or biochemi
cals by exploiting natural metabolic pathways and making existing viruses more dangerous. These capabilities 
are also supported by available technologies and knowledge but involve more constraints and would likely be 
limited by factors related to both biology and skill. For example. while viral genomes are easily manipulated on 
a molecular basis. constraints on what types of change those genomes can accommodate limit capability in this 
area. Similarly, at present. it takes a fair amount of skill to engineer a bacterium to express a pathway to efficiently 
produce a chemical or biochemical. While both capabilities are considered to be in the same grouping, modifying 
viral characteristics intentionally using rational design remains a substantial challenge, making the modification 
of an existing virus slightly less concerning at present. Similar to the capabilities in the top category of relative 
concern, mitigation options for these capabilities depend largely on existing infrastructure. 

Capabilities posing a moderate relative level of concern include manufacturing chemicals or biochemicals 
by creating novel metabolic pathways, efforts to modify the human microbiome to cause harm, efforts to modify 
the human immune system, and efforts to modify the human genome. Although conceivable, these capabilities 
are more futuristic-likely limited by available knowledge and technology, as described in Chapters 5 and 6. 
However. there are significant forces driving rapid advancement in all of these areas. Manufacturing chemicals or 
biochemicals by creating novel metabolic pathways was placed highest in this grouping because once a synthesis 
pathway for a chemical or biochemical is known, the tools for engineering a bacterial (or other) cell to produce it 
are fairly well developed. While the detailed pathways by which certain chemicals may be synthesized in a bio
logical organism are not yet known, commercial applications are driving progress in this area. The modification 
of the human microbiome is placed next in this grouping. Although current understanding of the complex and 
dynamic system that is our microbiome is relatively low, there are significant efforts to increase this knowledge 
because of the desire to modulate the microbiome to improve human health. Modification of the immune system 
and modification of the human genome are the third and fourth capabilities in this grouping, largely due to the 
limits of available knowledge related to the mechanisms of action and means of delivery that would be involved 
in developing and using bioweapons based on these capabilities. However, these areas are also being vigorously 
pursued because of clear biomedical applications. 

Capabilities warranting a lower relative level of concern include re-creating known pathogenic bacteria and 
creating new pathogens. These capabilities involve major challenges from the standpoint of both design and 
implementation. In particular, while the technology for synthesizing and assembling larger segments of DNA con
tinues to advance, the synthesis of bacteria is currently limited by constraints on synthesizing, manipulating, and 
booting an entire bacterial genome. In addition, antibiotics and other therapeutics are available to counter many 
bacterial pathogens. Constructing a totally novel pathogen has tremendous challenges. If it is difficult to build a 
known bacterium, it is all the more challenging to design one from scratch. In this regard, an actor may decide to 
try to design a virus. but in this case one would be working against the large barrier of evolutionary constraints 
created by hundreds of millions of years of co-evolution between viruses and their hosts. That said, combinatorial 
approaches could enable the exploration of sequence space that nature has not yet achieved. 

The use of human gene drives warrants a minimal level of concern because it would be impractical to rely on 
sexual reproduction for a gene drive to spread through a human population. 

In addition to the relative level of concern posed by indi victual capabi Ii ties. the study included consideration of 
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HG URE 9-2 Relative level of concern related to each factor for each capability considered. NOTE: Coloring indicates the 
chapter in which the assessment for each capability is presented: Chapter 4 (orange). Chapter 5 (blue), or Chapter 6 (green). 

how two or more capabilities may be used in combination. Such an approach could create synergies that result in 
either a more dangerous weapon or usj_ng one-capability to overcome barriers that currently hinder another capabil
ity. For example, a pathway for the production of a toxin could potentially be implanted in tl1e human mi.crobiome, 
an "intersectional" approach considered to warrant a high level of concern. Similarly, particular genes or RNA 
molecules that modulate the immune system could potentiaJly be mounted on a virus to lead to greater harm than 
either the genes or the virus would on their own. Going forward. it will be important to continue to consider how 
scientific and technological advances may synergize to improve existing approaches or create novel ones . 

Assessment of Specific Types of Capabilities 

The assessment of overall concerns draws upon the analysis of each of the I 2 specific capabilities consid
ered. In addition to conclusions related to the re!aiive assessment of concerns, underlying themes and conclusions 
emerged when each individual capability was examined in the context of other capabilities in the same category 
(e.g., when assessing all approaches that involve pathogens). Underlying themes and conclusions related to patho
geos, the production of chemicals or biochemicals, and bioweapons that alter the human host are discussed below. 
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Chapter 4 focuses on the use of biotechnology to create pathogenic agents, including the possib ility of re
creating known pathogens, modifying both pathogenic and nonpathogenic microbes to enhance their capability to 
cause harm, and creating new pathogens. Rapid advances in DNA synthesis technology have made it possible 10 

obtain a pathogen w i thou! J ire ct access to the infectious agent itself. Today, any viral genome can be synthesized 
based on published sequences, and booting that sequence into a replicat ing form is also feasible for most viruses. 
Similar approaches to creating bacteria are currently more difficu lt due to the size of their genomes and the !"act 
that they are living organisms and not obligate intracellular parasites like viruses, though these technical bottle
necks will likely be reduced over time. Because known pathogens have been studied extensively, and because 
the existence (or lack) of medical countenneasures is also known , there is a relatively high level of confidence in 
assigning relative levels of concern to the re-creation of known viruses and bacteria. For example, it is currently 
easier 10 re-create a virus than a bacterium in the laboratory, though prophylactics and therapeutics against these 
agents sometimes, but not always, mitigate the level of concern. 

The technologies to manipulate microbial genomes to add new phenotypes such as drug resistance have 
been available for decades and continue to be made simpler. Herc again, there are Jifferences in the feasibility of 
applying these approaches to bacteria and viruses: whereas adding genes to bacteria docs not usually significantly 
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affect the ability of the bacteria to grow and divide, the way viral genomes have evolved makes them more sensi
tive to changes, such that altering viral genomes often reduces their virulence and replication abilities. Generally 
speaking, phenotypic modifications to pathogens may lessen the capability for mitigation. One notable example 
is adding antibiotic resistance to bacteria or adding antiviral resistance to those few viruses for which antivirals 
exist. Engineering bacteria or viruses to resist existing therapeutics would likely be relatively straightforward to 
accomplish and could seriously undermine the ability to mitigate an attack by treating infected individuals. 

Production of Chemicals or Biochemicals 

As discussed in Chapter 5, engineering organisms to produce chemicals or biochemicals is becoming more 
feasible as researchers learn more about the natural pathways used to produce these substances and as better tools 
are developed to build predictable synthetic pathways. Just as drug resistance can be engineered into bacteria, 
so can simple or even complex biosynthetic pathways. This capability is being driven largely by a desire to use 
biotechnology to produce useful molecules, but can be subverted by those with malicious intent. The commer
cial drivers behind these approaches will certainly widen the bottlenecks over time. Moreover, combinatorial 
approaches and the use of computer algorithms to aid in pathway design will bring down barriers to building new 
synthetic pathways. 

Mitigation of attacks based on these modified organisms could be difficult to achieve. Currently, when pre
sented with the signs of a chemical attack, first responders and medical professionals are not trained to suspect 
that the chemical was produced or delivered biologically. Similarly, having a bacterium that normally does not 
produce a toxin act as the deli very vehicle for that toxin could thwart existing diagnostic tests .1 Therefore, while 
at present there are barriers to effectively developing these capabilities. the potential deficiencies in mitigation 
raise the level of concern. 

Bioweapons That Alter the Human Host 

Chapter 6 focuses on the possible vulnerabilities and means of attack that are more closely related to the human 
body itself. Here, one focus was on engineering the microbiomes of the gut, skin, oral cavity, or nasopharyngeal 
space. Such manipulations could be used. for example, to directly affect the function of the gastrointestinal tract 
or the skin, cause dysbiosis. or even potentially affect other aspects of human physiology such as the immune or 
nervous systems. If such manipulations can be achieved, the level of concern would be high because the oppor
tunities for mitigation could be quite limited. The detailed interactions that occur in the microbiome environment 
are being studied intensively, and knowledge in this area is constantly increasing. 

The study also included consideration of approaches that could potentially be used to modify the human 
immune system by inducing immune suppression or hyperreactivity or by using immunosuppressive agents in 
combination with existing pathogens. Potential approaches that use genes or RN As as weapons, use genome edit
ing, or use human gene drives were also considered. In general, these approaches pose a lower level of concern 
with respect to the technologies, actors' capabilities, and organizational footprints, because of the uncertainties 
associated with obtaining a useful weapon given the immature state of these areas of research. However, due to the 
novelty of these approaches. it is possible that if such approaches were used successfully. options for mitigation 
could be fairly limited, thus somewhat increasing the level of concern. The notable exception to these concerns 
is the use of human gene drives to alter the human genome. Because gene drives require sexual reproduction to 
spread, it would be exceedingly difficult to affect change to large populations of humans without waiting many, 
many generations. This capability was therefore placed in the lowest level of concern. It is noted, however. that 
using gene drives to alter other organisms such as mosquito vectors, in an effort to improve their ability to transmit 
pathogens (or to broaden the list of pathogens they can transmit) may become a concern as more is learned about 
the interactions between pathogens and insect vectors. 

1 Depending on the sile or type of in feet ion. <liagnoslics me often ha,ed on species identi fi<:alion, and lherefore lhe presence of a lox in m ighl 

be missed if the species is not one that normally pmduccs a toxin. 
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Potential Developments to Monitor-

This report's analysis necessarily reflects a snapshot in time, given understanding of current technologies and 
capabilities. As knowledge and biotechnology continue to evolve, it can be expected that current bottlenecks will 
open and current barriers will be broken. To consider how such developments might affect biodcfcnsc concerns, 
key bottlenecks and barriers were identified that, if overcome, could substantially increase the feasibility or impact 
of a potential attack and thus increase the level of concern warranted. It is impossible to predict precisely when 
the next fundamental breakthrough in technology with wide-ranging applications (and implications), akin to PCR 
tools or the gene editing platform CRISPR/Cas9, will arise or even what that technology might be. Such develop
ments arc influenced by the drivers of commercial and academic research, as well as by possible converging or 
synergistic technologies that may come from outside the field of synthetic biology. The use of a framework such 
as the one presented in this report facilitates the identification of bottlenecks and barriers, as well as the ability 
to recognize when bottlenecks and barriers have been overcome, by identifying the types of tcclmological capa
bilities that would facilitate the production and use of synthetic biology-enabled biowcapons. A summary of key 
bottlenecks and barriers and areas worth monitoring is provided in Table 9-2. Based on knowledge of the synthetic 
biology field, the table notes areas of commercial activity that could speed the process toward overcoming these 
bottlenecks and barriers. 

Conclusions and recommendations were developed based on the analysis of individual synthetic biology
enabled capabi Ii tics, the holistic assessment of relative levels of concern for al I capabilities considered, and iden
tification of bottlencc ks and barriers that, if overcome, could aff eel the level of concern in the fu lure. 

TABLE 9-2 Bottlenecks and Barriers That Currently Constrain the Capabilities Considered and Developments 
That Could Reduce These Constraints" 

Capability 

Re-l·real ing k n<)Wn patht)gen ic 

viruses (Chapter 4) 

Re-creating known pathogeni<: 
ha<:leria (Chapter 4) 

Making existing viruses more 
dangcrou, ( Chapter 4) 

Making existing bacteria more 
dangcrou, ( Chapter 4) 

Creating new pathogen~ 
(Chapter 4J 

Bottleneck or Barrier 

Booting 

DNA synthesis and as,embly 

Booting 

Con~traints on viral genome 
organization 

Engineering complex viral 
traits 

Engineering complex bacterial 
traits 

Limited knowledge regarding 
minimal requirements for 
viabi lily ( in both viruses and 
ha<:leria) 

Constraints on viral genome 
t)rganizali(m 

Relevant Dnclopments to Monitor 

Demonstrations of hooting viruses with synlhesi1.ed genomes 

Improvement, in synthesis and assembly technology for 
handling larger DNA <:onslru<:t.s 

Demonstrations of booting bacteria with synthesized genomes 

lncrea,cd knowledge of viral genome organization and/ 
or dcmonsuation of combinatorial approachc~ capable of 
facilitating larger-sea le mod ifo:ation s to viral genome 

Increased knowledge of determinants of complex viral traits. 
as well as how to engineer pathways to produce them 

Advances in combinatorial approaches and/or increased 
knowledge of determinants of complex bacterial traits, as well 
as how to engineer pathways to produce them 

Increased knowledge of requirements for viability in viruses 
or bacteria 

Increased know ledge of vira I genome organization and/ 
or demonstration of <:om hinalori al approaches <:apahle of 

l"acililaling larger-s<·ale modifications lo viral genome 

('(111/inuet.! 
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TABLE 9-2 Continued 

CapahilitJ 

Manufacturing chemicals or 
bioc hemicah by exploiting 
natural mctabol ic pathway~ 
(Chapter 5J 

Manufacturing chemicals or 
bioc hemicah by creating novel 
metabolic pathway, (Chapter 

5J 

Making biochemicals vin in 
~ itu ,ynthe ,i, ( Chapter 5} 

Modifying the human 
microbiome {Chapter 6 l 

Modifying lhe human immune 
,yslem {Chapter 6) 

Modifying lhe human genome 
(Chapler 6) 

Bottleneck or Barrier 

Tolerability of toxios to the 
host orgaoi,m synthesizing the 
toxin 

Pathway not known 

Challenges to large-scale 
production 

Tolerability of toxins to the 
host organism synthesizing the 
toxin 

Engineering enzyme activity 

Limited knowledge of 
requirements for designing 
novel pathways 

Challenges to large-scale 
production 

Limited understanding of 
microbiome 

Limited understanding of 
microbiome 

Engineering of <le Ii very system 

Limited understanding of 
ct1mplex immune prt)Les.s.e:s 

Means to engineer horizontal 
transfer 

Lad of knowledge ahout 
regulation of human gene 
expression 

B!ODEFENSE IN T!IE AGE OF SYIVTIIETIC BIOLOGY 

Relevant Developments to Monitor 

Pathway elucidation, improvement, in circuit design. and 
improvements in host ( .. chassis") engineering to make toxins 
tolerable to the host organism synthesizing the toxin 

Pathway elucidation and/or demonstrations of combinatorial 
approaches 

Improvements in intracellular and industrial productivity 

Pathway elucidation and/or improvement, in circuit design 
and/or improvements in host ("chassis") engineering to make 
toxins tolerable to the host organism synthesizing the toxin 

Increased knowledge of how to modify enzymatic function, to 
make specific products 

Improvements in directed evolution and/or increased 
knowledge of how to build pathway, from disparate organisms 

Improvements in intracellular and industrial productivity 

Improvements in knowledge related to microbiome 
colonization of host. in situ horizontal transfer of genetic 
elements, and other relationships between microbiome 
organism, and hosl pro<:esses 

Improvement, in knowledge related to microbiome 
colonization of ho,t. in ,itu horizontal tran,fer of genetic 
elements, and other relationships between minohiome 
organisms and host processes 

lnneased knowledge related to the potential for viruses or 
minohes lo deliver immunomodulatory factors 

Knowledge related to how to manipulate the immune system, 
im:lu<ling how lo muse autoimmunity and pre<li<·tahilily a<:ross 
a population 

lnneased knowledge of technique, to effedively aller 
the human genome through horizontal transfer of genetic 
information 

lnneased knowledge related to regulation of human gene 
expression 

"Shnding indicates developments thought to be propel led by commercial drivers. Some nppronches. ~uch a~ combinatorinl nppronches nnd 
dim:ted evolution, may al low bottlene,·ks and barriers to be widened or overrnme with less explicit knowledge or tools. 
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Conclusions and Recommendations: Synthetic Biology Expands What Is Possible 

Synthetic biology expands what is possible in creating new weapons. It also expands the range of actors 
who conld undertake such efforts and decreases the time required. Based on this study's analysis of the poten
tial ways in which synthetic biology approaches and tools may be misused to cause harm, the following specific 
observations were made: 

(a) Of the potential capabilities assessed, three currently warrant the most concern: (]) re-creating 
known pathogenic virnses, (2) making existing bacteria more dangerous, and (3) making harmfnl 
biochemicals via in situ synthesis. The first two capabilities arc of high concern due to usability of the 
technology. The third capability, which involves using microbes lo produce harmful biochemicals in 
humans. is of high concern because its novelty challenges potential mitigation options. 

(b) With regard to pathogens, synthetic biology is expected to(]) expand the range of what could be 
prodnced, inclnding making bacteria and virnses more harmfnl; (2) decrease the amount of time 
required to engineer such organisms; and (3) expand the range of actors who could nndertake such 
efforts. The creation and manipulation of pathogens is facilitated by increasingly accessible technologies 
and starting materials, including DNA sequences in public databases. A wide range of pathogen charac
teristics could be explored as part of such efforts. 

( c) With regard to chemicals, biochemicals, and toxins, synthetic biology blurs the line between chemical 
and biological weapons. High-potency molecules that can be produced through simple genetic pathways 
arc of greatest concern, because they could conceivably be developed with modest resources and orga
nizational footprint. 

(d) It may be possible to use synthetic biology to modul.ate human physiology in novel ways. These 
ways include physiological changes that differ from the typical effects of known pathogens and chemi
cal agents. Synthetic biology expands the landscape by potentially allowing the delivery of biochemicals 
by a biological agent and by potentially allowing the engineering of the microbiomc or immune system. 
Although unlikely today, these types of manipulations may become more feasible as knowledge of com
plex systems. such as the immune system and microbiomc, grows. 

(c) Some malicious applications of synthetic biology may not seem plausible now bnt could become 
achievable if certain barriers are overcome. These barricn; include knowledge barriers. as is the case 
for building a novel pathogen, or technological barriers. as in engineering complex biosynthctic pathways 
into bacteria or re-creating known bacterial pathogens. It is important to continue to monitor advances in 
biotechnology that may lower these barriers. 

FUTURE USE OF THE FRAMEWORK 

A framework that can be both relatively straightforward and enduring in its utility is valuable. There arc many 
different types of frameworks that have been applied to issues related to the misuse of biological agents, each of 
which has its advantages and disadvantages. The framework presented in this report specifics a process to facili
tate the consideration of expert opinions regarding the level of concern about specific synthetic biology-enabled 
capabilities or combinations of capabilities. The subjective nature of the framework requires that its users have 
familiarity with the field of biotechnology and, as appropriate. that domain experts arc enlisted to provide and 
evaluate pertinent data and fill in any gaps in expertise. The technical depth and breadth of this study committee. 
along with the processes used to facilitate its discussions, helped to provide a thorough assessment while prevent
ing individual perspectives from dominating the discussions. 

Nonetheless. there arc limitations to the framework\ use in the context of this study. Specifically. the study task 
did not include consideration of intelligence infonnation about the intents or capabilities of potential actors who 
may seek to misuse life sciences, nor did it include a comprehensive analysis of the U.S. government's capabilities 
rel atcd to preparedness for and mitigation of attacks. Therefore. this report docs not represent a threat assessment. 
By combining this report's assessment of concern with intelligence and other infonnation. others could, in the 
future. assess vulnerabilities and risks lo inform decision making. 
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Conclusions and Recommendations: A Framework for Assessing Concern Contributes to Planning 

The DoD and its interagency partners should use a framework in assessing synthetic biology capabili
ties and their implications. 

(a) A framework is a valuable tool for parsing the changing biotechnology landscape. 
(b) Using a framework facilitates the identification of bottlenecks and barriers, as well as efforts to 

monitor advances in technology and knowledge that change what is possible. 
(c) A framework provides a mechanism for incorporating the necessary technical expertise into the 

assessment. A framework enables the participation of technical experts in synthetic biology and biotech
nology along with experts in complementary areas (e.g., intelligence and public health). 

BIODEFENSE IMPLICATIONS OF THE AGE OF SYNTHETIC BIOLOGY 

It has been stated on numcrou s occasions, by both scicnli fie and political leaders, that the 21 st century is the 
century of the life sciences (U.S. Congress, 2000). Much of the excitement and anticipation comes from the promise 
that advances in biotechnology offer to society. But, as with previous expansions in technological capabilities, the 
potential for benefit also comes along with potential risks that the technology could be misused to cause hann. It 
is therefore wise for the U.S. government lo pay close attention lo rapidly advancing fields such as synthetic biol
ogy, just as it did to advances in chemistry and physics during the Cold War era. Approaches modeled after those 
taken to counter Cold War threats arc not sufficient for biological and biologically-enabled chemical weapons in 
the age of synthetic biology. On the other hand, the nation's experience preparing for naturally occurring diseases 
provides a strong foundation to build upon in developing strategics to prevent and respond to emerging biological 
threats and biologically-enabled chemical threats. While this study docs not constitute a threat assessment and 
docs not make specific recommendations regarding addressing current vulnerabilities, several areas were identified 
that warrant attention as the nation seeks to bolster its preparedness and defense capabilities. 

Conclusions and Recommendations: A Range of Strategics Is Needed to Prepare and Respond 

Many of the traditional approaches to biological and chemical defense preparedness will be relevant to 
synthetic biology, but synthetic biology will also present new challenges. The DoD and partner agencies will 
need approaches to biological and chemical weapons defense to meet these new challenges. 

(a) The DoD and its partners in the chemical and biological defense enterprise should continue 
exploring strategies that are applicable to a wide range of chemical and biodefense threats. Nimble 
biological and chemical defense strategics arc needed because of rapid rates of technological change, as 
well as strategics adaptable to a wide range of threats because of uncertainty about which approaches an 
adversary might pursue. 

(b) The potential nnpredictability related to how a synthetic biology-enabled weapon could manifest 
creates an added challenge to monitoring and detection. The DoD and its partners shonld evaln
ate the national military and civilian infrastrncture that informs population-based surveillance, 
identification, and notification of both natnral and pnrposeful health threats. An evaluation should 
consider whether and how the public health infrastructure needs to be strengthened to adequately recognize 
a synthetic biology-enabled attack. Ongoing evaluation will support responsive and adaptive management 
as technology advances. 

(c) The U.S. government, in conjunction with the scientific commnnity, shonld consider strategies that 
manage emerging risk better than current agent-based lists and access control approaches. Strategics 
based on Ii sls, such as the Federal Select Agent Program Sekel Agents and Toxins Ii st, will be insu fficicnl 
for managing risks arising from the application of synthetic biology. While measures lo control access 
to physical materials such as synthetic nucleic acids and microbial strains have merits, such approaches 
will not be effective in mitigating all types of synthetic biology-enabled attacks. 
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Exploration Areas 

Although it was outside the scope of this study to comprehensively assess the preparedness and response 
capabilities of existing military and civilian defense and public health enterprises or dctcnninc how to address gaps, 
exploration of the following areas is suggested to address some of the challenges posed by synthetic biology: 

(a) Developing capabilities to detect nnusual ways in which a synthetic biology-enabled weapon may 
manifest. For consequence management, expanding the development of epidemiological methods (e.g., 
surveillance and data collection) would strengthen the ability to detect unusual symptoms or aberrant 
patterns of disease. Enhancing epidemiological methods will have an additional benefit of strengthening 
the ability to respond to natural disease outbreaks. 

(b) Harnessing compntational approaches for mitigation. The role of computational approaches for pre
vention, detection, control, and attri bu lion wi II become more important with the increasing reliance of 
s ynthctic biology on computational design and computational infrastructure. 

(c) Leveraging synthetic biology to advance detection, therapeutics, vaccines, and other medical 
conntermeasnres. Taking advantage of beneficial applications of synthetic biology for countermeasure 
research and development is expected to prove valuable. along with corresponding efforts to facilitate 
the entire development process, including rcgu latory considerations. 

A great deal of the scientific knowledge, materials. and techniques required for beneficial biological research 
or development could be misused. It is extremely challenging to prevent this, however, because the scientific 
community relics upon access to publications. genetic sequences, and biological materials to advance the state of 
science and, importantly, to reproduce the results of others to verify findings and build upon them. Biotechnology 
presents a "dual-use dilemma" (NRC, 2004), and synthetic biology is part of this dilemma. Although dual-use 
research is going to remain a challenge for scientists and for the nation's defense, there is reason for optimism 
that, with continued monitoring of biotechnology capabilities and strategic biodcfense investments, the United 
States can foster fruitful scientific and technological advances while minimizing the risk that these same advances 
will be used for harm. 
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Appendix A 

Specific Synthetic Biology Concepts, 
Approaches, and Tools 

This appendix describes a core set of current synthetic biology concepts. approaches. and tools that enable 
each step of the Design-Build-Test (DBT) cycle, focusing particularly on areas in which advances in biotechnology 
may raise the potential for malicious acts that were less feasible before the age of synthetic biology. Although the 
examples presented are intentionally quite broad and somewhat arbitrary-and do not represent an exhaustive list 
of all technologies or all possible applications of synthetic biology- they provide useful context for understanding 
how specific tools or approaches might enable the potential capabilities analyzed in Chapters 4-6. In addition, 
while the main known concepts, approaches, and tools at the time of writing are captured, this list will need to be 
updated and modified to stay relevant as the science advances. The relative maturity of the different technologies 
is described in Table A- I to give a sense of which technologies are in widespread use, which are just in develop
ment, and which are somewhere in between. 

DESIGN 

Concepts, approaches, and tools most closely aligned with the Design phase of the DBT cycle are those that 
enable researchers to envision and plan the engineering of biological components. This report takes a broad view 
of Design to include both the technologies that enable design and design objectives; as such, this grouping includes 
both synthetic biology technologies and examples of the types of applications that they might enable. 

Automated Biological Design 

Engineering biological components can be a challenging proposition; organisms are complex, and scientific 
understanding of biology remains incomplete. Designers must consider the effects of a large array of potential 
variables, including DNA bases. codons, amino acids, genes and gene segments, regulatory elements, environ
mental context, empirical and theoretical design rules. and many other elements. Automated biological design, 
known in the field as bio-design automation, lowers the barrier to designing genetic constructs by automating 
some decisions and processes that would otherwise require a high level of expertise or a long time to carry out. 
This automation is enabled by tools such as computer algorithms. software environments. and machine learning. 

Some automated design tools help researchers specify the desired function of the biological construct or how 
the parts in the construct will be organized. Other tools help to transform these specifications into collections of 
realizable DNA constructs; many software tools, for example, help manage and visualize synthetic DNA sequences 
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TABLE A-1 Summary of Relative Maturity of Selected Synthetic Biology Concepts, Approaches, and Tools" 

CRISPR/Cas9 

Genetk logic 

Machine learning 

Multiplexed genome editing 
(MAGE/CRIS PR) 

DNA synthesis anJ a,semhly 

Codon optimiz~tion 

Multi - input logic circuits 

Combinatorial DNA assembly 

Automated DNA as~embly 

De novo protein Rlructure 
prediction 

B ioprospecting 

13 road-spectrum horizomal transfer 
vectors 

Xcnobiology (incorporation of 
nonnatu ral nuc lcotides or amino 
acids) 

Microbiome engineering 

Bui !ding genes 

Building chromosomes 

Building genomes 

Booting genomes 

High-throughput screening 

Directed e olution 

In Use by In Use by the In Use by the In Use by 
Developer of the Synthetic Biology Molecular Biology Amateur 

In Development Technology Community Communiry Biologists 

~For each column, darker shading indicates routine use for lllat community. lighter shading indicates emerging use, and white background 
indicates lit!le or no use. Adoption flows from left to right in most cases. 

as they are being designed. Computer software can greatly enhance the designer's ability to predict a design's 
function and performance, making it more feasible to engineer increasingly complex biological functions and 
potentially reduci11g the time and resources required to generate and test designs. Some predictive components of 
these tools are fairly straightforward. such as the virtual translation of a gene's DNA sequence wto tl1e correspond
ing chain of amino acids. Other functions are more complex, such as the predicted cross-interaction of trnnscrip
tion factors in a genetic circuit. 1 There has been significant progress, for example, in the automated compilation 
of in vitro and in vivo transcription-dependent or translation-dependent genetic circuits starting from high-level 
functional or performance specifications (Brophy and Voigt, 2014). Software can also allow designers to create 

1 ''Genetic circuits" in synthetic biology are analogous to electronic circuits. Just as electronic circuits arc comprised of individual electronic 
components (e.g .. resistors, trnnsistors) assembled together to perfom1 a desired furn:tion \e.g .. sensing. ~c.tu~tion). genetic ,·in:uits are con
~trucled frum the assembly of biological components. These ~omponenlS are encoded in the DNA and may include, for example , DNA binding 
~ites, promotern. or transcription factors. A~ an example, a genetic circuit could he con~trucled to deled (sense) a particular metaholite and to 
initiate expression of a protein once the metabolirn concentration crosses a certain threshold (accuarn). 
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large libraries of combinatorial variants quickly and use machine learning to converge on optimal solutions. This 
allows for higher levels of design abstraction and the use of standards to exchange information globally between 
software frameworks. 

In addition to aiding biological design, automation tools are used in other phases of the DB T cycle, as well. For 
example. researchers can use automated assembly tools to plan how to physically create their designed constructs 
most efficiently or to send designs created in silico directly to remote manufacturing facilities. These designs can 
be distributed across locations to massively parallelize the construction process. Once a construct is assembled. 
automated testing tools can be used to verify that it functions as designed. Taken together, a greater predictive 
capacity, automated assembly, and rapid testing can be expected to facilitate the engineering of increasingly dif
ficult biological functions. Some example applications of automated biological design that are useful to consider 
in the context of biodefense include design of genes and proteins and bioprospecting and pathway design. 

Design of Genes and Proteins 

Automated design programs can create thousands of genetic design variants by combining libraries of genetic 
"parts" in various ways. an approach known as combinatorial library design. The developers of such programs 
typically build certain design rules into the algorithm to increase the chances that the designs created will be 
functional from a biological standpoint. Once the program is in use, the variants it creates can be used to improve 
design rules via machine learning or statistical analysis. Through this learning process the programs are able to 
refine subsequent designs; the process also could ultimately remove human designers from the design process. 
allowing DNA design, assembly, and verification equipment to explore large genetic design spaces automatically. 
The results of combinatorial library design programs can be stored and shared electronically for researchers to 
validate each other's designs, merge multiple designs. or otherwise manipulate the outputs. 

Computer-aided design is also being applied to engineer protein structures, which are crucial to many 
biological processes. Examples of key protein functions being pursued include folding into a desired structure, 
binding to another protein or to a small molecule. and catalyzing a chemical reaction. Researchers have already 
made significant progress toward the predictive design of protein structures and engineering existing peptides 
and proteins for new functionalities. Automated design tools could facilitate the pursuit of more complex protein 
engineering. such as designing a new protein or enzyme capable of functioning with a level of specificity similar 
to that of natural proteins. 

Bioprospecting and Pathway Design 

Software can also enable designers to search for existing enzymes or biochemical pathways that could be 
incorporated into genetic designs to produce chemicals of interest. This type of searching is known as in silico 
bioprospecting. Using this approach. researchers systematically screen a large body of DNA sequence data to 
identify genes or protein domains that encode enzymes capable of performing a desired chemical reaction. After 
identifying hundreds of candidate genes. researchers produce selected genes synthetically and test their functions 
in vitro or in vivo. Additional software tools can be used to engineer more complex biochemical pathways by 
helping the user visualize those pathways. including their connections to the larger metabolic network of the cell. 
and estimate how different factors affect the levels of the various compounds produced. In this way, simulation 
and modeling tools can help to identify where adjustments might be most impactful, such as by increasing the 
expression of one gene product or by deactivating or downregulating a gene involved in a competing pathway. 

Metabolic Engineering 

Metabolic engineering involves the manipulation of biochemical pathways within a cell, frequently with 
the objective of producing a desired chemical. The desired chemical may be new or one that the cell already 
makes, and it may be simple (e.g., ethanol) or more complex (e.g., polypeptide or polyketide antibiotics). Based 
on a detailed understanding of the network of biochemical reactions within the eel 1. researchers can identify the 
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genes involved in crucial steps in the network of biosynthetic pathways and then adjust them to improve yields. 
This process is rarely as simple as increasing the expression of all enzymes in the pathway. which can lead to 
overconsumption of cellular resources and harm the cell's ability to grow and produce effectively. In addition. 
some intermediate chemical products of the path way may be toxic to the cell. in which case it can be important to 
carefully regulate how rapidly such compounds are produced and consumed. Other pathways that compete with 
production of the final product may also need to be adjusted. Because biochemical pathways are often complex, 
engineering them frequently involves the use of sophisticated computer software. Metabolic engineering could 
potentially be used to produce toxins, narcotics, or other products relevant to biodefense. For example, yeast has 
already been engineered to produce opioids in minute quantities (Thodey et al.. 2014). lt is also conceivable that 
these techniques could be used to engineer organisms in the human microbiota to produce compounds that alter 
human health. perception, or behavior. 

Phenotype Engineering 

The phenotype of an organism can be affected by multiple genetic components. While there are some pheno
types for which it is possible to identify specific genes or circuits that would need to be added or altered in order 
to achieve a particular outcome, such as the capability for horizontal transfer (the movement of genes from one 
organism to another, as opposed to the vertical transfer of genes from parent to offspring) and transmissibility (the 
ability to pass from one organism to another), in many other cases it is difficult to determine the multiple genetic 
components that may impact phenotype. In the past. an organism's phenotypes were manipulated largely by the 
accumulation of sequential mutations, which in many cases led to local rather than global optimizations of func
tion. More recently. the explosion of sequence information and accompanying systems biology characterizations 
of multiple organisms have provided a cornucopia of possibilities for engineering phenotypes that involve much 
more complex networks of genetic components. In parallel. the rise of DNA construction and genome editing 
technologies could facilitate the construction of multiple variants that involve alterations to multiple genes in an 
organism. By applying high-throughput screening or selection to these variant libraries. it may be possible to isolate 
pathogens with dramatically modified phenotypes relevant to their potential weapon ization. such as environ mental 
stability, resistance to desiccation. and ability to be mass produced and dispersed. 

Horizontal Transfer and Transmissibility 

The spread and impacts of a given pathogen are closely tied to its ability to replicate and be transmitted to 
naive hosts. Synthetic biology technologies could potentially be applied to make a pathogen's genes more easily 
transmitted, such as by enabling or enhancing the horizontal transfer of genes. Genes, circuits, or episomes (pieces 
of genetic information that can replicate independently of the host) can already be engineered to be horizontally 
transferred by exploiting commonalities in replication and transformation machinery; for example, the introduction 
of invasin genes has been used to alter the host ranges of bacteria (Palumbo and Wang. 2006; Wollert et al.. 2007). 
New research aims to combine multiple such techniques to create near-universal horizontal transfer vectors with 
expanded functionality; if successful. this work could broaden the potential areas of concern (Fischbach and Voigt. 
2010; Yaung et al.. 2014). Combinatorial methods that are available via library synthesis and either high-throughput 
screening or directed evolution may also potentially be used to alter or expand horizontal transfer and transmis
sibility. Past research has demonstrated that even low-throughput directed evolution of functions can be used to 
enhance airborne transmission of H5N I influenza virus between mammals (Herfst et al., 2012; Imai et al., 20 I 2). 

Xenobiology 

Xeno biology refers to the study or use of biological components not found naturally on Earth (Schmidt, 20 IO). 
A simple example is the engineered incorporation of a new amino acid (one not typically found in living cells) 
into a cell's proteins. Recent research has demonstrated that it is possible to engineer cells to employ a genetic 
code different from that shared by most life on Earth, or to incorporate nonnatural DNA bases (beyond adenine. 
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thy mine, cytosine. and guanine) into a cell• s DNA ( Chen et al., 2016: Feldman et al .. 2017). Such approaches could 
potentially be used to block infection by viruses or prevent undesired horizontal transfer of gene function. Cells 
with alternative DNA bases, codons. amino acids. or genetic codes may also be able to evade detection based on 
standard methods such as polymerase chain reaction (PCR), DNA sequencing, or antibody-based assays. 

Human Modulation 

While past considerations of biodefense concerns have largely been focused on pathogens, synthetic biology 
raises new possibilities for modifying a person's physiology or environment in ways that may lead to dysfunc
tion, disease, or increased susceptibility to disease. For example. altering the makeup or functions of the gut 
microbiome could either enhance a person's health or cause dysfunction. Modulation of the immune system-the 
body's defense against pathogens-is another hypothetical possibility worthy of consideration. as is epigenetic 
modification (changes in hov.· cells express genes but not changes to the DNA sequence itselt). In short, there 
is now a large amount of information available about the human form that could potentially inform phenotype 
modulation in different ways. 

BUILD 

Technologies and applications most closely aligned with the Build phase of the DBT cycle are those that are 
used to physically create actual biological components. Synthetic biology is often pursued in an iterative fashion. 
blurring the lines among the Design, Build, and Test phases, and some technologies can play a role in multiple 
phases. Considered here are technological capabilities and advances related to specified changes and to the con
struction of libraries for high-throughput screening or directed evolution. 

Factors that may impact the level of concern related to Build capabilities include cost, time, and ease of access 
for DNA construction; the complexity of libraries that can be generated for directed evolution; and the difficul
ties inherent in rendering the DNA "'operable" (i.e .. the ability to create a synthetic DNA sequence that actually 
functions within a living system). 

DNA Construction 

DNA construction refers to technologies that can be used to produce a desired DNA molecule de novo. The 
general and overlapping terms "DNA synthesis" and "DNA assembly" are included in this category. Much of 
modern biotechnology depends on having DNA molecules of defined sequence; synthetic DNA has been used, for 
example. to advance understanding of the basic workings of the genetic code, to enable modern DNA sequenc
ing, and to develop and enable common use of PCR. In addition, gene editing technologies such as zinc finger 
nucleases, TALENs, and CRISPR/Cas9 each depend on some amount of synthetic DNA. Decreasing costs and 
increased production scales have made it far more feasible to use synthetic DNA for a variety of purposes. Before 
DNA construction technologies became available, the only way to obtain a particular DNA segment of interest 
was to find it in an organism. Now, nearly any DNA-whether natural or designed-can be obtained by simply 
ordering the sequence to be synthesized from one of many commercial suppliers or by making it on a laboratory 
DNA synthesizer. While DNA is the most common product of DNA construction technologies. these technologies 
can also be used to create synthetic RNA molecules and chemical modifications to DNA or RNA. 

This access is tremendously enabling for the many beneficial uses of biotechnology, but also has ramifica
tions for potential malicious use. For example. DNA construction could conceivably be leveraged to make toxins, 
enhance a pathogen, re-create a known pathogen, or even create an entirely new pathogen. Generally speaking, 
ready access to synthetic DNA allows designers to construct, test, and revise their designs more easily. Many 
DNA synthesis companies have agreed to screen orders in accordance with guidelines from the U.S. Department 
of Health and Human Services (HHS, 2015). although limitations of these guidelines have been described (Carter 
and Friedman, 2015). 

Factors that may impact the level of concern related to DNA construction capabilities include cost, time. 
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ease of access, and difficulty of rendering the DNA '"operable." The size of a segment of synthetic DNA (a DNA 
construct) is typically described in base pairs for double-stranded DNA and nucleotides for single-stranded DNA. 
DNA constructs can range from a fev.· nucleotides to several thousand base pairs to entire genomes. Generally 
speaking, longer DNA constructs are more difficult to produce (or assemble) and using them requires additional 
laboratory skills compared to shorter constructs. The following examples describe potential uses of DNA construc
tion in ascending order of length and complexity. 

Olixmmcleotides (Several to Hundreds of Nucleotides) 

In its most basic form, DNA construction produces oligonucleotides (oligos), single strands of user-defined 
sequence that can range in length from a few nucleotides to a few hundred. Oligos can be combined to construct 
longer DNA sequences. Oligos are extremely useful for a wide variety of research tasks that involve manipulat
ing and analyzing DNA. including sequencing and PCR, as well as site-directed mutagenesis and genome-scale 
gene editing (e.g., using multiplexed automated genome engineering, or MAGE; Gallagher et al., 2014). Although 
oligos are typically too short to form the types of protein-encoding genes necessary to support more complex 
biological functions, they can be used to encode regulatory regions (such as promoters or enhancers), certain 
short polypeptide-based toxins. transfer RNA. and guide RNA molecules such as those employed for gene editing. 

Genes ( Hundreds to Thousands of Base Pairs) 

Most genes range from a few hundred to a few thousand base pairs in length. Synthetic genes are available 
commercially as either cloned DNA (in which the product is verified as correct and pure. and typically delivered 
as part of a general circular plasmid DNA vector) or uncloned linear fragments of DNA (which typically contain 
some amount of undesired mutations). Potential uses for synthetic genes are at least as diverse as the range of 
genetic functions found in nature. Genes could be used for a wide variety of malicious purposes, for example, to 
enhance the pathogenicity of an organism or to produce a toxin. 

Genetic Systems (Thousands to Hundreds of Thousands of Base Pairs) 

Genetic systems are groups of genes that work together to achieve a more complex function but fall short of 
supporting an entire eel 1. For example. genetic systems could be used to encode a biosynthetic pathway or to form 
engineered genetic circuits that combine operations such as sensing. computing, and actuation. Viral genomes can 
also be considered as genetic systems, and the genomes for several viruses have already been synthesized and used 
to produce fully infectious virions (Blight et al., 2000: Cello et al., 2002: Tumpey et al.. 2005). Viral genomes can 
vary from thousands to hundreds of thousands of base pairs in length; large viral genomes (e.g .. orthopox viruses) 
are currently more challenging to synthesize than small ones (e.g .. polio). 

Cellular Genomes (Miffions of Base Pairs) 

DNA construction can also be used to assemble the genome for an entire single-celled organism. In 2010, 
researchers synthesized and assembled the DNA genome of the bacterium Mycoplasma mycoides and used that 
genome to produce a self-replicating cell (Gibson et al.. 2010). This was a difficult, time-consuming, and costly 
process. At about one million base pairs, the synthetic genome was also one of the smallest known in the microbial 
world. Nevertheless, this feat demonstrated that it is possible to re-create a living. reproducing organism based 
on its genetic data. In this case, researchers "'booted" their synthetic genome by inserting it into the cell body of a 
closely related organism, leading to complete replacement of its natural genome with the synthetic one. It remains 
to be seen how generalizable this approach can be for larger microbial genomes and other types of cells. Other 
researchers are currently pursuing the construction of bacterial and yeast genomes ranging from 4 to 11 megabase 
pairs in length; these efforts also use an existing close relative, replacing or '"patching" the natural genome with 
large fragments of the synthetic genome (Richardson et al., 2017). Concerns have been raised about the possibility 
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of using whole-genome construction to generate dangerous organisms that otherwise could not be obtained without 
attracting attention ( or might not be obtainable at all). 

Editing of Genes or Genomes 

A variety of technologies allows the modification of specified bases or genes within a pathogen. vector, or host. 
Such technologies could potentially be utilized to imbue pathogens with new functions; for example, site-directed 
mutagenesis capabilities could allow the construction of viral variants with novel properties such as altered immu
nogenicity or species range. Examples include oligonucleotide-meditated mutagenesis, recombination-mediated 
genetic engineering ("recombineering") and related techniques (Murphy and Campellone, 2003: Ejsmont et al., 
2011 ) . CRISPR/Cas9-based genome editing approaches. and MAGE. Most significantly, newer gene editing 
platforms such as CRISPR/Cas9 enable the modification of a wide range of organisms. Both the ease with which 
pathogens can be modified and the types of possible phenotypes that could arise from such modifications would 
be relevant to an assessment of vulnerabilities related to gene or genome editing. 

In the past. genome engineering was a painstaking process that required individual genes to be modified 
serially. Now. however, multiple genes can potentially be modified in parallel and iteratively. For example, with 
MAGE, multiple synthetic oligos are created that differ from the existing host genome in at least one base pair. 
These synthetic oligos are then inserted into a population of cells, where they essentially overwrite the targeted 
portion of DNA in the cells. MAGE has been used to optimize metabolic pathways, turn off sets of genes, tune 
gene activity up or down, and engineer a microbial genome with an altered genetic code. 

While the biochemical mechanisms MAGE relies on are common throughout both simple and complex 
organisms, MAGE has primarily been demonstrated in Escherichia coli. and the work required to adapt MAGE 
to a new species may prove cumbersome. In contrast, genetic engineering and CRISPR/Cas9-based technologies 
may allow engineering in many new species, providing convenient paths to the further identification of altered 
phenotypes via either high-throughput screening or directed evolution of organisms with radically new phenotypes 
and genome-wide sequence changes. 

Library Construction 

One of the watershed differences that has been enabled by improvements in DNA construction is the abil
ity to generate large libraries of genetic variants. Such libraries can be sieved for improved phenotypes without 
knowing precisely what variants will arise. This contrasts with the more deliberate process of gene and genome 
engineering described above (Editing of Genes or Genomes). but there are overlaps between the two approaches 
because an increased knowledge of how genotype relates to phenotype can guide library design and thereby 
improve the probability that a given phenotype will be achieved. As an analogy, library construction techniques 
allow the construction of many more "darts." and knowledge of genotype-to-phenotype relationships, gained 
through experiments with gene and genome editing, provides an increasingly larger '"target" at which to throw 
those darts. In particular, the ability to construct degenerate oligonucleotides in a wide variety of ways, including 
by codon mutagenesis or with nucleotides that are inherently mutagenic, provides a means to construct both large 
and relatively targeted libraries. 

Because DNA can span thousands or even millions of base pairs, designers typically prioritize which parts 
to vary based on analyses and educated guesses about which changes are most likely to yield the desired results. 
For example. a designer may use prate in structure analysis and visualization software to identify specific parts 
of a protein that might affect the desired function, such as its enzymatic specificity. build proteins with random 
variation in those specific parts, and then test how each random variation affects enzymatic specificity. 

Booting of Engineered Constructs 

With some exceptions, synthesized DNA (or RNA) does not perform biological functions on its own. The 
process of inducing raw genetic material to perform biological functions is known as "'booting," a term borrowed 
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from computer technology, where booting refers to the abi Ii ty to execute functions on digi ta! information by taking 
it out of storage and putting it into an active state. Booting a synthetic construct is most relevant to the Build and 
Test phases of the DBT cycle. In the context of biodefense, booting may also be important for a malicious actor's 
ability to deliver a bioagent to a target. 

Booting in biological systems can take many forms. In the context of viruses, booting may be broadly con
sidered to mean that viral nucleic acids are delivered to cells, where the viral nucleic acids are subsequently able 
to replicate. A few viruses have been booted by merely delivering their genetic material into host cells, whereas 
others require additional genetic components expressed separately in host cells in order to produce infectious viral 
particles. In the context of bacteria, researchers have successfully booted synthetic bacterial genomes by replacing 
part or all of the genetic contents of natural or synthesized cells with a partial or full synthetic genome. Booting 
a fully functioning. self-replicating bacterium is significantly more complex than booting a virus. 

Perhaps the simplest example of booting engineered constructs is through the use of episomes. pieces of genetic 
information that can autonomously replicate but typically cannot be readily transferred between cells. Plasmids 
(typically found in prokaryotes) and extrachromosomal linear arrays of DNA (typically found in eukaryotes) are 
examples of episomes. Episomes are the most common vector that synthetic biologists use to boot engineered 
constructs. and there are many available techniques to boot episomes. Although episomes in general are not as 
complex as full viral or bacterial genomes. they can be used to, for example. introduce a viral genome into a cell 
and then use the host cell's transcription, translation. and replication machinery to boot the virus. It may even be 
possible to use a similar approach to boot a free-living organism. It is also possible for some episomes to spread 
through a microbial population and between individuals. albeit in general more slowly than a viral infection would. 

TEST 

Testing is used to determine whether a design or biological product created with synthetic biology tools has 
the desired properties. Tests are typically performed at many stages of a project; for example, a researcher might 
use computer models to determine if a design is likely to work. then perform tests to validate that the correct 
DNA construct has been synthesized, then boot the construct to verify that it is capable of performing the intended 
biological functions. Testing might involve the use of cell cultures, model organisms in laboratory conditions, 
organisms in the wild, or even potentially human populations. 

Test results can be used to further refine a design based on information gained from experimental measure
ments and observations, and the DBT cycle begins again. In general, state-of-the-art synthetic biology efforts 
require a great deal of testing in order to yield organisms with the desired properties, making Test both a crucial 
step and a substantial bottleneck in the DBT cycle. It is a matter of debate whether malicious actors could skip 
the Test phase and still successfully carry out a biological attack. While a test can be applied to a single variant. 
in practice it is often more desirable to carry out multiple tests in parallel (high-throughput screening) or to have 
organisms '"test" themselves (directed evolution). 

High-Throughput Screening 

Automation provides the means to screen thousands to billions of individual variants of an organism for func
tion or phenotype. High-throughput testing in cell cultures is a type of screening test commonly used in synthetic 
biology. Such tests can be used to answer more specific questions (e.g., did this precise genomic change yield the 
desired phenotypic alteration'!) or more exploratory questions (e.g., did any of these 100 .000 combinatorial variants 
in one viral protein yield the desired phenotypic alteration?). Technologies for cheaper and faster screening are 
in high demand across the biological and biomedical communities, in particular for '"-omics" approaches that are 
agnostic to the type of organism being tested. such as genomics, transcriptomics, metabolomics. and proteomics. 

Screening-based tests are performed serially, evaluating different designs or biological products one at a time. 
Using multiplexing and automation, researchers have developed high-throughput screening-based tests capable of 
screening tens to thousands of prototypes. On the other hand, selection-based tests (see below, Directed Evolution) 
are more difficult to design than screening-based tests, but allow much higher throughput. 
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Directed Evolution 

In nature, the process of evolution selects the best pcrfonncrs from a genetic pool that includes some degree 
of random variation. Researchers can use a similar process lo create prototype biological components represent
ing multiple competing variations and then select among them for the phenotypes that best match the desired 
outcomes. Prototypes can vary based on smaller changes-different DNA bases, codons, or amino acids, for 
example-or based on larger-scale differences such as the configuration of multiple genes within a genetic circuit. 
Like au lo mated biological design, directed evolution is a synthetic biology technique that spans all three phases 
of the D 8 T c ye le. 8 y building and evolving constructs with random variations, researchers u sc d irectcd cvol ution 
to refine new designs through an iterative approach. The primary difference between high-throughput screening 
and directed evolution is that in directed evolution, individual organisms compete for the ability to replicate. For 
example, genomic variations could be introduced into a modified pathogen to produce a large library of variant 
organisms, which could then be tested for the ability to grow in the presence of an antibiotic. Directed evolution 
can thus be used to evaluate millions of prototype biological components in parallel, though typically, only one 
or a few variants would ultimately emerge as successful. 

This approach can allow a researcher to sidestep the need for predictive design by creating libraries of mil
lions or more variants and then selecting or screening them to find those few that have a desired set of properties. 
For example, a researcher could randomly alter residues within specific genes or across an entire genome and 
then select for a desired phenotype, such as growth, tropism, or lysis. Importantly, the selection can be carried 
out directly in a host organism, thus allowing for the selection of host-related phenotypes, such as transmissibility 
(ability to move from an infected to an uninfected host) or pathogcnicity (e.g., necrosis within particular tissues). 
The most promising variants that emerge can be refined further through additional iterations of rational design or 
selection, following the DBT cycle. Many of the same methods used for library construction and high-throughput 
screening can also be used for directed evolution, and these different approaches can be combined. For example, 
a researcher could conduct a high-throughput screen of variants created by a CRISPR/Cas9 library, MAGE, or 
DNA shuffling (a technique whereby a set of related genes or genomes is broken down into smaller pieces that 
arc randomly reassembled). The variants selected by the screen could then be selected for growth on a novel 
substrate, potentially identifying both a gene and an organism whose sequence was not fully included in any of 
the original precursor genes. 
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Appendix B 

Selected Prior Analyses Used to Inform the Framework 

Prior biodefense analyses and other sources were reviewed in developing the factors and elements that form 
the framework presented in this report. This appendix provides further summary information about several of these 
sources to illustrate different approaches to assessing potential synthetic biology concerns. It is not intended to be 
a comprehensive compendium of all prior risk governance and biotechnology assessment approaches. 

CONSIDERATIONS FROM GLOBALIZATION, BIOSECURITY, 
AND THE FUTURE OF THE LIFE SCIENCES 

The report G/obali::.ation, Biosecurity. and the Fu/Ure of 1he Li}t' Sciences (also sometimes referred to as the 
"Lemon-Reiman" report from the names of its committee co-chairs) classified emerging technologies into cat
egories based on their characteristics as concerning and warranting particular attention for further risk assessment 
(IOM and NRC, 2006). These four groupings were: 

(I) technologies that seek to acquire novel biological or molecular diversity: (2) technologies that seek to generate 
novel but pre-determined and specific biological or molecular entities through directed design; (3) technologies 
that seek to understand and manipulate biological systems in a more comprehensive and effective manner; and ( 4) 
technologies that seek to enhance production, delivery, and ·packaging' or biologically active materials. (IOM and 
NRC, 2006, p. 4) 

This categorization is wholly focused on features of the technology itself in terms of capabilities it might 
generate. 

CAPABILITIES-BASED WEAPON DEVELOPMENT FRAMEWORK 
J,"KOM NATIONAL DEI-"ENSE UNIVERSITY 

This approach, developed at Nati on al Defense University ( 2016) indicates the points at which potential impacts 
in the age of synthetic biology could be achieved. Beginning at the far left and working across each step of the 
bioweapon development pathway, one may determine the steps at which synthetic biology could have an impact 
on the development pathway (see Figure B-1 ). 
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A,qu i~itio n Modification Testing Scale up 

Cellular & 
Creation Targeting nuclear Testing 

delivery 

Identification Cellular & 
of specTlic Creation Targeting Nuclear 

characteristic delivery 

Acquisition = the fl from lab or transport, harvest from nature, synthetic recreation 

Creation = wet-bench laboratory work and genetic design, synthetic creation 

Targeting= target to specific genome elements 

Cellular/Nuclear delivery= capability which allows viable delivery to specific cells and the nucleus 

Testing= animal models, field testing 

Scale up = mass production, freeze drying, encapsulation, storage/stockpiling 

Dissemination = sprayer, point delivery mechanism, filling 

For each capabili ty listed, address the following questions 
How do advances in synthetic biology enable this capability? 
What barriers must be overcome? 
How soon will this copobility emerge? (current, near, mid, fang) 
What actors could develop this capability? 
What ore the consequences of the emergence of this capability? 

Dissemination 

Scale up Dissemi n a tic n 

Testing Scale up Dis.semi nation 

FIGURE B-1 Approach to considering steps where synthetic biology could impact biowcapon development. Developed by 
National Defense University. SOURCE: National Defense University, 2016. 

This model was used by National Defense University at a tabletop exercise to assess where gene editing 
technology (such as CRISPR/Cas) provides heightened capability for creating bioweapons. The approach pro
vides insight into where synthetic biology may have an impact, rather than defining specific characteristics of the 
technologies themselves. 

DECISIO FRAMEWORK FROM LNNOVAI/ON, DUAL USE,AND SECURITY 

Jonathan Tucker's ''Decision Framework" published in lnnomtion, Dual Use, and Security (Tucker. 2012) 
suggests a number of attributes that are relevant to the study charge, as restated below: 

(I) Characteristics of the technology: 
a. Accessibility 
b. Ease of misuse 

(2) Characteristics of govemability: 
a. Embodiment (material ''tangibility'' of technologies) 
b. Maturity 
c. Convergence (number of technologies that come together to create new technology) 
d. Rate of advance 
e. International diffusion 

(3) Level(s) amenable to mitigation 
a. State 
b. Institution 
C. Individual 
d. Product 
e. Knowledge 
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This framework en com passes a variety of features that touch on features of the technology ( level of difficulty. 
maturity, speed of advance. and convergence with other technologies), who has access. and the severity of the 
outcome if it is misused. This framework also considers options for mitigation, as well as how the cost compares 
to the benefit of the technology. It is used primarily to assess technology in terms of relative risk on these levels. 

EXPERIMENTAL AIMS FROM BIOTECHNOLOGY RESEARCH IN AN AGE OF TERRORISM 

In 2004, the National Academies produced the report Bio1echnology Research in an Age of Terrorism (NRC. 
2004 ), known as the "Fink report" after its chairman, geneticist Gerald R. Fink, which made the case that scientists 
have an "affirmative moral duty to avoid contributing to the advancement of biowarfare or bioterrorism." The 
Fink report highlights a list of specific experimental aims that that should trigger additional safety and security 
examination, even if performed for valid scientific reasons. These include experiments that would 

(I) Render a vaccine ineffective, 
(2) Confer resistance to antibiotics or antivirals (countermeasures), 
(3) Enhance virulence of a pathogen or make a nonpathogen virulent. 
( 4) Increase transmissibi lity of a pathogen, 
(5) Alter the host range of a pathogen, 
( 6) Enable evasion of detection or diagnostic. or 
(7) Enable weaponization of an agent or toxin. 

The report features broad recommendations for mitigation of negative outcomes, to include community out
reach, research review (including creation and use of a review board). focused research on mitigation. and inter
national cooperation and outreach. This framework primarily focused on the creation of mitigation tools, but also 
the creation of a core backbone for biosecurity policy development. The Fink report also led to the creation of the 
National Science Advisory Board for Biosecurity. a federal advisory committee administered by the U.S. Depart
ment of Health and Human Services. which has produced a number of influential reports on dual-use research. 

NATIONAL INSTITUTES OF HEALTH CONTAINMENT GUIDELINES 

The National lnsti tutes of Heal th Guidelines (NIH, 20 16), conceived initially with the advent of recombinant 
DNA, provide risk assessment frameworks that enable decision making about the level of biocontainment that can 
best protect laboratory workers. along with suggestions for mitigation plans. Formal risk groups were developed 
with respect to particular pathogens. 

These guidelines focus on capabilities of particular agents. potential adverse outcomes (accidental infection 
of laboratory workers or the public), and mitigation strategies. Perhaps most relevant to this study are the charac
teristics identified for consideration with respect to containment. which include 

Virulence; 
Pathogenicity; 
Potency; 
Environmental stability; 
Route of spread/communicability; 
Availability of vaccine or treatment; 
Gene product effects such as toxicity, physiological activity. and allergenicity: and 
Any strain that is known to be more hazardous than the parent (wild-type) strain. 

Copyright National Academy of Sciences. All rights reserved. 



Biodefense in the Age of Synthetic Biology 
FL-2022-00062 A-00000861845 "UNCLASSIFIED" 2/20/2025 Page 206 

160 B!ODEFENSE IN T!IE AGE OF SYIVTIIETIC BIOLOGY 

CATEGORIES OF EXPERIMENTS HIGHLIGHTED BY THE DURC PROCESS 

The Dual Use Research of Concern (DURC) process was initially triggered by concerns over the publication 
of sequence manipulation information that could map out the creation of a potentially dangerous virus; however, 
the DURC policies that resulted arc more focused on experiments of concern rather than control of information 
per sc. The DURC policies for government and institutions (U.S. Government, 2012, 2014) utilize the Federal 
Select Agent Program Select Agents and Toxins list and highlight categories of experiments similar to those in 
the Fink report. These categories include experiments that 

( I ) Enhance the hannful con seq ucnccs of the agent or toxin; 
(2) Disrupt immunity or the effectiveness of an immunization against the agent or toxin without clinical and/ 

or agricultural justification: 
(3) Confer lo the agent or toxin resistance to clinically and/or agriculturally useful prophylactic or therapeutic 

interventions against that agent or toxin or facilitates their ability to evade detection methodologies: 
(4) Increase the stability, transmissibility, or the ability lo disseminate the agent or toxin; 
(5) Alter the host range or tropism of the agent or toxin; 
(6) Enhance the susceptibility of a host population lo the agent or toxin; or 
(7) Generate or reconstitute an eradicated or extinct agent or toxin listed. 

Similar to the Fink report, this list is focused on capabilities that the teclmology provides to produce a harmful 
biological entity. The DURC policy is intended to be used lo make decisions about funding dual-use experiments. 

SOCIETAL RISK EVALUATION SCHEME (SRES) 

The SRES approach developed by Cummings and Kuzma (2017) was applied to a set of four case studies of 
synthetic biology applications. The suggested characteristics for assessing risks of synthetic biology applications 
arc based primarily on outcomes of an adverse event and whether or not mitigation exists. It also includes a novel 
consideration of society's attitude toward a potentially adverse outcome, which include considerations such as 

(I) Human health risks, 
(2) Environmental health risks, 
(3) Unmanageability, 
( 4) Irreversibility, 
(5) Likelihood that a technology will enter the marketplace, 
(6) Lack of human health benefits, 
(7) Lack of environmental benefits, and 
(8) Anticipated level of public concern. 

S incc this approach was a risk-bcnefi I framework, it goes beyond the scope of the study charge for this com
mittee, which did not attempt to address the benefits of synthetic biology capabilities. 

GRYPHON ANALYSES 

In a presentation to the committee, a representative from Gryphon Scientific described an approach for con
sidering how advances in synthetic biology may change the landscape for acquisition of biological threat agents. 
For example, synthetic biology advances might enable particular threat agents to be synthesized or for a less 
pathogenic microorganism to be modified into a threat agent, in comparison to alternative acquisition routes such 
as culturing from clinical or environmental samples or theft. The approach taken by the analysis was comparative 
and was motivated by the guiding question, ''What advantages (or disadvantages) do synthetic biology acquisi
tion routes provide to a malicious actor, relative to alternative acquisition routes?" (Casagrande ct al., 2017 ). The 

Copyright National Academy of Sciences. All rights reserved. 



Biodefense in the Age of Synthetic Biology 
FL-2022-00062 A-00000861845 "UNCLASSIFIED" 2/20/2025 Page 207 

APPENDIX B 161 

r ' Agent does not 12ose a near-term sxnbio 
PHASE 1: Is creating the agent NO threat: 

using existing synbio techniques ... 
Creation of the agent using synbio , 

feasible? techniques is infeasible or provides no 

'- advantages over alternative means of 

YES acquisition 
,, 

PHASE 2: Does creating the J\ 
agent using synbio techniques NO Agent 12oses a near-term sinbio threat: 
provide any advantages over 

Creation of the agent using synbio 
alternative means of acquisition, ... techniques is feasible and provides at 

given: YES' 
(a) the technical challenges of 

least some advantages over alternarive 

each approach and (b) control 
means of acquisition 

measures? 

FIGURE B-2 Approach to conducting an assessment of how synthetic biology changes the threat agent landscape. SOURCE: 
Modi ficd from Casagrande ct al .. 201 7. 

framework used in the analysis. depicted in Figure B-2, included two phases. The first phase asked whether creating 
a particular biological threat agent was possible using synthetic biology. If so, the second phase asked whether the 
use of synthetic biology provided acquisition advantages over alternative approaches to obtaining that agent. The 
results of these two phases informed the determination of whether the agent did or did not pose a near-term threat. 

Prior work by Gryphon Scientific, described in the presentation, also considered whether novel biotechnolo
gies, including synthetic biology, have the potential to influence and streamline classical weaponization steps 
for biological agents. For example, the presenter noted that agents developed using synthetic biology might be 
developed with increased potency, increased ability to grow to larger numbers, enhanced environmental persis
tence, increased transmissibility, and the ability to overcome host resistance. However, the use of synthetic biol
ogy tools might not be the most effective means to achieve these objectives because of intrinsic factors (such as 
a lack of knowledge) as well as extrinsic factors such as the need for continual testing of weapons products along 
a development pathway. 
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Appendix C 

Questions to Stimulate Consideration 
of Framework Factors 

The following illustrative questions were developed to stimulate consideration of the framework factors and 
facilitate use of the framework to assess specific potential capabilities. These are not intended to represent every 
question that can be posed, and some questions can be applicable to assessing more than one factor. 

Usability of the Technology-Ease of Use 

• How long is the oligonucleotide, gene. or genome involved'! 
• If an entire genome is being created. how easy is it to assemble? 
• For an entire genome, how easy is it to "boot'"! 
• What is the scale and complexity of modification or synthesis involved'! For example. is the target a virus. 

bacterium, fungus, or a larger organism, and how does this affect the ease of use? 
• Can the desired construct be ordered commercially, or would regulatory oversight (e.g., Select Agent rules) 

or construct length make this unlikely? 
• Are reagent kits available to make the process easier? 
• Are genomic design tools and relevant "parts"' databases available to help achieve desired goals? 
• How reliable is the available genomic sequence information? 
• How reliable is the available genotype-to-phenotype information. and how does this affect the ease of use 

for the intended purpose'! 
• Is there a recipe or standard operating procedure available for the intended use, and if so. has it been 

demonstrated to work previously'! 
• Is specialized equipment required, and if so, is it readily available for purchase or via contract? 
• What level of specialized knowledge, hands-on training. and tacit knowledge is required? 
• Are suitable test conditions (e.g .. cell cultures, model organisms) available'! 

Usability of the Technology- Rate of Development 

• Are significant improvements to the technology being published on at least an annual basis'! 
• What aspects are improving'! (Examples of aspects to consider include total processing time, cost. laboratory 

space footprint, level of automation, accuracy, throughput, user interface, and output reporting.) 
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• What types of uses are driving commercial development and market adoption? 
• Is there competition spurring the rate of the technology's development, or does one company have a 

monopoly'! 
• Are there mu[ tip le different markets for the technology, spurring technological development and innovation, 

or is it tightly focused on one specific market? 
• Is there an open-source user community helping to drive the technology fonvard by sharing nev.· developments'! 

Usability of the Technology-Barriers to Use 

• Are there critical bottlenecks that. once overcome, will significantly improve ease of use (e.g., CRISPR/ 
Cas9 for gene editing. photolithography for oligonucleotide synthesis)? 

• What barriers may hinder wider market adoption and penetration of the technology involved, and how 
might these be overcome? 

• Would significant improvements in Build capabilities (e.g., capacity for increased construct length or 
reduced cost of synthesis) be accompanied by corresponding improvements in capabilities for Design and 
Testing relevant to the intended application, or would those aspects remain as barriers'! 

• Are there gaps in fundamental knowledge about pathways and genotype-to-phenotype relationships that 
may hamper the use of genomic design tools for the intended use'! 

Usability as a Weapon - Prodnction and Delivery 

• Could synthetic biology (or its use in combination with other biotechnology advances) be used to enhance 
replication or growth characteristics of an agent in order to support scale-up? 

• Could synthetic biology (or its use in combination with other biotechnology advances) help to scale up 
production of the agent without its losing infectivity or other key features'! 

• Could synthetic biology be used to make an agent "hardier" in the varied environments it may encounter 
during storage and delivery (e.g., could it survive the adverse conditions that might be expected in the 
context of dispersal)'! 

• Could synthetic biology be used to stabilize the agent or facilitate dispersal and survival? 
• How might the agent be delivered to those targeted (e.g., mass dispersal, contamination of food or water. 

a needlestick), and how might this delivery mechanism affect requirements for production, stabilization, 
or testing'! 

• Could synthetic biology (or its use in combination with other biotechnology advances) facilitate novel or 
enhanced forms of delivery? 

• Is large-scale production of the agent needed to have an impact? 
• Could synthetic biology help to reduce the organizational footprint, expertise. or equipment required for 

production? 

Usability as a Weapon-Scope of Casualty 

• Could synthetic biology be used to enhance host susceptibility to a given agent in a way that would worsen 
the severity of an attack or increase the number of casualties? 

• How many individuals could be targeted for harm using this capability (ranging from a single assassination 
to thousands of people, or more)'! 

• Is the agent highly transmissible. thus allowing it to spread beyond those affected by the initial attack? 
• Would an attack based on this capability be expected to be lethal or incapacitating? 
• Could an attack based on this capability have psychological effects or affect the functioning of the targeted 

group? For example, could it incite fear. create panic. and/or allow the takeover of a particular region or 
infrastructure'! 

• What might the duration of the impact be? 
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• In what environment( s) might the agent be used? 
• Could the agent become established in domestic animals or agricultural livestock (e.g .. plague in cats) or 

wildlife, causing longer-term effects on humans and requiring difficult and costly eradication'! 

Usability as a Weapon-Predictability of Results 

• Does the agent need to be tested extensively to confirm that it is efficacious? 
• Is there a relevant animal model for the agent? How predictable is that model for human infection by the 

same agent'! 
• What is the fidelity of the technology'! How reproducibly can a particular result be obtained'! 
• Are there known engineering strategies or preexisting research outlining methods to predictably produce 

the desired result'! Can the properties of a bioagent be modeled with computational tools? 
• Is there know ledge regarding the evolutionary stability of an engineered pathogen or pathway? For example, 

is it likely a synthetic construct will mutate to increase or decrease functionality or activity'! Or can slow
evolving pathogens be generated to avoid attenuation'! 

Requirements of Actors-Access to Expertise 

• How common and widespread is the technical expertise needed to exploit the necessary technology, and 
could expertise in another, related area suffice'! 

• Would expertise in more than one area be required to pursue the capability, and would the range of 
technological expertise likely require a group of people to provide the expertise'! 

• Would developing this capability require or be enhanced by interaction with the legitimate research 
community, or could it be performed autonomously'! 

Reqnirements of Actors-Access to Resources 

• What are the equipment costs, and how quickly are equipment costs decreasing? 
• Are cheaper versions of the necessary technology becoming available, and are they robust enough to raise 

concerns? 
• Can reagents be acquired from multiple vendors. or is there a secondary market (e.g., eBay) where the 

equipment can be acquired at a lower cost? 
• What are the material or reagent costs? 
• What is the shelf life of the required reagents? 
• What are the labor costs? Is specialized training required, and if so, what are the costs involved in that 

training'! 
• What are the maintenance or service costs, and how frequently is maintenance or service needed? 
• What facility costs are associated with the necessary technology (e.g .. special plumbing. cooling, airflow, 

filtration. vibration isolation)'! 
• What is the biosafety risk to the actor, and what costs might the actor incur to protect the safety of those 

doing the work? 
• What would it cost to conceal the pursuit of this capability from authorities (or other nations)? 

Requirements of Actors-Organizational Footprint Requirements 

• What is the organizational footprint (e.g., equipment and other laboratory infrastructure, personnel) needed 
to utilize the necessary technology'! 

• Is the infrastructure required to use this technology widespread or rare? 
• Could existing organizations or infrastructure be leveraged to develop this capability (e.g., dual use of 

legitimate biotechnology infrastructure), or would the work require a secret facility with a particular set of 
infrastructure requirements'! 
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• If additional infrastructure would be required for malicious use, would it require an incremental increase 
in capacity or major additions? 

Potential for Mitigation - Deterrence and Prevention Capabilities 

• Can the development of this capability be controlled or prevented through regulation or other means, either 
in the United States or internationally? Do nations have agreements relevant to applicable regulations'! 

• Is the necessary technology geographically centralized or widely distributed'! 

Potential for Mitigation-Capability to Recognize an Attack 

• To what degree can beneficial and malicious use of the technology involved in this capability be distinguished'! 
• Are there particular activities or equipment associated with this technology that may indicate when it is 

being used to prepare for an attack? 
• Could the capability be used to engineer an agent that evades typical disease surveillance methodologies 

(e.g., to cause an unusual constellation of symptoms)? 
• Could the capability be used to engineer an agent that evades typical identification and characterization 

methodologies (e.g., to create an agent that lacks the phenotypes or DNA sequence used for laboratory 
identification)? 

• Would it be possible to assess whether the agent was created synthetically, as opposed to emerging 
naturally? 

• Could the capability enable targeting of particular subpopulations, and if so. could this targeting be detected 
with available disease surveillance mechanisms'! 

• Could environmental surveillance (e.g., direct sensing via Bio Watch or similar approaches, animal sentinels, 
sensing without direct contact [standoff detection]) provide earlier warning of a bioweapon attack than 
waiting for ill individuals to present in the public health system'! 

• Can mining social media in real time provide indications of when and where an attack or outbreak based 
on this capability might take place, compared to traditional public health surveillance mechanisms'! 

Potential for Mitigation-Attribution Capabilities 

• How feasible would it be to use DNA sequencing to compare samples of the agent with samples from 
recovered evidence? 

• Would the technique used to construct or modify the agent leave a genomic '"scar" that could potentially 
be used as evidence? 

• Would it be possible to identify a design '•signature" linking the use of this technology with a given group 
or laboratory? 

• Would the development of this capability be associated with certain physical properties that could be used 
to compare samples of the agent with samples from recovered evidence? 

Potential for Mitigation-Consequence Management Capabilities 

• Will existing civilian and military public health infrastructure and mitigation approaches to minimize 
morbidity and mortality be effective against an attack using this capability? 

• Are there currently effective medical countermeasures available for an attack using this capability, or would 
it be possible to quickly develop vaccines, drugs, or antitoxins to mitigate the spread and impact of the 
agent over the longer term'! 

• Would the effectiveness of those mitigation approaches rely on knowing how an agent was created'! 
• Would it be possible to understand the genotype, phenotype, or chemical composition of the agent to inform 

how its effect can be mitigated'! 
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Committee Biographies 

Michael lmpcrialc, (Chair), Ph.D., is the Arthur F. Thurnau Professor and Associate Chair of Microbiology and 
Immunology at the University of Michigan Medical School. Dr. lmperiale's research focuses on the molecular 
biology of the small DNA tumor virus BK polyomavirus and specifically on how the virus traffics through the cell 
and interacts with the host intrinsic immune functions. Dr. lmperiale is a previous member of the National Science 
Advisory Board for Biosecurity and has been deeply involved in the policy discussion regarding the potential 
risks and benefits of gain-of-function research. In 20 I 0, he was elected as a Fellow of the American Academy 
of Microbiology and was named a Fe] low of the American Association for the Advancement of Science in 2011. 
He is the founding editor-in-chief of mSphere and also serves as an editor for mBio. In addition to his laboratory 
research, Dr. Imperiale is involved in science policy. He serves on the Committee on Science, Technology. and 
Law at the National Academies of Sciences, Engineering, and Medicine and previously served on the Planetary 
Protection Subcommittee at NASA. Dr. Imperiale received his B.A., M.A., and Ph.D. from Columbia University. 
all in biological sciences. 

Patrick Boyle, Ph.D., is the head of design at Ginkgo Bioworks, a Boston-based synthetic biology company that 
makes and sells engineered organisms. Dr. Boyle's team provides design tools and synthetic biology expertise 
to Ginkgo's organism engineers and is an integral part of Ginkgo's Design, Build, Test, and Ferment strategy for 
organism engineering. Dr. Boyle has extensive hands-on experience with the day-to-day applications of synthetic 
biology, as well as with working within the existing regulatory structure surrounding synthetic biology. Dr. Boyle 
received his Ph.D. in biological and biomedical sciences from Harvard Medical School. 

Peter A. Carr, Ph.D., is a senior scientist at the Massachusetts Institute of Technology's Lincoln Laboratory, where 
he leads the synthetic biology research program. His research interests span genome engineering, rapid prototyping 
of both hardware and wetware. DNA synthesis and error correction, risk evaluation, and biodefense. Dr. Carr is 
the director of judging for the International Genetically Engineered Machine (iGEM) competition and is deeply 
knowledgeable about both the practice and potential implications of synthetic biology, with a special focus on the 
potential impacts on biodefense. Dr. Carr received his bachelor's degree in biochemistry from Harvard and his 
Ph.D. in biochemistry and molecular biophysics from Columbia University. 
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Douglas Densmore, Ph.D., is associate professor in the Department of Electrical and Compu lcr Engineering and 
a Hariri Institute for Computing and Computational Science and Engineering Faculty Fellow, both at Boston Uni
versity. His research focuses on the development of tools for the specification, design, and assembly of synthetic 
biological systems, drawing upon his experience with embedded system-level design and electronic design auto
mation. He is the director of the Cross-disciplinary Integration of Design Automation Research group at Boston 
University, where his team of staff and postdoctoral researchers, undergraduate interns, and graduate students 
develops computational and experimental tools for synthetic biology. He is the lead investigator for the National 
Science Foundation Expeditions "Living Computing Project" and a senior member of the Institute of Electrical 
and Electronics Engineers and the Association for Computing Machinery. Dr. Densmore rccci ved his Ph.D. in 
electrical engineering from the University of California, Berkeley. 

Diane DiEuliis, Ph.D., is a senior research fellow at National Defense University (NDU). Her research areas focus 
on emerging biological technologies, biodcfensc, and preparedness for biological threats. Dr. Di Eu liis also studies 
issues related to dual-use research, disaster recovery research, and behavioral. cognitive, and social science as it 
relates to important aspects of deterrence and preparedness. Prior lo joining NDU, Dr. DiEuliis was the deputy 
director for policy in the Office of the Assistant Secretary for Preparedness and Response, U.S. Department of 
Health and Human Services. Dr. DiEuliis also previously served in the Office of Science and Technology Policy 
at the White House and was a program director at the National Institutes of Health. Dr. DiEuliis has broad knowl
edge about the policy implications of emerging technologies, as well as the intricacies that accompany instituting 
new policies to regulate such emerging technologies. Dr. DiEuliis received her Ph.D. in biological sciences from 
the University of Delaware. 

Andrew Ellington, Ph.D., is the Fraser Professor of Biochemistry at the University of Texas at Austin. Dr. Elling
ton's research focuses on the development and evolution of artificial life, including nucleic acid operating systems 
that can function both in vitro and in vivo. His laboratory aims to "f reduce] synthetic biology ... to an engineering 
discipline rather than a buzzword." Dr. Ellington has received the Office of Naval Research Young Investigator 
Award, Cottrell Award, and Pew Scholar Award. He has advised numerous government agencies on biodcfense 
and biotechnology issues and was recently named a National Security Science and Engineering Faculty Fellow. 
He was also recently named a Fellow of the American Academy of Microbiology and of the American Association 
for the Advancement of Science. Dr. Ellington has also helped found the aptamcr companies Archcmix and b3 
B ioscicnces, and has an intimate understanding of both the academic and commercial sides of synthetic biology, as 
well as the cha I lengcs to both. Dr. Ellington earned his Ph.D. in biochemistry and molecular biology from Harvard. 

Gigi Kwik Gronvall, Ph.D., is a senior associate at the Johns Hopkins Center for Health Security and visiting 
faculty at the Johns Hopkins Bloomberg School of Public Health. An immunologist by training, Dr. Gronvall's 
work addresses how scientists can diminish the threat of biological weapons and how they can contribute to an 
cff ccti ve response against a biological weapon or a natural epidemic. Dr. Gron val I is the author of the 2016 book 
Synthetic Biology: Safety. Security, and Promise (Health Security Press). She is a member of the Threat Reduction 
Advisory Committee, which provides the Secretary of Defense with independent advice and recommendations on 
reducing the risk to the U nitcd S talcs, its military forces, and its allies and partners posed by nuclear, biological_ 
chemical, and conventional threats. Dr. Gronvall has testified before Congress on topics relating to biosafcty and 
biosccurity and is widely regarded as an expert on the role of scientists in health and national security matters. 
Dr. Gronvall earned her Ph.D. from Johns Hopkins University. 

Charles Haas, Ph.D., is the L.D. Betz Professor of Environmental Engineering and head of the Department of 
Civil_Architcctural, and Environmental Engineering at Drexel University. His broad research interests include the 
estimation of human health risks from environmental exposures to pathogens and their control using engineering 
interventions and drinking water treatment. Dr. Haas is broadly knowledgeable in the field of risk assessment, 
particularly in the context of complex and interdependent systems. Dr. Haas previously served as co-director 
of the Center for Advancing Microbial Risk Assessment. which was jointly funded by the U.S. Department of 
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Homeland Security and the U.S. Environmental Protection Agency. Dr. Haas has served on a number of National 
Academies committees, including serving as chair of the Committee to Review Risk Assessment Approaches for 
the Medical Countermeasures Test and Evaluation Facility at Fort Detrick. Maryland. Dr. Haas received his Ph.D. 
in environmental engineering from the University of Illinois at Urbana-Champaign. 

Joseph Kanabrocki, Ph.D., is the associate vice president for research safety and professor of microbiology in the 
Biological Sciences Division of the University of Chicago. Dr. Kanabrocki is tasked with instilling a culture that 
focuses on the health and well-being of all university personnel engaged in research activities. Dr. Kanabrocki is 
an expert in biosafety and biosecurity issues, especially practical ones arising from day-to-day laboratory work due 
to his appointment as biological safety officer and select agent responsible official for the University of Chicago. 
Dr. Kanabrocki is a member of the National Institutes of Health Recombinant DNA Advisory Committee and 
currently a member of the National Science Advisory Board for Biosecurity (NSABB). Dr. Kanabrocki served as 
co-chair of the NSABB Working Group that produced the 2016 report Recommendations for the Eva/11a1io11 and 
Oversigh1 of Proposed Gain-oj~Func1ion Research. Dr. Kanabrocki received his Ph.D. in microbiology from the 
University of South Dakota School of Medicine. 

Kara Morgan, Ph.D., is a principal at Quant Policy Strategies, LLC. Her work in public health policy analysis 
includes developing and evaluating data-driven decision support tools to support effective risk management deci
sion making. She has worked extensively on risk assessment and. in particular, on how results from risk assess
ments can be effectively integrated into dee is ion-making processes. Prior to founding Quant Policy Strategies, 
Dr. Morgan was a research leader at Battelle Memorial Institute. Prior to that position, Dr. Morgan worked at the 
U.S. Food and Drug Administration (FDA) in several advisory and leadership positions for 10 years. Through her 
work supporting the National Nanotechnology Initiative during her time at FDA, in 2005 she published one of 
the first articles to establish a framework for informing risk analysis about nanoparticles. Her research in expert 
elicitation. decision analysis, and risk analysis has led to numerous publications developing and applying risk 
frameworks to decision making about microbial food safety and the pharmaceutical manufacturing quality. She 
is an adjunct professor at the John Glenn College for Public Affairs at Ohio State University and serves as an 
appointed member of the State Board of Education in Ohio. Dr. Morgan received her Ph.D. in engineering and 
public policy from Carnegie Mellon University. 

Krist.ala .Tones Prather, Ph.D .. is the Arthur D. Little Professor of Chemical Engineering at the Massachusetts 
Institute of Technology (MIT). Her research interests are centered on the engineering of recombinant microorgan
isms for the production of small molecules. especially focusing on the design and assembly of biological pathways 
to target compounds and the incorporation of novel control strategies for regulation of metabolism. Prior to joining 
MIT's faculty. Dr. Prather worked in Bioprocess Research and Development at Merck Research Laboratories. She 
has received numerous awards, including a position on the MIT Technology Review's TR35, a list of innovators 
under the age of 35: the National Science Foundation's Faculty Early Career Development (CAREER) award: and 
the Biochemical Engineering Journal Young Investigator Award. Dr. Prather has been recognized for excellence 
in teaching at MIT with several awards. including the School of Engineering's Junior Bose Award for Excellence 
in Teaching, and through appointment as a Macvicar Faculty Fellow, the highest honor given for undergraduate 
teaching at MIT. Dr. Prather received her Ph.D. from the University of California. Berkeley. 

Thomas Slezak, M.S .. is an associate program leader at Lawrence Livermore National Laboratory. Mr. Slezak 
is a computer scientist and manages a team of biologists and software engineers to find innovative solutions for 
diagnosing and characterizing dangerous pathogens. Mr. Slezak's team has developed PCR assays. pan-microbial 
microarrays (recently commercialized by Affymetrix), and DNA sequence analysis software to support a broad 
range of pathogen detection and forensic programs in biodefense and human and animal health. Mr. Slezak co
chaired a Blue Ribbon Panel on bioinformatics for the U.S. Centers for Disease Control and Prevention that led 
to new funding for the Advanced Molecular Detection program, and was a developer of the nationwide Bio Watch 
system. Mr. Slezak has served on three National Academies' panels on biodefense topics. as well as on the National 
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Academies' Standing Committee on Biodefense Programs to Advise the Department of Defense. Mr. Slezak 
received his M.S. in computer science at the University of California, Davis . 

.Till Taylor-, Ph.D., is the director of the New York State Department of Health Wadsv.-orth Center and a faculty 
member of the Wadsv.-orth School of Laboratory Sciences. The Wadsv.·orth Center is the only research-intensive 
public health laboratory in the nation, and Dr. Taylor has served as its director, deputy director, and interim direc
tor for the past I 2 years. Dr. Taylor previously served as the director of the Wadsv.-orth Center's Clinical Virology 
Program. i,vhich focused on introducing molecular technologies to ensure responsiveness to the state's changing 
public health needs, with particular emphasis on influenza virus. She also contributes to policy discussions at the 
national level as a member of the Board of Scientific Counselors of the U.S. Centers for Disease Control's Office 
of Infectious Diseases and as a member of the Board of Regents of the National Library of Medicine. Dr. Taylor 
is i,vell versed in developing future research agendas and analysis of new policy proposals and their implications. 
Dr. Taylor received her Ph.D. from the University of Queensland, Australia. 
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Disclosure of Conflict of Interest 

The conflict-of-interest policy of the National Academies of Sciences, Engineering, and Medicine (www. 
nationalacademies.org/coi) prohibits the appointment of an individual to a committee such as the one that authored 
this Consensus Study Report if the individual has a conflict of interest that is relevant to the task to be performed. 
An exception to this prohibition is permitted only if the National Academies determine that the conflict is unavoid
able and the conflict is promptly and publicly disclosed. 

When the committee that authored this report was established, a determination of whether there was a conflict 
of interest was made for each committee member given the individual's circumstances and the task being under
taken by the committee. A determination that an individual has a conflict of interest is not an assessment of that 
individual's actual behavior or character or ability to act objectively despite the conflicting interest. 

Dr. Patrick Boyle was determined to have a conflict of interest because he is an employee of Ginkgo B ioworks. 
The National Academies determined that the experience and expertise of Dr. Boyle was needed for the com

mittee to accomplish the task for which it was established. The National Academies could not find another avail
able individual with the equivalent experience and expertise who did not have a conflict of interest. Therefore, the 
National Academies concluded that the conflict was unavoidable and publicly disclosed it through the National 
Academies Current Projects System (www8.nationalacademies.org/cp). 
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Study Methods 

COMMITTEE COMPOSITION 

The National Academies of Sciences, Engineering, and Medicine (the National Academies) appointed a com
mittee of I 3 experts to undertake the statement of task. Members provide the perspectives of academia, industry, 
government. and the nonprofit sector and have experience in synthetic biology. biosafety, microbiology, public 
health, bioinformatics, and risk assessment. Appendix D provides the biographical information for each commit
tee member. 

MEETINGS AND INFORMATION GATHERING 

The committee deliberated from approximately January 2017 to February 2018. To respond to its charge, the 
committee gathered information and data relevant to its statement of task by conducting a review of available 
literature and other publicly available resources, inviting experts to share perspectives at public meetings, and 
soliciting public comments online and in person. The study was conducted in two phases. In Phase I of the study. 
the committee met several times in person and held webinars to gather information, understand the needs of the 
relevant federal agencies, and develop a tool for assessing the biodefense threat to guide the study\ second phase. 
During this phase, the committee defined the type of framework that would guide the assessment of concerns, 
identified major categories of relevant technologies and applications to assess, and discussed the factors to include 
in the assessment. In Phase 2, the committee met additional times and incorporated further input and data gathering 
to refine the framework for assessing potential biodefense concerns. It applied this framework to analyze specific 
potential applications of synthetic biology and to identify current areas of concern created by synthetic biology. 

Over the course of the study, the committee held seven meetings in Washington, D.C., and Irvine, California. 
Three of these seven meetings inc I uded an open information-gathering component. During these open meetings, the 
committee heard from a variety of academic and private-sector researchers, as well as federal government officials. 
These meetings focused on understanding the current and near-term research being conducted in the field of syn
thetic biology and relevant adjacent scientific fields, understanding the current operations and research occurring 
within the federal government. understanding the existing concerns of biodefense and biosecurity professionals, 
and enlisting the assistance of these academics and professionals to scan the horizon for potential future technol-
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ogy developments and emerging threats. The remaining four meetings i,vere closed to the public and served as 
time for the committee members to deliberate and write their report. The three open meetings are detailed below. 

The first open meeting, held January 26-27, 2017, in Washington, D.C.. provided an opportunity for the com
mittee to discuss the study charge i,vith the sponsor. as well as relevant needs of nonsponsor government agencies. 
The committee also heard a general overviev.· of synthetic biology, a report out on previous work that had been 
performed by the President's Council of Advisors on Science and Technology and the JASON advisory group 
relevant to this study, and a presentation from another group that had done risk analyses and framework develop
ment for the U.S. Department of Defense. 

The second meeting. held May 24-25, 2017. in Washington, D.C., included speakers who reviewed relevant 
aspects and current research on DNA synthesis, assembly, and engineering; on virus engineering, transmissibility. 
and zoonosis; on the idea of '"ease of use" and its applicability to potential risks arising from synthetic biology; 
and an exercise in horizon-scanning and looking to the future. 

The third meeting, held July 6-7. 2017, in Washington. D .C .. included speakers who presented on the current 
state of public health and military preparedness; on efficacy of design in synthetic biology. focusing on what is 
truly possible and what is still not possible; on the current state of human modulation; and on emerging technolo
gies that might assist or abet overcoming existing technical barriers. 

The committee also held two public webinars. The first was held March 10.2017, and included talks on how 
to approach creating a strategic framework to assess the potential risks of synthetic biology. as well as a review of 
some of the objectives and accomplishments of the biological weapons program of the Soviet Union. 

The second webinar was held March 23, 2017, and included a talk on a review of prior attempts at frameworks 
and strategies to assess potential risks of synthetic biology. Both of these webinars were advertised and open to 
the public. although the committee did not accept questions or comments from the public during these webinars 
because their primary purpose was to serve as information-gathering activities for the committee. 

PUBLIC COMMUNICATION 

The committee's two largest data-gathering meetings, in May and July 2017, provided opportunities to interact 
with additional stakeholders, including interested researchers and other parties. These participants contributed their 
views during open discussions following speaker presentations. The committee also worked to make its activities 
as transparent and accessible as possible for those who may not have been able to attend in person. The study 
website, http ://nas-si tes .org/ de] s/ studies/ strategies-for- identifying-and-addressing-vu] nerabi Ii ties-posed-by-syn
thetic-biolo gy, was updated regularly to reflect the recent and planned activities of the committee. Study outreach 
included a study-specific e-mail address for submitting comments and questions to the committee. 

Following the release of the study's interim report in August 2017, the study committee requested input from 
the public via an online survey. The survey was distributed widely through existing National Academies mailing 
lists, through the social and professional networks of the study committee, and through the Engineering Biology 
Research Consortium's mailing list. Public comments were collected, and the committee members reviewed all 
comments and incorporated relevant and applicable commentary into their work on the final report. 

Any information provided to the committee from outside sources or through the online comment tool is avail
able by request through the National Academies' Public Access Records Office. 
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Invited Speakers 

The following individuals were invited speakers at meetings and data-gathering sessions of the committee: 

Chris Anderson Polina Anikeeva 
University of California, Berkeley Massachusetts Institute of Technology 

Ralph Barie Kavita Berger 
University of North Carolina Gryphon Scientific 

Ronald Breaker Roger Brent 
Yale University Fred Hutchinson Cancer Research Center 

Tom Bnrkett Sarah Carter 
Baltimore Underground Science Space Science Policy Consulting 

Rocco Casagrande Christophoer Chyba 
Gryphon Scientific Princeton University 

Snsan Coller-Monarez Patrik D'haeseleer 
Department of Homeland Security Lawrence Livermore National Laboratory 

Drew Endy Gerald L. Epstein 
Stanford University Office of Science and Technology Policy 

Aaron P. Esser-Kahn Carolyn M. Floyd 
University of California, Irvine Office of the Director of National Intelligence 

John Glass D. Christian Hassell 
J. Craig Venter Insli tu le U.S. Department of Defense 

Michael Jewett CDR Franca Jones 
Northwestern University Anned Forces Health Surveillance Center 

Lawrence Kerr Gregory Koblentz 
U.S. Department of Health and Human Services George Mason University 

George Korch Sriram Kosnri 
U.S. Department of Health and Human Services University of California, Los Angeles 

Jens H. Knhn Todd Kniken 
NIH/NIAID Integrated Research Facility at Fort Detrick North Carolina State University 

Devin Leake Monique Mansoura 
Ginkgo Bioworks Massachusetts Institute of Technology 

Corey Meyer Paul Miller 
Gryphon Scientific Synlogic 

Piers Millett Steve Monroe 
Biosecure, Ltd. U.S. Centers for Disease Control and Prevention 
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Richard MU["ray 
California Institute of Technology 

Colin Parrish 
Cornell University 

Ryan Ritterson 
Gryphon Scientific 

Dan Tawfik 
Weizmann Institute of Science, Israel 

Harry Yim 
Genomatica 
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Megan Palmer 
Stanford University 

Amy Rasley 
Lawrence Livermore National Laboratory 

Howard Salis 
Pennsylvania State University 

Luke Vandenberghe 
Harvard University 
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From: b)(6) ,__ ___ ---,.-_______ __. 

Asher, David b )( 6) -----------,,..... 
Jih, Rongsong b )( 6) 
DiNanno, Thom.,_a--'-s~r:,;-b--::-)(-:-:6::-::-)--~----, 

Feith, David ~(h~1 ....... r 6~1 _____ .........., 
To: 

Gibbs, Jeffrey J b )( 6) 
l(b )( 6) I 

CC: Wright, Janey F,_[b_)(_6) ____ ___.I 
Subject: Re: Initial analysis of Barie emails: May/June US-China VTC's on COVID-19 (SBU) 

Date: Mon, 28 Dec 2020 05:27:40 +0000 

I believe that would be easy to input tol(b)(7)(E) like when we were at 

NTC. Unfortunately that's still not the case here at State ... Will look into it when I get in. 

From: Asher, David kb)(6) I 
Sent: Sunday, December 27, 2020 9:55 PM 
To: Jih, Rongsong b)(6) ~Kb-)-(6_) _________ ____,,I; DiNanno, Thomas G 

b)(6) ; Feith, David ; Gibbs, Jeffrey Jkb)(6) 
b )(6) .___ ____ __. 

Cc: Wright, Janey F b )( 6) 
'------'-,......-'-,----,,-,,---,---....,..,....... 

Subject: Re: Initial analysis of Barie emails: May/June US-China VTC's on COVID-19 (SBU) 

Janey, If you happen to go in tomorrow,l(b)(5) Deliberative Process I 
b )( 5) Deliberative Process 

ICb )(7)(E) I 
on Tuesday to facilitate. David 

Non Responsive 



>age 224 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 225 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 226 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 227 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 228 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 229 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 230 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 231 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 232 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 233 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 234 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 235 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 236 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 237 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 238 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 239 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 240 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 241 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 242 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 243 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 244 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



>age 245 

Nithhe Id pursuant to e..1{emption 

'ion Responsiv.::: 



b)(6) 
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From: ._b_)_(6_) ___ ----,----..------- state.gov> 

th \fl=::\ (b )(6 ) state.gov>; 
To: Gross, Laura J (b)(6) state.gov>; 

AVC-CBW-DL <AVC-CBW-DL2@state.gov> 

CC: Turner, Bruce I l(b)(6) ~state.gov> 

Subject: RE: FW: Fact Sheet on Origin of Covid 

Date: Tue, 19 Jan 2021 15:48:32 +0000 

You just lowered my blood pressure by about 10 pts 

From: l(b )(6) ll(b )(6) ~state.gov> 
Sent: Tuesday, Januar 19, 202110:38 AM 

2/20/2025 Page 246 

To: Gross, Laura J (b)(6) state.gov>;K~b-)-(6-)-------~~state.gov>; AVC-CBW-DL 

<A VC-CBW-D L2@state.gov> 
Cc: Turner, Bruce I Kb)(6) l@state.gov> 
Subject: Re: FW: Fact Sheet on Origin of Covid 

VPO did see or clear the S Statement or Fact Sheet. 

□ Director, Verification, Pian n i ng, and Outreach 
Currently Teleworking 

From: Gross, Laura J J(b)(6) ~state.gov> 
Sent: Tuesda , Januar 19, 202110:28 AM 
To: (b)(6 state. av>; AVC-CBW-DL <AVC-CBW-DL2@state.gov>i(b)(6) 
(b)(6) (b)(6) state. av> 

c: urner, Bruce I (b)(6) state. av> 
Subject: Re: FW: Fact Sheet on Origin of Covid 

Hil(b)(6)f No, CBW did not get a chance to review/clear it and I don"t think Neil did either based 
on our email exchanges over the weekend. Best - Laura 

Sent from Workspace ONE Boxer 

On January 19, 2021 at 10:24:47 AM EST, l(b)(6) ~l)state.gov> wrote: 
CBW: Did you get a chance to clear th is? I never saw it, but found it because it was referenced 
in a piece in the Federalist 
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From:l(b)(6) ~hotmail. com> 
Sent: Tuesday, January 19, 2021 10: 16 AM 
To:l(b)(6) ~ state.gov> 
Subject: Fact Sheet on Origin of Covid 

OFFICE OF THE SPOKES ERSON 

For more than a year, the Chinese Communist Party (CCP) has systematically prevented a 

transparent and thorough investigation of the COVID-19 pandemic's origin, choosing 

instead to devote enormous resources to deceit and disinformation. Nearly two million 

people have died. Their families deserve to know the truth. Only through transparency can 

we learn what caused this pandemic and how to prevent the next one. 

The U.S. government does not know exactly where, when, or how the COVID-19 virus-

known as SARS-CoV-2-was transmitted initially to humans. We have not determined 

whether the outbreak began through contact with infected animals or was the result of an 

accident at a laboratory in Wuhan, China. 

The virus could have emerged naturally from human contact with infected animals, 

spreading in a pattern consistent with a natural epidemic. Alternatively, a laboratory 

accident could resemble a natural outbreak if the initial exposure included only a few 

individuals and was compounded by asymptomatic infection. Scientists in China have 
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researched animal-derived coronaviruses under conditions that increased the risk for 

accidental and potentially unwitting exposure. 

The CCP's deadly obsession with secrecy and control comes at the expense of public 

health in China and around the world. The previously undisclosed information in this fact 

sheet, combined with open-source reporting, highlights three elements about COVID-19's 

origin that deserve greater scrutiny: 

1. Illnesses inside the Wuhan Institute of Virology (WIV): 

• The U.S. government has reason to believe that several researchers inside the WIV 

became sick in autumn 2019, before the first identified case of the outbreak, with 

symptoms consistent with both COVID-19 and common seasonal illnesses. This raises 

questions about the credibility of WIV senior researcher Shi Zhengli's public claim that 

there was "zero infection" among the WIV's staff and students of SARS-CoV-2 or SARS

related viruses. 

• Accidental infections in labs have caused several previous virus outbreaks in China 

and elsewhere, including a 2004 SARS outbreak in Beijing that infected nine people, killing 

one. 

• The CCP has prevented independent journalists, investigators, and global health 

authorities from interviewing researchers at the WIV, including those who were ill in the fall 

of 2019. Any credible inquiry into the origin of the virus must include interviews with these 

researchers and a full accounting of their previously unreported illness. 

2. Research at the WIV: 

• Starting in at least 2016 - and with no indication of a stop prior to the COVI 0-19 

outbreak - WIV researchers conducted experiments involving RaTG 13, the bat 

coronavirus identified by the WIV in January 2020 as its closest sample to SARS-CoV-2 

(96.2% similar). The WIV became a focal point for international coronavirus research after 

the 2003 SARS outbreak and has since studied animals including mice, bats, and 

pangolins. 
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• The WIV has a published record of conducting "gain-of-function" research to engineer 

chimeric viruses. But the WIV has not been transparent or consistent about its record of 

studying viruses most similar to the COVID-19 virus, including "RaTG13," which it sampled 

from a cave in Yunnan Province in 2013 after several miners died of SARS-like illness. 

• WHO investigators must have access to the records of the WIV's work on bat and 

other coronaviruses before the COVID-19 outbreak. As part of a thorough inquiry, they 

must have a fu 11 a cco u nti ng of why the W IV altered and then removed on Ii n e records of its 

work with RaTG13 and other viruses. 

3. Secret military activity at the WIV: 

• Secrecy and non-disclosure are standard practice for Beijing. For many years the 

United States has publicly raised concerns about China's past biological weapons work, 

which Beijing has neither documented nor demonstrably eliminated, despite its clear 

obligations under the Biological Weapons Convention. 

• Despite the WIV presenting itself as a civilian institution, the United States has 

determined that the WIV has collaborated on publications and secret projects with China's 

military. The WIV has engaged in classified research, including laboratory animal 

experiments, on behalf of the Chinese military si nee at least 2017. 

• The United States and other donors who funded or collaborated on civilian research at 

the WIV have a right and obligation to determine whether any of our research funding was 

diverted to secret Chinese military projects at the WIV. 

Today's revelations just scratch the surface of what is still hidden about COVID-19's origin 

in China. Any credible investigation into the origin of COVI 0-19 demands complete, 

transparent access to the research labs in Wuhan, including their facilities, samples, 

personnel, and records. 

As the world continues to battle this pandemic- and as WHO investigators begin their 

work, after more than a year of delays - the virus's origin remains uncertain. The United 

States will continue to do everything it can to support a credible and thorough investigation, 

including by continuing to demand transparency on the part of Chinese authorities. 
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Sender: """l(h""")'"'"'(n"""),.__ _______ ___.trustate.gov> 

Recipient: 

lrh Hn), , .--------.. 1state.gov>; 
Gross, Laura J lrh HR\ !!)state.gov>; 
AVC-CBW-DL <AVC-CBW-DL2@state.gov>; 
Turner, Bruce I l(b)(6) ~state.gov> 
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From: "Gibbs, Jeffrey J" l(b)(6 ) ~state.gov> 

To: ~---~I.!.......:.-=-<',,....,.....-:--:--......,__ >; 
iNanno, Th .........=====:::::::::;-:::::-:-~ state.gov>; 

lrh )(n) I fh )/R) s a e.gov> 

. (b)(6) ~-~ state.gov>; 
CC. Feith, David (b)(6) state.gov> 

Subject: RE: Federal Grants and Contracts Awarded to EcoHealth Alliance 

Date: Thu, 17 Dec 2020 20:19:44 +0000 

Tom: 

l(b)(5) Deliberative Process 

JEFF GIBBS 

SEr-.'IOR ADVISOR 

AVC BUREAU 

DEPARTMENT Of STATE 

l(b )(6) 

From: Asher, David Kb)(6) ~state.gov> 
Sent: Thursday, Dt:;L-1::',LU.UJ1::.1......1,7, 2020 10:33 AM 
To: Gibbs, Jeffrey J(b)(6 ) state.gov>;~---~,l(b)(6 ) ~state.gov>; DiNanno, Thomas G 

b) 6 (6) -.-'---=""---,, tate.gov> 
Cc:(b)(6) @state.gov>; e1t , av1 b)(6) ~state.gov> 
Subject: Re: Federal Grants and Contracts Awarded to EcoHea lth Alliance 

Tom, 

l(b)(5) Deliberative Process 

David 

From: Gibbs, Jeffrey J l(b)(6) ~state.gov> 
Sent: Thursday, December 17, 2020 7:42 AM 

~o rg )(~) ~(b )(6) t@state.gov>; Di Nanna, Thomas G i( b )(6) p>state .gov>; ._l(b_)(_6_) __ __. 

Cc (b)(6) state. ov>; Asher, Davidl(b)(6 ) ~state.gov>; Feith, David 

j(b )(6) ~state.gov> 
Subject: Re: Federal Grants and Contracts Awarded to EcoHea lth Alliance 
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l(b)(5) Deliberative Process 

Jeff Gibbs 
Senior Adviser AVC 

SSD/AVC 
l(b )(6) 

FromMb)(6) l(b)(6) ~ state.gov> 
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Sent: Thursday, December 17, 2020 7:40 AM 
To: DiNanno, Thomas GKb)(6) ~ state.gov>; Gibbs, Jeffrey J l(b)(6) ~state.gov>;kb)(6) 
N b 6 state~ ov> ~---~ 

Cc:{b)(6) state. av>; Asher, David 1(b)(6) !@state.gov>; Feith, David 
(b)(6) state. av> 
Subject: Federal Grants and Contracts Awarded to EcoHealth Alliance 

Attached is a formatted listing of federal grant and contract data for EcoHealth Alliance, sorted by 
agency and period of performance start. DoD awards records are highlighted. 

Note: 
• All but one of the DoD grants to EcoHealth Alliance grants were for "SCIENTIFIC RESEARCH -

COMBATING WEAPONS OF MASS DESTRUCTION". Most grants were awarded by DTRA. 

• All of the DoD contracts for EcoHealth Alliance were awarded by DTRA. 
• The latest $4.9M DoD contract for EcoHealth Alliance was terminated for cause in June. 

Complete raw data CSV files also available. Source: 

https://www.usaspending.gov/keyword sea rch/%22ecoh ea lth%20al Ii ance%22 

l(b)(6) 
Bureau af Arms Control, Verification and Camp/ionce 

........... ~~~ ........... state 

Sender: "Gibbs, Jeffrey J" i(b)(6) @state.gov> 

Asher, David (b )(6) state.gov>; 
th \ti::\ te.gov>; 

Recipient: 
DiNanno, Thomas G Vh)fn) l@state.gov>; 
lrh )fn) @state.gov>; 
lrh )fn) @state.gov>; 
Feith, David i(b)(6) p)state.gov> 
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From: 

To: 

"Jonathan Schanzer" Kb)(~fdd.org> 

Feith, David ~(b)(6)!@state.gov> 

2/20/2025 Page 253 

Subject: 
Re: Ensuring a Transparent, Thorough Investigation of COVID-19's Origin; Activity 
at the Wuhan Institute of Virology 

Date: Sat, 16 Jan 2021 15:50:49 +0000 

Thanks fir our leadership here. Hugely important. 

Jonathan Scbanzer 
Senior Vice President 
Foundation for Defense of Democracies 

l(b )(6) I 
On Jan 15, 2021. at 7:42 PM, Feith, David 4(b)(6) f@state.gov> \Vrote: 

f~XTERN~ DO NO I' CLICK links or attachments unless you recognize the sender and 
know that the content 1s safe. 

https://www.state.gov/ensu ring-a-tra nspa rent-thorough-i nvestigation-of-covid-19s-origin/ 

Ensuring a Transparent, Thorough Investigation of COVID-19's Origin 
Michael R. Pompeo 
January 15, 2021 

The United States has repeatedly called for a transparent and thorough investigation into the origin of 
COVID-19. Understanding the origin of this pandemic is essential for global public health, economic 
recovery, and international security. 

To assist the vital work of the World Health Organization (WHO) investigative team that arrived in China 
this week, the United States government is today sharing new information concerning the activities 
inside China's government laboratories in 2019. 

In particular, we urge the WHO to press the government of China to address the following: 

1. Illnesses at the Wuhan Institute of Virology {WIV): The United States government has reason to 
believe that several researchers inside the WIV became sick in autumn 2019, before the first 
identified case of the outbreak, with symptoms consistent with both COVID-19 and common 
seasonal illnesses. This raises questions about the credibility of WIV senior researcher Shi 
Zhengli's public claim that there was "zero infection" among the WIV's staff and students of 
SARS-CoV-2 or SARS-related viruses. 

2. WIV Research on "RaTG13" and "gain of function": Starting in at least 2016, WIV researchers 
studied RaTG13, the bat coronavirus identified by the WIV in January 2020 as its closest sample 
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to SARS-CoV-2 (96.2% similar). Since the outbreak, the WIV has not been transparent nor 
consistent about its work with RaTG13 or other similar viruses, including possible "gain of 
function" experiments to enhance transmissibility or lethality. 

3. Secret WIV Links to Military Research: Despite the WIV presenting itself as a civilian institution, 
the WIV has collaborated on publications and secret projects with China's military. The WIV has 
engaged in classified research, in cl u ding la borate ry an i ma I ex pe rime nts, on beh a If of the 
Chinese military since at least 2017. 

The COVID-19 pandemic was avoidable. Any responsible country would have invited world health 
investigators to Wuhan within days of an outbreak. China instead refused offers of help - including from 
the United States - and punished brave Chinese doctors, scientists, and journalists who tried to alert the 
world to the dangers of the virus. Beijing continues today to withhold vital information that scientists 
need to protect the world from this deadly virus, and the next one. 

The United States reiterates the importance of unfettered access to virus samples, lab records and 
personnel, eyewitnesses, and whistleblowers to ensure the credibility of the WHO's final report. Until 
the CCP allows a full and thorough accounting of what happened in Wuhan, it is only a matter oftime 
until China births another pandemic and inflicts it on the Chinese people, and the world. 

http s ://www.state.gov/f act-she et-a ct ivity-at-t he-wu ha n-i n st it ute-of-vi ro logy/ 

Fact Sheet: Activity at the Wuhan Institute of Virology 
Office of the Spokesperson 
January 15, 2021 

For more than a year, the Chinese Communist Party (CCP) has systematically prevented a transparent 
and thorough investigation of the COVID-19 pandemic's origin, choosing instead to devote enormous 
resources to deceit and disinformation. Nearly two million people have died. Their families deserve to 
know the truth. 0 n ly th rough tra nspa ren cy can we I earn what caused th is pandemic and how to prevent 
the next one. 

The U.S. government does not know exactly where, when, or how the COVID-19 virus-known as SARS
CoV-2-was transmitted initially to humans. We have not determined whether the outbreak began 
through contact with infected animals or was the result of an accident at a laboratory in Wuhan, China. 

The virus co u Id have emerged n at u ra I ly from human contact with infected an i ma Is, spreading in a 
pattern consistent with a natural epidemic. Alternatively, a laboratory accident could resemble a natural 
outbreak if the initial exposure included only a few individuals and was compounded by asymptomatic 
infection. Scientists in China have researched animal-derived coronaviruses under conditions that 
increased the risk for accidental and potentially unwitting exposure. 

The CCP's deadly obsession with secrecy and control comes at the expense of public health in China and 
around the world. The previously undisclosed information in this fact sheet, combined with open-source 
reporting, highlights three elements about COVID-19's origin that deserve greater scrutiny: 
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1. Illnesses inside the Wuhan Institute of Virology (WIV): 

• The U.S. government has reason to believe that several researchers inside the WIV became sick 
in autumn 2019, before the first identified case of the outbreak, with symptoms consistent with 
both COVID-19 and common seasonal illnesses. This raises questions about the credibility of 
WIV senior researcher Shi Zhengli's public claim that there was "zero infection" among the 
WIV's staff and students of SARS-CoV-2 or SARS-related viruses. 

• Accidental infections in labs have caused several previous virus outbreaks in China and 
elsewhere, including a 2004 SARS outbreak in Beijing that infected nine people, killing one. 

• The CCP has prevented independent journalists, investigators, and global health authorities 
from interviewing researchers at the WIV, including those who were ill in the fall of 2019. Any 
credible inquiry into the origin of the virus must include interviews with these researchers and a 
full accounting of their previously unreported illness. 

2. Research at the WIV: 

• Starting in at least 2016 - and with no indication of a stop prior to the COVI D-19 outbreak - WIV 
researchers conducted experiments involving RaTG13, the bat coronavirus identified by the WIV 
in January 2020 as its closest sample to SARS-CoV-2 (96.2% similar). The WIV became a focal 
point for international coronavirus research after the 2003 SARS outbreak and has since studied 
animals including mice, bats, and pangolins. 

• The WIV has a published record of conducting "gain-of-function" research to engineer chimeric 
viruses. But the WIV has not been transparent or consistent about its record of studying viruses 
most similar to the COVID-19 virus, including "RaTG13," which it sampled from a cave in Yunnan 
Province in 2013 after several miners died of SARS-like illness. 

• WHO investigators must have access to the records of the WIV's work on bat and other 
coronaviruses before the COVID-19 outbreak. As part of a thorough inquiry, they must have a 
full accounting of why the WIV altered and then removed online records of its work with 
RaTG 13 and other viruses. 

3. Secret military activity at the WIV: 

• Secrecy and non-disclosure are standard practice for Beijing. For many years the United States 
has publicly raised concerns about China's past biological weapons work, which Beijing has 
neither documented nor demonstrably eliminated, despite its clear obligations under the 
Biological Weapons Convention. 

• Despite the WIV presenting itself as a civilian institution, the United States has determined that 
the WIV has collaborated on publications and secret projects with China's military. The WIV has 
engaged in classified research, including laboratory animal experiments, on behalf of the 
Chinese military since at least 2017. 

• The United States and other donors who funded or collaborated on civilian research at the WIV 
have a right and obligation to determine whether any of our research funding was diverted to 
secret Chinese military projects at the WIV. 

Today's revelations just scratch the surface of what is still hidden about COVID-19's origin in China. Any 
credible investigation into the origin of COVID-19 demands complete, transparent access to the research 
labs in Wuhan, including their facilities, samples, personnel, and records. 
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As the world continues to battle this pandemic - and as WHO investigators begin their work, after more 
than a year of delays -the virus's origin remains uncertain. The United States will continue to do 
everything it can to support a credible and thorough investigation, including by continuing to demand 
transparency on the part of Chinese authorities. 

David Feith 
Deputy Assistant Secretary 
Bureau of East Asian and Pacific Affairs (EAP) 
U.S. De artment of State 
(b )(6) 

(b )(6) 

Sender: "Jonathan Schanzer" -i@}fdd.org> 

Recipient: Feith, David l(b)(6) ~state.gov> 
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From: l(b )(6) I l(b )(6) l@state.gov> 

DiNanno, Thomas G b )(6) ~state.gov>; 
· · ...,.... ...... --"'-', ov>; 

To: .gov>; 
~~,__ ____ ....,.____,=-state. gov>; 

.gov>; 
state.gov> 

Subject: Re: Articles on COVID origins 

Date: Wed, 16 Dec 2020 22:25:44 +0000 

Essentially TS-S1-FVEY. 

From: DiNanno, Thomas G l(b)(6) l@state.gov> 
Sent: Wedne i.u-,...........,..........i.i ber 16, 2020 5:23 PM 
To: Feit state.gov>; Asher, David Kb)(6) ~state. ov>;(b)(6) 

2/20/2025 Page 257 

(b)(6) ,......,.o=-_ov>; (b)(6) @state.gov>;(b)(6) @state.gov>;Gibbs, ~-----~ 
Jeffrey~-~ state.gov> 
Subject: Re: Articles on COVID origins 

What classification level is the Livennore report? We should request a downgrade - they are the 
best resource we have imo. 

On December 16, 2020 at 4:26:28 PM EST, Feith, Davidl(b)(6) @state.gov>wrote: 
Team -what are your quick favorite open-source references on COVID origins? Looking for a 
collection of 5-6 to have on hand to share with others. 

lnjtial ideas: 

1. Boston Magazine: "Could COVID-19 Have Escaped from a Lab? The world's 
preeminent scientists say a theory from the Broad Institute's Alina Chan is too wild to be 
believed. But when the theory is about the possibility of COVID being man-made, is this 
science or censorship?" (https ://www.bostoruuagazine.com/news/2020/09 /09 / alina-c han
broad- institute-corona virus/) 

2. BioEssays Wiley ( attached): The genetic structure of SARS-Co V-2 does not rule out a 
laboratory origin: SARS-COV-2 chimeric structure and furin cleavage site might be the 
result of genetic manipulation. 

3. NYT: "As it praised Beijing, the World Health Organization concealed concessions to 
China and may have sacrificed the best chance to unravel the virus's origins. Now it's a 
favorite Trump attack line." (https://www.nytimes.com/2020/11/02/world/who-china
coronavirus.html) 
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But otherwise I'm drawing blanks. There must be other good reporting out there on basics of 
WIV suspicions, gain of function risks, etc ... 

Thanks. 

David Feith 
Deputy Assistant Secretary 
Bureau of East Asian and Pacific Affairs (EAP) 
U.S. Department of State 
(b )(6) 

(b)(6) wstate. ov 

g1g;~~glTIVE BUT T:»tCL\SSIFIED 
<bies .202000240. pdf> 

Sender: ~l(b_)(_6_) -----~l@state.gov> 

DiNanno, Thomas G (b)(6) @state.gov>; 
Feith, David (b)(6) state.gov>; 

Recipient: 
Asher, David (h)(fn @state.gov>; 
(h Hfn @state.gov>; 
(b )(6) state.gov>; 
Gibbs, Jeffrey J (b)(6) state.gov> 
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From: .---........ --~ state.gov> 

To: Feith, David (b)(6) state.gov> 

Subject: FW: WIV 

Date: Sun, 3 Jan 202117:16:02 +0000 

I'll try to talk to him today (b)(5) Deliberative Process 

(b)(5) Deliberative Process 

From: Ford, Christopher Al(b)(6) ~state.gov> 
Sent: Sunday, January 3, 202110:55 AM 
To: Stilwell, David RKb)(6) ~state.gov>; Feith, Davidl<b)(6) l@state.gov> 
Subject: Re: WIV 

2/20/2025 Page 259 

I've never been that much of a fan of the style of debate that just tries to throw a lot of random stuff 
against the wall in hopes that something j ust happens to stick, or that the resu lt ing murky swirl makes 
merelv one's oooonent look bad. l(b)(5) Deliberative Process 
(b)(5) Deliberative Process 

From: Stilwell, David R 1(b)(6) l@state.gov> 
Sent: Saturday, January 2, 2021 7:48 PM 
To: Ford, Christopher A; Feith, David 
Subject: RE: WIV 

Chris 
b)(5) Deliberative Process 

Since the election, the narrative has taken a very positive turn-stories that were buried in August were 
aired in early December {NBC Nightly News story from the WIV in August concluded "since our Chinese 
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hosts were so friendly, it couldn't have come from here"; in December they concluded "something is 
seriously amiss at WIV"). NYT did a similar piece in November. The narrative is shifting. 

(b)(5) Deliberative Process 

The rest is best discussed in person. 
Best 
Dave 

From: Ford, Christopher A l(b)(6) ~state.gov> 
Sent: Saturday, January 2, 2021 6:42 PM 
To: Stilwell, David R l(b)(6) @state.gov>;Feith, Davidl(b)(6) l@state.gov> 
Subject: Re: WIV 

Forgive me for being a bit confused, but who is "answering questions posed to the CCP"? Not sure to 
what you're referring. 

My apologies for the long message, but I have a lot of time on my hand today and there would seem to 
be several points to make: 

1). BASIC POLICY POINT 

(b)(5) Deliberative Process 
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Nithhe Id pursuant to e..1{emption 

'b)(5) Deliberative Process 
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(b)(5) Deliberative Process 

(Happy New Year, by the way!) 

Thanks for your patience with this long missive. 

From: Stilwell, David R Kb)(6) ~state.gov> 
Sent: Saturday, January 2, 2021 2:25 PM 
To: Ford, Christopher A; Feith, David 
Subject: FW: WIV 

Chris 

l(b)(5) Deliberative Process 
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(b)(5) Deliberative Process 

~ discuss further~(b)(5) Deliberative Process 

Best 
Dave 

From: Park, Christopher J (Tl 1(b)(6) ~state.gov> 
Sent: Thursday, December 31, 2020 11:41 PM 
To: Ford, Christopher Ai(b)(6) l@state.gov> 
Cc: Feith, Davidl(b)(6) l@state.gov>; Stilwell, David R ecl(bcc)c.(6")'----'@l=st~a~te~.g~o~v-> 
Subject: Re: WIV 

(b)(5) Deliberative Process 

2/20/2025 Page 265 
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(b)(5) Deliberative Process 

Sent from my tPhone 

On Dec 31, 2020, at 7:16 PM, Ford, Christopher Al(b)(6) ~state.gov> wrote: 

Looping in Chris Park from my T team~(b)(5) Deliberative Process 
perhaps explain better .... 

From: Feith, David l(b)(6) ~state.gov> 
Sent: Thursday, December 31, 2020 7:11 PM 
To: Ford, Christopher A; Stilwell, David R 
Subject: Re: WIV 

2/20/2025 Page 266 

pnd can 

Thanks Chris. Heard you and the boss had a good call. To give some quick initial replies here: 

(b)(5) Deliberative Process 
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(b)(5) Deliberative Process 

Hope helpful. Keen to discuss further. 

On December 31, 2020 at 6:14:38 PM EST, Ford, Christopher Al(b)(6) ~state.gov> wrote: 
Than ks for the perspective on objectives. I( b) ( 5) De Ii be rative Process 
(b)(5) Deliberative Process 

The U.S. Army has long been deeply involved in disease research in the United States. Walter Reed, a 
U.S. Army physician, did the epidemiological work that showed that Yellow Fever was transmitted via 
mosquitos, allowing for the development of countermeasures and resumption of work on the Panama 
Canal, which had been abandoned due to the toll Yellow Fever was taking on the workforce. Much of 
the work on Ebola and Lhassa Fever that led to the Ebola vaccines in recent years, moreover, was 
carried out by USAMRIID. Today, the Walter Reed Army Institute of Research continues to carry out 
extensive research on emerging infectious diseases, as well as developing and producing vaccines. 

As a result of legislation in the early 2000s, DoD and HHS efforts on vaccine development and 
production are also now largely integrated. l(b)(5) Deliberative Process 

(b)(5) Deliberative Process 

l(b)(5) Deliberative Process 

Are you guys clearing this with HHS? 

From: Stilwell, David R ~(b)(6) l@state.gov> 
Sent: Thursday, December 31, 2020 3:30 PM 



FL-2022-00062 

To: Ford, Christopher A 
Subject: Re: WIV 

A-00000 861831 "UNCLASSIFIED" 

Give me a call when you can. I'm in Hawaii for 12 more hours, 1 ..... (b_)_(6_) ___ _, 

Get Outlook for iOS 

From: Ford, Christopher Al(b)(6) rstate.gov> 
Sent: Thursday, December 31, 2020 10:14:32 AM 
To: Stilwell, David R l(b)(6) !@state.gov> 
Subject: WIV 

Dear David: 

l(b)(5) Deliberative Process 

Best, 

THE HON. CHRISTOPHER A. FORD 

2/20/2025 Page 268 

ASSISTANT SECRETARY FOR INTERNATIONAL SECURITY AND NONPROLIFERATION 

PERFORMING THE. DUTIES OF THE UNDER SECRETARY FOR ARMS CONTROL AND 

INTERNATIONAL SECURITY ('T") 

U.S. DEPARTMENT OF STATE 

WASHINGTON, D.C. 

UNITED STATES OF AMERICA 

TEL. l(b )(6) 

l(b)(6) ~ STATE.GOV 

<image00l.jpg> 
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SEl<i:SJ"ffVE BU'f tfN'CLASSfFJEO 

Sender: "Stilwell, David R' (b)(6) state.gov> 

Recipient: Feith, David (b)(6) state.gov> 
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From: "Feith, David" l(b)(6) @state.gov> 

To: l[}>ottingeri(b)(6) ~----;::::===::::;--------~ 
CC: Stilwell, David ~(b)(6) ~state.gov> 

Subject: FW: Some relevant web postings & news reports 

Date: Thu, 24 Dec 2020 18:04:32 +0000 

SEHSETIVE BUT UNCLA:SSIFIEB 

From: Feith, David 

2/20/2025 Page 270 

Sent: Thursda , December 24, 2020 1:,.;...01::....:......;PM--'----------. 
To b 6 state.gov>; l(b)(6) l(b)(6) ~state.gov>; DiNanno, Thomas G 
(b)(6) state.gov>; Gibbs, Jeffrey J j(b)(6) ~state.gov>;l(b)(6) ~state.gov>; 
Asher, David ~(b)(6) ~state.gov> 
Subject: RE: Some relevant web postings & news reports 

Helpful, thanks. Don't recall if I shared the attached shorter collection. 

SEHSETIVE BUT UNCLA:331FI£D 

From¥b)(6) @state.gov> 

Sent: Thursday, December 24, 2020 1;..::2.:...::5--=-6--=-P..:....M:.___.r,;-::-;::::-:--, 
To: Feith, David l(b)(6) l@state.gov> (b)(6) (b)(6) state. ov>; DiNanno, Thomas G 

(b)(6) state. ov>; Gibbs, Jeffrey J i(b)(6) !@state.gov>(b)(6) state. ov>; 

b 6 
state. ov> 

Subject: Some relevant web postings & news reports 

News Reports & Web Postings with Hyperlinks (Sorted Chronologically): 

2020.0315, uNerd has Power# Blog, Scientific and logic behind the claim that the 

Wuhan coronavirus is man-made. (see also, MM$ffli!$IHl{J~Jiffl,~~1tii. 

it55l 71! ~ 1i~Hti~ .AJ~ El{].) 

2020.0402, Washington Post/David Ignatius. How did covid-19 begin? Its initial 
origin story is shaky. 
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2020.0427, Newsweek/ Fred Guterl, Naveed Jamali &Tom O'Connor. The 
controversial experiments and Wuhan lab suspected of starting the 
coronavirus pandemic. 

2020.0505, Independent Science Nett-1sl Sam Husseini. The long history of 
accidental laboratory releases of potential pandemic pathogens is being 
ignored in the COVID-19 media coverage. 

2020.0520, GMWatch/ Jonathan Matthews & Claire Robinson. Wuhan and US 
scientists used undetectable methods of genetic engineering on bat 

co ro nav1 ruses. 

2020.0604, Bulletin of the Atomic Scientists/Milton Leitenberg. Did the SARS-CoV-
2 virus arise from a bat coronavirus research program in a Chinese laboratory? 
Very possibly. 

2020.0604, Independent/ Andy Gregory. Coronavirus: Former M16 head claims pandemic 
'started as accident' in Chinese laboratory. 

2020.0605, Independent Science News/ Jonathan Latham & Allison Wilson. The 
case is building that COVID-19 had a lab origin. 

2020.0704, The Times/George Arbuthnott, Jonathan Calvert, & Philip 
Shef'Nell. Revealed: Seven year coronavirus trail from mine deaths to a 
Wuhan lab. 

2020.0717, The Washington Post/John Hudson & Nate Jones. State Department 
releases cable that launched claims that coronavirus escaped from Chinese 
lab. 

2020.0702, Minerva/ Aksel Fridstr0m & Nils August Andresen. The most logical 
explanation is that it comes from a laboratory. 

2020.0719, Minerva/ Aksel Fridstr0m, The evidence which suggests that this is no 
naturally evolved virus, 

2020.0811, Corporate Crime Reporter/ Russell Mokhiber. Andrew Kimbrell on the 
origins of COVID-19. 

2020.0902, The Federalist/ Julian Vigo. Virologist explains his quest to track down the 
origin of COVID-19. 
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2020.0909, Boston Magazine/Rowan Jacobson. Could COVJD-19 Have Escaped 
from a Lab? https://www.bostonmagazine.com/news/2020/09/09/alina-chan
broad-institute-corona virus/ 

2020.0910, Minerva/ Aksel Fridstr0m. Contradicting statements cast doubts on Chinese 

raw data. 

2020.0915, The Telegraph/Paul Nuki. Scientists to examine possibility Covid 
leaked from lab as part of investigation into virus origins. 

2020.1103~ Proceedings of the National Academy of Sciences/ David A. 
Reiman. To stop the next pandemic, we need to unravel the origins of COVID-
19. 

2020.1215, USRTK/ Sainath Suryanarayanan. Reading list: What are the origins of 
SARS-CoV-2? What are the risks of gain-of-function research? 

£EN SHIVE BUT U1',CLASSIF1£D 

51;:[')J~lTI'':S QUI Ul'ICLAS£1Fl£B 

Sender: "Feith, David"j(b)(6) ~state.gov> 

!iliPOttingeqr h \ / ~ \ 
Recipient: Stilwell, David R !rh\fR\ !@state.gov> 
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From: Feith, David 
Sent: 
To: 

Thu, 17 Dec 2020 19:42:33 +0000 
EAP-FO-Pri nci pa ls-D L 

Subject: Articles on COVID origins 
bies.202000240. pdf Attachments: 

All - some articles of interest, as discussed in the context of A/S call with Kiwi counterpart, and 
otherwise. 

1. Boston Magazine: "Could COVID-19 Have Escaped from a Lab? The world's preeminent scientists 
say a theory from the Broad lnstitute's Alina Chan is too wild to be believed. But when the 
theory is about the possibility of COVID being man-made, is this science or censorship?" 
{https://www. boston magazine .com/news/2020/09/09/ali na-chan-broad-institute-
coronavirus/) 

2. BioEssays Wiley (attached): "The genetic structure of SARS-CoV-2 does not rule out a laboratory 
origin: SARS-COV-2 chimeric structure and furin cleavage site might be the result of genetic 
manipulation." 

3. WSJ: "So Where Did the Virus Come From? Research into the origins of the new coronavirus 
raises questions about how it became so infectious in human beings." 
( http s ://www. ws j. com/ a rt ic I es/ so-w here-did-the-virus-co me-from-115907 56909) 

4. NYT: "As it praised Beijing, the World Health Organization concealed concessions to China and 
may have sacrificed the best chance to unravel the virus's origins. Now it's a favorite Trump 
attack Ii ne." ( https ://www .nytimes.com/2020/11/02/world/who-china-coronavi rus. htm I) 

5. Huge archive here: https://usrtk.org/tag/gain-of-function/. 

Thanks. 

David Feith 
Deputy Assistant Secretary 
Burea u of East Asian and Pacific Affairs (EAP) 
U.S. Department of State 

l(b)(6) 1:~; 
l{b )(6) l@state.gov 

SENSITIVE BUT ~..J"N CLASSlFIED 
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SARS-COV-2 chimeric structure and furin cleavage site might be the result of genetic 
ma nipul at ion 

Rossana Segreto1 Yuri Deigin2 

1 Department of Microbiology, University of 

Innsbruck. I n n sbru ck, Austria 

' Youlhereum Genetics Inc., Toronto. Ontario. 

Canada 

Corresponde nee 
Rossana Segreto, Department of Microbiology, 

University of Innsbruck, TechnikerslraBe 25, 

60 20 Innsbruck. Austria. 

Emai I: Rossana.Segreto@uibk.ac.at 

No external funding was received for this work. 

Rossana Segreto and Yuri Deigin contributed 

equally lo this study. 

INTRODUCTION 

Abstract 
Severe acute respiratory syndrome-coronavirus (SARS-CoV)-2's origin is still contro

versial. Genomic analyses show SARS-CoV-2 likely to be chimeric, most of its sequence 

closest to bat CoV RaTG 13, whereas its receptor binding domain (RBD) is almost iden

tical to that of a pangolin CoV Chimeric viruses can arise via natural recombination or 

human intervention. The furin cleavage site in the spike protein of SARS-CoV-2 confers 

to the virus the ability to cross species and tissue barriers, but was previously unseen 

in other SARS-like CoVs. Might genetic manipulations have been performed in order to 

evaluate pan go Ii ns as possible intermediate hosts for bat-derived CoVs that were orig

inally unable to bind to human receptors? Both cleavage site and specific RBD could 

result from site-directed mutagenesis, a procedure that does not leave a trace. Consid

ering the devastating impact of SARS-CoV-2 and importance of preventing future pan

demi cs, researchers have a responsibility to carry out a thorough analysis of a II possible 

SARS-CoV-2 origins. 

KEYWORDS 

BtCov/4991, furin cleavage site, Gain-of-function studies, pangolin CoV, RaTG13, receptor bind

ing domain, SARS-CoV-2 

Nearly a year has passed since the outbreak of severe acute respiratory 

syndrome-coronavirus 2 (SARS-CoV-2) in Wuhan. China, and its ori

gin is still controversial. Despite the international research effort con

ducted, a natural host, either direct or intermediate, has not yet been 

identified. The hypothesis that the Wuhan Huanan Seafood Whole

sale Market was the first source for animal-human virus transmis-

sion has now been conclusively dismissed; and the few market samples 

that were collected showed only human-adapted SARS-CoV-2, with 

no traces of zoonotic predecessor strainsii. Al most all scientific papers 

published to date purport that SARS-CoV-2 has a natural origin, and 

the only pub I ished paper considering possible a lab origi nl lJ focuses on 

serial passage as the technique that could justify SARS-CoV-2 special 

; Anx1dy, J, T. (2020). China rules out animal 1narkct and la~ as coronavirlls origin, The 

Woll Str~.et Journal. https://w\l\lW.wsj .com/ a rti cl es/chin c1i- rules-out- an i ma I- market- a nd-1 ab- c1is

co ro n-i3vi rus- origin-11590517508 (last .i3ccessed on Oct 15. 2020). 

;; Zhan, S. H .. Dcvcrman, B. E .. Chan, Y. A. (2020). SARS-CoV-2 is well adapte<1 tor hu1nans. What 

does this mean for re-emergence' BioRxiv. httpsc//doi.or~l0.1101/2020.05.01.073262 (last 

accessed on Oct 15, 2020). 

This is an open access article under the terms of the Creative Commons Attribution License, which permits use, distribution and reproduction in any medium, provided 

the or igi na I work is proper I y cited. 

~ 2020 The Authors. BioEssays published by Wiley Periodicals LLC 

BioEssays. 2020:2000240. wileyonlinelibrary.com/journal/bies 1of 9 

h II ps:/ /doi.or g/ 10 .1002 /bi es.202000 2 40 
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adaptation to human cells. We here describe how the two main SARS

CoV-2 features, (1) the presence of a furin cleavage site missing in other 

CoVs of the same group and (2) an receptor binding domain (RBD} opti

mized to bind to human cellsl 21 might be the result of lab manipula

tion techniques such as site-directed mutagenesis. The acquisition of 

both unique features by SARS-CoV-2 more or less simultaneously is 

less likely to be natural or caused only by cell/animal serial passage. 

SARS-COV-2'S CLOSEST RELATIVES ARE BAT AND 
PANGOLIN CORONAVIRUSES 

Zhou et al.13I from the Wuhan Institute of Virology (WIV) were the first 

to identify and characterize a new coronavirus (CoV), SARS-CoV-2. The 

genomic sequences obtained from early cases shared 79% sequence 

identity to the CoVs that caused severe acute respiratory syndrome 

(SARS-CoV) in 2002-2003 and 96.2% sequence identity to RaTG13 

(MN996532), a CoV sequence detected from a Rhino/ophus affinis bat. 

RaTG13 is currently the closest phylogenetic relative for SARS-CoV-2 

found.1 41 but its complete genomic sequence was not published before 

the outbreak of SARS-CoV-2 and the original sample was collected in 

the Yunnan province (China) by the same group of WIV researchers in 

2013. Zhou et al.131 stated to have found a match between SARS-CoV-

2 and a short region of RNA-dependent RNA polymerase (RdRp) of a 

CoV in their database and then fully sequenced the original sample col

lected in 2013, which they called RaTG13. 

We discovered that the RdRp of RaTG13 has 100% nucleotide iden

tity with the sequence BtCoV/4991 (KP876546), which was identified 

by Ge et al.ISi in a Rhino/ophus affinis bat in the Yunnan province in 

2013, same location and year as RaTG13. BtCoV/4991 was collected 

in a mine colonized by bats near Tongguanzhen, Mojiang, Yunnan. The 

WIV researchers were invited to investigate the mine after six min

ers there had contracted severe pneumonia in 2012 111
, and three of 

the miners have died.l6l The miners have been tasked with clearing 

out bat droppings in the mine, and the severity of their pneumonia 

correlated with the duration of exposure to the mine.1 71 Four miners' 

samples subsequently underwent testing at WIV, where lmmunoglob

ulin G (lgG) antibodies against SARS were identified in all samples.l8l 

Considering that only about 5300 people were infected in mainland 

China during the SARS outbreak of 2002-2004, most of whom resided 

in Guandong, the odds of four miners in Yunnan retaining antibod

ies from the 2002-2004 SARS outbreak are negligible. On the other 

hand, it is possible that the SARS antibody test administered to the 

miners cross-reacted with a novel SARS-like bat virus that the miners 

had acquired at the mine. Ge et al.I 5 I have identified a number of CoVs 

in the mine, but based on the phylogenetic analysis, BtCoV/4991 was 

the only SARS-related strain, clearly separated from all known alpha

and beta-CoVs at that time. BtCoV/4991 was also different from other 

bat CoVs in the phylogenetic analysis carried out by Wang et al. in 

;;; Qiu. J. (2020). How China·, 'Bat Woman' hunted down eiruses from SARS 10 the new coron· 

avi rus. Sci. Am. https :/lwww.sdent iii cameri can.com/a rtide/how-chinas-bat-woman- hunted 

doWn-v iru:s.e:s.-from- sar-s-to-the- new-coronavirus1./ (last accessed on Oct 15. 2020), 

2019.1 91 Chen et al.I 101 identified BtCoV/4991 as the closest sequence 

to SARS-CoV-2 because RaTG13 had not yet been published at that 

time. BtCoV/4991 and RaTG13 have been later asserted to be two dif· 

ferent coding names of the same strain, as their original .authors at 

WIV registered the two strains as one entry in the Database of Bat

associated Viruses (DBatVir)_iv 

In late July 2020, Zhengli Shi, the leading CoVresearcher from WIV, 

in an email interview 1111 asserted the renaming of the RaTG13 sam

ple and unexpectedly declared that the full sequencing of Ra TG 13 has 

been carried out as far back as in 2018 and not after the SARS-CoV-

2 outbreak, as stated in Zhou et al.I31 The reversal in WIV's stance on 

when exactly RaTG13 was fully sequenced could have been due to the 

discovery by independent researchers into the origins of SARS-CoV-

2 that the filenames of the raw sequencing reads deposited by WIV 

on May 19, 2020v seem to indicate that sequencing for RaTG13 was 

done in 2017 and 2018.vi However. no formal erratum about year of 

sequencing and sample renaming from the authors of Zhou et al. 131 has 

yet appeared, or as far as is currently known, has been submitted. 

The second non-human RdRp sequence closest to BtCoV/4991 

(91.89% nucleotide identity) is the CoV sequence MP789 (MT084071) 

isolated in 2019 in a Malaysian pangolin (Manis javanica) from the 

Guangdong province (GD), China.112 1 The envelope protein of MP789 

shows surprisingly 100% aminoacidic identity with the correspond

ing protein in RaTG13, in bat-SL-CoVZXC21 (MG772934.1). in bat-5L

CoVZC45 (MG772933.1) and in some early SARS-CoV-2 isolates (e.g. 

YP _009724392).1 131 The envelope protein of CoVs is involved in crit

ical aspects of the viral lifecycle, such as viral entry, replication and 

pathogenesis.I 14 l 

BAT COVS HAVE BEEN THOROUGHLY STUDIED 
AND GENETICALLY MANIPULATED 

Many studies have reported that bats are natural reservoirs for a 

broad diversity of potentially pathogenic SARS-like CoVs.1 15-16 1 Some 

of these viruses can potentially directly infect humans1171 , whereas 

others need to mutate their spike protein in order to effectively bind to 

the human angiotensin 1-converting enzyme 2 (hACE2) receptor and 

mediate virus entry_l 18 I In order to evaluate the emergence potential 

of novel CoVs, researchers have created a number of chimeric CoVs, 

consisting of bat CoV backbones, normally unable to infect hl!lman cells, 

whose spike proteins were replaced by those from CoVs compatible 

with human ACE2. These chimeras were meant to simulate recombi

nation events that might occur in nature.I 19-201 Such gain-of-function 

experiments have raised a number of biosafety concerns and stirred 

controversy among researchers and the general public. One of the main 

arguments in favor of gain-of-function studies is the need to be pre

pared with an arsenal of drugs and vaccines for the next pandemic.l21 l 

"DBatVir - The Datobiise of Bot-Asso<iot<d Viruses. http://www.mgc.ac.cn/cgi-binlDBatVir/ 

main.cgi?funci:; .3ccession&accx MN996532 (last accessed on Oct 15. 2020). 
v SRX8357956: amplicon sequences ol RaTGJ3. http,; ://www.ncbi.nlm.nih.gov/ sra/ 

SRX83S79S6 (last accessed on Oct 1S. 2020). 

vi Anon. (2020). Names of the RaTG 13 am pl icon sequences . 

https:I / web.arch iV<O.org/web/ 2020091817 4030/https://graph.o rg/ Ra TG 13-Am pl icon-

N ames-07-03 (last accessed on Oct 15, 2020). 
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By contrast, one of the main arguments against them is that the next 

pandemic itself could be caused by those experiments, due to the risk 

of lab escape.I22·23 I 

In recent years, the field of corona-virology had been focused on 

pan-CoV therapies and vaccines, as evident from research conducted 

in the past 5 years,124-271 as well as from media reports.vii Synthet

ically generating diverse panels of potential pre-emergent CoVs was 

declared a goal of active grants for the EcoHealth Alliance. which 

funded some of such research at WIV, in collaboration with laborato

ries in the USA and other international partners.viii 

CREATING CHIMERIC COYS WITH NOVEL RBDS 
HAS GONE ON FOR DECADES 

Researchers have been generating chimeric CoVs for over two decades, 

long before the advent of modern sequencing or genetic engineering 

techniques. For example. in 1999. a group from Utrecht University 

used targeted RNA recombination to create a "cat-and-mouse" CoV 

chimera: the RBDs of a feline and murine CoV were swapped, demon

strating that this exchange swapped also species tropism during in vitro 

experiments.1281 

In 2007, the Shi group at WIV created a series of "bat-man" CoV 

chimeric spike proteins while trying to determine what exactly confers 

CoVs the ability to jump from one species to another. The researchers 

used different segments of the spike protein of the human SARS virus 

to replace corresponding segments in the spike protein of a bat viral 

backbone. It was concluded that a relatively short region (aa 310 to 

518) of the spike protein "was necessary and sufficient to convert Rp3-

S into a huACE2-binding molecule,"29 that is to provide the bat CoV 

spike protein with a novel ability of binding to a human ACE2 receptor. 

In 2008, the Barie group at the University of North Carolina 

(UNC) took the WIVresearch one step further: instead of using human 

immunodeficiency viruses (HIV) pseudo-viruses with bat CoV spike 

proteins, a live chimeric CoV was created. Following the experiments of 

their 2007 WIV colleagues, the Baricgroup used a bat 5ARS-like CoV as 

a backbone and replaced its RBD with the RBD from human SARS.13°1 

In 2015, the Shi and Barie groups joined forces and published prob

ably the most famous gain-of-function virology paper, which described 

the creation of another synthetic chimeric virus.I 191 This time the RBD 

of a mouse-adapted SAR5 backbone (SARS-MA15) was replaced by the 

RBD of Rs5HC014, a bat strain previously isolated from Yunnan bats in 

2011 by the Shi group. In 2016, the Barie group repeated their 2015 

experiment using the same SARS-MA15 backbone and the RBD from 

Rs3367,I 311 a close relative of RsSHC014 also previously found in Yun

nan by WIV and renamed "WIVl" after live culturing.l 17l 

Probably the largest reported number of novel chimeric viruses cre

ated was described in a 2017 paper from the Shi group at wIv,l 15 1 in 

vii Kahn, J. (2020). How scientists could slop the next pandemic before ii starts. NYT Maga
' i ne. https://www.nvtimes.com/2020/04121/magazine/pandemic• vacci ne.htm I (last accessed 
on Oct 15, 2020). 
vii; Project ~umber 2R01Al110964-06, £COH£ALTH AWANC£, INC., htlps:f/projectreporter. 
n i h.gov/projcct_into_dcscri pt ion.elm >aid= 9819304& icdc=4 96454 21 &ddpara m=& d dva I uc= 
&ddsub=&cr=1&csb=default&cs=ASC&pball= (last accessed on Oct 15. 2020). 

which the authors reported creating eight chimeric viruses using WIV1 

as a backbone and transplanting into it various RBDs from bat SARS

like viruses. These viruses were collected over a span of 5 years from 

the same cave near Kunming, Yunnan Province, where the Shi group 

originally found Rs3367 and RsSHC014. Only two of the eight live 

chimeric viruses were successfully rescued, and those two strains were 

found to possess the ability to bind to the human ACE2 receptor, as 

confirmed by experiments in hACE2-expressing Hela cells and RT-PCR 

quantification of viral RNA. 

SARS-COV-2 SHARES ITS RBD WITH A PANGOLIN 
cov 

The possibility that pangolins could be the intermediate host for SARS

CoV-2 has long been under discussion. 132- 341 The biggest divergence 

between SARS-CoV-2 and RaTG13 is observed in the RBD of their 

spike proteins.f41 Although its overall genome similarity is lower to 

SARS-CoV-2 than that of RaTG13, the MP789 pangolin strain isolated 

from GD pangolins has an almost identical RBD to that of SARS-CoV-2. 

Indeed, pangolin CoVs and SARS-CoV-2 possess identical amino acids 

at the five critical residues of the RBD, whereas RaTG13 only shares 

one amino acid with SARS-CoV-2.f351 ACE2 sequence similarity is 

higher between humans and pangolins than between humans and bats. 

Intriguingly, the spike protein of SARS-CoV-2 has a higher predicted 

binding affinity to human ACE2 receptor than to that of pangolins 

and bats.ix Before the SAR5-CoV-2 outbreak, pangolins were the 

only mammals other than bats documented to carry and be infected 

by 5ARS-CoV-2 related CoV.1 121 Recombination events between the 

RBD of CoV from pangolins and RaTG13-like backbone rnuld have 

produced 5ARS-CoV-2 as chimeric strain. For such recombination to 

occur naturally, the two viruses must have infected the same cell in the 

same organism simultaneously, a rather improbable event considering 

the low population density of pangolins and the scarce presence of 

CoVs in their natural populations.' Moreover, receptor binding studies 

of reconstituted RaTG13 showed that it does not bind to pangolin 

ACE2.Xi 

THE FURIN CLEAVAGE SITE: THE KEY DIFFERENCE 
BETWEEN SARS-COV-2 AND ITS CLOSEST 
RELATIVE RATG13 

SARS-CoV-2 differs from its closest relative RaTG13 by a few key 

characteristics. The most striking difference is the acquisition in the 

ix Piplani, S., Singh, P K., Winkler. D. A., Petrovsky, N. 12020). In silico comparison of spike 
protein-ACE2 binding affinities across species; :significance for the possible origin of the SARS

CoV·2 vi ru s.arXi v. h tlp://a rxiv.or g/a bs/2005.06199 I I ast accessed on Oct 15, 20201. 
'Lee. J .. Hughes. T .. Lee. M.-H .. Field. H., Rovie-Ryan. J. J .. Sitam, F. T., ... Daszak. P. (2020). 
No evidence of coronaviruses or other potentially zoonotic virus.es. in Sunda pangolins (Manis. 

jovonica) enter;ng the w; Id Ii fe trade vio M alay,;a. SioRxiv. https:/ /doi.org/10.1 101120 20.06.19. 
158717 (last accessed on Oct 15, 2020). 
, i Mou, H., Quinlan, B. 0., Peng. H., Guo, Y .. Peng, S., Zhang, L., ... Farzan, M. 12020). Mutations 
from bat ACE2 orthologs markedly enhance ACE2·Fc neutralization of SARS·CoV-2. BioRxiv. 
https:/ldo;_org/10.1101/2020.06.29.178459 (last accessed on Oct 15. 2020). 
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FIGURE 1 Nucleotide sequence of the 5 protein at the 51/52 junction in 5AR5-CoV-2 (NC045512.2) showing thefurin cleavage site (in blue) 

that includes a Faul enzyme restriction site 

C 0 p G A G V C A 5 y ,., ..... ..,,111·W;MIW G T 

RmYN02 GTGTGACATTCCCATAGGAGCGGGTGTGTGTGCCAGTTACAACTC AC CTGCAGCGCGTGT AGGT ACT 

Quer-r 
Sbjct 

23~6 
23~62 

GTGTGACATTCCCAT~GG~GCGGGTGTGTGTGCCAGTT~C-~·AC-~GCA·-GCGC-GTGT~GGTACT 
......... C.. A .. T .. T .. T ... A. T ..... T .. C. .. C. l .. GG. TT .. AT. TTA ... A., AC.A. ((AG 

GTGTGACAiCCCAATTGGTGCTGGTATTTGTGCTAGCTACCATACGGCTTCTATATTACGCAGTACA, 
ZC45 

C 0 p G A G C A S Y H T A S I L P S T 

FI GURE 2 Alignment of nucleotide and amino acid sequences of the S protein from bat-5L-CoVZC45 (MG772933.1) and RmYN02 at the 
51/52junction site. No insertions of nucleotides possibly evolving in a furin cleavage site can be observed (in blue} 

spike protein of SARS-CoV-2 of a cleavage site activated by a host-cell 

enzyme furin. previously not identified in other beta-CoVs of lineage 

b1361 and similar to that of Middle East respiratory syndrome (MER5) 

coronavirus.1351 Host protease processing plays a pivotal role as a 

species and tissue barrier and engineering of the cleavage sites of CoV 

spike proteins modifies virus tropism and virulence.1371 The ubiquitous 

expression of furin in different organs and tissues have conferred 

to 5ARS-CoV-2 the ability to infect organs usually invulnerable to 

other Co Vs, leading to systemic infection in the body. 1381 Cell-cultured 

5AR5-CoV-2 that was missing the above-mentioned cleavage site 

caused attenuated symptoms in infected hamsters,1391 and mutagene

sis studies have confirmed that the polybasic furin site is essential for 

5AR5-CoV-2's ability to infect human lungcells.f40l 

The polybasic furin site in 5AR5-CoV-2 was created by a 12-

nucleotide insert TCCTCGGCGGGC coding for a PRRA amino acid 

sequence at the 51/52 junction (Figure 1). Interestingly, the two joint 

arginines are coded by two CGGCGG codons, which are rare for these 

viruses: only 5% of arginines are coded by CGG in 5AR5-CoV-2 or 

RaTG13, and CGGCGG in the new insert is the only doubled instance of 

this codon in 5AR5-CoV-2. The CGGCGG insert includes a Faul restric

tion site, of which there are six instances in SAR5-CoV-2 and four 

instances in RaTG13 (and two in MP789). The serendipitous location 

of the Foul site could allow using restriction fragment length polymor-

phism (R FLP) techniques I 4l l for cloning 1421 or screening for imutations, 
1431 as the new furin site is prone to deletions in vitro.f39-44 J 

A study by Zhou et al.1451 reported the discovery of a novel CoV 

strain RmYN02, which the authors claim exhibits natural PAA amino 

acid insertions at the S1/52 cleavage site where SARS-CoV-2 has the 

PRRA insertion. However, upon close examination of the underlying 

nucleotide sequence of RmYN02 in comparison with its closest ances

tors bat-SL-CoVZC45 and bat-SL-CoVZXC21, no insertions are appar

ent, just nucleotide mutations (Figure 2). 

Therefore, SAR5-CoV-2 remains unique among its beta CoV rela

tives not only due to a polybasic furin site at the S1/52 junction, but 

also due to the four amino acid insert PRRA that had created it. The 

insertion causes a split in the original codon for serine (TCA) in MP789 

or RaTG13 to give part of a new codon for serine (TCT) and part of the 

amino acid alanine (GCA) in SARS-CoV-2 (Figure 3). 

The insertion ofthefurin cleavage site in 5ARS-CoV-2 is not in frame 

with the rest of the sequence, when compared with the MP789 and 

the RaTG13 sequences (Figure 3). Therefore, it is possible to exclude 

that such insertion could have originated by polymerase slippage or 

by releasing and repriming, because insertion mutations generated 

by these mechanisms have been postulated to maintain t he reading 

frame of the viral sequence.1461 The possibility that the furin cleav

age site could have been acquired by recombination has been recently 
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Fangoli n MF789 G A G C A $ y Q T Q T n $ R $ V $ $ X A 
{nt 23527): ggt gea gga ata tgt gee agt tat cag act caa aet aat tea egt agt gtt tea agt cna get att att 

RaTCH3 G A G C A $ y Q T Q T n $ R $ V $ 

{nt 23543): ggt gca gga ata tg gee agt tat c~g act ca.a act ut tea egt agt gt;, gc, agt c~a tct att att 

SARS-CoV-2 G A G C A s y Q T Q T n $ F R R A R s V s 
{nt 23561): ggt gea ggt ata tg get agt tat cag act cag act aat tct cct egg egg gca cgt agt \j"t~ get agt c.-=..a tee' ate att 

Black couunon for all 3 
R~d unique to S/lRS-CoV-2 
l.il"':°':'r unique to RaTGlJ 
Blue C'OlnlnO-n diffaranca of RaTG13 and SARS-CoV-2 fron, MF789 

FIGURE 3 Alignment of nucleotide and amino acid sequences of the 5 protein from RaTG13 (MN996532), MP789 (MTO84O71) and 

5AR5-CoV-2 (NCO45512.2) at the 51/52 site. The common nucleotides and amino acids are given in black. 5ARS-CoV-2 unique nucleotides and 
amino acids in red, RaTG13 unique nucleotides and amino acids in green and common nucleotides and amino acids in SARS-CoV-2 and RaTG13 
that differ in MP789 in blue. The codon forserine (TCA) in RaTG13 and MP789 is split in SARS-CoV-2 to give part of a new codon forserine (TCT) 

and part of the amino acidalanine (GCA) 

questioned by 5eyran et aU471 because the SAR5-CoV-2 spike protein 

seems to lack any further recombination event in contrast with the 

recombination model of other CoVs. 

CRITIQUE OF "THE PROXIMAL ORIGIN OF 
SARS-COV-2" 

Due to the broad-spectrum of research conducted over almost 20 

years on bat 5AR5-CoVs justified by their potential to spill over from 

animal to human.r481 a possible synthetic origin by laboratory engi

neering of SAR5-CoV-2 cannot be excluded. The widely cited article 

of Andersen et al.121 stated that 5AR5-CoV-2 has most likely a natu

ral origin. The main argument brought by the authors is that the high

affinity binding of the SARS-CoV-2 spike protein to hACE2 could not 

have been predicted by models based on the RBD of SARS-CoV. Based 

on the structural analysis conducted by Wan et al.,1 49 1 SARS-CoV-2 has 

the potential to recognize hACE2 more efficiently than the SARS-CoV, 

which emerged in 2002. Moreover, generation of CoV chimeric strains 

has recently demonstrated that bat CoV spikes can bind to the hACE2 

receptor with more plasticity than previously predicted.1 15 1 All amino 

acids in the RBD have been extensively analyzed and new models to 

predict ACE2 affinity are available.1 501 In this regard, BatCoV Rs3367 

(99.9% identity to WIVl) has been shown to share with SARS-CoV-

2 four out of six critical residues in the RBD. Considering that WIVl 

was shown to directly bind to hACE2, the same assumption could eas

ily have been made about SARS-CoV-2 RBD.151 1 

As described above, creation of chimeric viruses has been car

ried out over the yea rs with the purpose of studying the potential 

pathogenicity of bat CoVs for humans. In this context, SARS-CoV-

2 could have been synthesized by combining a backbone similar to 

Ra TG 13 with the R BD of CoV similar to the one recently isolated from 

pangolinsl 12 l. because the latter is characterized by a higher affinity 

with the hACE2 receptor. Such research could have aimed to iden

tify pangolins as possible intermediate hosts for bat-CoV potentially 

pathogenic for humans. Subsequent serial cell or animal passage, as 

described by Sirotkin & Sirotkin Ill could have provided the perfect 

adaptation of the RBD to the hACE2. 

Regarding the furin cleavage site. Andersen et a1.r 21 state that "the 

functional consequence of the polybasic cleavage site in SARS-CoV-2 

is unknown." New studies from several groups have lately identified 

this activation site as possibly enabling the virus to spread efficiently 

between humans and attack multiple organs.1 521 Experimer1ts on pro

teolytic cleavage of CoV spike proteins have been recently suggested 

as future key studies to understand virus transmissibility in different 

hosts.1501 

Andersen et a1.r 21 also state, based on the work of Almazan 

et al.1531 that "the genetic data irrefutably show that 5ARS-CoV-2 is not 

derived from any previously used virus backbone." In the last 6 years 

before the outbreak of 5AR5-CoV-2 the number of potential bat back

bones has been undeniably increased by several bat CoV screenings, 

last but not least bringing RaTG13 to scientific attention in January 

2020. Other possible backbones cou Id, as wel I, still wait for publication. 

Andersen et al.I 21 affirm that "the acquisition of both the polyba

sic cleavage site and predicted 0-1 inked glycans also argues against 

culture-based scenarios." Methods for insertion of a polybasic cleav

age site in infectious branch itis CoV are given in Cheng et a I.I 54 I and 

resulted in increased pathogenicity. Concerning the predicted 0-li nked 

glycans around the newly inserted polybasic site, it should be noted 

that this prediction was not confirmed by Cryo-EM inquiry into the 

SARS-CoV-2 spike glycoprotein.1 55 I Nevertheless, while it is true that 

0-linked glycans are much more likely to arise under immune selection, 

they could be added in the lab through site-directed mutagenesisl 561 

or arise in the course of in vivo experiments, for example, in BLT-L mice 

with human lung implants and autologous human immune system1 571 

or in mice expressing the hACE2 receptor.1 31 1 To overcome problems of 

bat CoV isolation, experiments based on direct inoculation of bat CoV 

in suckling rats have been carried out.1 581 Humanized mice. ferrets, pri

mates and/or other animals with similar AC E2 conformation cou Id have 

all been used for seria I passage experiments, as described in detail by 

Sirotkin and Sirotkin.1 11 

Andersen et al.l 21 also state that "subsequent generation of a poly

basic cleavage site would have then required repeated passage in cell 

culture or anima Is with AC E2 receptors si mi I ar to those of humans, but 

such work has also not previously been described." It should not be 

excluded that such experiments could have been aborted due to the 
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SARS-CoV-2 outbreak, before a possible publication of the results or 

that the results were never intended to be published. 

It is important to mention that RaTG13 and the pangolin CoV 

sequences from smuggled pangol ins confiscated in the GD province 

in March 2019, and to which most of published papers supporting a 

natural origin of SARS-CoV-2 refer,r 21 have recently been questioned 

as to the accuracy of their assembly data•ii and require further anal 

yses to prove their correctness_lxiii .xiv] It should also be noted that in 

vitro receptor binding studies of reconstituted RaTG13 yielded some 

peculiar results)xi] The most surprising observation was that RaTG13. 

unlike SARS-CoV-2, ls unable to bind ACE2 in R. macrotis bats. a close 

relative of RaTG13's purported host. R. affinis1591 (whose ACE2 recep

tor has not yet been tested). At the same time, RaTG13 was observed 

to bind hACEi60 l, but not as well as ACE2 of rats and mice, to which 

SARS-CoV-2 did not bind at all. Is it possible that just as SARS-MAlS 

was a mouse-adapted strain of SARS, RaTG13 is actually a mouse

adapted version of a CoV extracted from the Mojlang cave, rather than 

a strain obtained from a bat fecal swab? Unfortunately, the RaTG13 

sample has been exhausted and it ls no longer available for external 

examlnatlon.111l which ls unfortunate given a number of inconsisten

cies in its sequencing raw data. Also, the status and availability of the 

Mojlang miners' samples remain as wel l an open and highly relevant 

question. Severa I samples from the m 1 ners have been collectedl7.e1 and 

I ikely stored, and 1t wou Id be of great value to test them for the pres

ence of SARS-CoV-2-like CoVs. 

Another open question is the reason for modification and subse

quent deletion of WIV's own viral database. In May 2020, several 

media outlets have reported that the change tracking system of 

WIV's internal database showed that the database was renamed from 

"Wildlife-borne viral pathogen database" to "Bat and rodent-borne 

viral pathogen database," and its description was edited to replace 

instances of "wild animal" by "bat and rodent"; in addition, mention of 

"arthropod vectors" was deleted. xv The database description reported 

that it contained over 60 Mb of data in structured query language 

(SQL) format, but at as of early May 2020 the download link no 

longer worked.'vi Subsequently, the database page was taken down 

in its entirety but its snapshot is still available on Web Archive.'vii 

It is possible that other internationa l CoV labs might have down

loaded the SQL archive of the WIV database before it was taken 

down, in which case such groups should make those data publicly 

available. 

:,;ii Zhang. D. (2020). Anomc1ilies in Bc1itCoV/RaiTG 13 sequencing and provenance. z~nodo. https: 

//zenodo.orglrecord/3969272 (last accessed on Oct 15. 2020). 

'" i Si ngl a, M .. Ah mad. 5., Gupta, C., Sethi, T. (2020), De novo as scinbl y ot Ra TG 13 gc no me 

reveals lnconsi:s.tencie:s. further obscurin~ SARS-CoV-2 ori~in:s.. Preprints. http:s.://dol.or~/10. 

20944/ preprints202008.0595.v1 (last accessed on Oct 12. 2020) . 

"' Chan, Y, A. Zhan, 5. H. (2020). Single source ot pangolin C:nv, with a near identical spike RBD 

to SARS-C:oV-2. BioRxiv. http s://do i.oqy 10.110 1/20 20.0 70 7.1843 7 4 (I ast accessed on Oct 15. 

2020). 
>tv Devine. M. (2020}. What is China covering up about the coronavirus? NYT Magazine. 

https://nypost.com/2020/05/06/ what-is-china-covering-up-about- the-coronavirus-devi ne/ 

(last accesse<1 nn Oct 12 , 2020). 

,vi https://twitter.com/ ','deigin/ status/ 1259891518468427776 [last accessed on Oct 15. 

20201. 
,.;, Bat and rodent-borne viral pathogen database. https:1/wc~.archive.org/web/ 

20200529174243/http://csdata.org/p/308/ (last accessed on Oct 15. 2020). 

HOW COULD THE VIRUS HAVE ESCAPED FROM A 
LAB? 

The leak of highly dangerous pathogens from laboratories is not a 

rare event and occurrences have been documented in several coun

tries. The most notable lab leak known is the 1977 H 1N 1 lab escape 

from China that caused a worldwide pandemic.161 1 The most recent 

one is the November 2019 outbreak of brucellosis that occurred in 

two research centers in Lanzhou, China, infecting over 100 students 

and staff members.1621 Several lab escapes of the first SARS virus 

have been reported as well : in the summer of 2003 in Singapore.[631 

then in December 2003 in Taiwan,'viii and in the spring of 2004 twice 

in China." i, 

Concerns about WIV's lab safety were raised in 2018 by U.S. 

Embassy officials after visiting the Institute and having an interview 

with Zhengli Shi. The lab auditors summarized their worries in subse

quent diplomatic cables to Washington."' Chinese experts have also 

raised concerns about lab safety in their own country, lamenting that 

"lab trash can contain man-made viruses, bacteria or microbes" and 

that "some researchers discharge laboratory materials into the sewer 

after experiments without a specific biological disposal mechanism."~~; 

American labs have also had their share of safety issues. Recently, 

research operations in the Blosafety level ( BSL)-4 United States Army 

Medic a I Research Institute of I nfectlous Diseases (USAM R 11 D) faci I ity 

in Fort Detrick were interrupted 1 n August 2019 fol lowing safety vio

lations, in particular, relating to the disposal of infective materials."•ii 

Other US labs have been cited for safety issues as wel 1.22 1 

A number of scenarios causing SARS-CoV-2 to leak from a lab can 

be hypothesized. For example, an infected animal could have escaped 

from a lab or it could have scratched or bitten a worker (a concern 

raised in 2017 about the establishment of a BSL-4 primate vaccine test

ing facility in Kunming, Yunnan1 641), or a researcher could have acci

dentally stuck themselves with inoculate (as happened in two cases in 

Russia"1i1
). Until 2020, CoVs were not considered particularly deadly 

or virulent. SARS-like CoVs did not require BSL-4 and could be manipu

lated under BSL-2 and BSL-31421 conditions, making an accidental leak 

more likely. Aerosol experiments with CoVsl 65 I could result in lab leak 

as well, because a failure in the equ ipment used could go unnoticed for 

a longtime before infection of lab workers is detected. Finally, the virus 

,:vi ii Reuters (2003). SARS case confirmed in Taiwan. Wired . http:s.://www.wired.com/200 3/ 12/ 

sars-case-confirmed-in-taiwan / (last acce ssed on Oct 13. 2020). 

,;, W algate, ~, (2C04). SAR 5 escaped Beijing lab twi cc. The Scicnti,t Mogoz/ne. https,//www.t he· 

:s.cientist.com/new:s.-an.aly:s.is/s.ars-escaped-beiiing-lab-twice-50137 (l.ast .accessed on Oct 15 , 

2020). 
P . Ro~in. J. (2020). St.ate Department c.~bles warned of safety issues at Wuh.an I.ab studying 

bJt co ro nJvi ruses. The ~shington Post. htt ps:/ /www.was hi ngto n po:s.t.com/o pin i-o n s/2020/04/ 

141 st ate-depart1nc nt- cables-warned· satcty· issues· wuh an- I ab- studying- bat-co ro naviru sesl 

(last accessed on Oct 15, 20 201. 

" ' Caiyu, L.. Shume i. L. (2020). Biosafety su ideline issued to fix chronic manasement loopholes 
at virus la bs. Global Timcs. https,//www.glo~a ltimes.cn1contentll 179747.shtml (last a ccessed 

on Oct 15, 2020). 

" '' Grady, D. (2020). Deadly germ research is shut down at army lab over safety concerns. NYT 
Magazine. https://www.nytimes.co ml 20 J 9/08/05/ hca It hlgcrms-fort-dct ric k-l)io ha za rd .ht ml 

[la st accessed on Oct 15, 20 201. 

" '" Mill e r, J. (2004). Russian scientist dies in Ebola accident at former weapons Lab. NYT Maga 

zi ne. httpsc/ l=w. nYt i mes .com/20(1,'l/OS/ 2 S1wnrld/ ru ss i an-sci c nti st-dies-in- ebol a- ac c i<lent· 

Jt-former-weapons-lab.html (IJst accessed on Oct 15, 2020)_ 
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could potentially have leaked through the sewage system if proper 

wasted isposal and/or decontamination procedures were not followed. 

CONCLUSIONS AND OUTLOOK 

On the basis of our analysis, an artificial origin of SARS-CoV-2 is 

not a baseless conspiracy theory that is to be condemned[661 and 

researchers have the responsibility to consider al I possible causes for 

SARS-CoV-2 emergence. The insertion of human-adapted pangolin 

CoV RBD obtained by cell/animal serial passage and furin cleavage site 

could arise from site-directed mutagenesis experiments. in a context of 

evolutionary studies or development of pan-CoV vaccines or drugs. A 

recent article in Natu re1671 affirms that a laboratory origin for SARS

CoV-2 cannot be ruled out. as researchers could have been infected 

accidentally. and that gain-of-function experiments resulting in SARS

CoV-2 could have been performed at WIV. Genetic manipulation of 

SARS-CoV-2 may have been carried out in any laboratory in the world 

with access to the backbone sequence and the necessary equipment 

and it would not leave any trace. Modern technologies based on syn

thetic genetics platforms al low the reconstruction of viruses based on 

their genomic sequence, without the need of a natural isolate.1661 

A thorough investigation on strain collections and research records 

in all laboratories involved in CoV research before SARS-CoV-2 out

break is urgently needed. Speci a I attention should be pa id to strains 

of CoVs that were generated in virology laboratories but have not 

yet been published, as those possibly described in the deleted WIV 

database. Because finding a possible natural host could take years, as 

with the first SARS,i 671 or never succeed, equal priority should be given 

to investigating natural and laboratory origins of SARS-CoV-2. 

Xiao Qiang, a research scientist at Berkeley, recently stated: "To 

understand exactly how this virus has originated is critica I knowledge 

for preventing this from happening in the future."lxxi] 
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Have you seen the attached anonymous report? Was there a review of its findings? Can we see 

that? Thanks! 
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Thanks for your personal and professional analysis. Much to discuss when we next meet in the 
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Interested in everyone's thoughts. 

(b)(5) Deliberative Process 

Have a nice weekend and stay safely away from COVID! 
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Proposed Program to examine the SARS Cov-2 Origin 

(these are not necessarily in time sequence; some could be done in parallel) 

Part 1: Academic review. 
Goal: determine merit in analysis by Yan et al. 
Requirements: 2 or (preferably) 3 experts in genomics/virology, working 
independently 

Challenges: finding truly objective experts. 
any guilt on China is likely to result in black-listing by the Chines 
(much viral work is done in collaboration with China) 
many academics fear a hardening of relations with China 
commercial scientists also fear hardening relations 

Technical issues: 
1. China claims natural mutation of related RaTG13virus. 

Is it plausibly natural? Compelling? 
Was the analysis properly published? 
Can we rule out fraud? 
Is it possible that the sequence was manufactured as a precursor to 
SARS CoV-2? 

2. Synthesis of SAR-CoV-2 from ZC45 or ZXC21. Is method described in Yan 
paper correct? 

Part 2. Identification of the geographic source 
Study Quai paper. Can we out bat origin in wet market? 

Bring together all intelligence information about Wuhan lab. 
Study China response to outbreak. 

Part 3. Laboratory work. Use Yan method (or other) to synthesize SARS CoV-2. 
Can it be done quickly, as Yan says? 

Part 4. Independent analysis of complete Cov-2 sequence. 
Determine if there is any indications that it is bioengineered? 
Is the spike protein similarity or identical to the SARS 2003? 
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If similar, is it "too" similar? Could it have been created independently (or 
just lab copies)? 

Part 5. Examine all evidence that China had produced a. vaccine by mid 2020. 
(Personally, I consider this to be the smoking gun.) 

Part 6. International study. Reviews all unclassified results from Parts 1-5. 
Perhaps have classified review with UK, others? 
This is tricky, because it potentially brings in political considerations in the 
choice of participations. That must be avoided. 
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F,;Cc~:~(:::-'.b~)('-6&--------:--:-----l::--=~:::==~.ll;::P:::..L---------....l::::=st=at=e=. =o=v::....> •:·_ G. i bbs, Jeffrey J 
(b)(6 ov>; Ashe ov>; ll.!(b~)i.::(6~) _____ _r----~-

Miles (b) state. ov> 
Subject: Evaluation of the Yan report 

Dear AA/S DiNanno-

Giving our meeting yesterday with Prof Muller, and separately with David Asher, I thought to circle back 
to provide some comments and takes on the lines of data and issues raised in these recent meetings. 

With respect to genomic sequences, somewhat similar coronavirus (CoV) sequences have been 
previously identified. With the amount of surveillance done for coronaviruses in bats, it makes sense 
that similar sequences have been identified or collected and many SARS-like bat CoVs sequences have 
been described before. 

There are some notable features that make the virus more contagious: 
1. SARS-CoV-2 spikes bind to human ACE2: A number of the Spike proteins and receptor binding 

domains from these SARS-like bat CoVs have been shown to use ACE2 (an entry receptor) and even 
though they were identified in bats, the sequence was sufficient for infection of human cells in culture. 
(https://www.nature.com/a rticles/n m.398S; note th is paper also describes some of the original reverse 
genetics for swapping out Spike and RBDs). Furthermore, there are now 7 known human coronaviruses, 
6 of which have suspected bat origins with an intermediate host, either more direct like SARS-CoV in 
civets or further apart like MERS-CoV circulating in camels for ""20-30 years before the first identified 
human case, so being able to have human infectivity from an animal reservoir is not odd. 

2. Presence of a furin cleavage site: Furin cleavage sites are not present in SARS-CoV-1, but they can 
be found in other CoVs including ones that infect humans {HCoV-OC43, HCoV-HKUl, and MERS-CoV). 
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Other studies have identified furin cleavage sites (although a different combination of amino acid 
residues) in SARS-like CoVs. (https://pubmed.ncbi.nlm.nih.gov/32416074/). Finally, a recent pre-print 
from quite a few well-known and well-respected laboratories have evaluated the possible consequences 
of the furin cleavage site. They found that in Vero E6 cells (the standard cell type for growing 
coronaviruses and used for synthetic biology approaches to generate virus from infectious clones), the 
virus without a furin cleavage site replicates better and that when SARS-CoV-2 isolates from humans are 
grown in this cell line they quickly lose the furin cleavage site. The furin cleavage site does appear to 
confer an advantage for virus replication in respiratory cell lines (Calu-3 cells) and is required for more 
severe disease in a hamster model of SARS-CoV-2 infection while not significantly altering 
virus rep Ii cation dynamics ( htt ps: //www. bi o rx iv .erg/ content/ 10.1101/202 0.08 .2 6 .2 688 54v 1). 

Other notes to keep in mind, coronaviruses love to undergo homologous recombination to diversify 
their genomes, this means there can be large chunks that are swapped between different CoVs to create 
a new strain or virus, thus seeing large portions of the genome that are similar to previously identified 
CoVs and other portions that are different or are more similar to another CoV is not particularly 
extraordinary. Reference of note: this paper covers some additional data on the evolutionary origins of 
the SARS-CoV-2 lineage responsible for the COVID-19 pandemic if of interest to anyone 
( https ://www. nature. com/ a rti cl es/s41564-020-0771-4). 

From a compliance perspective, you will recall that under former A/5 Poblete, we brought China BW 
back into the unclassified report because of our compliance concerns. Apparently we are not alone 
about those concerns. You will see that the Yan report has been met with a lot of concern from other 
policy security experts and scientists. Unfortunately, the Yan report presents inappropriate, misleading, 
and inaccurate scientific statements-but Gigi and Nancy went through it carefully. Their analysis is 
available at: 

Pub I icati on page: htt ps ://www. ce n te rfo rhea Ith security. o rg/ au r-wo rk/pu bl i cations/in-res pons e-ya n-et
a 1-p reprint-examinations-of-the-orig i n-of-sa rs-cov-2 
PDF: htt ps ://www. ce nte rfo rhea lths ecu rity. erg/ au r-wo rk/p u bs arch ive/pu bs-pdf s/2020/2009 21-i n
res pons e-ya n. pd f 

I th ought th is background might be u sef u I as you consider other eva I uat ions of the Yan re po rt -which 
may or may not shed more light. 

Hope this helps and happy to answer questions. 

Andreea 

Physical Scientist 
Office of Chemical ond Biologicol Weapons Affairs 
Bureau of Arms Control, Compliance and Verification 
U.S. Department of State 
2201 C Street, N. W. 
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Washington, DC 20520 
Desk. (b )(6) 

(b )(6) 

SHWlTIYE BUT U!'ICLt.liiifiU,UiD 

Sender: "Paulopol, Andreea I"l(b)(6) l@state.gov> 

Recipient: Andreea Paulopol - Robinsonl(b)(6) l@aol.com> 
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Evidence SARS-CoV-2 Emerged From a 
Biological Laboratory in Wuhan, China 
Published April 16, 2020. Updated May 2, 2020. 

1 Abstract 

The goal of this document is to examine evidence that may prove that (1) the SARS
CoV-2 virus was present at a biolaboratory in Wuhan, China, and (2) the SARS-CoV-2 

virus was introduced into the greater Wuhan population by an infected lab worker or 
animal. These claims from this point on will be referred to as Claim 1 and Claim 2. 

This document does not attempt to provide a concrete conclusion on whether 
either claim is factually true. Rather, it examines the probability that each claim is 
true to allow the reader to make his or her own conclusions. While either claim 
cannot be irrevocably proven true, an attempt has been made to ensure the evidence 

used to support these claims is as factual as possible. 

If you would like to see a summarized version of every claim (''11..;DR") in this 
document, please see the Conclusion. 

Furthennore, this document does not attempt to investigate claims that SARS-CoV-2 is a 
"man-made bioweapon" or whether its release was intentional. See A Note on Biowarfare 
and "HIV Inserts". 

Please download and share this document: archive.zip 

2 Authors 

We are an anonymous group of researchers. We are not affiliated with any company, 
nation state, or organization. We are not receiving funding from any sources, public or 

private. We disavow all racism and violent attacks, including those which are aimed at 
Asian or Chinese people, and we will continue to disavow them throughout this paper. 
We are not doing this because we hate China, but because we love the truth. 

An earlier version of this document referred to us as "Project E.P.S.T.E.I.N ." (Evidence 

Plausibly Supporting Theories Explaining Infection Naturality). It was intended be a 
humorous backronym. After receiving feedback from several readers, we have decided to 
change our name to "Project E" (Evidence) to avoid negative connotations with 
conspiracy theories. We maintain that this document is still supported by the best 
evidence we have been able to locate. 

The authors of this document claim no conflicts of interest. 

OUR PUBLIC KEY IS: 

-----BEGI N PUBLIC KEY- ---
HIICi j ANBgkqhk iG9w0BAQEFAAOCAg8AHIICCgKCAgEAzkypSxvyXzXfraeygeeX 
+pdkOXoReyR+KQDq KAYo Y6cC c 9 l J a 5rc vxY5OuDz lP ll xs lx+E Ci jf j icqi iXYvG 
nZlakhJozBYLdEDTwY2zoNVNe +Yd44kwraahcRLJXgeB59x5Zz 6eLrJGrDXsTHtX 
nrJKd5xbPak6 c RgGldlrRYi6oyYhKRfg96 2F++ETk4 1Ax3rAJv3y l y HxtmuASEZw 
YvDiB4fkvfvcgOxHflVuB+e8wjQL+cBgz7IdHE9DeG7W3qSBAADzwiHYh6XKCX33 
P90fgFIHTbvlafJBLzem0izdUufskFHPLEKF3d!CrnkVL55gkLGRCWtUHldirnG4lG 

Our public key is also available for download: public.pem 
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3 Correction Policy 

Ar-DDDDD86l838 "1INC1 ASSTFTFD" 

AI'. of the current date, April 16, 2020, the sourc.e of SARS-CoV-2 remains unknown. 

If the scientific communiry can provide peer reviewed studies that prove that the SARS
CoV-2 spillover event occured "in the wild," i.e. outside of a lab and with no connection 
to lab researchers, animals, organisms, or other specimen, we will add an addendum to 
this document highlighting those results. 

Studies proving the virus was not "engineered" do not prove the spillover event occured 
outside of a laboratory. We are not claiming the virus was engineered. They also do not 
prove that the spillover event did not involve an animal or organism sourced from one of 
these labs. 

We are only interested in the truth. 

4 Contribution Policy 

We welcome contributions to this document as new factual evidence emerges from the 
scientific and Internet community as a whole. 

In particular, we are always looking for peer reviewed papers and other documents that 
address, back up, or disprove the claims in this document. All sources must be 
acceptable under our Sourcing Policy. To get started, simply searching this document 
for, 'We are looking for contributors." 

If you think you have such evidence, please submit a pull request to our GitHub 
repository. 

5 Sourcing Policy 

• Prefer academic papers over any other sourc.e. 

• All academic papers must be peer reviewed; if they are not, this must be made clear 
to the reader. 

• Prefer news articles from prestigious medical or scientific journals suc.h as Nature, the 
Lancet, Scientific American, etc. over "mainstream" media. 

• Prefer "mainstream" media news articles over amateur or unproven articles. 

• If using information from an "amateur" sourc.e, c.ross-check it with "mainstream" 
media, scientific journals, or academic papers, and use those sources rather than the 
original source to prove the claim. 

• Use multiple sources to prove the same claim. 

• If a source is not in English, use Google Translate to provide English snippets, and 
make it clear to the reader that a translation tool was used. 

• All sources must be dated. 

• All sources subject to change must be archived via https://archive.is. 

6 Purpose 

Above all, we believe in finding the truth. We would like to investigate all theories that 
could explain the emergence of SARS-CoV-2 without predefined assumptions on what 
can or can not be true. 
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6.1 If We're Right 

Ar-DDDDD86l838 "1INC1 ASSTFTFD" 

We believe in holding the Chinese government acconntable for changes in regulations 
and policies that can prevent another laboratory accident. In particular, we wonld like to 
see a nationally nnified movement toward transparency so that the world may rest 

assured in the belief that China will not hide the next pandemic, natural or otherwise, if 
it occurs under their jurisdiction. It is vitally important that lab safety is taken seriously 
in all countries to ensure the survival and continued success of the human race. 

We do not believe in holding individual lab technicians or employees accountable unless 
they have demonstrated criminal negligence. In most accidents, procedures and policies 
are the culprit, not individual people. Punishing one person will not prevent the next 
person from making the same mistakes; instituting new rules that prevent such mistakes 

will. 

6.2 If We're Wrong 

If our claims are proven false, the next step is to determine the true origin of the 
outbreak, assuming the evidence that proved our claims false did not do that already. 

We believe in holding every government accountable for changes in regulations and 

policies that can prevent another natural outbreak. Whether these be new food safety 
standards, stronger enforcement of wildlife trade, mandatory reporting rules or 
agricultural inspections, we want to see the root cause of the problem addressed so that 
it may never occur again. COVID-19, lab accident or otherwise, has nnleashed 
incalcnlable pain npon onr world, and we mnst ensnre the conditions that enabled its 

emergence are left behind to history. 

6.3 Either Way 

We condemn racist attacks on Asian Americans and Asians, including Chinese people, 
around the world. They are all innocent. 

A secondary goal of this document is to further spread global awareness of the hazards 

posed by biolaboratories, in particular gain-of-function studies, and proximal location to 
urban areas. 

The American CDC, for example, is a 15 minnte drive away from Atlanta Hartsfield 
Jackson Airport, the "world's busiest airport every year since 2000.". It, too, houses BSL-

4 labs that do work on Ebola and smallpox virnses as well as anthrax bacteria. We mnst 
ensure onr leaders and representatives are aware of these hazards and are continuing to 
take steps, in every country, to nnllify the possibility of an outbreak. 

We do not believe in the eradication of critical virus research; we simply ask that due 
dilligence is applied transparently wherever it is performed. 

7 Nomenclature 

Throughout this document we may use several uncommon phrases or acronyms. When 
appropriate, we will define them before using them. We will list some of the most 
important ones here. 

• Coronavirus: In this context, the SARS-CoV-2 virus. In the real world, there are 
hundreds of other coronaviruses. 

• SARS: Severe Acute Respiratory Syndrome. 
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• SARS-CoV-1: The original SARS virus that struck China in 2003. 

• MERS-CoV: Middle East Respiratory Syndrome, a variant of SARS that originated in 
Saudi Arabia in 2012. 

• SARS-CoV-2: The current coronavirus resulting in the COVID-19 pandemic. 

• 2019-nCoV: The original name for SARS-CoV-2 before being renamed by the World 
Health Organization. 

• COVID-19: ( Corona Virus Infectious Disease 2019) The name of the disease that 
results from a SARS-CoV-2 viral infection. In severe cases, it leads to fatal pneumonia. 

• Zoonotic virus: A virus that is capable of spreading from an animal to a human. 

• Patient Zero: the very first person involved in the spillover event that introduces the 
virus to humanity. At this time, Patient Zero for SARS-CoV-2 is not widely known, if 
at all. 

And finally, the most important definition you must understand: 

• Spillover Event: A moment in time in which a wonotic virus "jumps" from an animal 
host to a human host. 

We believe that a spillover event is the most likely explanation for the introduction of 
SARS-CoV-2 to the human populace. What we will question is whether this spillover 
event occured at a market in Wuhan, at a biolaboratory in Wuhan, as a result of 
interacting with a lab animal from one of these biolaboratories, or somewhere else 
entirely. 

8 Claim 1: Was SARS-CoV-2 Present At A Bio-Laboratory in 
Wuhan, China? 

At this time, it is widely believed that Patient Zero was infected in Wuhan, China with 
SARS-CoV-2. What is not so certain is where exactly in Wuhan Patient Zero was 
infected, and how he/she was infected. The competing theories are: 

• From eating wild animals at the Huanan Seafood Market 

• From doing work at the Wuhan Institute of Virology, which performed gain-of
function research on the original SARS virus 

• From doing work at the Wuhan Centre for Disease Control, which performed 
experiments on and housed many bats known for carrying coronaviruses 

• From somewhere elsewhere entirely; they were not in Wuhan at all 

Patient Zero would then go on to spread the infection, likely asymptomatically, to many 
people before any defensive measures were taken. This would eventually cause the 
pandemic now known as COVID-19 and resulting worldwide lockdown. 

8.1 The H uanan Seafood Market 

The seafood market gained prominence after a study in the New England Journal of 
Medicine referred to it as a possible origin point: 

A Novel Coronavirus from Patients with Pneumonia in China, 2019 
(January 24, 2020) 

Four lower respiratory tract samples, including bronchoalveolar-lavage fluid, 
were collected from patients with pneumonia of unknown cause who were 

2/20/2025 Page 291 



FL-2022-00062 A-00000861838 "UNCLASSIFIED" 
identified in Wuhan on December 21 , 2019, or later and who had been present 
at the Huanan Seafood Market close to the time of their clinical presentation. 

Source: https :/ /www.nejm.org/ doV 10 .105 6/NEJMoa200 l O 17 (archived) 

Indeed, as SARS-CoV-2 and the original SARS-CoV-1 are zoonotic viruses (meaning they 
spread from animals to humans) , it is possible someone may have been in close 
proximity or even eaten an animal containing the virus. This would constitute a spillover 
event, many of which have occured in the past and resulted in the introduction of new 
diseases to humanity. So, it is not unprecedented. 

However, a later paper from The Lancet reported that many initial patients were not 
directly exposed to the Huanan Seafood Market: 

Clinical features of patients infected with 2019 novel coronavirus in 
Wuhan, China (January 24, 2020) 

27 (66%) patients had direct exposure to Huanan seafood market (figure 1B). 
Market exposure was similar between the patients with ICU care (nine [69%]) 
and those with non-ICU care (18 (64%]). The symptom onset date of the first 

patient identified was Dec 1, 2019. None of his family members developed 
fever or any respiratory symptoms. No epidemiological link was found between 

the first patient and later cases. The first fatal case, who had continuous 
exposure to the market, was admitted to hospital because of a 7-day history of 
fever, cough, and dyspnoea. 5 days after illness onset, his wife, a 53-year-old 
woman who had no known history of exposure to the market, also presented 

with pneumonia and was hospitalised in the isolation ward. 

Source: https :/ /www. thelancet.r.:om/journals/lancet1 article/PIISO 140-
67 36(20) 30183-5/fulltext (archived) 

Because 34% of cases did not have exposure to the market yet were exposed to the virus, 
it is highly unlikely the market is the origin point of SARS•CoV-2. Indeed, the study 
confirms "No epidemiological link was found between the first patient and later 
cases" - meaning that the first patient at the market was not responsible for spreading 
the virus to other cases. 

It is possible that these later cases contracted the vims through community transmission. 
However, if we consider that community transmission was already prevalent by the time 
of the seafood market outbreak, it is equally possible that the vims originated 
somewhere else entirely, and was brought to the market by an infected person. Thus, it 
can not be definitively claimed that the vims originated at the market. 

What is clear is that the spread of the virus began to rise exponentially after it arrived at 
the Huanan Seafood Market. According to the Wall Street Journal quoting the Chinese 
Center for Disease Control, the virus was present in "environmental samples" at the 
market: 

Virus Sparks Soul-Searching Over China's Wild Animal Trade (January 26, 
2020) 

Health officials took specimens from the site and found evidence of the virus in 
33 out of 585 samples, according to the Chinese Center for Disease Control and 
Prevention, or CCDC. The virus had been found not just in people's bodies, but 
on wild-meat stalls, Gao Fu, the CCDC director told Chinese state television on 
Thursday. "We must thus call on everyone not to eat wild animals," he said. ''It 

is only a matter of time to find out which is the specific animal." 

Source: https :/ /www.wsj.com/ articles/virus•sparks-soul-searching-over •chinas
wild-animal-trade•l1580055290 (archived) 

While Mr. Fu here seems to believe the virus originated from the market, we know from 
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the Lancet study that it is unlikely. So, if SARS-CoV-2 did not originate at the market 
itself, where could it have come from? 

8.2 Suspected Laboratories 

The first calls to examine the laboratories began when it emerged that the Wuhan 
Institute of Virology, China's only BSL-4 bio-laboratory, was only 8.6 miles away from 
the seafood market. Additionally, the Wuhan Centre for Disease Prevention & Control is 
located a mere 2.6 miles away. We can easily confirm this with Google Maps: 

Directions from Huanan Seafood Market to Wuhan Institute of Virology, 
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Thank you to GitH ub user zero latt ice 

for their excellent investigation into 

the location of the WH CDC and 

providing an updated map image. 

h ttps:/ /www.google.com/maps/ dir/Huanan +Seafood+ Market,+ F azhan + Avenue, +J ianghan +District,+ Wuhan,+ Hu bei, +China/China,+ W1 
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While the simple existence of these laboratories does not make them suspects, their 
proximity to the Huanan Seafood Market does. In Claim 2 we will prove it is entirely 
possible, and even likely, that an accident at either of these labs could have resulted in 
Patient Zero. 

For now, let us prove that both of these labs have conducted experiments on the SARS
CoV-1 virus, some of which have resulted in variants of the virus , and may still be holding 
such viruses today. Furthermore, we will prove both labs have conducted experiments 
involving SARS-CoV-1 on live animals. The Wuhan Institute of Virology will hereby be 
referred to as WIV and the Wuhan Centre for Disease Prevention & Control as WHCDC. 

8.3 A Note on Biowarfare 

This document does not make any attempt to link the work done at these laboratories as 
part of a "bioweapon" or "bio-warfare" program. 

The research that has been conducted in these labs, specifically in regards to peer 
reviewed papers from the WIV and less documented experiments at the WHCDC, may 
well have advanced our understanding of virology as a species. The sheer existence of 
such work does not equate to a "bio-warfare program.'' 

Furthermore, even if these labs are engaging in "bio-warfare" research, depending on the 
type of research, it would still be permissible under international law: 

Biological Weapons Convention 

The scope of the BWC's prohibition is defined in Article 1 (the so-called general 
purpose criterion). This includes all microbial and other biological agents or 

toxins and their means of delivery (with exceptions for medical and defensive 
purposes in small quantities). Subsequent Review Conferences have reaffirmed 

that the general purpose criterion encompasses all future scientific and 
technological developments relevant to the Convention. It is not the objects 
themselves (biological agents or toxins), but rather certain purposes for 
which they may be employed which are prohibited; similar to Art.II, 1 in 
the Chemical Weapons Convention (CWC). Permitted purposes under the 
BWC are defined as prophylactic, protective and other peaceful purposes. 

The objects may not be retained in quantities that have no justification or which 
are inconsistent with the permitted purposes. 

https ://en. wikipedia.org;wiki/Biological _Weapons_ Convention 

China, and indeed any country that is a signatory to the BWC, is allowed to develop 
offensive bioweapons, in "quantities that are consistent with the permitted purposes," as 

long as the purpose of doing so is to develop defenses against them. 

Strategically, it would be a foolish choice to perform illegal bio-warfare research in the 
most closely monitored, internationally-linked biological lab in China. Western 
intelligence agencies are obviously aware of its existence, and the Chinese government 
knows that. Such illegal work, if done at all , is much more likely to be done in 
confidential military bases and covert labs that are not made known to the public. 

In this claim, it is irrelevant whether the research being performed was for bio-warfare 
purposes or not. 

We could not find any direct evidence supporting the theory that SARS-CoV-2 was 
intentionally released from a laboratory. 
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8.4 A Note on Bio-Safety Levels 

N, previously mentioned, the WIV has a BSL-4 lab. The WHCDC also operates BSL-2 
labs. What does this mean? 

The Bio-Safety Level (BSL), also known as the Pathogen or Prevention level (P) in the 

European Union, dictates the regulations and requirements present in a bio-laboratory. 
These precautions are necessary to prevent harm to employees, the people who interact 
with them, and life as a whole. The BSL of a given laboratory, at least in the United 
States, limits the type of pathogens it can operate with. For example, Ebola, smallpox, 
and plague can only be present in BSL-4 environments due to their potential to cause 
harm. According to both the WHO and CDC, activites relating to SARS-CoV-1 must be 
performed in at least a BSL-2 lab. For 2019-nCoV (now SARS-CoV-2), the CDC 
recommends most activities be carried out with "BSL-3 precautions". 

The CDC also provides a BSL infographic. 

8.5 The Wuhan Institute of Virology, Chinese Academy of 
Sciences 

The WIV has existed for decades; its Wikipedia page lists its formation year as 1956. It 
was only in 2014 that it finished construction of its BSL-4 lab, making it the only public 
institution operating a BSL-4 lab in China: 

Inside the Chinese lab poised to study world's most dangerous pathogens 
(February 22, 2017) 

It will focus on the control of emerging diseases, store purified viruses and act 
as a World Health Organization 'reference laboratory' linked to similar labs 

around the world. "It will be a key node in the global biosafery-lab network," 
says lab director Yuan Zhiming. 

The lab's first project will be to study the BSL-3 pathogen that causes Crimean
Congo haemorrhagic fever: a deadly tick-borne virus that affects livestock 

across the world, including in northwest China, and that can jump to people. 

Future plans include studying the pathogen that causes SARS, which also 
doesn't require a BSL-4 lab, before moving on to Ebola and the West African 
Lassa virus, which do. Some one million Chinese people work in Africa; the 

country needs to be ready for any eventuality, says Yuan. ''Viruses don't know 
borders." 

Source: https://www.nature.com/news/inside-the-chinese-lab-poised-to-stu<ly
world-s-most-<langerous-pathogens-1.21487 (archived) 

Since its inception, the global biosafety community has had concerns about this 
particular BSL-4 lab. From the same article: 

But worries surround the Chinese lab, too. The SARS virus has escaped from 
high-level containment facilities in Beijing multiple times, notes Richard 

Ebright, a molecular biologist at Rutgers University in Piscataway, New Jersey. 
Tim Trevan, founder of CHROME Biosafety and Biosecurity Consulting in 

Damascus, Maryland, says that an open culture is important to keeping BSL-4 
labs safe, and he questions how easy this will be in China, where society 

emphasizes hierarchy. "Diversity of viewpoint, flat structures where everyone 
feels free to speak up and openness of information are important," he says. 

Yuan says that he has worked to address this issue with staff. "We tell them the 
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most important thing is that they report what they have or haven't done," he 

says. And the lab's international collaborations will increase openness. 
''Transparency is the basis of the lab," he adds. 

Has the WIV ever conducted experiments involving the SARS-CoV-1 virus? 

Indeed, it has. In fact, it worked with the SARS virus years before establishing the BSL-4 
lab (this, by itself, is fine , as SARS-CoV-1 is not a BSL-4 pathogen). 

8.5.1 Paper 1 

Difference in Receptor Usage between Severe Acute Respiratory Syndrome 
(SARS) Coronavirus and SARS-Like Coronavirns of Bat Origin (2007) 

A group of SARS-like CoVs (SL-CoVs) has been identified in horseshoe bats. SL
CoVs and SARS-CoVs share identical genome organizations and high sequence 
identities, with the main exception of the N terminus of the spike protein (S), 

known to be responsible for receptor binding in CoVs. In this study, we 
investigated the receptor usage of the SL-CoV S by combining a human 

immunodeficiency virus-based pseudovirus system with cell lines expressing the 
ACE2 molecules of human, civet, or horseshoe bat. In addition to full-length S 
of SL-CoV and SARS-CoV, a series of S chimeras was constructed by inserting 
different sequences of the SARS-CoV S into the SL-CoV S backbone. Several 
important observations were made from this study. First, the SL-CoV S was 

unable to use any of the three ACE2 molecules as its receptor. Second, the 
SARS-CoV S failed to enter cells expressing the bat ACE2. Third, the chimeric S 

covering the previously defined receptor-binding domain gained its ability to 

enter cells via human ACE2, albeit with different efficiencies for different 
constructs. Fourth, a minimal insen region (amino acids 310 to 518) was found 
to be sufficient to conven the SL-CoV S from non-ACE2 binding to human ACE2 

binding, indicating that the SL-CoV S is largely compatible with SARS-CoV S 
protein both in structure and in function. The significance of these findings in 
relation to virus origin, virus recombination, and host switching is discussed. 

Source: https:/ /www.ncbi.nlm.nih.gov/pmc/ articles/PMC2258 702/ (archiwd) 

The three most important phrases in this abstract as they relate to SARS-CoV-2 are: 

• "First, the SL-CoV S was unable to use any of the three ACE2 molecules as its 
receptor." 

• "we investigated the receptor usage of the SL-CoV S by combining a human 
immunodeficiency virus-based pseudovirus system with cell lines expressing the ACE2 
molecules of human, civet, or horseshoe bat" 

• "Third, the chimeric S covering the previously defined receptor-binding domain 
gained its ability to enter cells via human ACE2" 

In layman's terms: 

• We found this SARS-like virus (''S") that couldn't infect human cells. 

• So, we combined S with parts of HIV, which does infect human cells, to see if this new 
S could infect human cells. 

• The new S ("chimeric S") can infect human cells. 

We find that WIV was involved in this study in the Materials and Methods section: 

Materials and Methods 

A MAb against p24 of HIV was generated by the HIV group of the Wuhan 
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Institute of Virology (unpublished results). Rabbit polydonal antibodies against 

ACE2 of the bat R. pearsonii (RpACE2) was generated using a recombinant 

RpACE2 protein expressed in Escherichia coli at our laboratory at the Wuhan 
lnstitnte of Virology, following standard procedures. 

All 10 scientists who are associated with this paper are also associated with the Wuhan 
Institute of Virology. From the paper's Author Information tab: 

Difference in Receptor Usage between Severe Acute Respiratory 
Syndrome (SARS) Coronavirus and SARS-Like Coronavirus of Bat Origin::: 

Wuz.e Ren, 1,t Xiuxia Qu,2-t Wendong Li, 1-t Zhenggang Han, 1 Meng Yu,3 Peng Zhou.1 Shu-Yi Zhang.4 

Lin-Fa Wang, 3·• Hongkui Deng,2 and Zhengli Shi1.' 

• Author in formation • Article notes • Copyright and License i nfonm atio n Disclaimer 

State Key Laboratory of Virology, Wuhan Institute of Virology, Chinese Academy of Sciences. Wuhan, China, 1 Key 

Laboratory of Ce 11 Pro I ife ration and Diffe nantiati on of the Ministry of Education, College of Life Sciences. Peking 

University. Beijing. China} CSIRO Livestod< Industries, Australian Animal Health Laboratory and Australian 

Biosecu ri ty Cooperative Research Center for Erne rging Infectious Diseases, Geelong, Australia ,3 School of Life 

Science, East China Normal University, Shanghai, China4 

·Corresponding author. Mailing address for Z. Shi: State key Laboratory of Virology, Wuhan Institute of Virology, 

Chinese Academy of Sciences, Wuhan, Hubei 430071, China. Phone: (86-27)-87197240. Fax: (86-27}-87197240. 

E-mail: zlshi@wh.iov.cn. Mailing address for L.-F. Wang: CSIRO Livestock Industries, Australian Animal Health 

Laboratory, P.O. Bag 24, Geelong, Victoria 3Z20, Australia. Phone: (61-3}-52275121. Fax: (61-3)-52275555. 

E-mail: Linfa.wan!,l@csiro.au 

tw.R. and X.Q. contributed equally to this work. 

t Present address: School of Life Science, He i lo ngjiang Un iversi ly. Harbin. 150080. China. 

Finally, we would like to highlight this prophetic paragraph in the Discussion section: 

Considering the documented observations of coinfection of the same bat species 
by different Co Vs, the same Co Vs infecting different bat species (26, 29, 39), 

the high density of bat habitats, and the propensity for genetic recombination 
among different CoVs, it is not unreasonable to conclude that bats are a natnral 
mixing vessel for the creation of novel CoVs and that it is only a matter of time 
before some of them cross species barriers into terrestrial mammal and human 
populations. The findings presented in this study serve as the first example of 

host switching achievable for G2b CoVs under laboratory conditions by the 
exchange of a relatively small sequence segment among these previously 

unknown CoVs. 

The papers referenced in this paragraph are provided below: 

• 26 - Severe acute respiratory syndrome coronavirus-like virus in Chinese horseshoe 
bats 

• 29 - Bats are natural reservoirs of SARS-like coronaviruses 

• 39 - Prevalence and genetic diversity of coronaviruses in bats from China 

In layman's terms: 

• Multiple coronavirnses can infect the same bat (coinfection) 

• Those same viruses can infect different kinds of bats 

• There's a lot of bats everywhere 

• Coronaviruses like to mix their genes together (recombinate) 

• If two coronaviruses infect the same bat and recombinate, they can potentially result 
in a novel (never before recognized) coronavirus 

• It only takes a few changes (''exchange of a relatively small sequence segment") 
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berween rwo coronaviruses to result in a third coronavirus that can infect other 
animals ("host-switching") 

• The odds of this happening are pretty good! 

Indeed, as we know now, the odds were pretty good. Of course, what we don't know is 
whether this spillover event happened in the wild (currently unproven) or in the wrv 
(this paper proves that they have successfully done it before, in this very location). 

8.5.2 Paper 2 

WIV didn't stop researching SARS back in 2007, either. A second paper, from 2015, not 
only reiterates the first paper's findings , but outright claims they "synthetically re-derived 
an infectious full-length SHC014 recombinant virus and demonstrate robust viral 
replication both in vitro and in vivo." 

A SARS-like cluster of circulating bat coronaviruses shows potential for 
human emergence (2015) 

The emergence of severe acute respiratory syndrome coronavirus (SARS-CoV) 
and Middle East respiratory syndrome (MERS)-CoV underscores the threat of 

cross-species transmission events leading to outbreaks in humans. Here we 
examine the disease potential of a SARS-like virus, SHC014-CoV, which is 

currently circulating in Chinese horseshoe bat populations. Using the SARS-CoV 
reverse genetics system, we generated and characterized a chimeric virus 

expressing the spike of bat coronavirus SHC014 in a mouse-adapted SARS-CoV 
backbone. The results indicate that group 2b viruses encoding the SHC014 

spike in a wild-rype backbone can efficiently use multiple orthologs of the SARS 
receptor human angiotensin converting enzyme II (ACE2), replicate efficiently 

in primary human airway cells and achieve in vitro titers equivalent to epidemic 
strains of SARS-CoV. Additionally, in vivo experiments demonstrate replication 
of the chimeric virus in mouse lung with notable pathogenesis. Evaluation of 

available SARS-based immune-therapeutic and prophylactic modalities revealed 
poor efficacy; both monoclonal antibody and vaccine approaches failed to 

neutralize and protect from infection with CoVs using the novel spike protein. 
On the basis of these findings, we synthetically re-derived an infectious full

length SHC014 recombinant virus and demonstrate robust viral replication both 
in vitro and in vivo. Our work suggests a potential risk of SARS-CoV re

emergence from viruses currently circulating in bat populations. 

Source: https://www.ncbi.nlm.nih.gov/pubmed/26552008 (archived) 

Three important definitions to understand this in layman's terms: 

• "in vitro" means an experiment using cells (i.e. petri dishes and test tubes) 

• "in vivo" means an experiment using real, living organisms (i.e. mice) 

• "chimera virus" means it is a genetic mixture of two separate viruses 

Once again, in layman's terms: 

• We found a virus in bats called SHC014-CoV that is similar to SARS. 

• We constructed a chimera virus using SHC014-CoV as a basis that could also infect 
mice cells. 

• We found the same virus can infect "human airway cells" and impact them the same 
way as "epidemic strains of SARS-CoV' in vitro. (paraphrased: "it's as bad as SARS") 

• We tested the same virus on real mice ("in vivo"), and found it could infect their 
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lungs. 
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• We tried to fight the virus using antibodies and vaccines that help fight SARS and 
couldn't find anything that helped. ("poor efficacy") 

• We synthetically cloned this chimera virus and tested it both in vitro and in vivo, and 
found it works well. 

And the tie to WIV, in the Author Information: 

A SARS-like cluster of circulating bat coronaviruses shows potential for human emergence. 

Menachery v□ 1. Yount BL Jr 1. Debblnk K1·2, ~nihothram s3, Gralinski LE1. Plante JA1, Graham RL 1. Scobey_I1, Ge~- Donaldson EF1. Randell SH5·6• 

Lar,zavecchia A7, Marasco WA8·9. Sh, ZL •. Banc RS 1.2_ 

- Author Information 

Department of Epidemiology, University of North Carolina at Chapel Hill, Chapel Hill, North Carolina. USA. 

2 Department of Microbiology and Immunology, University of North Carolina at Chapel Hill. Chapel Hill. North Carolina. USA. 

3 National Center for Toxicological Research , Food and Drug Administration, Jefferson, Arkansas, USA. 

4 Key Laborelory of Special Pathogens and Biosafety, Wuhan Institute of Virology, Chinese Academy of Sciences. Wuhan. China. 

5 Department of Cell Biology and Physiology, University of North carolina at Chapel Hill, Chapel HIii, North Carolina, USA. 

6 Cystic Fibrosis Center, Marsico Lung Institute, University of North Carolina at Chapel Hill. Chapel Hill, North Carolina, USA. 

7 Institute for Research in Biomedicine. Bellinzona Institute of Microbiology, Zurich, Switzerland. 

8 Department of Cancer Immunology and AIDS, Dana-Farber Cancer Institute, Harvard Medical School, Boston, Massachusetts, USA. 

9 Department of Medicine, Harvard Medical School, Boston, Massachusetts, USA. 

Rather than dissect these findings, here is a Nature article describing the controversy 
over this paper: 

Engineered bat virus stirs debate over risky research (November 12, 2015) 

But other virologists question whether the information gleaned from the 
experiment justifies the potential risk. Although the extent of any risk is difficult 

to assess, Simon Wain-Hobson, a virologist at the Pasteur Institute in Paris, 
points out that the researchers have c.Teated a novel virus that ''grows 

remarkably well" in human cells. "If the virus escaped, nobody could predict 
the trajectory," he says. 

In their paper, the study authors also concede that funders may think twice 
about allowing such experiments in the future. "Scientific review panels may 

deem similar studies building chimeric viruses based on circulating strains too 
risky to pursue," they write, adding that discussion is needed as to "whether 
these types of chimeric virus studies warrant further investigation versus the 

inherent risks involved". 

Source: https :/ /www .nature.corn/news/ engineered-bat-virus-stirs-debate-over-
risky-research-1.18787 (archived) 

At this point, you may notice the list of authors for these two papers are quite similar. 
You will be able to find many of these authors in our next set of papers. In particular, Dr. 
Shi Zhengli is a recurring name in every single paper we cite from the WIV (which is to 
be expected - she is a director at the institute). 

8.5.3 Paper 3 

Both papers mention the receptor "angiotensin-converting enzyme-2." In Paper 1, WIV 
took a virus that previous could not bind to ACE2 and modified it slightly to enable it to 
bind to ACE2 receptors. In Paper 2, they synthetically developed a virus that could do 
the same thing. 

SARS-CoV-1 and SARS-CoV-2 also bind to the ACE2 receptor: 

Comparative genetic analysis of the novel coronavirus (2019-nCoV /SARS-



FL-2022-00062 A-00000861838 "UNCLASSIFIED" 
CoV-2) receptor ACE2 in different populations (February 24, 2020) 

The ACE2 gene encodes the angiotensin-converting enzyme-2, which has been 
proved to be the receptor for both the SARS-coronavirus (SARS-CoV) and the 

human respiratory coronavirus NL63. Recent studies and analyses indicate that 
ACE2 could be the host receptor for the novel coronavirus 2019-nCoV/SARS

CoV-21,2. Previous studies demonstrated the positive correlation of ACE2 
expression and the infection of SARS-CoV in vitro3,4. A number of ACE2 

variants could reduce the association between ACE2 and S-protein in SARS-CoV 

or NL635. Therefore, the expression level and expression pattern of human 
ACE2 in different tissues might be critical for the susceptibility, symptoms, and 

outcome of 2019-nCoV/SARS-CoV-2 infection. 

Source: https :/ /www .nature.com/ artides/s41421-020-014 7-1 (archived) 

While it is possible, and even likely, for a SARS-like coronavirus to develop the ability to 
bind to ACE2 receptors in the wild (as Paper 2 claims), this unfortunately also means we 
cannot rule out the connection to WIV. If SARS-CoV-2 had bound to different receptors, 

that would make the contents of these papers less suspicious for the claims at hand. 

8.5.4 Paper 4 

In an internationally renowned discovery in 2017, the WN found a cave in Yunnan 
Province that almost certainly held the first SARS-CoV-1 virus: 

Discovery of a rich gene pool of bat SARS-related coronaviruses provides 
new insights into the origin of SARS coronavirus (November 30, 2017) 

In addition, we report the first discovery of bat SARSr-CoVs highly similar to 
human SARS-CoV in ORF3b and in the split ORF8a and 8b. Moreover, SARSr

CoV strains from this cave were more closely related to SARS-CoV in the non-
structural protein genes ORFla and lb compared with those detected 

elsewhere. Recombination analysis shows evidence of frequent recombination 
events within the S gene and around the ORF8 between these SARSr-CoVs. We 
hypothesize that the direct progenitor of SARS-CoV may have originated after 
sequential recombination events between the precursors of these SARSr-CoVs. 

Cell entry studies demonstrated that three newly identified SARSr-CoVs with 

different S protein sequences are all able to use human ACE2 as the receptor, 
further exhibiting the close relationship between strains in this cave and SARS

CoV. 

Bat samplings were conducted ten times from April 2011 to October 2015 at 
different seasons in their natural habitat at a single location ( cave) in Kunming, 

Yunnan Province, China. All members of field teams wore appropriate personal 
protective equipment, including N95 masks, tear-resistant gloves, disposable 

outerwear, and safety glasses. Bats were trapped and fecal swab samples were 
collected as described previously [9]. Clean plastic sheets measuring 2.0 by 2.0 
m were placed under known bat roosting sites at about 18:00 h each evening 
for collection of fecal samples. Fresh fecal pellets were collected from sheets 

early in the next morning. Each sample (approximately 1 gram of fecal pellet) 
was collected in 1ml of viral transport medium composed of Hank's balanced 

salt solution at pH7.4 containing BSA (1%), amphotericin (15 µg/ml), 
penicillin G (100 units/ml) , and streptomycin (SO µg/ml) , and were stored at 

-80°C until processing. Bats trapped for this study were released back into their 

habitat. 

Source: https:/ /WWW .ncbi.nlm .nih.gov /pmc/ articles/PMCS 708621/ (archived) 
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Now, it claims that this same exact cave most likely contained the bat host for SARS-
CoV-2: 

A pneumonia outbreak associated with a new coronavirus of probable bat 
origin (February 3, 2020) 

Full-length genome sequences were obtained from five patients at an early 
stage of the outbreak. The sequences are almost identical and share 79.6% 

sequence identity to SARS-CoV. Furthermore, we show that 2019-nCoV is 96% 
identical at the whole-genome level to a bat coronavirus. Pairwise protein 

sequence analysis of seven conserved non-structural proteins domains show 
that this virus belongs to the sper.:ies of SARSr-CoV. 

We then found that a short region of RNA-dependent RNA polymerase (RdRp) 
from a bat coronavirus (BatCoV RaTG 13)-which was previously detected in 

Rhinolophus affinis from Yunnan province-showed high sequence identity to 
2019-nCoV. We carried out full-length sequencing on this RNA sample (GISAJD 

accession number EPI_ISL_ 402131). Simplot analysis showed that 2019-nCoV 
was highly similar throughout the genome to RaTG13 (Fig. (Fig.lc),lc), with 

an overall genome sequence identity of 96.2%. Using the aligned genome 

sequences of 2019-nCoV, RaTG 13, SARS-CoV and previously reported bat 
SARSr-CoVs, no evidence for recombination events was detected in the genome 

of 2019-nCoV. Phylogenetic analysis of the full-length genome and the gene 
sequences of RdRp and spike (S) showed that-for all sequences-RaTG13 is 
the closest relative of 2019-nCoV and they form a distinct lineage from other 

SARSr-CoVs. 

The dose phylogenetic relationship to RaTG 13 provides evidence that 2019-
nCoV may have originated in bats. 

Source: h ttps:/ /www.ncbi.nlm.nih.gov/pmc/ articles/PMC7095418/ (archiwd) 

From the 2017 paper, we know that bat samples have been taken from the cave since 
2011. The virus RaTG13, which this paper claims is a 96.2% match with SARS-CoV-2, 
likely came from samples taken from this cave as well. 

When it comes to coronaviruses, a 96.2% match is very, very close. You may have heard 
the common saying that humans share 96% of their DNA with other primates, such as 
chimpanzees. While this is true, a virus has a significantly smaller genome (only tens of 
thousands of base pairs compared to over 6 billion in the human genome). 

Importantly, this paper shows that WIV has sampled viruses nearly identical to SARS
CoV-2 in the past, and may still be storing samples of these viruses today. 

8.5.5 Paper 5 

Fatal swine acute diarrhoea syndrome caused by an HKU2-related 
coronavirus of bat origin (April 4, 2018) 

Experiments were carried out strictly in accordance with the recommendations 
of the Guide for the Care and Use of Laboratory Animals of the National 

Institutes of Health. The use of animals in this study was approved by the South 

China Agricultural University Committee of Animal Experiments (approval 
number 201004152). 
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The intestinal tissue samples from healthy and diseased animals (intestinal 

samples excised from euthanized piglets, then ground to make slurry for the 
inoculum and NGS was performed to confirm no other pig pathogens were 
found in the samples), were used to feed two groups of 5 (control) and 7 

(infection) animals, respectively. For the second experiment, isolated SADS
CoV was used to infect healthy piglets from a farm in Guangdong, which had 
been free of diarrheal disease for a number of weeks. These piglets were from 
the same breed as those on SADS-affected farms, to eliminate potential host 

factor differences and to more accurately reproduce the conditions that 
occurred during the outbreak in the region. Both groups of piglets were cared 

for at a known pig disease-free facility. Again, qPCR and NGS were used to 
make sure that there was no other known swine diarrhoea Virus present in the 

virus inoculum or any of the experimental animals. Two groups (6 for each 
group) of three-day old piglets were inoculated with SADS-CoV culture 

supernatant or normal cell culture medium as control. NGS and qPCR were 
used to confirm that there were no other known swine pathogens in the 

inoculum. 

For both experiments, animals were recorded daily for signs of diseases, such as 
diarrhoea, weight loss and death. Faecal swabs were collected daily from all 

animals and screened for known swine diarrhoea viruses by qPCR. Weight loss 
was calculated as the percentage weight loss compared the original weight at 
day 0 with a threshold of >5%. It is important to point out that piglets when 

they are three days old tend to suffer from diarrhoea and weight loss when they 
are taken away from sows and the natural breast-feeding environment even 

without infection. At experimental endpoints, piglets were humanely 
euthanized and necropsies performed. Pictures were taken to record gross 

pathological changes to the intestines. Ilea!, jejuna! and duodenal tissues were 
taken from selected animals and stored at -80 °C for further analysis. 

Source: h ttps:/ /www.ncbi.nlm.nih.gov/pmc/ articles/PMC7094983/ (archived) 

In this experiment, a similar virus to SARS-CoV-1, SADS-CoV, was intentionally injected 
into piglets to study its symptoms. This, along with Paper 2, proves without a doubt that 
WIV has performed experiments on live animals involving bat coronaviruses. 

8.5.6 Paper 6 

To further drive home the point that the WIV was heavily researching bat coronaviruses, 
here is a study on the efficacy of a specific disinfectant: 

Evaluation of MICRO-CHEM PLUS as a Disinfectant for Biosafety Level 4 
Laboratory in China (March 5, 2018) 

MICRO-CHEM PLUS Detergent Disinfectant Cleaner (MCP) is a commonly used 
disinfectant at biosafety level 4 (BSL-4) laboratories where research activities 

involving the most dangerous pathogens must be conducted. Using bat severe 
acute respiratory syndrome (SARS)-like coronavirus (CoV) WIVl as a 

surrogate pathogen, we extensively evaluated the disinfection efficacy of 5% 
MCP in the first BSL-4 laboratory in China. W!Vl was c.ompletely inactivated in 
1 minute of contact time by a 27-fold dilution of 5% MCP with a titer reduction 

of more than 7 lg 50% tissue culture infectious dose (TCIDS0)/mL, while a 
243-fold dilution of 5% MCP showed very weak activity. 

Source: https:/ /journals.sagepub.com/ doi/fulV 10 .11 77 / 15356760187 58891 
(archived) 

They even used a bat coronavirus to test their disinfecting methods! 
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Yet another animal test involving piglets and a TGEV coronavirus was carried out in 

early 2019: 

The N-Terminal Domain of Spike Protein Is Not the Enteric Tropism 
Determinant for Transmissible Gastroenteritis Virus in Piglets (March 30, 

2019) 

Transmissible gastroenteritis virus (TGEV), one of the representative CoVs of 
the A]phacoronavirus genus, is the etiologic agent of transmissible 

gastroenteritis (TGE) in pigs (12]. TGEV is widespread in the pork industry, 
causes high mortality in neonatal pigs, and is generally thought to share a 

common ancestor with porcine respiratory coronavirus (PRCV) [13]. 

Thirteen 2-day-old piglets from a TGEV-free sow were randomly divided into 

three groups and fed fresh liquid milk diluted in warm water every 4 h. All 
piglets were confirmed to be free ofTGEV, PEDV, porcine delta coronavirus 
(PDCoV), and rotavirus (RV) through a RT-PCR assay of piglet feces before 

viral challenge. The piglet weights were measured and recorded at the 

beginning of the challenge. The piglet challenge group was intranasally and 
orally inoculated with 500 µL (1 x 105 TCIDSO) of chimeric virus, and the 

mock-infected control group was intranasally and orally inoculated with 500 µL 
ofDMEM. 

The piglets were monitored for their clinical status every 4 h. Any piglet 
exhibiting moribund signs were euthanized. At 7 days post-inoculation, all 

surviving piglets were euthanized consecutively to reduce the stress of the other 
piglets. Before necropsy, the weight of each piglet was recorded. At necropsy, 

five sections of the duodenum, jejunum, ileum, colon and stomach were 
collected, fixed in 10% formalin for histopathological examination and stained 
with hematoxylin and eosin (HE). After necropsy, samples of jejuna! contents 
and lung tissue were collected for virus detection by nested RT-PCR using the 

specific primers Fl/Rl and F2/R2 (Table 2) [SO]. 

Source: https:/ /www.ncbi.nlm.nih.gov/pmc/ articles/PMC6520731/ (arc hi ve<l) 

8.5.8 Paper 8 

We're not done with piglets yet! 

A conserved region of nonstructural protein 1 from alphacoronaviruses 
inhibits host gene expression and is critical for viral virulence (July 26, 

2019) 

To test the pathogenicity ofTGEV(91-95sg) , an animal experiment was carried 
out. Piglets that had not been breastfed at birth were randomly divided into 

two groups with five piglets in each group; in addition, a mock-infected control 

group was formed that contained three piglets. The piglets were orally 
inoculated at a dose of 1 x 106 50% tissue culture infective dose (TCIDSO) 

with the respective chimeric virus or mock-infected with Dulbecco's modified 
Eagle's medium (DMEM). The animal experiments showed that replacement of 
the selected motif (amino acids 91-95) reduced the pathogenic properties of 

TGEV. Furthermore, in the TGEV group, all five piglets exhibited obvious 

dehydration and weight loss. Severe diarrhea began at 48 h postinfection, and 
all piglets died within 96 h, indicating the acquisition of lethal characteristics 

(Fig. 7C). 
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Source: lmp ://www.ncbi.nlm.nih. gov/ pmc/ articles/ P 1C674 6460 (a rchived) 

8.5.9 Paper 9 

Molecular mechanism for antibody-dependent enhancement of 
coronavirus entry (November 27, 2019) 

Antibody-dependent enhancement (ADE) of viral entry has been a major 
concern for epidemiology, vaccine development, and antibody-based drug 
therapy. However, the molecular mechanism behind ADE is still elusive. 

Coronavirus spike protein mediates viral entry into cells by first binding to a 
receptor on the host cell surface and then fusing viral and host membranes. In 

this study, we investigated how a neutralizing monoclonal antibody (MAb), 
which targets the receptor-binding domain (RBD) of Middle East respiratory 
syndrome (MERS) coronavirus spike, mediates viral entry using pseudovirus 

entry and biochemical assays. 

Our study reveals a novel molecular mechanism for antibody-enhanced viral 
entry and can guide future vaccination and antiviral strategies. 

Source: https://jvi.asm.org/content/94/5/e02015-l 9 (archived) 

You may need to dick the PDF button to access the actual paper. 

As recently as November 2019, WIV was conducting research on MERS-CoV, which is a 
direct relative to SARS-CoV-1. 

8.5.10 Lack of PPE during Sample Collection 

Personal Protective Equipment (PPE) is crucial in preventing infection among lab 
workers. One WN press release itself points to a lack of PPE usage amongst personnel. 

[China Youth Daily] Batwoman team finds the source of SARS virus 
(December 14, 2017) 

As the team leader, Shi Zhengli often leads a team to climb mountains and drill 
holes. Sampling work is usually a group of 4 people. The team members wore 
N95 masks, gloves and headlights, and jackets, and set up bird catchers at the 

entrance of the bat cave in the evening. 

Despite wearing gloves, the risk of being bitten by a bat remains. Fan Yibi, 
a research team member, drew the length of the bat's teeth. Not long ago, 

his index finger was bitten by a bat. 

"Before sampling in the field, we will inject rabies vaccine in advance. 
Among the viruses carried by bats, this is the most dangerous." Fan Yi said. 

Page translated to English via Google Translate. 

Source: 
http:/ /www.whiov.cas.cn/xwdt 105286/k-ydt/201712/t20171214_ 4916301.html 

(archived) 

This image was attached to the article: 
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FIED" 

Note the lack of gloves on the researcher in the center and the lack of any facial 
protection such as safety glasses. This is despite the article mentioning the risk of being 
bitten by a bat, and even including that a researcher was already bitten by a bat. 

8.5.11 Job Postings 

From November to December, WN uploaded two job postings to its website: 

C 
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http://www.whiov.cas.cn/105341/ (archived) 

Page translated to English via Google Translate. 

The November 18, 2019, job posting, titled "ftt}~irl5S~Jfn~/r~!lll~"FM~fl.t~±f§ffllffl€ 
-$", contains the following section: 

Postdoctoral Recruitment Notice of Zhou Peng Discipline Group of Wuhan 
Virus Research Institute (November 18, 2019) 

The main research directions of the research group: 

Taking bat as the research object, answer the molecular mechanism that can 
coexist with Ebola and SARS- related coronavirus for a long time without 

disease, and its relationship with flight and longevity. Virology, immunology, 
cell biology and multiple omics are used to compare the differences between 
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humans and other mammals. 

Page translated to English via Google Translate. 

Source: http://www.whiov.cas.cn/105341/201911/t2019l l l8 _ 543S006.html 
(archived) 

The second posting, "it))l_ffej~,6.fr:fi.iEITR*fl,!.EiteJ±J§:m&;JE~", uploaded December 24, 
2019 (7 days before China reported cases of unknown pneumonia to the WHO), says: 

Postdoctoral Recruitment Notice of Shi Zhengli Discipline Group of Wuhan 
Virology Institute (December 24, 2019) 

1. Recruitment positions: 1-2 postdoctors 

Proposed recmitment direction 1: Ecological study of bat migration and virus 
transmission 

Prospective direction 2: bat virus cross-species infection and its 
pathogenicity 

Introduction to PI 

Shi Zhengli, Ph.D., researcher, team leader of the Department of Emerging 
Viruses, Wuhan Institute of Virology, Chinese Academy of Sciences, director of 

the Center for Emerging Infectious Diseases, Wuhan Institute of Virology, 
Chinese Academy of Sciences, director of the Key Laboratory of Pathogenic 
Biology and Biosafety, Chinese Academy of Sciences , Editor-in-chief of" 

Virologica Sinica" magazine. Long-term research on the pathogenic biology 
of bats carrying important viruses has confirmed the origin of bats for 

major human and animal infectious diseases such as SARS and SADS, and 
discovered and identified a large number of new viruses in bats and 

rodents. 

The New Virus Discipline Group focuses on the etiology of new viruses and 
their infection mechanisms, including bat and rodent virus discovery, early 

warning and transmission rules research, cross-species infection 
mechanism and pathogenicity of coronavirus and other important bat 

virus Research, new virus serology and molecular diagnostic technology. The 
subjects undertaken by the discipline group include the National Natural 

Science Foundation's major instmment research and development projects, key 
projects, general projects, the Chinese Academy of Sciences pilot project, the 

Chinese Academy of Sciences China-Africa Research Center project, the US NIH 
project, etc. 

Page translated to English via Google Translate. 

Source: http://www. whiov .cas.cn/105341/201912/t20191224 _ 54 71634.h tml 
(archived) 

From these job postings, it cannot be denied that the WIV was looking for personnel to 
research bat coronaviruses, including the "cross-species infection mechanism," at the 
time of the SARS-CoV-2 spillover event. 

8.5.12 Conclusion: Highly Likely 

It is worth addressing the Editor's Note, now plac.ed above Paper 3: 
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Editors' note, March 2020: We are aware that this story is being used as the 

basis for unverified theories that the novel coronavirus causing COVID-19 was 
engineered. There is no evidence that this is true; scientists believe that an 

animal is the most likely source of the coronavirus. 

Indeed; the claim here is not that SARS-CoV-2 was engineered. Rather, what this story 
and the associated papers prove, is that the Wuhan Institute of Virology has: 

• Conducted research involving the SARS-CoV-1 virus 

• ''Recombinated" and ''synthetically derived" different viruses based on SARS-CoV-1, 
some of which could be far more dangerous than SARS proper 

• Conducted tests on live cells ("in vitro") involving variants of SARS-CoV-1 

• Conducted live animal tests ("in vivo") involving variants of SARS-CoV-1 

• Conducted live animal tests ("in vivo") involving SADS-CoV 

• Conducted live piglet tests (''in vivo") with TGEV coronavirus as recently as July 2019 

• Conducted experiments with MERS-CoV in November 2019 

• Used variants of SARS-CoV-1 to test disinfecting procedures 

• Was actively hiring researchers to study bat coronaviruses and how they can infect 
other species in late November and December 2019 

Disregarding the possibility of a lab accident, which will be investigated in Claim 2, the 
likelihood that Wfl./ did not store bat coronaviruses within its labs is extremely low. 
What is the likelihood that one of these stored coronaviruses was SARS-CoV-2? 

How can we be certain it was not? 

8.5.13 Shi Zhengli's Response 

How China's 'Bat Woman' Hunted Down Viruses from SARS to the New 
Coronavirus (March 11, 2020) 

BEIJING-The mysterious patient samples arrived at Wuhan Institute of 
Virology at 7 P.M. on December 30, 2019. Moments later, Shi Zhengli's cell 
phone rang. It was her boss, the institute's director. The Wuhan Center for 
Disease Control and Prevention had detected a novel coronavirus in two 
hospital patients with atypical pneumonia, and it wanted Shi's renowned 

laboratory to investigate. 

Shi-a virologist who is often called China's "bat woman" by her colleagues 
because of her virus-hunting expeditions in bat caves over the past 16 years

walked out of the conference she was attending in Shanghai and hopped on the 
next train back to Wuhan. "I wondered if [the municipal health authority] 

got it wrong," she says. "I had never expected this kind of thing to happen 
in Wuhan, in central China." Her studies had shown that the southern, 

subtropical areas of Guangdong, Guangxi and Yunnan have the greatest risk of 
coronaviruses jumping to humans from animals-particularly bats, a known 

reservoir for many viruses. If coronaviruses were the culprit, she remembers 
thinking, "could they have come from our lab?" 

On the train back to Wuhan on December 30 last year, Shi and her colleagues 
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discussed ways to immediately start testing the patient samples. In the 

following weeks-the most intense and the most stressful time of her life
China's bat woman felt she was fighting a battle in her worst nightmare, even 
though it was one she had been preparing for over the past 16 years. Using a 

technique called polymerase chain reaction, which can detect a virus by 
amplifying its genetic material, the first round of tests showed that samples 

from five of seven patients contained genetic sequences known to be present in 
all coronaviruses. 

Shi instructed her team to repeat the tests and, at the same time, sent the 
samples to another laboratory to sequence the full viral genomes. Meanwhile 
she frantically went through her own laboratory's records from the past few 

years to check for any mishandling of experimental materials, especially during 
disposal. Shi breathed a sigh of relief when the results came back: none of the 
sequences matched those of the viruses her team had sampled from bat caves. 

"That really took a load off my mind," she says. "I had not slept a wink for 
days." 

Source: https :/ /www .scientificamerican.com/ article/how-chinas-bat-woman
hunted-down-vimses-from -sars-to-the-new-coronavirus 1/ (archived) 

Coronavirus: bat scientist's cave exploits offer hope to beat virus 'sneakier 
than Sars' (February 6, 2020) 

Daily internet searches for Shi's name increased 2,000 times from the average 
in a recent week, yet most posts on China's internet and social media about her 

were negative. Some people called Shi the "mother of the devil". 

The flood of attacks came with allegations that the new coronavirus had 
escaped from her laboratory, which is in the same city, Wuhan, where the 

outbreak happened. 

As the attacks increased, Shi felt forced to respond. On Sunday afternoon she 
sent a message to all her friends on the social media site WeChat: "I swear 

with my life, [the virus] has nothing to do with the lab." 

When asked to comment about the social media attacks, she said only: ''My 
time must be spent on more important matters." 

Source: https :/ /www .scmp.com/news/ china/society/ article/3049397 /bat-
ladys-cave-exploits-offer-hope-beat -virus-sneakier-sars ( archived) 

Dr. Shi Zhengli (archived) is listed as an author for almost all of these papers. She is a 
chief scientist at the WIV and has been working there for decades. She likely 
understands SARS-CoV-1 and SARS-CoV-2 more than anyone reading or writing this 
document. 

So, it is more than telling that she, too, considered the lab outbreak theory. Of course, 
after doing her research, she denies it. If she is correct, then we can indeed cross WIV off 
of our list of theories. 

While we greatly respect Dr. Shi and her work, it would be foolish to discount the 

obvious bias involved. If this is an accident being covered up, why would she tell the 
truth? 

Without independent, unbiased confirmation, how can we be certain that Dr. Shi is 
correct? 

"We have investigated ourselves, and found nothing wrong." 
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8.5.14 Yuan Zhiming's Response 

Wuhan Lab Denies Any Link to First Coronavirus Outbreak (April 20, 2020) 

Yuan Zhiming, the Wuhan Institute of Virology's Communist Party chief, hit 
back at those promoting theories that the virus had escaped from the facility 

and caused the outbreak in the central Chinese city. "There is absolutely no way 
that the virus originated from our institute," Yuan said in an interview Saturday 

with the state-run China Global Television Network. 

Yuan rejected theories that the yet-to-be identified "Patient Zero" for Covid-19 
had contact with the institute, saying none of its employees, retirees or student 
researchers were known to be infected. He said U.S. Senator Tom Cotton, an 

Arkansas Republican, and Washington Post journalists were among those 
"deliberately leading people'' to mistrust the facility and its "P4" top-level

security pathogen lab. 

"What we know is that the ground zero for this virus was within a few miles of 
that lab," Peter Navarro, a Trnmp trade adviser, said Sunday on Fox News. "If 

you simply do an Occam's razor approach that the simplest explanation is 
probably the most likely, I think it's incumbent on China to prove that it wasn't 

that lab." 

"They don't have any evidence on this, what they rely on is only their guess," 
Yuan told CGTN on Saturday. "I hope such a conspiracy theory will not affect 

cooperation among scientists around the world." 

Source: https:/ /www.bloomberg.com/news/articles/2020·04-20/wuhan-virus-
lab-denies-any-link -to-first-coronavirus-ou tbreak ( archived) 

Once again, without independent, unbiased confirmation, how can we be certain that 

Yuan Zhiming is correct? 

Furthermore, we actually know for a fact that Mr. Zhiming lied during his interview: 

China lab rejects COVlD-19 conspiracy claims, but virus origins still a 
mystery (April 28, 2020) 

"The WIV does not have the intention and the ability to design and 
construct a new coronavirus," he said in written responses to questions 
from Reuters. "Moreover, there is no infonnation within the SARS-CoV-2 

genome indicating it was manmade." 

Yuan also rejected theories that the lab had accidentally released a coronavirus 
it had harvested from bats for research purposes, saying the lab's biosecurity 

procedures were strictly enforced. 

"High-level biosafety labs have sophisticated protective facilities and strict 
measures to ensure the safety of laboratory staff and protect the 

environment from contamination," he said. 

Asked whether his institute would cooperate with an international inquiry into 
the pandemic, Yuan said that he was unaware of"such a mechanism", but that 
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the laboratory was already inspected regularly. 

He added that his institute was committed to transparency and would share all 
available data about the coronavirus in a timely fashion. 

"I hope everyone will put aside their prejudices and biases in order to provide a 
rational environment for research on tracing the origin of the virus," he said . 

Source: https :/ /www .reuters.com/ article/us-health-coronavirus-china -
lab/ china-lab-rejects-covid-19-conspiracy-claims-but-virus-origins-still-a -

mystery-idUSKCN22A0MM (archived) 

• The WIV does not have the ability to "design and construct a new coronavirus"? 
Perhaps he has not read Paper 1 or Paper 2, in which new coronavirus variants were 
designed and synthetically developed? 

• Whatever "strict measures to ensure safety" were in place at the time of the outbreak 
were superseded by Post-Outbreak Biosafety Guidelines in early January meant to 
address .. deficiencies in lab safety. 

• Claiming that the laboratory is inspected regularly is useless if such inspections are 
not carried out by unbiased independent entities that can report safety issues. 

• The WIV is not committed to transparency and did not share coronavirus data in a 
timely fashion. 

We agree with Mr. Zhiming in that we "hope everyone will put aside their prejudices and 
biases in order to provide a rational environment for research on tracing the origin of 
the virus." 

8.6 Wuhan Centre for Disease Control 

WIV was the prime suspect until a mysterious paper, released on ResearchGate in early 
February, pointed at the possibility of an infection acquired from the Wuhan Centre for 

Disease Control. Indeed, its dose proximity to the Huanan Seafood Market - less than 3 
miles away - combined with its lower BSL rating (BSL-2) , also makes it a likely 
candidate. 

The paper was released by Botao Xiao and Lei Xiao, from the South China University of 
Technology. It has since been redacted from ResearchGate. Attempting to access it 
(such as from http://<loi.org/ 10.13140/RG .2. 2. 21 799.29601) results in the following 
error page: 
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This content has been removed by the author 

Sorry, the content associated with this DOI is no longer available on ResearchGate. 

Join Research Gate to access 

millions of full-texts for free 

Join for free 

Already a member' Log in 

Botao Xiao and Lei Xiao's profiles also appear to have disappeared from Research Gate. 
https:/ /www.researchgate.net/profile/Botao_Xiao leads to a directory search page. 

According to Google Scholar, Botao Xiao has published peer reviewed papers in the 
fields of "Biophysics, Synthetic Biology, Molecular Biology, Biomedical Engineering, 
Biomechanics": 
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(archived) 

He received his PhD from Northwestern University and spent two years at Harvard 
Medical School: 

Botao Xiao 

Education 

Ph.D., Northwestern University, Evanston, IL, USA, 2011 

M.S., Chongqing University, Institute of Mechanics, Chinese Academy of 
Sciences, 2004 

B.S., Chongqing University, 2000 

Professional Experience 

,,. 
" 

,. 
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2017-Presem: Professor, South China Universiry of Technology 

2013-2017: Professor, Huazhong University of Science and Technology 

2011-2013: Postdoctoral Research Fellow, Hanrard Medical School, Boston 
Children's Hospital 

http://www2.scut.edu .en/biology_ en/ 201 7 /0614/ c5951 a 169022/page.htm 
(archived) 

All of this is to say: Dr. Botao Xiao is not your common fool. He is certainly more 
educated than the average person in this area. 

The possible origins of 2019-nCoV coronavirus 

The 2019-nCoV has caused an epidemic of 28,060 laboratory-confirmed 
infections in human including 564 deaths in China by February 6, 2020. Two 

descriptions of the virus published on Nature this week indicated that the 
genome sequences from patients were almost identical to the Bat CoV ZC45 

coronavirus. It was critical to study where the pathogen came from and how it 
passed onto human. An article published on The Lancet reported that 27 of 41 
infected patients were found to have contact with the Huanan Seafood Market 
in Wuhan. We noted two laboratories conducting research on bat coronavirus 

in Wuhan, one of which was only 280 meters from the seafood market. We 
briefly examined the histories of the laboratories and proposed that the 

coronavirus probably originated from a laboratory. Our proposal provided 
an alternative origin of the coronavirus in addition to natural recombination 

and intermediate host. 
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nCoV _ coronavirus (original page no longer available) 

We will evaluate the paper in order of its claims as they related to WHCDC. 

8.6.1 There Are Few Bats in Wuhan 

The bats carrying CoV ZC45 were originally found in Yunnan or Zhejiang 
province, both of which were more than 900 kilometers away from the seafood 

market. Bats were normally found to live in caves and trees. But the seafood 
market is in a densely-populated district of Wuhan, a metropolitan of -15 

million people. The probability was very low for the bats to fly to the market. 
According to municipal reports and the testimonies of 31 residents and 28 

visitors, the bat was never a food source in the city, and no bat was traded in 
the market. There was possible natural recombination or intermediate host of 

the coronavirus, yet little proof has been reported. 

Earlier, Dr. Xiao asserted that SARS-CoV-2 is "86 to 96 percent" similar to the already 
known Bat-CoV-ZC45 virus, and uses this to claim that SARS-CoV-2 likely originated in 
bats. As we know from Paper 4, bat origin is now backed up by the Wuhan Institute of 
Virology as well. 

His next claim is that it is very unlikely that there would be bats naturally living in the 
metropolitan distict of Wuhan, and in fact no bats were traded at the market at all. 

Let us go one step further: there were no bats in Wuhan in December, because bats 
hibernate in the winter! 

Genomic characterisation and epidemiology of 2019 novel coronavirus: 
implications for virus origins and receptor binding (January 30, 2020) 

However, despite the importance of bats, several facts suggest that another 
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animal is acting as an intermediate host berween bats and humans. First, the 

outbreak was first reported in late December, 2019, when most bat species 
in Wuhan are hibernating. Second, no bats were sold or found at the 

Huanan seafood market, whereas various non-aquatic animals (including 
mammals) were available. for purchase. 

Therefore, on the basis of current data, it seems likely that the 2019-nCoV 
causing the Wuhan outbreak might also be initially hosted by bats, and might 

have been transmitted to humans via currently unknown wild animal(s) sold at 

the Huanan seafood market. 

Source: https :/ /www.the.lancet.com/journals/lancet/ article/PIIS0 140-
6 736(20) 30251-8/fulltext (archived) 

The Lancet study suggests that there may have been a second animal involved in the 
spillover event. Several animals, such as snakes or pangolins, have been suggested, but 

the scientific. community has not yet reached a consensus at this point in time. 

What is confirmed are Dr. Xiao's claims that bats were not sold at the market, and it 

would be highly unlikely for a bat to find itself in Wuhan (especially when it should be 
hibernating). 

Therefore, the only likely way bats could be in Wuhan would be if they were brought 
there by humans. For example, if they were to be studied in a bio-laboratory. 

8.6.2 Horseshoe Bats Were Once Present in WHCDC Labs 

WHCDC hosted animals in laboratories for research purpose, one of which was 
specialized in pathogens collection and identification [ 4-6]. In one of their 

studies, 155 bats including Rhinolophus affinis were captured in Hubei 

province, and other 450 bats were captured in Zhejiang province[4]. 

Here is the paper referenced as [ 4]: 

Phylogeny and Origins of Hantaviruses Harbored by Bats, Insectivores, and 
Rodents (February 7, 2013) 

A total of 450 bats of eight different species were captured in Longquan city 
and Wenzhou city, Zhejiang Province in the spring of 2011 (Figure 1 and Table 

1). Similarly, 155 bats representing eight species were captured in Hubei 
Province in the spring of 2012. A total of 81 insectivores (representing two 
species - Anourosorex squamipes and Suncus murinus) were captured in 

Lianghe county, Yunnan Province in the spring of 2010 and autumn of 2011. In 
2006, two shrews (from the species Sorex isodon and Suncus murinus) were 

collected from Yakeshi city, Inner Mongolia Autonomous Region. 

Source: https: / /journals. plos.org/plospathogens/ article? 
id=10.1371/journal.ppat.1003159 (archived) 

Dr. Xiao is correct again, however these bats were collected "in the spring of 2010 and 
autumn of 2011.'' It is unknown whether horseshoe bats were pre-sent in the WHCDC in 
late 2019. What is certain is that the WHCDC has engaged in bat collection activities 
before. 

8.6.3 Researcher Was Once Attacked By Bats 

The expert in collection was noted in the Author Contributions (JHT). 
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Moreover, he was broadcasted for collecting viruses on nation-wide newspapers 

and websites in 2017 and 2019 7,8. He described that he was once by attacked 
by bats and the blood of a bat s.hot on his skin. He knew the extreme danger of 
the infection so he quarantined himself for 14 days [ 7]. In another accident, he 
quarantined himself again because bats peed on him. He was once thrilled for 

capturing a bat carrying a live tick[ 8]. 

The references [7] and [8] are news articles. 

• [7] Tao P. Expert in Wuhan collected ten thousands animals : capture bats in 

mountain at night. Changjiang Times 2017. 

• [8] Li QX, Zhanyao. Playing with elephant dung, fishing for sea bottom mud: the 
work that will change China's future. thepaper 2019. 

Entering the mountains late at night to catch bats Wuhan experts catch 
tens of thousands of worms to study viruses (May 5, 2017) 

'There are a large number of unknown viruses in bats, and the more thorough 
their research, the more beneficial it is to maintaining human health." In 2012, 

Tian Junhua began research on bats, and the environment for collecting bat 
samples was extremely harsh. The bat cave emits a foul odor and is extremely 
dangerous on cliffs; bats carry a large amount of viruses and there is a risk of 

infection if they are not careful. Apan from knowing bats in books, Tian 
Junhua's knowledge of bats can be said to be almost zero. But without fear , he 

took his wife to the mountain to catch bats. 

However, in the operation, Tian Junhua forgot to take protective measures. 

The urine of the bat dripped like raindrops from the top of his head. If he 
was infected, he could not find the medicine. Tian Junhua tried to calm 

himself down: "As long as the incubation period of 14 days does not occur, 
he can be lucky to escape." After returning home, he took the initiative to 

keep a distance from his wife and children, isolated for half a month, until 

he found no physical abnormalities, he was comfortable A breath. 

The wings of the bat carry sharp claws, and a clip is needed to catch the bat. 

The big bat is easy to spray blood after being injured by the clip; several times 
the bat blood is directly sprayed on Tian Junhua's skin. If it is infected, the 
consequences will be unimaginable. But Tian Junhua did not flinch at all, and 

fortunately he escaped the infection. 

With his strong perseverance, Tian Junhua captured nearly 10,000 bats, and 
sincerely focused on the laboratory to study these bat samples. In 2012, Tian 
Junhua discovered a virus in the bat samples collected by Huangpi, named 

"Yellow Virus". The research report was published on the cover of the 
internationally renowned academic journal "PloS Pathogens" in 2013 and 

caused a sensation. 

Page translated to English via Google Translate. 

Source: http://www.changjiangtimes.com/2017 /05/567037.html (archived) 

Playing with elephant dung, fishing for mud on the seabed ... I'm afraid 
you have never heard of these jobs that will change China's future ... 

(December 14, 2019) 

To build an invisible line of defense for humans 

He catches mice all over the mountains 
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Drilled hundreds of bat holes 

Exposure to various dangerous viruses 

His name is Tian Junhua 

Is a member of Wuhan CDC 

Vector biology control technician 

However, the capture of vector organisms is not only difficult 

It is accompanied by danger at any time. 

Bat excrement containing large amounts of unknown viruses Like raining 
on Tian Junhua's body 

When talking about these things 

Although Tian Junhua always repeats 

"It's really scary" 

But his footsteps continue to move forward but never stop 

When found from the bat 

Very rare when the Ixodes longibraus [deer tick] live 

He was so excited that his eyes glowed, 

It's hard to hide the excitement after mentioning this one month later 

Page translated to English via Google Translate. 

Source: https :/ /www.thepaper.cn/newsDetail _forward_ 52403 33 (archived) 

We also found a secondazy source in the Washington Post: 

How did covid-19 begin? Its initial origin story is shaky. (April 2, 2020) 

Richard Ebright, a Rutgers microbiologist and biosafety expert, told me in an 
email that "the first human infection could have occurred as a natural 

accident," with the virus passing from bat to human, possibly through another 
animal. But Ebright cautioned that it "also could have occurred as a laboratory 
accident, with, for example, an accidental infection of a laboratory worker." He 

noted that bat coronaviruses were studied in Wuhan at Biosafety Level 2, 
"which provides only minimal protection," compared with the top BSL-4. 

Ebright described a December video from the Wuhan CDC that shows staffers 
"collecting bat coronavimses with inadequate [personal protective equipment] 

and unsafe operational practices." Separately, I reviewed two Chinese 
articles, from 2017 and 2019, describing the heroics of Wuhan CDC 

researcher Tian Junhua, who while capturing bats in a cave "forgot to take 
protective- measures" so that "bat urine dripped from the top of his head 

like raindrops." 

Source: https://www.washingtonpost.com/ opinions/ global-opinions/how-did-

2/20/2025 Page 315 



FL-2022-00062 A-00000861838 "UNCLASSIFIED" 
covid-J 9-begin-its-initial-origin -. rorv-is-.. haky/ 2020/ 04/ 02/ l 475d488-752 l -

l lea-87da-77a8136cla6d _story.html (archived) 

Tian Junhea is almost certainly the "expert in collection" noted by Dr. Xiao, and Richard 
Ebright confirms that he did once come into contact with bat urine. 

8.6.4 Surgery was Performed On Live Animals 

Surgery was performed on the caged animals and the tissue samples were 
collected for DNA and RNA extraction and sequencing [ 4,5]. The tissue samples 

and contaminated trashes were source of pathogens. They were only -280 
meters from the seafood market. The WHCDC was also adjacent to the Union 

Hospital (Figure 1, bottom) where the first group of doctors were infected 
during this epidemic. It is plausible that the virus leaked around and some of 

them contaminated the initial patients in this epidemic, though solid proofs are 
needed in future study. 

We have already shown that the WHCDC is extremely close to the Huanan Seafood 
Market. The referenced paper is again [4]., and does indeed confirm that surgery was 
performed: 

Phylogeny and Origins of Hantaviruses Harbored by Bats, Insectivores, and 
Rodents 

Bats were captured with mist nets or harp traps in caves of natural roosts in 
Zhejiang Province in the spring of 2011, or in villages or caves in Hubei 

Province in the spring of 2012 (Figure 1). According to protocols described 
previously [ 4 7], insectivore animals were trapped in cages using fried foods as 
bait in the Inner Mongolia Autonomous Region in 2006 or in Yunnan Province 
in the autumns of 2010 and 2011. All animals kept were alive after capture. 
They were initially identified by morphological examination according to the 

criteria for bats described by Wang [ 48] and for insectivores by Chen [ 49] , and 
further confirmed by sequence analysis of the mt-cyt b gene. All animals were 

anesthetized with ether before surgery, and all efforts were made to 
minimize suffering. Tissue samples of heart, liver, spleen, lung, kidney and 
brain were collected from bats and insectivores for detecting hantaviruses. 

However, this surgery was most likely performed in 2010, a decade ago. It is not a direct 
link to the SARS-CoV-2 outbreak. 

8.6.5 Conclusion: Plausible 

The second half of the paper discussed the possibility of an infection arising from the 
WIV; we have already Covered that quite well. 

In summary, Botao Xiao and Lei Xiao lay the following claims: 

• WIV and WHCDC are extremely dose to Huanan Seafood Market (correct) 

• There were likely no bats naturally living in Wuhan at the time of outbreak (correct) 

• Horshoe bats were once present in the WHCDC (correct, but unknown if in 2019) 

• A researcher once quarantined himself rwice due to corning into contact with bat 
blood and urine (confirmed that he came into contact with bat urine) 

• Surgery was performed on bats in the WHCDC (correct, in the early 2010s) 

Overall, the paper is largely made up of circumstancial evidence, which likely led to its 
withdrawl. However, if the claims of the researcher quarantining himself are true, that 
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does show a lapse in biolaboratory safety that could contribute to an outbreak if not 
rectified. This, on top of the possible presence of bats, lead us to believe that the 

WHCDC could have been a viable source for a spillover event. 

Regardless of the accuracy of the paper, we do very much agree with one part of it: 

In summary, somebody was entangled with the evolution of 2019-nCoV 
coronavirus. In addition to origins of natural recombination and intermediate 
host, the killer coronavirus probably originated from a laboratory in Wuhan. 

Safety level may need to be reinforced in high risk biohazardous 
laboratories. Regulations may be taken to relocate these laboratories far 

away from city center and other densely populated places. 

8.6.6 Botao Xiao's Response 

From the \.Vall Street Journal: 

Coronavirus Epidemic Draws Scrutiny to Labs Handling Deadly Pathogens 
(March 5, 2020) 

Also, a Northwestern University-trained DNA specialist in China who formerly 
worked in Wuhan, Botao Xiao of South China University of Technology, 

published a paper stating "the killer coronavirus probably originated from a 

laboratory in V,'uhan." 

Just over a page long and known as a "pre-print," the Feb. 6 paper didn' t go 
through a formal peer-review process. Its evidence included lab locations in 

Wuhan, reference to past incidents of mishandled pathogens elsewhere in 
China and the fact that a Wuhan researcher connected to the institute was 

famous for collecting thousands of bats, and sometimes getting bitten. 

After British tabloids broadcast Mr. Xiao's theory, and elements were 

propagated by Arkansas Sen. Tom Cotton, the institute, China's government 
and state media issued stern and detailed denials that there had been any 
accident. "Conspiracy theories do nothing but create fear, rumours, and 

prejudice that jeopardise our global collaboration in the fight against this 
virus," over two dozen virologists said in a joint letter carried in the Lancet 

medical journal. 

Last week, Mr. Xiao told The Wall Street Journal he had withdrawn his 
paper. "The speculation about the possible origins in the post was based 

on published papers and media, and was not supported by direct proofs," 
he said in a brief email on Feb. 26. 

https://www.wsj.com/ articles/ coronavirus-epidemic-draws-scrutiny-to-labs
handling-deadly-pathogens-11583349777 (archived) 

We mostly agree. However, it is curious is that Dr. Xiao did not just withdraw the paper, 

but deleted his profile entirely. 

8.7 Outside of Wuhan 

Paper 4 shows us that the cave most likely containing bats infected with SARS-CoV-2 is 
in Yunnan province. Yunnan provice is nearly 1,100 miles away from Wuhan, according 
to Google Maps. A!:. Dr. Botao Xiao correctly stated, it would be unlikely for any bats to 
be living naturally in Wuhan, as it is a metropolis district that is avoided by most 
wildlife. Additionally, most bat species would be in hibernation around the time of 
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outbreak. 

One possible explanation would be that a farmer or laborer in Yunnan went into this 
cave (for example, to collect bat feces known as "guano" which is apparently used for 
agricultural reasons) , and then travelled to Wuhan later after being infected. However, if 
this is the case, it is unlikely that the outbreak would have reached epidemic levels in 
Wuhan first. Consider that, again according to Google Maps, a trip from Yunnan to 
Wuhan would take over a day: 
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h ttps :/ /www .google.com/maps/ dir/Wuhan, + Hubei, +China/Yunnan,+ China/@27.404319, 103.3009215 

If Patient Zero had taken a bus or other form of public transport, SARS-CoV-2 would 
have begun spreading along that route, not in Wuhan. It would be fairly easy for Chinese 
authorities to determine a mutual connection amongst original cases by simply asking 
them if they had travelled recently and if so, what bus, train, or flight they took. 
Consider that this type of "contact tracing" was already used to determine that the 
Huanan Seafood Market was the original source of the outbreak (at least, according to 
Chinese state media). 

Even if Patient Zero had driven him or herself to Wuhan, they most likely would have 
stopped along the way for bathroom and food breaks. Again, they would have spread the 
virus at whatever rest stop they went to. However, if this happened, it has not been 
reported. 

If the outbreak indeed started from the Huanan Seafood Market, that means an animal 
at the market would have had to be infected with SARS-CoV-2. However, there were no 
bats sold at the Huanan Seafood Market: There Are Few Bats in Wuhan. This means that 
a spillover event, from a bat to some other intermediary animal, could not have occured 
at the Huanan Seafood Market. The intermediary animal would have had to be infected 
with SARS-CoV-2 before it arrived at the market. 

The Huanan Seafood Market is known as a "wet" market, in which animal carcasses are 
sold rather than individual animal parts (i.e. you would buy a dead pig but not packaged 
pork). This means that the animal was almost certainly not safely packaged at the time 
of purchase or at the time it arrived at the market. 

Consider the amount of people any type of meat encounters before finally reaching its 
consumer. First, the animal must be hunted before being sent to a market (wouldn't the 
hunter be Patient Zero? Surely China would be able to look at its medical records to find 
hunters who died of unknown causes at the beginning of the outbreak). Depending on 
where the animal was first killed, this trip could take days and involve multiple modes of 
transportation, such as an airplane, bus, truck, train, or car. In every case but one (car) 
the animal would be insened into the vehicle by employees at an airpon, bus station, 
train station, or warehouse loading ramp. In every case but one, these are typically 
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locations that have very high levels of foot traffic. If transporting the animal took 

multiple trips, this means that multiple employees at each location would have been 
exposed to the infected animal before it was finally placed on sale at the Huanan 
Seafood Market. We assert that it is highly unlikely anyone would drive a car filled with 
animal carcasses. Consider the stench. 

Where are the sick employees who handled this infected animal? Where are the 
localized epidemics caused by these employees? What are the odds that every single one 
of them did not get sick until the animal reached the Huanan Seafood Market? 

And, let's also not take for granted, that in order for this animal to even get infected with 
SARS-CoV-2, it itself would have had to be involved in a spillover event with a bat. 
Remember that bats were hibernating during this time period. 

In order for this pandemic to have originated outside of a Wuhan biological laboratory, 
the following would have had to take place: 

• An unknown animal comes into contact with a bat carrying the virus that would 
become SARS-CoV-2. This bat, for some reason, is not hibernating during the winter 
unlike most other bats. 

• This animal is then hunted and killed by some unknown person who does not fall ill 
and does not spread SARS-CoV-2 to anyone else. 

• This animal is then sent from its original location to the Huanan Seafood Market. 
Along the way, it is handled by dozens to hundreds of transportation employees, all of 
whom do not get sick and do not spread the virus. 

• The animal finally reaches the market, at which point multiple people who encounter 
it are hospitalized, and the virus begins to spread at very high rates. 

Perhaps this virus had been spreading undetected amongst animal populations for the 
past few months prior to the outbreak. But if this is the case, why would the spillover 
event to a human occur in Huanan Seafood Market? China has many hundreds of these 
markets in every province. We are looking at 1-in-several-thousand-odds that a natural 
outbreak would begin in this market versus all the others. 

Consider the odds we are looking at of a natural outbreak occuring in a market less than 
10 miles away from rwo labs which have previously housed bats and conducted research 
on bat coronaviruses, rather than any other market in China. 

Four months into the outbreak, China, with its vast electronic surveillance network and 
army of CCTV cameras, still has not been able to provide any evidence that this virus 
originated anywhere other than the market in Wuhan. 

We argue that it would be incredibly unlikely for a virus to materialize out of thin air in 
this particular market. 

9 Claim 2: Did SARS-CoV-2 Begin From an Infected Lab Worker or 
Animal in Wuhan? 

We will begin this claim by first acknowledging that, obviously, the answer to this 
question remains unknown as of now. However, it is appropriate to collect and highlight 
all evidence that may support this theory, and evidence that may disprove it. 

In Claim 1, we proved that it is highly probable that SARS-CoV-2 could have been 
present in the WN or the WHCDC - either as samples in a lab, or in live animals held in 
cages. In either situation, a single accident could result in exposure (''Laboratory
Acquired Infection") to a human being that would become Patient Zero of the COVID-19 
pandemic. Here, we will provide evidence that such accidental exposure is also highly 
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probable. 

9.1 Hypoth eti cal Spillover Even ts 

We claim that a spillover event involving these labs could have occured in one of several 
ways: 

• A researcher working in a BSL-2, BSL-3, or BSL-4 lab could have been exposed to the 
pathogen while performing an experiment. Because SARS-CoV-2 has an incubation 
period between several days and several weeks, and because infected people can 
spread it asymptomatically, a researcher who is infected would not know they are 
infected until symptoms appear, possibly hundreds of hours later. This is sufficient 
time for them to spread the virus to others if they do not self quarantine. 

• Lab animals involved in experiments could have been improperly disposed of or even 
illegally sold to markets. Whoever comes into contact with infected tissue would be at 
risk of infection, for example if they touch the animal and then touch their face , or 
even eat the animal. 

• An infected lab animal could have bitten or otherwise exposed a researcher to SARS
CoV-2, and they could either have not quarantined at all or quarantined for too little 
time (i.e. they would still be contagious past the quarantine period). 

We will prove in this claim that evidence exists to support all three possibilities. 

9.2 Bio-Laboratory Accidents Are Not Impossible 

There are many factual, peer reviewed accounts of biolab accidents. Some have even 
resulted in dozens of human deaths. We will list only a fraction here. 

As a foreword, accidents in these settings are a byproduct of the human condition. We 
are all human and we all make mistakes. It would be foolish to attribute malice where 
one can attribute stupidity (Hanlon's Razor) - a bad day, one missed step, an 
unpredictable test subject, overworked or overstressed personnel - all of these can, have, 

and will lead to accidents. 

It is also important to mention that these accidents have led to widespread 
improvements in lab work safety - preventing these types of accidents is the basis of the 
BSL system. 

9.2.1 "Bio hazard" 

The following are accidents that allegedly occured in the Soviet Union, mainly brought 
to light by Ken Alibek in his 1999 book "Bio hazard: The Chilling True Story of the 
Largest Covert Biological Weapons Program in the World - Told from Inside by the Man 
Who Ran It" (ISBN 0-385-33496-6). 

His book is freely available in PDF form from the National Institute of Health. We highly 
recommend you read it. 

9.2.1.1 Aral Smallpox Incident ( 1971) 

The Aral smallpox incident was a July 30, 1971 outbreak of the viral disease 
which occurred as a result of a field test at a Soviet biological weapons (BW) 

facility on an island in the Aral Sea. The incident sickened ten people, of whom 
three died, and came to widespread public notice only in 2002. 
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NYT - TRACES OF TERROR: THE 13TOTERROR THREAT: Report Provides New 
Details Of Soviet Smallpox Accident 

According to Alibek, an open-air aerosolized smallpox bomb was dropped above a group 
of monkeys to demonstrate its efficacy. While the attempt was successful at infecting and 
ultimately killing the monkeys, an unfortunate gust of wind allegedly blew the 

aerosolized smallpox over a small research boat, which infected human Patient Zero. 

9.2.1.2 Self-Inflicted Marburg Virus Infection (1979) 

At least one laboratory accident with MARV, resulting in the death of Koltsovo 
researcher Nikolai Ustinov, occurred during the Cold War in the Soviet Union 

and was first described in detail by Alibek. 

https://en.wikipedia.org/wiki/Marburg_ virus#Biological_ weapon 

Ustinov had been injecting Marburg into guinea pigs with the help of a lab 

technician, working through a glove box. He was not in a full space suit and 
was wearing two thin layers of rnbber gloves instead of the thick mitts normally 

required for such work in Zone Three. The gloves provided the flexibility to 

control the laboratory animals, who will othenvise squirm and try to wriggle 
out of a technician's grip. Our rules required that animals targeted for injection 

be strapped to a wooden board to hold them securely in place. That day, 
Ustinov wasn't following procedure. He decided to steady the guinea pigs with 
his gloved hand. Perhaps he thought it would help calm them. Or perhaps he 

was in too much of a hurry. The technician became distracted and nudged him 
accidentally. Ustinov's hand slipped just as he was pressing down on the 

syringe. The needle went through the guinea pig and punctured his thumb, 

drawing blood. 

Biohazard, pg. 128 

Ustinov was cared for until death by his wife, who was also a bioweaponeer at Koltsovo. 
Notably, he documented his own ill-fated journey into death, writing down his own 
symptoms in the hopes that it would be useful to medical research until finally losing 
consciousness. Alibek writes that the Marburg strain had evolved inside Ustinov's body 

to become even deadlier; samples of his blood were later taken and became the basis for 
a second bioweapon based on Marburg virus. 

A virus grown in laboratory conditions is liable to become more virulent when 
it passes through the live incubator of a human or an animal body. Few were 
surprised, therefore, when samples of Marburg taken from Ustinov's organs 

after his autopsy differed slightly from the original strain. Further testing 
showed that the new variation was much more powerful and stable. 

No one needed to debate the next step. Orders went out immediately to replace 
the old strain with the new, which was called, in a move that the wry Ustinov 

might have appreciated, ''Variant U." 

Biohazard, pg. 132 

9.2.1.3 Sverdlovsk Anthrax Leak (1979) 

On 2 April 1979, spores of anthrax were accidentally released from a Soviet 
military research facility near the city of Sverdlovsk, Russia (now 

Yekaterinburg). The ensuing outbreak of the disease resulted in approximately 
100 deaths, although the exact number of victims remains unknown. The cause 
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of the outbreak was denied for years by the Soviet authorities, which blamed 
the deaths on consumption of tainted meat from the area, and subcutaneous 

exposure due to butchers handling the tainted meat. All medical records of the 
victims were removed to hide serious violations of the Biological Weapons 

Convention. The accident is sometimes referred to as "biological Chernobyl". 

https ://en. wikipetlia.org/wikVSverdlovsk _ anthrax _leak 

"Accident At Sverdlovsk", Biohazard, pg. 70 

9.2.1.4 Accident at Chinese Bioweapons Facility (1980s) 

Author's note: take this event with a grain of salt, as indicated in the source article. 

Soviet Defector Says China Had Accident at a Germ Plant (1999) 

The defector, Kanatjan Alibekov, now known as Ken Alibek, says in the book 
that as deputy director of a top branch of the Soviet program, he knew of the 

disaster in China because he saw secret Soviet intelligence reports twice a 
month. 

Spy satellites peering down at China found what seemed to be a large 
biological weapons laboratory and plant near a remote site for testing nuclear 

warheads, he wrote. Intelligence agents then found evidence that two 
epidemics of hemorrhagic fever swept the region in the late 1980's. The area 
had never previously known such diseases, which cause profuse bleeding and 

death. 

"Our analysts," Dr. Alibek said, "concluded that they were caused by an accident 
in a lab where Chinese scientists were weaponizing viral diseases." Viral 

scourges that cause intense bleeding include Marburg fever and the dreaded 
Ebola virus. Both are endemic to Africa. 

American intelligence officials who know what Dr. Alibek said in secret 
debriefings after his defection in 1992 give his new account considerable 

credence. They have called him highly believable about the subjects he knows 
firsthand, like the Soviet biological weapons program from 1975 to 1992, when 
he served as one of Moscow's top germ warriors. He is less reliable, they say, on 

political and military issues that he knows secondhand. 

https :/ /www .nytimes.com/ 1999 /04/05/world/ soviet -defector-says-china-had
accident-at-a-germ-plant.html 

9.2.2 Self-Inflicted Ebola Virus Infection (2004) 

Russian Scientist Dies in Ebola Accident at Former Weapons Lab 

A Russian scientist at a former Soviet biological weapons laboratory in Siberia 
has died after accidentally sticking herself with a needle laced with ebola, the 

deadly virus for which there is no vaccine or treatment, the lab's parent Russian 
center announced over the weekend. 

https :/ /www .nytimes.com/2004 /05/25/world/russian-scientist -dies-in -ebola
accident-at -former-weapons-lab.html 

9.2.3 Smallpox Outbreak in the United Kingdom (1978) 
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The 1978 smallpox outbreak in the United Kingdom resulted in the death of 
Janet Parker, a British medical photographer, who became the last recorded 

person to die from smallpox. Her illness and death, which was connected to the 
deaths of two other people, led to the Shooter Inquiry, an official investigation 
by government-appointed experts triggering radical changes in how dangerous 

pathogens were studied in the UK. 

The Shooter Inquiry found that Parker was accidentally exposed to a strain of 
smallpox virus that had been grown in a research laboratory on the floor below 

her workplace at the University of Birmingham Medical School. Shooter 
concluded that the mode of transmission was most likely airborne through a 

poorly maintained service duct between the two floors. However, this assertion 
has been subsequently challenged, including when the University of 

Birmingham was acquitted following a prosecution for breach of Health and 
Safety legislation connected with Parker's death. Several internationally 

recognised experts produced evidence during the prosecution to show that it 
was unlikely that Parker was infected by airborne transmission in this way. 

Although there is general agreement that the source of Parker's infection was 
the smallpox virus grown at the Medical School laboratory, how Parker 

contracted the disease remains unknown. 

h ttps:/ / en. wikipedia.org/wiki/ 197 8 _smallpox_ outbreak_ in_ the_ United_ Kingdom 

9.2.4 Plague Outbreak in Chicago (2009) 

Fatal Laboratory-Acquired Infection with an Attenuated Yersinia pestis 
Strain - Chicago, Illinois, 2009 

On September 18, 2009, the Chicago Department of Public Health (CDPH) was 
notified by a local hospital of a suspected case of fatal laboratory-acquired 
infection with Yersinia pestis, the causative agent of plague. The patient, a 
researcher in a university laboratory, had been working along with other 
members of the laboratory group with a pigmentation-negative (pgm-) 

attenuated Y. pestis strain (KIM D27). The strain had not been known to have 
caused laboratozy-acquired infections or human fatalities. Other researchers in 
a separate university laboratory facility in the same building had contact with a 

virulent Y. pestis strain (CO92) that is considered a select biologic agent; 
however, the pgm- attenuated KIM 027 is excluded from the National Select 
Agent Registry (1). The university, CDPH, the Illinois Department of Public 

Health (IDPH), and CDC conducted an investigation to ascertain the cause of 
death. This report summarizes the results of that investigation, which 

determined that the cause of death likely was an unrecognized occupational 
exposure (route unknown) to Y. pestis, leading to septic shock. 

https:/ /www.cdc.gov/mmwr /preview /mmwrhtml/mm6007 a 1.htm 

9.2.5 SARS Outbreak in Taiwan (2003) 

The public health authorities in Taipei have reported to WHO a single case of 
infection with SARS coronavirus in a senior research scientist. The infection 
appears to have been acquired in the laboratory. The researcher had earlier 

travelled to Singapore and became ill the day he returned to Taiwan. 

https://www.who.im/csr/don/2003_12_17 /en/ 

9.2.6 HlNl Re-emergence in Humans (1977) 
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Historical perspective-Emergence of influenza A (HlNl) viruses. 

Even though human influenza A (HlNl) virus had not circulated since 1957 
and the swine influenza A (HlNl) virus that had been identified at Fort Dix did 
not extend outside the base, in November 1977, the HlNl strain reemerged in 

the former Soviet Union, Hong Kong, and northeastern China. This strain 
affected primarily young people in a relatively mild presentation.18,30 Careful 
study of the genetic origin of the virus showed that it was closely related to a 
1950 strain but dissimilar to influenza A (HlNl) strains from both 1947 and 

1957. This finding suggested that the 1977 outbreak strain had been preserved 
since 1950.30 The reemergence was probably an accidental release from a 

laboratory source in the setting of waning population immunity to Hl and Nl 
antigens. 

https://www.ncbi.nlm.nih.gov/pubmed/19564632 

https :/ /www .nejm.org/ doi/full/ 10.1056/NEJMra0904322 

9.2.7 See For Yourself 

These are only a few examples. You can find more on the CDC website. A cursory search 
for "Laboratory-Acquired Infection" yields 470 results at the time of writing: 
https:/ /search. cdc .gov/ search/index.html?query= Laboratory-Acquired+ Infection 

9.2.8 Bio-Laboratory Accidents in China 

But enough about the rest of the world. What about in China? Are their labs immune 
from the same mistakes the rest of us make? 

9.2.8.1 SARS-CoV-1 Escaped A Lab in Beijing (Twice) 

China reports additional SARS cases - update 

Chinese authorities have reported a diagnosis of clinically confirmed SARS 
coronavims infection in two of these persons. These are the 20-year-old nurse 

in Beijing, reported yesterday, who remains in intensive care, and a 26-year-old 
female laboratory researcher, from Anhui Province. During two weeks in 

March, the researcher worked at the Chinese National Institute of Virology in 
Beijing, which is part of China's Center for Disease Control. This institute is 

known to be engaged in research involving the SARS coronavirus. She 
developed symptoms on 25 March and was attended, while in a Beijing 

hospital, by the nurse. Her mother also provided bedside care. 

The mother became ill in Anhui on 8 April and died on 19 April. Her clinical 
symptoms were compatible with SARS, and health authorities have 

retrospectively diagnosed her as a suspected SARS case. 

The fourth person is a 31-year-old male laboratory researcher who also worked 
at the Beijing virology institute. He developed symptoms on 17 April and was 
hospitalized in isolation on 22 April. Health authorities have diagnosed him as 

a suspected SARS case. 

In line with WHO definitions of SARS coronavirus infections, WHO has 
classified two of these persons, the 20-year-old nurse and the 26-year-old 

laboratory researcher, as probable cases of SARS. The two additional persons 
remain under investigation; further laboratory tests are being conducted by 

Chinese authorities. 
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This report from the WHO shows that two researchers at the National Institute of 
Virology were accidentally infected with SARS - one in March, and another in April. This 

calls into question the efficacy of the safety procedures employed at this lab and others 
in China. While it is possible for improvements to have been made in the 16 years since 
this incident, it highlights that the potential for such a problem is not far fetched. 

China's government punished the officials at the Chinese CDC for the mistakes leading to 

the SARS outbreak: 

Officials punished for SARS virus leak (July 2, 2004) 

Five top officials of the Chinese Centre for Disease Control and Prevention 
(CDC) Thursday were punished to take blame for this year's outbreak of SARS. 

These officials, including centre Director Li Liming, should take responsibility 
for the outbreak which started with the infection of two laboratory researchers 

by the SARS (severe acute respiratory syndrome) virus, Vice-Premier Wu Yi said 

Thursday at a working conference. 

Official investigation shows that it is an accident due to negligence. 

The cases had been linked to experiments using live and inactive SARS corona 
virus in the CDC's virology and diarrhea institutes where interdisciplinary 

research on the SARS virus was conducted. 

The CDC's mistakes also include allowing researchers to experiment with 
biological materials infected with SARS in common laboratories, and the failure 

to immediately report the abnormal health conditions of its researchers. 

Source: https :/ /www.china<laily.com .en/ english/ <loc/2004-
07 /02/ content_ 344 7 55 .h tm Carchi ve<l) 

This incident is further covered in The Scientist (archived} 

9.2.8.2 Brucella Outbreak In Students Following Anatomy Course 
(2011) 

Chinese University Fires Administrators, Offers Compensation After Lab 
Accident (September 13, 2011) 

On the heels of a damaging laboratory outbreak that sickened 27 students, 
leaders at China's Northeast Agricultural University last week dismissed rwo 

administrators, apologized for insufficient safety practices, and offered 

thousands of dollars in compensation to the students, who contracted 
brucellosis while dissecting goats in an anatomy course last December. 

Under the supervision of four instructors and two assistants, 110 students 
gathered to dissect four goats obtained from a local farm. A few months later, 
students began showing symptoms of brucellosis, an infection caused in goats 

by the bacteria Brucella melitensis. One student became too weak to walk, 
according to Shanghai Daily. An instructor also contracted the disease. 

University administrators now admit the goats were not properly quarantined 
prior to reaching the lab and that instructors <lid not follow standard safety 
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procedures. Infected students cold the Chinese press chat they did nor receive 

safety training ahead of the dissections. One told the newspaper Southern 
Weekend that after a classmate asked about safety equipment, one 

instructor discouraged the group from wearing gloves, pointing out that he 
had been dissecting animals with his bare hands for 30 years. Several 

students then declined to wear gloves, the student said. 

To limit damage at the veterinary college, Northeast Agricultural University 
administrators dismissed both the dean and the school's Communist Party 

secretary and offered 61 ,000 yuan ($9545) to each student in tuition waivers, 
medical fees, and compensation. In a press conference on 5 September, Vice 

President Feng Xiao bowed before news cameras and apologized to students 
and their parents on behalf of the university. 

Basic safety is apparently one of the areas to have suffered. In a survey of 231 
fourth-year medical students published in the Chinese journal Northwest 

Medical Education in 2010, 19% were unfamiliar with the term "laboratory 
biosafety." Seventy-nine percent had heard the term but weren't 

completely sure what it meant. 

Source: h ccps:/ /www.sciencemag.org/news/2011/09 / chinese-universicy-fires
adminiscracors-offers-compensa cion-after-la b-accident (archived) 

9.2.8.3 Brucella Outbreak in Over 100 Students And Staff (2019) 

Author's Note: We must emphasize that the Brucella bacterium mentioned in the 
article is not at all related to SARS-CoV-2 - it is a type of bacteria, not a virus. 

Chinese institutes investigate pathogen outbreaks in lab workers 
(December 17, 2019) 

Two Chinese agriculture research institutions are investigating how more than 
100 students and staff became infected with the bacterium Brucella, strains of 
which are typically found in farm animals but can also trigger potentially fatal 

complications in people. 

The Lanzhou Veterinary Research Institute in central China confirmed on 7 
December that 96 staff and students have tested positive for the infection. In a 
statement, the institute said most of the infected people are not experiencing 

signs of brucellosis, the illness caused by the bacterium, which can include fever 
and flu-like symptoms. 

On 10 December, the health commission for the province of Heilongjiang 
confirmed chat 13 students at the Harbin Veterinary Research Institute , around 

2,600 kilometres co the northeast of Lanzhou, also had the infection. The 13 
students were among 49 students who had previously worked as interns at the 

Lanzhou institute. The Harbin institute says it is also investigating the outbreak. 

The Beijing News also reported that students at the institute often forgo 

wearing masks and taking other precautions. The research institutes in 
Harbin and Lanzhou did not respond to Nature's questions about how the 
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outbreak occurred, or their lab's safety procedures. 

Source: h ttps :/ /www .nature .com/articles/ d41586-0l 9-03863-z (archiwd) 

9.2.9 Peer-Reviewed Papers on Bio-Laboratory Accidents 

Do not just take Alibek's word or my word; the scientific community recognizes the 
danger as well. 

9.2.9.1 Paper 10 

Rethinking Biosafety in Research on Potential Pandemic Pathogens (2012) 

With the growth of global research on high-containment agents, including PPP 
[Potential Pandemic Pathogens], the occurrence of documented, accidental 

exposures and laboratory worker infections has been relatively rare. An 
estimate for intramural laboratories at the U.S. National Institute for Allergy 
and Infectious Diseases is that 2 exposures occur for every 100,000 operator

hours and that only 1 of 12 such exposures involved an actual human infection. 
Another set of data, lacking a denominator of operator-hours, registered 26 

incidents with 8 documented infections in U.S. BSL-3 and -4 laboratories and 5 
more, all resulting in infections, in BSL-3 and -4 laboratories abroad (10). 
Because reporting of laboratories' existence, size, and activities, as well as 

accidents, is all incomplete, it is difficult to obtain precise rates comparable to 
those of NIAID. Nonetheless, using plausible assumptions, Klotz and Sylvester 
(5) estimate a historical risk of an accidental laboratory escape of a potentially 

pandemic pathogen of 0.3% per laboratory per year. 

While these figures may sound low, the key problem is that they increase as 
more laboratories undertake work on PPPs and as they do so over a longer 
period. Even at the NIAID, the intramural estimated rate of 2 exposures per 

100,000 operator-hours, a remarkably low rate that likely reflects very careful 
practices, one would expect 1 out of every 50 technicians working half-time 
(1,000 h) in such a laboratory to be exposed each year and 1 of every 600 to 

become infected. Over a 10-year period, with 100 such laboratories each 
employing 5 such technicians, one would expect 100 exposures and about 8 

infections. Klotz and Sylvester estimate that with 42 laboratories working on 
PPP and a 0.3% risk of an escape per laboratory-year, there is an 80°/r, risk of an 

escape of a PPP every 13 years (5). 

Source: h ttps:/ /www.ncbi.nlm.nih.gov/ pmc/ articles/PMC3484391/ (archiwd) 

This paragraph references an op-e<l (as "5") by Lynn C. Klotz and Edward J. Sylvester; it 
can be found at The Bulletin. (archived) 

9.2 .9.2 Paper 11 

Containing the accidental laboratory escape of potential pandemic 
influenza viruses (2013) 

Model simulations suggest that there is a non-negligible probability (5% to 
15%), strongly dependent on reproduction number and probability of 

developing clinical symptoms, that the escape event is not detected at all. We 
find that the containment depends on the timely implementation of non
pharmaceutical intenrentions and contact tracing and it may be effective 

(>90% probability per event) only for pathogens with moderate 
transmissibility (reproductive number no larger than RO= 1.5). Containment 

2/20/2025 Page 327 



FL-2022-00062 A-00000861838 "UNCLASSIFIED" 
depends on population densiry and structure as well, with a probability of 

giving rise to a global event that is three to five times lower in rural areas. 

Results suggest that controllability of escape events is not guaranteed and, 
given the rapid increase of biosafety laboratories worldwide, this poses a 

serious threat to human health. Our findings may be relevant to policy makers 
when designing adequate preparedness plans and may have important 
implications for determining the location of new biosafety laboratories 

worldwide. 

Source: https:/ /bmcmedicine. biomedcentral. com/articles/ 10.1186/17 41-7015-
11-252 (archived) 

9.2.10 Relevance to SARS-CoV-2 

These papers make two main assertions: 

• The possibility of a lab-based pandemic outbreak will increase over time 

• A lab-based outbreak may not be able to be detected until after the possibility of 
containment has passed 

Coupled with the long list of historical events, including one in China which happened 
as recently as last year, it is clear that a lab-based outbreak is an ever-present threat. 

We posit that it is likely that there were, in fact, at least two lab-based outbreaks in 
China last year. 

9.3 State Department Cables 

State De.partment cables warned of safety issues at Wuhan lab studying bat 
coronaviruses (April 14, 2020) 

Two years before the novel coronavirus pandemic upended the world, U.S. 
Embassy officials visited a Chinese research facility in the city of Wuhan several 
times and sent two official warnings back to Washington about inadequate 

safety at the lab, which was conducting risky studies on coronaviruses 
from bats. The cables have fueled discussions inside the U.S. government about 
whether this or another Wuhan lab was the source of the virus - even though 

conclusive proof has yet to emerge. 

In January 2018, the U.S. Embassy in Beijing took the unusual step of 
repeatedly sending U.S. science diplomats to the Wuhan Institute of Virology 

(WW), which had in 2015 become China's first laboratory to achieve the 
highest level of international bioresearch safety (known as BSL-4). WIV issued a 
news release in English about the last of these visits, which occurred on March 
27, 2018. The U.S. delegation was led by Jamison Fouss, the consul general in 

Wuhan, and Rick Switzer, the embassy's counselor of environment, science, 
technology and health. Last week, WIV erased that statement from its 

website, though it remains archived on the Internet. 

"During interactions with scientists at the WIV laboratory, they noted the new 
lab has a serious shortage of appropriately trained technicians and investigators 
needed to safely operate this high-containment laboratory," states the Jan. 19, 

2018, cable, which was drafted by two officials from the embassy's 
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environment, science and health sections who met with the WIV scientists. (The 
State Department declined to comment on this and other details of the story.) 

As many have pointed out, there is no evidence that the virus now plaguing the 
world was engineered; scientists largely agree it came from animals. But that is 

not the same as saying it didn't come from the lab, which spent years 
testing bat coronaviruses in animals, said Xiao Qiang, a research scientist at 

the School of Information at the University of California at Berkeley. 

Sources familiar with the cables said they were meant to sound an alarm about 
the grave safety concerns at the WIV lab, especially regarding its work with bat 
coronaviruses. The embassy officials were calling for more U.S. attention to this 

lab and more support for it, to help it fix its problems. 

No extra assistance to the labs was provided by the U.S. government in 
response to these cables. The cables began to circulate again inside the 

administration over the past two months as officials debated whether the lab 
could be the origin of the pandemic and what the implications would be for the 

U.S. pandemic response and relations with China. 

"The idea that it was just a totally natural occurrence is circumstantial. 
The evidence it leaked from the lab is circumstantial. Right now, the ledger 

on the side of it leaking from the lab is packed with bullet points and 
there's almost nothing on the other side," the official said. 

The origin story is not just about blame. It's crucial to understanding how the 
novel coronavirus pandemic started because that informs how to prevent the 

next one. The Chinese government must be transparent and answer the 
questions about the Wuhan labs because they are vital to our scientific 

understanding of the virus, said Xiao. 

We don't know whether the novel coronavirus originated in the Wuhan lab, but 
the cable pointed to the danger there and increases the impetus to find out, he 

said. 

Source: https ://www.washingtonpost.com/ opinions/2020/04/14/state
department-cables-warned-safety-issues-wuhan -lab-studying-bat -coronaviruses/ 

(archived) 

The article mentions a press release deleted by the WIV. Thankfully, it has already been 
archived: 

The U.S. Counselor visited Wuhan Institute of Virology, CAS (March 3, 
2018) 

On March 27th, Mr. Rick Switzer, Counselor of Environment, Science, 
Technology and Health Section of Embassy of the United States in China, 

accompanied by the U.S. Consul General in Wuhan, Mr. Jamison Fouss, visited 
Wuhan Institute of Virology (WIV), Chinese Academy of Sciences (CAS). Prof. 

Yanyi WANG, the Deputy Director General of the WIV, met with the U.S. 
delegation. Prof. Zhengli SHI, Director of Center for Emerging Infectious 

Diseases and Deputy Director of Wuhan P4 Laboratory, and Prof. Zhihong HU, 
Director of Center for Bacteria and Virus Resources and Application, 
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participated the meeting. 

Source: 
http://english.whiov.cas.cn/Exchange2016/Foreign _ Visits/20 l 804/t20180403 _ 191334.html 

(archived) 

And, just so we are ciystal-clear that this meeting did in fact happen, here is a photo 
attached to the press release with Rick Switzer, Jamison Fouss, and Dr. Shi Zhengli in 
the center: 

9.4 Post-Outbreak Biosafety Guidelines 

Following the outbreak, the Chinese Ministry of Science and Technology ordered new 
biosafety rules: 

Biosafety guideline issued to fix chronic management loopholes at virus 
labs (February 17, 2020) 

The Ministry of Science and Technology issued new rules over the weekend, 
requiring laboratories nationwide to boost their biosafety in a move that experts 

said could fix chronic inadequate management issues during the campaign 
against the coronavirus. 

The guideline stressed the importance of strengthening the management of bio 
labs, especially on viruses, to ensure biosafety, ministry official Wu Yuanbin 

said at a press conference on Saturday. 

The release of the guideline deals with chronic loopholes at laboratories, Yang 
Zhanqiu, a deputy director of the pathogen biology department at Wuhan 

University in Hubei Province, told the Global Times on Sunday. 

"The mention of biosafety at labs by the ministiy has nothing to do with some 
saying that the coronavirus leaked from the Wuhan Institute of Virology of the 

Chinese Academy of Sciences," Yang said. 

Laboratories in China have paid insufficient attention to biological disposal, 
Yang said. 

Lab trash can contain man-made viruses, bacteria or microbes with a 
potentially deadly impact on human beings, animals or plants. 
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Source: hn p://www.ecns.cn/ news/sci-tech/ 2020-02-l 7 / dera il -

ifztrmvi9821649.shtml (archived) 

A well-meaning explanation would be that this move was done to prevent the escape of 
SARS-CoV-2 and other viruses from a laboratory (as SARS-CoV-1 escaped back in 2004, 
which was an international embarrassment for China). 

A less charitable explanation was that this move was done to prevent the escape of 
SARS-CoV-2 from a laboratozy, again. 

It is notable that Yang Zhanqiu pushed back against the WIV outbreak theory, but did 
not address the WHCDC theozy as outlined in the Botao Xiao paper. 

This all being said, these changes also reduces the probability of another lab based 
outbreak in the future, so we wholeheartedly support them, and we are always happy to 
see these hazards addressed. 

9.5 Arrest of Lab Animal Seller 

From the same ECNS article in the previous section: 

Medical staff and experts have long been asking for better regulation and 
supervision of biological research institutes in China, but with mixed results. 

A top academician at the Chinese Academy of Engineering earned 10 .1 7 million 
yuan ($1.46 million) by illegally selling off lab animals and experimental 

milk, according to a report in the Shanghai-based The Paper. 

Li Ning, a leading expert at transgenic technologies at China Agricultural 
University, was sentenced to 12 years in prison on Januazy 2 for grafting 37.56 

million yuan. 

Author's Note: "Li Ning" and the "top academician'' appear to be two different 
people. Li Ning was sentenced to prison for allegedly embezzling research grant 
funds. 

The academician's arrest shows that the regulations concerning lab safety were either 
too lacking or not properly enforced and enable a bad actor to put many others in 
danger for their own profit. The new biosafety rules were likely put in place to rectify 
these deficiencies. 

If a "top academician" was selling lab animals at the Chinese Academy of Engineering, 
could a worker at the WIV or WHCDC have been doing the same thing? Why not? 

Could one of these lab animals have been sold to the Huanan Seafood Market? 

9.6 Disappearance of Huang Yanling 

In early Januaty, Chinese social media was abuzz with a huge claim: Huang Yanling, a 
researcher at the Wuhan Institute of Virology, was Patient Zero. This prompted WIV to 
issue a statement ("i:p~H*~Ji;fil'J>l.ffel-ilHJf~pfr)"6BJ:l") refuting the claims directly: 

Statement of Wuhan Institute of Virology, Chinese Academy of Sciences 
(February 16, 2020) 

Unreliable information has been circulating on the Internet recently, saying that 
our graduate Huang Yanling is the so-called "patient zero" who was the first to 

be infected with the new coronavirus. After verification, our firm solemnly 
declares as follows: 
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Huang Yanling graduated from our institute with a master's degree in 2015. 

During the course of his [her] studies, [s]he studied the functions of 

bacteriophage lyase and the broad spectrum of antibacterial activity. After 
graduation, [s]he has been working and living in other provinces. [She has 

no] Infection and [is in] good health. 

At this critical moment in the fight against epidemics, related rumors greatly 
interfered with the scientific research of our institute. We reserve the right to 

pursue legal responsibility according to law. I sincerely thank all circles of 
society for their care, support and help! 

Page translated to English via Google Translate. Words in [brackets] were 

inserted by us. 

Source: 
http:/ /www.whiov.ac. cn/tzgg_ 105342/202002/t.'.!0200216_5500201.h tml 

(archived) 

According to ResearchGate, Yanling's last paper was indeed published in February 2015: 

Yanling Huang·s research while afllllated with Wuhan Institute Of Virology and other places 

Uoi•c:ular dl$H~on of phag• IY11in PlyS.112: •m•grl-ry of t.h• c,Ullytic ancl t::•11 wall binding 
dom1ilt1:1 ~ HMll"ltlal for ltl br1:i,ad lylle 111c:Uvlt)I 

JwtlC;lf [iu tid a~1,11l..ii~ 
1 

F11b ~015 

vtinllrio 1-!r,i•l'lt:I • H•rio 'l'll"ig Junpn'IQI Vu , fl, Hongpll'lg W.1 

The nav.! pnilg• lylm PryS..2, ti 111l]Ort.d 1D DEi Jughlyac!N-9 Bgl!INt'VBnDUI bilc18nll, IJ!ci~ :11t.i11J/l,-kJmc.c.l 
t~ ;illnd Li~ ~i:ir th,t m1;1li:i(:J.Jl;i1r rnt(:~mt, 1,1ndt,1pig rt$ b~lyt.: ~i;-clrum "111TI;i11n h) ti. 
-lilliitoibh'Sh«l In the ~:&oafl! 5-11.dt ttlll- lpic ,3t:11"11ycli:t.... r;.;i~c OOll'lilin (CO, P'ttScl .;md bmdin1;1 ~i;ityof 
tl'll!IO&NW __ 

h ttps:/ /www.researchgate.ne V scientific
contributions/2035568207 _ Yanling_ Huang (archived) 

She is also still listed as a graduate student on the WIV's Lab of Diagnostic Microbiology 
webpage: 

hrtp://159.226.126.127:8082/web/17190/20 (archived) 

Notably, her picture is missing, along two other students: 
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• ~?!Jii~ 2012i'.liHilll±1ilfn~ - Huang Yanling 2012 Masters 

• :E~J=l 2013W:1illl±1iJfn~ - Wang Mengyue 2013 Graduate Student 

• a~$ 2013W:1illl±1ilfn~ - Wei Cuihua 2013 Master Degree Student 

Almost all of the students on this page have a profile page. Here is Mengyue Wang's: 

ii'o ~ 111 h1~111 10J! OI \1""1•~ ••~--"" 

lllt!l11 'i'll!ilmll l ii!lfflli 

Q 
Lab of Diagno slic Mi'cr.o,biol qgY, 

~lirti! ~ ''* * t!J ti 

http:l /159.226.126.127:8082/web/17190/47 (archived) 

Wei Cuihua also has a profile page. 

Who doesn't? 

,. 

Zhang Yun (S~z;;201 lilltl/l±1ilf'.R~) and Huang Yanling (~?!lii~ 2012ill1ill!±1iJf n~): 

tlt1~ 11U,1Jfi.ift ll f \11'611-.. , ~ 

<I'll !l!l!Uftil!~ 

@~ 
Lab of D,i ag11o sti ! icr.qbi ql(!g

11 

~1ni1 S: IJ *~ til,fl 

http:/ /159.226.126.127:8082/web/17190/44 (archived) 

http:// 159. 226.126.12 7: 8082/web/ 17190/ 46 (archived) 

,. 

Of 12 researchers listed, Huang Yanling is one of two with no profile picture and an 
empty profile page. 

A Hong Kong-based reporter for Radio France International wrote: 

The rumors of the leaking virus in Wuhan Research Institute are still in 
progress, and there is news that 'patient zero' is a researcher (February 17, 

2020) 

What made the incident even more confusing is that when a reporter from the 
Continental Beijing News inquired about the rumors about patient No. 0, 

the institute first denied the researcher Huang Yanling [worked there] , but 

after learning that the person's name was indeed on the Internet, he 
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Acknowledged that this person had worked in the institute, but now [s]he 

has left the job and his [her] whereabouts are unknown. 

The Beijing News asked Shi Zhengli, a researcher specializing in bat 
coronavirus, and Chen Quanjiao, a researcher in the Influenza Virus Laboratory, 

both of them said it was unclear whether there was Huang Yanling in the 
institute. infection. Netizens immediately pointed out that there was a yellow 
name on the institute's official website, but the content under the name had 

been deleted. 

Page translated to English via Google Translate. Words in [brackets] were 
inserted by us. 

Source: http://www.rfi.fr/ cn/i:j:i ~/2020021 7-ftt !J. tiJf ~PIT9~ it!tW\'$f~~ *ll::.x 
WJ!lJ,I/I!,rn-~~ffeJA-iHJf~!J3. (archived) 

To summarize: 

• Chinese social media claims Huang Yanling is Patient Zero, although no credible 
evidence currently exists to prove she was performing any research at WIV in 2019. 

• Huang Yanling hasn't published any academic papers since 2015 according to 
ResearchGate. 

• Her profile picture on the WTV Lab of Diagnostic Microbiology is missing. 

• Her entire profile is missing from the same website, although another student's is also 
missing (Zhang Yun). 

• WIV released a statement saying that Yanling graduated in 2015, and "After 
graduation, [s]he has been working and living in other provinces. [She has no] 
Infection and [is in] good health." 

• Shi Zhengli (a top scientist at WIV, as we previously covered) and Chen Quanjiao 
both "said it was unclear whether there was Huang Yanling in the institute." 

• However, (it is unclear who is speaking here), "after learning that the person's name 
was indeed on the Internet, he Acknowledged that this person had worked in the 
institute, but now [s]he has left the job and his [her] whereabouts are unknown. 

What is most interesting about all of these claims is that they could easily be shut down 
by Huang Yanling's public appearance. When Shi Zhengli was accused of spreading the 
virus, she posted on WeChat, "I swear with my life, [the virus] has nothing to do with 
the lab." 

Why has Huang Yanling not done the same? Surely she is aware of the rumors 
surrounding her on social media. Even if she was not aware, would it really be 
impossible for the Chinese government to get in touch with her and have her issue an in
person statement to the media? 

It would only be impossible if she was dead. 

9.7 Chen Quanjiao's Weibo Message 

WHO confirms experts' presence at coronavirus epicenter in China 
(February 18, 2020) 

Wuhan, the central Chinese city in Hubei where the outbreak began, is home to 
the Wuhan Institute of Virology. On Monday, Wang Yanyi, director of the 

research center, denied allegations that animals used in lab experiments were 
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resold at Huanan Seafood Market, which Chinese authorities have said is 

ground zero for COVID-19. 

The institute had previously denied the outbreak began among lab technicians, 
including a woman identified as Huang Yanling. Huang was rumored to be 

"patient zero" on Chinese social media. 

Wang's statement came after messages on Chinese social media claimed 
the director had been ''frequently" reselling lab animals to Huanan market 

vendors. Chen Quanjiao was the named author of the social media 
messages, and the posts included photos of Chen, according to NTD 

Television and other Chinese dissident news services. 

Chen is a researcher at the lab. On Tuesday she made a public statement 
claiming her identity had been stolen. Chen may have been detained, according 

to Chinese-language news service Sound of Hope. 

Social media posts about the institute were scrubbed by Tuesday. Wang Gaofei, 
chief executive of social media platform Weibo, condemned the posts as "fake 

news" and said the messages originated from an overseas IP address, according 
to multiple press reports. 

Source: https://www.upi.com/Top _ N ews/World-N ews/2020/02/ 18/WHO
confirms-experts-presence-at -coronavirus-epicenter-in -China/8271582041 SOB/ 

(archived) 

Wuhan Institute of Virology researcher refutes rumor about COVID-19 
source (February 17, 2020) 

Chen Quanjiao, a researcher with the Wuhan Institute of Virology, has refuted 
an online rumor that claimed the novel coronavirus was leaked from the 

institute, according to a statement published on its official website on Monday 
evening. Someone faked her identity, she said. 

The statement came after a rumor went viral on Chinese social media platform 
Weibo, saying Chen reported Wang Yanyi, director of the institute, for leaking 

the virus. Her ID number was included in the fabricated post on Weibo. 

Chen has been working on influenza viruses at the institute since 2001, 
according to the official website. 

Source: https :/ /news. cgtn.com/news/ 2020-02-17 /Wuhan-based-researcher
refutes-nunor-abou t-COVID-l 9-source-OaemKa4hUI/index.html (archived) 

Statement by Chen Quanjiao, Wuhan Institute of Virology, Chinese 
Academy of Sciences (February 17, 2020) 

Regarding the so-called whistle-blowing statements published in my name on 
the Internet today, I solemnly declare: 

I have never released any relevant reporting information, and expressed great 
indignation at the act of using my identity to fabricate the reporting 

information. I will pursue the legal responsibility of the rumors according to 
law. 

Hereby declare. 

Recently, a series of rumors have affected our front-line researchers' scientific 
research. Please be careful to prevent related conspiracy and sabotage activities. 
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Chen Quanjiao, Researcher, Wuhan Institute of Virology, Chinese Academy of 

Sciences 

February 1 7, 2020 

Source: 
http://www.whiov.ac.cn/tzgg_ 105342/202002/t202002 l 7 _ 5 50044 7.h tml 

(archived) 

We urge all journalists worldwide to get in touch with Chen Quanjiao directly, so that 
she may deny all allegations, ideally via a video call. 

9.8 Wuhan Legal Response 

As you are likely already aware, China's response to COVID-19 is unprecedented. 
Wuhan's 11 million citizens were placed on strict lockdown in late January, which was 
only recently lifted. Multiple other major Chinese cities were placed on lockdown as the 
epidemic spread throughout the country. To date, these actions constitute the largest 
national quarantine in human history. 

We posit that these actions, particularly of local Wuhan officials, accurately align with 
actions that would be taken following a lab-based outbreak. 

Axios provides a timeline of the actions taken by the Chinese Communist Party to handle 
COVID-19 in the month of January. We will review only some of them; we recommend 
you read the timeline yourself. All tirneline sources are available in the Axios article. Our 

own comments are marked using brackets [like this]. 

12/27 

Wuhan health officials are told that a new coronavirus is causing the illness. 

12/30 

Ai Fen, a top director at Wuhan Central Hospital, posts information on WeChat about 
the new virus. She was reprimanded for doing so and told not to spread information 
about it. 

Wuhan doctor Li Wenliang also shares information on WeChat about the new SARS-like 
virus. He is called in for questioning shortly afterward. 

12/31 

China tells the World Health Organization's China office about the cases of an unknown 
illness. [ 4 days after Wuhan officials were told. ] 

1/ 1 

Wuhan Public Security Bureau brings in for questioning eight doctors who had posted 
information about the illness on WeChat. 

An official at the Hubei Provincial Health Commission orders labs, which had already 
determined that the novel virus was similar to SARS, to stop testing samples and to 
destroy existing samples. 

1/2 

Chinese researchers map the new coronavirus's complete genetic information. This 
information is not made public until Jan. 9. 

117 

Xi Jinping becomes involved in the response. 
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1/ 9 

China announces it has mapped the coronavirus genome. 

[The genome itself is not published until 1/11.] 

1/11 - 1/17 

Important prescheduled CCP meeting held in Wuhan. During that time, the Wuhan 
Health Commission insists there are no new cases. 

1/14 

WHO announces Chinese authorities have seen "no clear evidence of human-to-human 
transmission of the novel coronavirus." 

1/18 

The Wuhan Health Commission announces four new cases. 

Annual Wuhan Lunar New Year banquet. Tens of thousands of people gathered for a 
potluck. 

1/19 

Beijing sends epidemiologists to Wuhan .. 

1/20 

Zhong Nanshan, a top Chinese doctor who is helping to coordinate the coronavirus 
response, announces the virus can be passed between people. [1 day after 
epidemiologists are sent from Beijing.] 

1/23 

Wuhan and three other cities are put on lockdown. Right around this time, 
approximately 5 million people leave the city without being screened for the illness. 

1/24 

China extends the lockdown to cover 36 million people and starts to rapidly build a new 
hospital in Wuhan. From this point, very strict measures continue to be implemented 
around the country for the rest of the epidemic. 

Analysis 

The timeline tells a month-long story of Wuhan officials attempting to hide the virus 
from the greater world and, arguably, even the Chinese federal government itself. 

Do not take our word for it. The Chinese Communist Party admits the coverup was 
unjust: 

China declared whistleblower doctor Li Wenliang a 'martyr' following a 
local campaign to silence him for speaking out about the coronavirus 

(April 3, 2020) 

• China on Thursday awarded Li Wenliang, the doctor who sounded an early 
alarm about the novel coronavirus, the title of "martyr." 

• In December, police in Wuhan made Li admit to lying about the existence of 
a worrying new virus discovered in the ciry. Li died on February 7 after 

contracting the virus. 

• An investigation by the Chinese Communist Party found on March 19 that 
the actions of law enforcement in Wuhan was "irregular" and "improper." 

• "Martyr" is the highest honor the Communist Party of China can bestow on a 
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citizen killed working to serve the country. The country will honor him with 

three minutes of silence on Saturday. 

Source: https ;/ /www.businessinsider.com/ coronavirus-china-li -wenliang-
whistleblower-dor.:tor-martyr-2020-4 (archived) 

If you can read Mandarin, here (archived) is the source announcement from Chinese 
state media. Here (archived) is a direct interview with Dr. Li Wenliang conducted by the 
New York Times shortly before his death: 

If the officials had disclosed information about the epidemic earlier, I think it 
would have been a lot better. There should be more openness and 

transparency. 

Dr. Li Wenliang, January 31, 2020 

Furthennore, in early Febmary, the Chinese Communist Party officially reprimanded 
Wuhan officials: 

Coronavirus: China purges regional leaders hours after spike in deaths and 
new cases (February 13, 2020) 

The political fallout from the outbreak also escalated on Thursday with the 
firing of parry chief of Hubei province, the parry chief of Wuhan and the head 
of China's Hong Kong and Macau Affairs office. Ying Yong, the new party chief 

of Hubei, came up through the ranks in Zhejiang, where the president, Xi 
Jin ping, previously served as parry secretary and was also part of anti

corruption campaigns, the president's signature initiative. 

Source: https :/ /www. theguardian.corn/world/2020/fe b/13/ coronavirus-china
purges-regional-leaders-hours-after-spike-in-deaths-and-new-cases (archived) 

Curiously, the lab that first shared the genome has also been closed for "rectification", 
apparently because it shared it without prior authorization: 

Chinese laboratory that first shared coronavirus genome with world 
ordered to close for 'rectification', hindering its Covid-19 research 

(February 28, 2020) 

The laboratory at the Shanghai Public Health Clinical Centre was ordered to 
close for "rectification" on January 12, a day after Professor Zhang Yongzhen's 

team published the genome sequence on open platforms. It closed temporarily 
the following day. 

''The centre was not given any specific reasons why the laboratory was closed 
for rectification. [We have submitted] four reports [asking for permission] to 
reopen but we have not received any replies," a source with the centre said, 

requesting anonymity because of the matter's sensitivity. 

It was not clear whether the closure was related to the publishing of the 

sequencing data before the authorities. 

China's National Health Commission announced hours after the release by 
Zhang's team that it would share the genome sequence with the World Health 

Organisation. It later emerged that the information had been sent through the 
officially designated Wuhan Institute of Virology. 
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Zhang's team isolated and finished the genome sequence of the then-unknown 

virus on January 5, two days before China's official announcement that 
mysterious pneumonia cases in Wuhan were caused by a hitherto unknown 

coronavirus. 

The Shanghai centre reported its discovery to the National Health Commission 
on the same day and recommended "relevant prevention and control measures" 

be taken in public places, because the patient from whom the sample was 
collected had suffered vezy severe symptoms and the virus resembled a group 

previously found in bats. 

The team made the fin ding public on January 11 after it saw that the 
authori ties had taken no obvious action to warn the public about the 

coronavirus. 

Source: https://www.scmp.com/news/ china/society/ artide/3052966/ chinese
laboratory-first-share<l-corona virus-genome-worl<l-ordere<l (archived) 

Conclusion 

To summarize, Wuhan officials: 

• Censored local medical professionals who attempted to sound the alarm on a new 
outbreak. 

• Ordered local labs to destroy samples of the virus. 

• Withheld the SARS-CoV-2 genome until Xi's involvement. 

• Continually insisted on no human-to-human transmission. Experts sent from Beijing 
confirmed it in one day. 

• Pretended that everything was normal, still holding a massive 40,000 family banquet 
despite the clear risk of further transmission. 

Containment measures only became widespread after Xi's involvement. Which leads to 
the question: 

Why were Wuhan officials trying so hard to hide the outbreak? Why <lid they continue to 
deny obvious facts until the federal government intervened, and their lies fell apart? 

Suppose the outbreak was completely natural and Wuhan officials were not aware of its 
spillover event. Why would they act so guilty? 

Now, suppose Wuhan officials were notified of a lab accident prior to the beginning of 
the outbreak. Do their actions make more sense, in the context of an employee trying to 
hide a huge mistake from his or her boss? 

Alternative Theory: Puppet Government 

One alternative theory has been that the federal government was well aware of the 
outbreak, and opted to fire Wuhan officials after containment measures failed , to show 
the people that they were actively responding to the crisis. This is the theory asserted by 
the Guardian article. 

However, given the timeline, we believe China's actions after Xi's involvement were a 
late over-reaction to counteract an initial under-reaction. It is clear that Wuhan officials 
were banking their jobs on being able to contain the outbreak before it spread 
elsewhere. 

Above all, regardless of whether the federal government was involved in the initial 
cover-up, the fact there was a cover-up at all hints that powerful government figures 
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were trying to hide uncomfortable truths. Is it not likely that one such truth might be the 
true nature of the outbreak? 

9.9 Notice No.3 

The Journalist, a subsidiary of Storm Media (a Taiwanese news company), reports that it 

has obtained the official Wuhan government notice ordering the destruction of virus 
samples and blocking the reporting of results. 

New News caused the global epidemic disaster - No. 3 looks like this! 
(April 16, 2020) 

As early as the end of December last year, at least nine cases of unknown 
pneumonia in Wuhan have been sequenced and shown to be "SARS-like 

coronavirus", but it was issued on January 3 by the China National Health 
Commission (National Health and Health Commission). The Circular No. 3 

requires the destruction of the existing samples, and also orders not to disclose 
the information without authorization, thus missing the prime time for 

epidemic prevention. 

One of the official documents of the Communist Party obtained by "New News" 

is the heavy red-headed document "No. 3 Document" issued by the National 
Health and Health Commission on January 3. This full name "Notice on 

Strengthening the Management of Biological Sample Resources and Related 
Scientific Research Activities in the Prevention and Control of Major Emergent 
Infectious Diseases" was not published on the official website of the National 

Health and Health Commission. 

'I ., . .. .. , 

There are several important regulations in the No. 3 document obtained from 
this journal: 

1. Relevant institutions shall provide biological samples to designated pathogen 
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testing institutions to carry out etiological [epidemiological] testing and 

complete the handover procedures in accordance with the requirements of the 
health administrative departments above the provincial level. 

2. Without approval, it is not allowed to provide biological samples and related 
information to other institutions and individuals. 

3. Institutions and individuals who have obtained biological samples of relevant 
cases from the relevant medical and health institutions shall immediately 

destroy the samples on site or send them to the depository institutions 
designated by the state for safekeeping. 

4. During the epidemic prevention and control work, no organization or 
individual may publish information about pathogen detection or 

experimental activities without authorization. 

In addition, according to the Caixin.com report, from December 30th, the 
Chinese Academy of Sciences took the virus samples and put them into the 

library, to carry out the vims isolation, complete the virus gene sequencing, and 
isolate the virus strain. "Viral pneumonia" was renamed to "new coronavirus

infected pneumonia", and the viral genome sequence was announced. However, 
15 days have passed since the first case of gene sequencing confirmed the new 
coronavirus on December 27, and the viral genome sequence was released to 

the public on January 11. The days from the end of December 2019 to the 
beginning of January this year were supposed to be the crucial moments that 

determine the fate of countless people, but at that time, the public did not even 
know the virus. 

After the National Health and Health Commission issued the No. 3 document, 
the Wuhan Institute of Virology of the Chinese Academy of Sciences was 

required to stop pathogen detection, destroy existing samples and destroy 
existing samples. 

Page translated to English via Google Translate. 

Source: https:/ /www.storm.mg/article/2526880 (archived) 

Regulating the potentially unsafe transport of virus samples is fair enough. But there is 
no charitable explanation for why "information about pathogen detection or 
experimental activities" needs authorization to be released (these are scientists 
performing this research, after all) or why the WIV, supposedly the safest and most 
advanced bio-laboratory in China, was ordered to cease its work and destroy its samples 
as well at such a crucial time during the outbreak. Regardless of your opinion on the 
WIV, they most certainly had the capaciry to perform medical research that could have 
aided the global communiry if they had been allowed to continue performing it. 

On the other hand, ordering the WIV to destroy all samples and disassociate itself with 
the virus makes complete sense if you are trying to invalidate lab outbreak rumors 
before they become prominent. One cannot easily confirm the presence of a sample in a 
lab after it has been destroyed. Unfortunately for the publishers of Notice No. 3, it 
appears that these rumors went viral anyways. 

9.10 Academic Censorship 

China clamping down on coronavirus research, deleted pages suggest 
(April 11, 2020) 
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Two websites for leading Chinese universities appear to have recently published 
and then removed pages chat reference a new policy requiring academic papers 

dealing with Covid-19 to undergo extra vetting before they are submitted for 

publication. 

China University of Geosciences (Wuhan) appears to have published and then 
deleted new requirements that academic papers dealing with the origins of the 

virus be approved by China's ministry of science and technology before 

publication. 

The university's academic committee was expected co first go through the 
research "with an emphasis on checking the accuracy of the thesis, as well as 

whether it is suitable for publication," the regulation said. 

Despite its name, the geosciences university announced elsewhere on its 
website chat it was carrying out coronavims research. 

Another notice, which appears to have been published on 9 April by the school 
of information science and technology at Fudan University in Shanghai, called 
for "strict and serious" management of papers investigating the source of the 

outbreak. 

The person said researchers submitting academic papers on other medical 
topics did not have to vet their work with government ministries before seeking 

publication. 

Source: https :/ /www. theguardian.corn/world/ 2020/apr/11/ china-clamping
down-on-coronavirus-research-deleted-pages-suggest (archived) 

These harsh measures are likely in response to the Bocao Xiao paper, which was 
published in early January and fueled lab oucbreak theories. 

9.11 Refusal of Independent Investigation 

Since this document was published, no independent investigation of the WIV has been 
allowed by the Chinese government. All attempts have not only been refused, but in 
some cases, met with economic blackmail by official Chinese spokespeople. 

China opposes international COVID-19 probe that presumes its guilt: vice 
foreign minister (April 29, 2020) 

SHANGHAI (Reuters) - China "resolutely opposes" any international inquiry 
into the coronavirus pandemic chat presumes its guilt, said Le Yucheng, a vice

foreign minister, in comments published on Thursday. 

Citing an interview Le gave co NBC, the Ministry of Foreign Affairs said on its 

website that Beijing firmly opposes a "politicised" international investigation 

aimed at stigmatising China. 

Source: h ttps:/ /www.reuters.com/ article/ us-health-coronavirus-china/ china -
opposes-international-covi<l-19-probe-that-presumes-its-guilt-vice-foreign

minister-i<lUSKBN22C00J (archived) 
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Coronavirus: US wants to enter Wuhan virology lab, and Trump questions 
China death toll (April 18, 2020) 

"We are still asking the Chinese Communist Party to allow experts to get into 

that virology lab so that we can determine precisely where this virus began," 
said Pompeo on Fox News. 

Pompeo's statement on Friday highlights an outlier theory that the coronavirus 
did not come from a Wuhan wildlife market as originally postulated, but from a 

laboratory in that ci ty. 

The Washington Post reported on Tuesday that US officials who had visited the 
Wuhan Institute of Virology sent diplomatic cables to Washington as early as 
January 2018 warning about safety and management weaknesses at the lab, 

and stated outright that the facility's work on bat coronaviruses created a 

pandemic risk. 

Source: 
h ttps :/ /www .scmp.com/news/ china/politics/ artide/3080513/ coronavirus-us

secretary-state-mike-pompeo-see ks-access (archived) 

The State Department also tweeted: 

I:)\ Department al 9tatlt e StateDept 

The Chinese Government hasn·t permitted American scientists to go into #China, 
to go into not only the Wuhan lab but wherever it needs to go to learn about thts 
virus. There's an ongoing pandemic. We still don't have the transparency and 
openness we need in China. plc.twltter.comlyq57JH3PaG 

1 ·32 PM - 26 Ap, 2020 

: Tf 
C 
■ 

Need for Transparency 
and Openness in China 

'01 

■ i filiEJiil,l&t·liX .,_s_r_.1n1.27Jlt.i.,t~uwww1uattEta.1.1u:. 

https ://mobile. twitter.com/StateDept/status/1254508 7 5 5 754135 554 (archive: 
http://archive.is/EZNA W) 

9.11.2 Australia 

Australia wants international probe into coronavirus origins, prompting 
backlash from China (April 22, 2020) 
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Australian Prime Minister Scott Morrison has sought support for an 

international investigation into the coronavirus pandemic in phone calls with 
US President Donald Trump, and the German and French leaders overnight, the 

government said on Wednesday. 

Australia's push for an independent review of the origins and spread of the 
pandemic, including the response of the World Health Organisation (WHO), 

has drawn sharp criticism from China, which has accused Australian lawmakers 
of taking instructions from the United States. 

Senior Australian lawmakers have also called for an inquiry into the origins of 
the coronavirus, and questioned Beijing's transparency over a pandemic now 

paralysing the world. 

Source: 
h ttps:/ /www .scmp.com/news/ asia/ australasia/ artide/3081020/ australia

wants-international-pro be-coronavirus-origins (archived) 

China threatens economic consequences if Australia launches investigation 
of Beijing's handling of coronavirus (April 27, 2020) 

Chinese Ambassador to Australia Cheng Jingye said Beijing could encourage 
Chinese citizens to boycott Australian exports and products if Australia was to 

initiate the probe, the news outlet reported. 

Australian Foreign Minister Marise Payne called the Chinese threats "economic 
coercion" and repeated calls for an investigation into the early handling of the 
outbreak, which is thought to have originated in the Chinese city of Wuhan. 

"Australia has made a principled call for an independent review of the COVID-
19 outbreak, an unprecedented global crisis with severe health, economic and 
social impacts," she reportedly said. "We reject any suggestion that economic 

coercion is an appropriate response to a call for such an assessment, when what 
we need is global co-operation." 

Source: https :/ /the hill.com/policy /internationaV 494860-china-threatens
economic-consequences-if-australia-launches (archived) 

Chinese ambassador's coronavirus inquiry warning was 'reckless, 
undiplomatic', Alexander Downer says (May 1, 2020) 

Australia's longest serving foreign minister says not since the Cold War has he 
seen an ambassador behave as "recklessly" as China's ambassador to Australia 

did this week. 

The Federal Government has described Ambassador Jingye Cheng's comments 
in an interview with the Australian Financial Review as "threats of economic 

coercion". 

Mr Cheng suggested the Chinese public. may boycott Australian products or 
decide not to visit Australia in the future if the Government continued its push 

for an inquiry into the origins of COVID-19. 

"If the mood is going from bad to worse, people would think 'Why should we go 
to such a country that is not so friendly to China?'," he told the paper. 

"Maybe the ordinary people will say 'why should we drink Australian wine? Eat 
Australian beef?"' 
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Former foreign minister Alexander Downer says the ambassador's conduct is 
almost unprecedented. 

"Not since the days of the Soviet Union have I seen an ambassador behave in 
such a reckless, undiplomatic way. And what is the problem? I mean the Prime 
Minister has just said that there should be an investigation," he told ABC RN's 

Between The Lines. 

"The Chinese ambassador's reaction is as though China has been cornered 
and told that it's guilty. 

Mr Downer says there must be an impartial investigation into the cause of the 
outbreak. 

"We've got to investigate it. And we've got to find out how it happened. 
And I'm very surprised that the Chinese should be so resistant to getting to 

the heart of what happened." 

In a statement released on Tuesday by China's Embassy, Mr Cheng said he 
"flatly rejected the concern expressed from the Australian side over his 

remarks". 

It said he "called on Australia to put aside ideological bias, stop political games 
and do more thing to promote the bilateral relations". 

That same day Trade Minister Simon Birmingham said the Government would 
continue to push for an investigation. 

Source: https://www.abc.net.au/news/2020-04-30/china-ambassador-reckless
over-coronavirus-inquiry-downer-says/12200534 (archived) 

9.11.3 World Health Organization 

Coronavirus: WHO 'not invited' to join China's COVID-19 investigations 
(May 1, 2020) 

China has refused repeated requests by the World Health Organisation to take 
part in investigations into the origins of COVID-19, the WHO representative in 

China has told Sky News. 

"We know that some national investigation is happening but at this stage we 
have not been invited to join," Dr Gauden Galea said. 

Asked by Sky News whether there was a good reason not to include the 
WHO, Dr Galea replied: "From our point of view, no." 

Source: https:/ /news.sky.com/story/coronavirus-who-not-invited-to-join
chinas-covid-19-investigations-11981193 (archived) 

9.11.4 European Union 

Coronavirus: European Union ratchets up pressure on China with call to 
cooperate with inquiry (May 1, 2020) 
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The European Union has urged China to cooperate with an investigation into 

the origin of the coronavirus, increasing diplomatic pressure on Beijing for 
greater transparency. 

The call from European Commission President Ursula von der Leyen came a 
day after her foreign policy aide Josep Borrell confirmed that China attempted 
to put pressure on the EU ahead of a report detailing the Chinese government's 

disinformation campaigns. 

Earlier this week, the Swedish government said it planned to ask the EU to 
launch an investigation into the origin of the new coronavirus, and into the 

World Health Organisation's handling of the pandemic. The deadly virus so far 
has infected more than 1.3 million people in Europe - over a third of cases 

worldwide. 

Other European leaders have also called for more transparency from China, 
including French President Emmanuel Macron and German Chancellor Angela 
Merkel, though their exhortations fell short of von der Leyen's stern message 

for China to cooperate. 

Macron's office has dismissed US claims that the virus could have come from a 
virology lab in Wuhan. Washington floated the possibiliry after a Chinese 

foreign ministry spokesman accused the US Army of creating the virus. 

Source: 
https :/ /www.scmp.com/ news/ china/ diplomacy/ artide/30825 26/ european -

union-adds-pressure-china -call-cooperate-coronavirus ( arc hi ve<l) 

9.11.5 Conclusion 

It is understandable that China may think an inquiry led by the United States or 
Australia may be political and not scientific in nature. What is less understandable is 
why they wo uld deny the World Health Organization - which is not affiliated with any 
single nation state and in fact has lost all financial ties to the U.S. after President Trump 
cancelled its funding - or the European Union, which has not yet officially accepted the 
lab outbreak theory. The last article even points out that "Macron's office has dismissed 
US claims that the virus could have come from a virology lab in Wuhan" - so, what harm 
could there be in allowing independent sources to confirm the origin of SARS-CoV-2? 

Recall that, upon its opening, the WIV was referred to as a "World Health Organization 
'reference laboratory' linked to similar labs around the world" and "a key node in the 
global biosafety-lab network". Now that a pandemic has occured and its cooperation is 
paramount, China is refusing to allow even the WHO to enter. 

That China covered up the early days of its outbreak is widely accepted among the 
public by this point, but what is less known is if China is also covering up the origin of 
the outbreak as well. Refusing to allow independent investigations and threatening 
boycotts for countries that try are generally not regarded as innocent actions. 

10 Addressing Counter-Claims 

Insofar we have only provided evidence in support of our claims. Let us look at some 
notable arguments against our claims and address them. 

10.1 Paper 12 
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The proximal origin of SARS-CoV-2 (2020) 

Our analyses clearly show that SARS-CoV-2 is not a laboratory construct or a 
purposefully manipulated virus. 

It is improbable that SARS-CoV-2 emerged through laboratory manipulation of 
a related SARS-CoV-like coronavirus. As noted above, the RBD of SARS-CoV-2 

is optimized for binding to human ACE2 with an efficient solution different 
from those previously predicted[?,11). Furthermore, if genetic manipulation 
had been performed, one of the several reverse-genetic systems available for 
betacoronaviruses would probably have been used[19]. However, the genetic 

data irrefutably show that SARS-CoV-2 is not derived from any previously used 
virus backbone[20]. 

https :/ /www .nature .corn/artic Jes/ s415 91-020-0820-9 (archive: 
https://archive.is/59vJY) 

To start with, we will once again state that we are not claiming SARS-CoV-2 has been 
engineered. 

That being said, Reference 20 is the paper "Coronavirus reverse genetic systems: 
infectious clones and replicons'' that contains "several reverse-genetic systems available 
for betacoronaviruses." However, this paper was published in 2014. The WIV's study 
(Paper 2) was published one year later, in 2015. From the paper: 

A SARS-like cluster of circulating bat coronaviruses shows potential for 
human emergence (2015) 

Using the SARS-CoV reverse genetics system, we generated and characterized a 
chimeric virus expressing the spike of bat coronavirus SHC014 in a mouse-

adapted SARS-CoV backbone. 

While it should be relatively simple to prove whether this "mouse-adapted SARS-CoV 
backbone" was covered in the 2014 paper, all the WIV would have to do is to simply use 
a backbone that had not been published previously to invalidate this part of the paper. 
Indeed, without direct access to the lab it would be impossible to prove what backbones 
have been used in the past and are currently being used in ongoing studies. 

Additionally, this paper does not address the "Infected Animal" theory, which is far more 
likely to have occured at the WHCDC. Indeed, the paper itself states: 

Although the evidence shows that SARS-CoV-2 is not a purposefully 
manipulated virus, it is currently impossible to prove or disprove the other 
theories of its origin de.scribed here .. However, since we observed all notable 
SARS-CoV-2 features, including the optimized RBD and polybasic cleavage site, 

in related coronaviruses in nature, we do not believe that any type of 
laboratory-based scenario is plausible. 

While the phrase "laboratory-based scenario" is abstract, given prior context, we will 
assume this again refers to the "Manipulated Virus" theory. It remains plausible for a lab 
animal to have been infected with SARS-CoV-2, either prior to arriving at the lab or as 
part of a spillover event occuring in the lab, afterwards spreading the virus to human 
Patient Zero. From the layman's explanation of Paper 1 we remember that: 

• Multiple coronaviruses can infect the same bat (coinfection) 

• Coronaviruses like to mix their genes together (recombinate) 

• If two coronaviruses infect the same bat and recombinate, they can potentially result 
in a novel (never before recognized) coronavirus 
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• It only takes a few changes ("exchange of a relatively small sequence segment") 

bernreen rnro coronaviruses to result in a third coronavirus that can infect other 
animals (''host-switching") 

• The odds of this happening are pretty good! 

Indeed, wouldn't it be far more likely for such a recombination event to occur in a 
laboratory housing many bats in close quarters, such as the WHCDC, rather than 
anywhere else in Wuhan? 

While not directly related to our claim, we would also like to take a moment to point out 
what we believe to be ethical com:ems regarding this paper: 

YiSheng BioPharma Announces Research Collaboration With The Scripps 
Research Institute In Developing New AIDS Vaccine (November 7, 2016) 

BEIJING and LA JOllA, Calif., Nov. 7, 2016 /PRNewswire/ - Yisheng 
Biopharma Co., Ltd. ("Yisheng Biopharma"), a biophannaceutical company 
focusing on research, development, manufacturing, sales and marketing of 

vaccine products, today announced that it has entered into a collaboration with 
The Scripps Research Institute ("TSRI") to test a new generation of AIDS 
vaccine based on novel gp140 trimers and self-assembling nanoparticles 

designed by TSRI scientists and Toll-Like Receptor 3 (TLR3) agonist adjuvant 
technology ("PIKA") developed by the company. The cooperative research 

partnership represents a new opportuniry for both organizations to create more 
effective and safe vaccine products against HIV infection. 

https ://www.biospace.com/ artide/releases/yisheng • biopharma -announces
research-collaboration -with-the-scripps-research-institute-in -developing-new -

aids-vaccine-/ (archive: https://archive.is/mhvmF) 

The Scripps Research Institute and ShangPharma Innovation Announce 
Translational Research Collaboration (June 8, 2017) 

"We are delighted to partner with an experienced group that has 
complementary infrastructure and resources," said Peter G. Schultz, Ph.D., 

President of TSRI and Calibr. ''This new initiative allows us to further accelerate 
our mission of creating new medicines for unmet needs in a nimble partnership 

stmcture designed to mature the programs before out-licensing, creating 
significant value for patients as well as for the institute." 

https :/ /WWW .scri pps.ed u/news-and-events/press-
room/2017 /20170608chempharma.html (archive: https://archive.is/VBvWC) 

Scripps Research and Shenzhen Bay Laboratory announce international 
chemical biology research collaboration (November 27, 2019) 

"We are delighted to partner with Shenzhen Bay Laboratory and Peking 
University to advance our understanding of complex biological systems at the 

molecular level and address unmet medical needs around the world," says Peter 
Schultz, PhD, president and CEO of Scripps Research. "Scripps Research, 
Shenzhen Bay Laboratory and Peking University share a commitment to 

scientific excellence and serving the global public health needs." 

https :/ /www .scri pps.ed u/news•and-events/ press-room/2019/2019112 7 •szbl-
collaboration.html (archive: https://archive.is/rFswU) 

As The Scripps Research Institute has multiple partnerships with Chinese 
biolaboratories, some of which were established as recently as November of last year, it 
would obviously be in their best financial interest to claim that such an accident did not 
occur. While we have little reason to doubt their findings were reported with the utmost 
integrity, we believe these investments should have been declared in the paper as 
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possible conflicts of interest, as these connections cause subconscious bias. 

10.2 @trvb Twitter Thread 

Trevor Bedford, a scientist at the Fred Hutchinson Cancer Research Center, wrote a 
thread directly addressing the lab escape theory. We will address snippets here, we 
recommend you read the full thread on archive.is: https://archive.is/SVE0w 

As a foreword, we discourage any personal attacks towards Trevor, as he, and all the 
other scientists we mention in this document, are doing their jobs to the best of their 
abilities. 

Data point #1 (virus group): #SARSCoV2 is an outgrowth of circulating 
diversity of SARS-like viruses in bats. A zoonosis is expected to be a random 

draw from this diversity. A lab escape is highly likely to be a common lab strain, 
either exactly 2002 SARS or WIVl. 5/21 

Ev, proved in Claim 1, Wf'J has engaged in gain-of-function research resulting in new 
strains of SARS-CoV-1, for example the synthetic SHC014-CoV. Furthermore, we also 
proved that the WHCDC housed bats and a researcher from the WHCDC had to 
quarantine twice due to accidental exposure. 

Note that previous non-zoonotic outbreaks have been obvious from genetic 
data, one example being the 1977 ''Russian" flu, which was clearly a 1950s 

human virus that had been in a freezer for 20 years 
(https :/ /mbio.asm.org/ con ten r/6/ 4/ e0 1013-15). 6/21 

Data point #2 (receptor binding domain): This point is rather technical, please 
see preprint by @K _ G _ Andersen, @arambaut, et al at 

http://virological.org/t/the-proximal-origin-of-sars-cov-2/398 ... for .full 
details. 9/21 

But, briefly, #SARSCoV2 has 6 mutations to its receptor binding domain that 
make it good at binding to ACE2 receptors from humans, non-human primates, 

ferrets, pigs, cats, pangolins (and others), but poor at binding to bat ACE2 
receptors. 10/21 

This pattern of mutation is most consistent with evolution in an animal 
intermediate, rather than lab escape. Additionally, the presence of these same 6 

mutations in the pangolin virus argues strongly for an animal origin: 
https://www.biorxiv.org/content/10.1101/2020.02.13. 945485vl ... 11/21 

It is indeed likely that we would have been able to tell if SARS-CoV-2 was genetically 
derived from any research the Wf'J has made public. Of course, we are unaware of any 
reseach they have not published. This also does not address an infected lab animal 
scenario. We argue that the virus could have easily originated in an animal in one of 
these labs. 

Data point #3 (market cases): Many early infections in Wuhan were associated 
with the Huanan Seafood Market. A zoonosis fits with the presence of early 

cases in a large animal market selling diverse mammals. A lab escape is difficult 
to square with early market cases. 13/21 

IV, proven in Claim 1, at least several dozen cases had no association with the seafood 
market at all. Furthermore, what if an infected lab animal had ended up being sold to 
the market, as Chen Quanjiao's Wcibo Message allegedly claimed? 

Data point #4 (environmental samples); 33 out of 585 environmental samples 
taken from the Huanan seafood market showed as #SARSCoV2 positive. 31 of 

these were collected from the western zone of the market, where wildlife 
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booths are concentrated . 15/21 http://www.xinhuanet.com/english/2020-

01/2 7 / c _ 138735677 .htm 

Environmental samples could in general derive from human infections, but I 
don't see how you'd get this clustering within the market if these were human 

derived. 16/21 

Again, this assumes that a researcher was Patient Zero, which is one possibility. The 
possibility of a lab animal infection is not addressed. 

10.3 Scimex Expert Reactions 

EXPERT REACTION: Did COVID-19 come from a lab in Wuhan? (April 17, 
2020) 

Speculation that the virus that causes COVID-19 originated in a Wuhan lab has 

been given some weight, as the Trump Administration has announced an 
investigation into the matter. Secretary of State Mike Pence has been quoted 

saying Beijing "needs to come clean" on what they know. 

Source: h ttps://www.scimex.org/newsfeed/ expert-reaction-did-covid-19-come-
from-a-lab-in-wuhan (archived) 

Scimex quotes four experts who responded to the claim that COVID-19 originated in a 

lab. All deny that it was a bioweapon or genetically engineered. However, no evidence 
provided here directly disproves our claim that the vims could have leaked from the lab. 

10.3.1 Professor Edward Holmes 

"Professor Edward Holmes is an evolutionary virologist and a member of the Charles 
Perkins Centre and the Marie Bashir Institute for Infectious Diseases and Biosecurity at 
the Universiry of Sydney." 

There is no evidence that SARS-CoV-2, the virus that causes COVID-19 in 

humans, originated in a laboratory in Wuhan, China. 

The closest known relative of SARS-CoV-2 is a bat virus named RaTG 13, which 
was kept at the Wuhan Institute of Virology. There is some unfounded 

speculation that this virus was the origin of SARS-CoV-2. However: 

(i) RaTG13 was sampled from a different province of China (Yunnan) to where 
COVID-19 first appeared; and 

(ii) the level of genome sequence divergence between SARS-CoV-2 and RaTG13 
is equivalent to an average of 50 years (and at least 20 years) of evolutionary 

change. 

Hence, SARS-CoV-2 was not derived from RaTG13. 

In summary, the abundance, diversity and evolution of coronaviruses in wildlife 
strongly suggests that SARS-CoV-2 is of natural origin. However, a greater 

sampling of animal species in nature , including bats from Hubei province, is 
needed to resolve the exact origins of SARS-CoV-2." 

Professor Holmes claims that SARS-CoV-2 could not have derived from RaTG13, which 
was being stored at the WIV. However, this possibility is given credence by another 
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professor lacer in the article. 

10.3.2 Professor Nigel McMillan 

"Professor Nigel McMillan is the Director in Infectious Diseases and Immunology at 
Menzies Health Institute Queensland, Griffith University." 

All evidence so far points to the fact the COVID 19 virus is naturally derived and 
not man-made. 

The genetic changes in the virus can be found in rnro ocher coronaviruses from 
bars and pangolins and these are the source hoses. If you were going co design 
it in a lab the sequence changes make no sense as all previous evidence would 

cell you it would make the virus worse. No system exists in the lab co make 

some of the changes found. 

Professor McMillan believes that SARS-CoV-2 could not have been designed in a lab 
because the changes made "would make the virus worse" (worse as in being less 
harmful). However, this presumes that the virus would be designed maliciously, which 

cannot be proven. There is no way to know what sorts of experiments were performed 
with SARS-like CoVs at the WIV other than what is publicly available, and indeed many 
experiments have the intention of progressing research on vaccines or medication (of 
which SARS-CoV-2 could have been a test subject). Furthermore, the professor claims 
"no system exists in the lab" to make these changes, but we have evidence that this is 
false. Both the WIV and WHCDC have performed animal experiments involving bats and 

other animals within their labs, and we argue that these animals qualify as systems that 
could make such changes. 

10.3.3 Professor Nikolai Petrovsky 

"Nikolai Petrovsky is a Professor in the College of Medicine and Public Health at Flinders 
University. He is also Research Director, Vaxine Pty Led." 

Noted conflicting interest: 'Vaxine Pty Ltd has a COVID-19 vaccine in advanced 
preclinical development chat is anticipated co commence human clinical trials in the near 
future." (This would be unlikely co influence the professor's response, as responding 
truthfully co this question would have liccle impact on the development of his vaccine). 

An extremely important but still unanswered question is what was the source of 
COVID-19 virus. While COVID-19 has close similarities to SARS and other bat 

viruses no natural virus matching to COVID-19 has been found in nature 
despite an intensive search to find its origins. This raises the very legitimate 

question of whether the COVID-19 virus might be the result of human 
intervention. 

Certainly, our and other analyses of the genomic sequence of the virus do 
not reveal any artificial gene inserts that would be the hallmark of a gene 

jockey, genetic engineers who manipulate or even create viruses by 
splicing in artificial inserts into their genome. These are generally easily 

recognisable and hence clear signatures of human intervention in the 
creation of a virus. The fact that these artificial inserts are not present has 

been interpreted by some to mean this virus is not the result of human 
manipulation. 

However, this logic is incorrect as there are other ways in which humans 
can manipulate viruses and that is caused by natural selection. What do I 
mean? All viruses and bacteria mutate and adapt to their environment over 
time, with selection of the fittest individuals for survival in that particular 
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environment. 

Take a bat coronavirus that is not infectious to humans, and force its selection 
by culturing it with cells that express human ACE2 receptor, such cells having 
been created many years ago to culture SARS coronaviruses and you can force 
the bat virus to adapt to infect human cells via mutations in its spike protein, 

which would have the effect of increasing the strength of its binding to human 
ACE2, and inevitably reducing the strength of its binding to bat ACE2. 

Viruses in prolonged culture will also develop other random mutations 
that do not affect its function. The result of these experiments is a virus that 

is highly virulent in humans but is sufficiently different that it no longer 
resembles the original bat virus. Because the mutations are acquired randomly 
by selection there is no signature of a human gene jockey, but this is clearly a 

virus still created by human intervention. 

My group in collaboration with other Australian researchers have been using a 
modelling approach to study the possible evolutionary origins of COVID-19 by 
modelling interactions between its spike protein and a broad variety of ACE2 

receptors from many animals and humans. 

This work which we will publish on a prepress server next week shows that the 
strength of binding of COVID-19 to human ACE2 far exceeds the predicted 

strength of its binding to the ACE2 of any of the other species. This points to 
the virus having been selected for its high binding to human ACE2. In the 

absence of evidence of historic human infections with this virus, which could 
result in such selection, this either is a remarkable coincidence or a sign of 

human intervention. 

This, plus the fact that no corresponding virus has been found to exist in 
nature, leads to the possibility that COVID-19 is a human-created virus. It is 

therefore entirely plausible that the virus was created in the biosecurity facility 
in Wuhan by selection on cells expressing human ACE2, a laboratory that was 
known to be cultivating exotic. bat coronaviruses at the time. Is so the cultured 

virus could have escaped the facility either through accidental infection of a 
staff member who then visited the fish market several blocks away and there 

infected others, or by inappropriate disposal of waste from the facility that 
either infected humans outside the facility directly or via a susceptible vector 

such as a stray cat that then frequented the market and resulted in transmission 
there to humans. 

Whilst the facts cannot be known at this time, the nature of this event and its 
proximity to a high-risk biosecurity facility at the epicentre of the outbreak 

demands a full and independent international enquiry to ascertain whether a 
virus of this kind of COVID-19 was being cultured in the facility and might have 

been accidentally released. 

Professor Petrovsky raises a salient point: although not directly engineered, SARS-CoV-2 
could have evolved from an ancestor SARS-CoV through cell culture experiments. We 
saw this type of experiment at the WIV in Paper 2, in which a chimera SARS-CoV gained 
the ability to bind to ACE2 receptors in vitro (it previously lacked this ability). This is not 
equivalent to genetic engineering, as the genome of the virus is never edited directly, 
however it is clearly a result of human intervention. 

This also addresses Professor Holmes' point that "the level of genome sequence 
divergence between SARS-CoV-2 and RaTG13 is equivalent to an average of SO years 
(and at least 20 years) of evolutionary change." It may take 20-50 years for RaTG13 to 
evolve into SARS-CoV-2 naturally, but it could evolve much faster under the right 
conditions in a cell culture. 

Professor Petrovsky mentions that he is publishing a paper which "shows that the 
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strength of binding of COVID-19 to human ACE2 far exceeds the predicted strength of its 
binding to the ACE2 of any of the other species." We will wait until this paper has been 
peer reviewed before commenting further. 

Of course, Professor Petrovsky is only one person, and we should wait for independent 
confirmation of his claims. However, given what we know about natural selection, the 
idea that viruses mutate faster in cell cultures than in nature is not without merit, and 
we already know that RATG13 and similar SARS-CoVs were experimented on at the 
wrv. 

10.3.4 Associate Professor Hassan Vally 

There is no substance to this claim and other conspiracy theories about the 
origin of COVID-19. 

We've been aware for some time that another coronavirus, like SARS and MERS 
before it, could cause a pandemic, and so in many ways, the emergence of a 

new coronavirus with pandemic potential is not a surprise. 

Whilst there is absolutely no evidence to support the conspiracy theories being 
propagated by a few individuals, there actually is evidence to support the 
natural emergence of the novel coronavirus, with preliminary genotyping 

studies showing its relationship with other bat viruses. We have to be careful to 
not aid those irresponsibly using this global crisis for political point-scoring by 

giving any oxygen to these and other rumours. 

Associate Professor Vally is correct that we have been aware of the pandemic potential of 
coronaviruses. However, up until now, the general consensus was that such a 
coronavirus would originate in a remote area of China, like SARS-CoV-1 did. In Paper 4 
the wrv found a cave in Yunnan Province that most likely contained SARS-CoV-1. Such 
caves do not exist in Hubei Province, where SARS-CoV-2 originated, and certainly not in 
Wuhan which is a bonafide metropolis. Even Dr. Shi Zhengli of the WIV immediately 
questioned whether the virus could have come from her lab, noting that "I had never 
expected this kind of thing to happen in Wuhan, in central China." 

Professor Vally also states "whilst there is absolutely no evidence to support the 
conspiracy theories being propagated by a few individuals, there actually is evidence to 

support the natural emergence of the novel coronavirus." We agree - SARS-CoV-2 was 
most likely created naturally. However, this evidence does not disprove that the SARS
CoV-2 outbreak began at the WTV, either through an infected lab worker or infected lab 
animal. Nor does it prove that the outbreak began at the The Huanan Seafood Market. 

11 Miscellaneous Coincidences 

The following are notable coincidences that do not directly support Claim 1 or 2. We 
list them here to address alternative theories and judge their probability of occuring. 

11.1 WIV and France 

The WIV BSL-4 lab was an international collaboration between Chinese and French 
institutions. However, it appears the deal soured towards the end of its construction. 

Coronavirus: China bars safety experts from Wuhan lab (April 27, 2020) 

The facility opened in 2015 after being built in partnership with France, which 
was meant to supply the technical expertise with 50 high-level French 

researchers due to work there between 2017 and 2022. They did not do so as 
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the Chinese came to dominate the arrangements, according to the officials. 

French specialists have knowledge in building and running BSL 4 laboratories, 
which were described by a senior civil servant in Paris as a "bacteriological 
atomic bomb". But French firms got only minor roles in the building of the 
laboratory, according to Le Figaro and France Inter, the state broadcaster. 

France Inter said that Technip, the French company supposed to certify that 
the building complied with safety standards, refused to do so after pulling 

out of the project in 2015. In the same year Alain Merieux, the French 
pharmaceutical tycoon, resigned from the joint chairmanship of the committee 
heading the project. The French government has refused to say whether the 50 

French researchers meant to move to Wuhan were blocked by the Chinese 
authorities or whether Paris failed to provide the funding. 

Source: https://www.thetimes.co. uk/ edition/ news/ corona virus-china -bars-
safety-experts-frorn -wuhan-lab-brbrn9rwtrn (archived) 

The fact that the BSL-4 lab was not independently certified by Technip as was planned 
should be a warning sign that we do not know the rype of security standards or 
protocols being observed at the WIV. The only non-Chinese company that was supposed 
to verify this apparently bailed out for unknown reasons, and French scientists that were 
supposed to go work at the lab (who could have reported safety concerns) were never 
sent there. 

It is fair to say that the international community is not aware of what is going on at the 
WIV. 

11.2 Lijian Zhao vs. Cui Tiankai 

On March 12, Lijian Zhao, a spokesperson for the Foreign Ministry of China (as 
described in his Twitter profile) tweeted the following: 

, .... 
112 CDC Director Robert Redfield admitted 
some Americans who seemingly died from 
influenza were tested posi tive for novel 
#coronavlrus in the posthumous diagnosis, 
during the House Oversight Committee 
Wednesday. #COVID19 
tJiGlobal'Jirnn. 

7 '.IO.AM ,.:! Mar ~Q20 

(archived) 
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His words, "It might be US army who brought the epidemic to Wuhan," can be seen as 
official CCP approval of the theory that SARS-CoV-2 was introduced to China, perhaps 
intentionally, by the United States Army. 

In late March 2020, China's ambassador to the United States, Cui Tiankai, disowned the 
theory on "Axios on HBO": 

ALL EXCERPTS HUST BE ATTRIBUTED TO "AXIOS ON HBO" 
4 

Jonathan Swan [15:36:07] Yeah. Your quote was, quote, "There are people 

2/20/2025 

who are saying that this virus, these virus are coming from some military lab, 
not of China, maybe in the United States. How can we believe these crazy 
things?" You were responding to a question about, about Tom Cotton. 

Ambassador Cui Tiankai [15:36:22] That's my position all along. 
Jonathan Swan [15:36:24] OK. But your own ... 
Ambassador Cui Tiankai [15:36:26] That was my position then and that's my 
position now. I think that these questions, of course, we have to find 
eventually, 
we must have an answer to where the virus originally came. But, this is the 
job 
for the scientists to do, not for diplomats, not for journalists to speculate. 
Because 
such speculation will help nobody. It's very harmful. So why not let our 
scientists 

do their own professional job and give us some answer, eventually? 

Jonathan Swan [15:37:00] Well, it's good to hear you say that, Hr. 
Ambassador, because it was actually your own spokesman, the spokesman for 
the Chinese Ministry of Foreign Affairs, Zhao Lijian, who has been spreading 
this conspiracy that the virus originated in the U.S. laboratory. Does he have 
any evidence to support that theory? 

Ambassador Cui Tiankai [15:37:18] Maybe you could go and ask him. 
Jonathan Swan [15:37:20] I mean, have you asked him? You're the ambassador. 
Ambassador Cui Tiankai [15:37:23] No. I'm here representing my head of 
the state and my government. Not any particular individual. 

Jona than Swan [ 15 : 3 7 : 2 9 ] Does he repr... speak for the Chinese 
government? Does Zhao, or do you? 

Ambassador Cui Tiankai [15:37:35] I am the representative of China in the 
United States. 
ALL EXCERPTS HUST BE ATTRIBUTED TO "AXIOS ON HBO" 

Axios on HBO, pg. 4 
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ALL EXCERPTS MUST BE ATTRIBUTED TO "AXIOS ON HBO" 
5 

Jonathan Swan [15:37:39] OK, so we shouldn't take his words literally, what 
he's saying. We shouldn't take them as a representation of the Chinese 

government, even though he's the spokesman. 
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Ambassador Cui Tiankai [15:37:49] Well, you could try to interpret somebody 

else's statement. I'm not in the position, and I don't have the responsibility 

to 
explain everybody's view to you. 

Jonathan Swan [15:37:59] OK. I mean, it's not a matter of interpretation. It's 

what he said. But I think it's clear what you mean by that. We'll move on. Mr. 

Axios on HBO, pg. 5 

https://www.axio~.com/china cornnavirus ;-nnha~sador cui tiankai l b0404c8 

026d-4b7 d-8290-98076£9 Sdfl 4.html (archived) 

It is unknown whether Lijian Zhao has beeu reprimanded for his statements. As of today, 

his tweets have uot been deleted. 

The only evidence that we have been able to find that supports the U.S. Army theory is 

Paper 2, which lists the "University of North Carolina at Chapel Hill" as an author. 

11.3 Removal of Dr. Xiangguo Qiu and Dr. Keding Cheng From 
Canada National Microbiology Lab 

Canada police probing 'possible policy breaches' at National Microbiology 
Lab (July 15, 2019) 

"We can confirm that we have received a referral from the Public Health 

Agency of Canada," Julie Courchaine, spokeswoman for the Royal Canadian 

Mounted Police (RCMP), said in a statement. "We will not speculate on the 

potential outcome of the investigation. In order to maintain the integrity of the 

investigative process, we have no further comment at this time." 

The Public Health Agency of Canada (PHAC) said it advised the RCMP of the 

"possible policy breaches" in late May. The agency declined to provide any 

specifics, saying only that it is "looking into an administrative matter" at the lab 

and "taking steps to resolve it expeditiously." 

CBC News on Sunday reported that Xiangguo Qiu, a Chinese-educated doctor 

who is head of the Vaccine Development and Antiviral Therapies section in the 

Special Pathogens Program at the lab, was escorted out of the National 

Microbiology Lab (NML) in Winnipeg earlier this month amid the investigation. 

Qiu, who was part of a team working out of the NML that developed ZMapp, a 

vaccine for Ebola used during the 2014 outbreak in West Africa, had also been 

an adjunct microbiology professor at the University of Manitoba. 

"There is no employee from the NML under arrest or confined to their home," 

Eric Morrisette, spokesman for the PHAC, said. "We can assure Canadians that 

there is no risk to the public and that the work of the NML continues in support 
of the health and safety of all Canadians." 
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Qiu, who is still listed on the university's website, could not be reached via 
multiple attempts for comment. 

CBC News reported that Qiu's husband, Keding Cheng, a biologist at the NML, 
and an unknown number of her students from China were also removed from 

the lab. 

Reuters also could not reach Cheng for comment. 

The CBC reported that Qiu's removal came several months after IT specialists at 
the NML entered her office after hours and replaced her computer. 

Source: https:/ /www .reuters.com/ article/us-canada-china-researcher / canada -
police-probing-possible-policy-breaches-at-national-micro biology-lab-

id USKCN 1UA2GU (archived) 

This Reuters article references the following CBC News article published July 12, 2019: 
"RCMP investigate possible policy breach at National Microbiology Lab" (archived). 

Later in 2019, CBC News and other sources began to report that the NML had shipped 
Ebola and Henipah viruses to Beijing: 

Questions Surround Canadian Shipment of Deadly Viruses to China 
(August 9, 2019) 

Canada's National Microbiology Laboratory shipped Ebola and Henipah viruses 
to Beijing on March 31, raising suspicions from experts in biochemical warfare, 
who say they think China may use the pathogens to develop offensive biological 

agents. 

The Public Health Agency of Canada (PHAC) and the Royal Canadian Mounted 
Police (RCMP) report that the incident has not introduced any known risk to 

public health, according to the Winnipeg Free Press. 

The same lab is the focus of an ongoing investigation by the RCMP. The inquiry 
began following the recent dismissal of the head of the National Microbiology 

Laboratory's (NML) Vaccine Development and Antiviral Therapies section in the 
Special Pathogens Program, virologist Xiangguo Qiu. Qiu, her colleague and 

husband Keding Cheng, and a number of her international students lost security 
clearance to their lab on July 5. 

In 2018, Govenor General Julie Payette presented Qiu with an innovation 
award for her helping to lead the development of the Ebola vaccine ZMapp, 

according to the Winnipeg Free Press. There are no reports as to whether she 
was involved in the March shipment. 

Although health officials insist all protocols were met, anonymous sources 
report that the shipment lacked an agreement spelling out intellectual 

property rights, known as a "material transfer agreement," according to the 
Winnipeg Free Press. The document would protect Canada's claim over the 

viruses, assuming they had been patented through the Budapest Treaty deposit , 
an internationally recognized system for patenting intentions involving 

microorganisms. 

"If China was leveraging these scientists in Canada to gain access to a 
potentially valuable pathogen or to elements of a virus without having to 

license the patent ... it makes sense with the idea of China trying to gain 
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access to valuable IP without paying for it," says Leah West, an expert in 

national security law at the Norman Paterson School of International Affairs, in 
an interview with CBC News. 

Source: https://www.the-scientist.com/news-opinio n/ questions-surround-
canadian -shiprnent-of-<leadly-viruses-to-china-66254 (archived} 

Author's Note: Henipah virus is not related to any coronavirus, however it is a BSL-
4 path.ogen along with Ebola. 

Is it unlikely that the "administrative matter" being looked into involves the lack of a 
Material Transfer Agreement for this shipment? What could have "IT specialists at the 
NML" have discovered on Dr. Qiu's computer? 

But even then, Dr. Qiu is just one Chinese scientist out of many in Canada. The odds are 
extremely unlikely that she would be at all involved with the WW or WHCDC, right? 

Canadian government scientist under investigation trained staff at Level 4 
lab in China (October 3, 2019) 

A Canadian government scientist at the National Microbiology Lab in Winnipeg 
made at least five trips to China in 2017-18, including one to train scientists 
and technicians at China's newly certified Level 4 lab, which does research 
with the most deadly pathogens, according to travel documents obtained by 

CBC News. 

"This will be third-party funded, and therefore no cost to (the Public Health 
Agency of Canada]," say the documents, obtained through access to 

information requests. The identity of the third-party was redacted. 

During a Sept. 19-30, 2017, trip, she also met with collaborators in Beijing, the 
documents say, but their names have also been blacked out. 

The staff member claims RCMP officers have not yet interviewed key people at 
the lab, because senior management has not made them accessible to police or 

allowed staff to contact them with relevant infonnation. 

A spokesperson confirms the police investigation is ongoing. Both agencies have 
said repeatedly there is no threat to public safety. 

Qiu and Cheng have not responded to multiple requests for comment. 

Source: https :/ /www.cbc.ca/news/ cana<la/manitoba/national-micro biology-
lab-scientist-investigation-china-1.5 307 424 (archived) 

As we all know, there is only one BSL-4 lab in China. 

This is not the first time this connection has been made, prompting FactCheck.org to ask 
Canadian officials for a response directly: 

Coronavirus Wasn't Sent by 'Spy' From Canada (January 28, 2020) 

Suggestions have been circulating on social media that a "Chinese spy team" 
sent the deadly coronavirus to Wuhan, China - the epicenter of the outbreak 
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- from a Canadian research lab. 

However, Eric Morrissette, a spokesman for the Public Health Agency of 
Canada, told us by email, "this is misinformation and there is no factual basis 

for claims being made on social media." 

A third CBC story in August reported that the Winnipeg lab had sent two 
viruses - Ebola and Henipah - to Beijing on March 31. It didn't connect Qiu, 
specifically, to that shipment, but it referred to the investigation, saying, "while 

the Public Health Agency of Canada says all federal policies were followed , 
there are questions about whether that shipment is part of an ongoing RCMP 

investigation." 

But Cpl. Caroline Duval, of the Royal Canadian Mounted Police, told us by 
email, "There is no connection berween the outbreak in China and any RCMP 

investigation." 

But, the fact is, Qiu wasn't "removed" from the Canadian lab "for sending 
pathogens to the Wuhan facility," as the tweet says." 

Source: https://www.factcheck.org/2020/01/ coronavirus-wasnt-sen t-by-spy-
from-cana<la/ (archived) 

We agree that, based on publicly available information and the interviews FactCheck.org 
conducted with the PHAC and the RCMP, Dr. Qiu likely was not removed for shipping 
any coronavirus to the WIV. 

However, the NML has specific importance as it was one of the few labs in the world to 
receive a sample of MERS (Middle East Respiratory Syndrome) coronavirus: 

Canada's national lab has sample of new coronavirus (May 14, 2013) 

TORONTO - Canada's National Microbiology Laboratory in Winnipeg has a 
sample of the new coronavims that is causing infections in a number of 

countries, most notably Saudi Arabia. 

Scientific director Dr. Frank Plummer says the lab obtained the virus from the 

Erasmus Medical Centre in Rotterdam, the Netherlands. 

Plummer says the coronavirus arrived at the Winnipeg facility on May 4. 

He says the lab is growing up stocks of the virus and will use it to assess 
diagnostic tests being used in Canada. 

Source: https:/ /www .ctvnews.ca/mobile/health/health-hea<llines/ canada-s-
national-lab-has-sample-of-new-coronavirus-1.1281929 (archived) 

While there is currently no evidence to support that this sample was shipped to China, 
either in the same March 2019 shipment or otherwise, these news articles confirm: 

• The NML received a sample of MERS virus in 2013 and grew "stocks" of it 

• The NML shipped BSL-4 pathogens to China in March, 2019 
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• There is still an ongoing investigation into Dr. Qiu and her husband over an 

"administrative matter" 

• Dr. Qiu specifically trained workers at the BSL-4 lab at the Wuhan Institute of 
Virology 

We ask you, the reader, to use your best judgement to determine if an investigation into 
a minor clerical or bureacratic error, such as a misplaced form, would take nearly a year 
to conclude. Consider, especially, that the RCMP and PHAC are aware of the theories 
surrounding Dr. Qiu, and still have not opted to end the investigation or provide any 
more details. We believe it is far more likely that this investigation involves matters of 
national security. 

Without more evidence, it is impossible to know what Dr. Qiu is being investigated for, 
and if she has assisted in the transfer of knowledge or biological material (such as 
viruses) between the NML and China. The most direct address to this controversy is still 
the quote from Cpl. Caroline Duval, who wrote to FactCheck.org: "There is no 
connection between the ontbreak in China and any RCMP investigation." 

What, then, is the connection between the RCMP investigation and Dr. Qin? 

11.4 Arrest of Dr. Charles Lieber and Two Chinese Nationals 

On January 28, the Department of Justice issued the following press release: 

Harvard University Professor and Two Chinese Nationals Charged in Three 
Separate China Related Cases (January 28, 2020) 

Dr. Charles Lieber, 60, Chair of the Department of Chemistry and Chemical 
Biology at Harvard University, was arrested this morning and charged by 

criminal complaint with one count of making a materially false, fictitious and 
fraudulent statement. Lieber will appear this afternoon before Magistrate Judge 

Marianne 8. Bowler in federal court in Boston, Massachusetts. 

Yanqing Ye, 29, a Chinese national, was charged in an indictment today with 
one count each of visa fraud, making false statements, acting as an agent of a 

foreign government and conspiracy. Ye is currently in China. 

Zaosong Zheng, 30, a Chinese national, was arrested on Dec. 10, 2019, at 
Boston's Logan International Airport and charged by criminal complaint with 

attempting to smuggle 21 vials of biological research to China. On Jan. 21, 
2020, Zheng was indicted on one count of smuggling goods from the United 
States and one count of making false, fictitious or fraudulent statements. He 

has been detained since Dec. 30, 2019. 

Unbeknownst to Harvard University beginning in 2011, Lieber became a 
"Strategic: Scientist" at Wuhan University of Technology (WUf) in China and 
was a contractual participant in China's Thousand Talents Plan from in or about 

2012 to 2017. 

Under the terms of Lieber's three-year Thousand Talents contract, WUT paid 
Lieber $50,000 USO per month, living expenses of up to 1,000,000 Chinese 

Yuan (approximately $158,000 USO at the time) and awarded him more than 
$1.S million to establish a research lab at wur. 
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According to court documents, on April 20, 2019, federal officers interviewed 
Ye at Boston's Logan International Airport. During the interview, it is alleged 

that Ye falsely claimed that she had minimal contact with two NUDT professors 
who were high-ranking PLA officers. However, a search ofYe's electronic 

devices demonstrated that at the direction of one NUDT professor, who was a 
PLA Colonel, Ye had accessed U.S. military websites, researched U.S. military 

projects and compiled information for the PIA on two U.S. scientists with 
expertise in robotics and computer science. Furthermore, a review of a WeChat 

conversation revealed that Ye and the other PIA official from NUDT were 
collaborating on a research paper about a risk assessment model designed to 

decipher data for military applications. During the interview, Ye admitted that 
she held the rank of Lieutenant in the PLA and admitted she was a member of 

the CCP. 

In August 2018, Zheng entered the United States on a J-1 visa and conducted 
cancer-cell research at Beth Israel Deaconess Medical Center in Boston from 

Sept. 4, 2018, to Dec. 9, 2019. It is alleged that on Dec. 9, 2019, Zheng stole 
21 vials of biological research and attempted to smuggle them out of the 
United States aboard a flight destined for China. Federal officers at Logan 
Airport discovered the vials hidden in a sock inside one of Zheng's bags, and 

not properly packaged. It is alleged that initially, Zheng lied to officers about 
the contents of his luggage, but later admitted he had stolen the vials from a 
lab at Beth Israel. Zheng stated that he intended to bring the vials to China to 

use them to conduct research in his own laboratory and publish the results 
under his own name. 

Source: https:/ /www.justice.gov/ opal pr/harvard- university-professor-and• two• 
chinese-nationals•charged-three-separate-china-related (archived) 

Author's Note: The lab Dr. Lieber was reportedly paid to build is not the BSL-4 lab 
a.t the Wuhan Institute of Virology. 

However, consider that this press release was issued 5 days after Wuhan entered 
lockdown, on the 23rd. 

What are the odds this is unrelated? 

11.5 Event 201 

Statement about nCoV and our pandemic exercise 

In October 2019, the Johns Hopkins Center for Health Security hosted a 
pandemic tabletop exercise called Event 201 with partners, the World 

Economic Forum and the Bill & Melinda Gates Foundation. Recently, the Center 
for Health Security has received questions about whether that pandemic 

exercise predicted the current novel coronavirus outbreak in China. To be dear, 
the Center for Health Security and partners did not make a prediction during 

our tabletop exercise. For the scenario, we modeled a fictional coronavirus 
pandemic, but we explicitly stated that it was not a prediction. Instead, the 

exercise served to highlight preparedness and response challenges that would 
likely arise in a very severe pandemic. We are not now predicting that the 

nCoV-2019 outbreak will kill 65 million people. Although our tabletop exercise 
included a mock novel coronavirus, the inputs we used for modeling the 

potential impact of that fictional virus are not similar to nCoV-2019. 

http:/ /www.centerforhealthsecurity.org/newsroom/ center-news/2020-01-24-

Statement-of-Clarification • Event201.html (archived) 
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We could not find evidence co support the involvement of the Johns Hopkins Center for 
Health Security, the World Economic Forum, or the Bill & Melinda Gates Foundation in 
the spreading of SARS-CoV-2, other than Event 201 's relative closeness in time to the 
first reports of an outbreak. 

We would like to say that, if any of these organizations had malicious motives, we likely 
would not know of Event 201. Only in movies do evil villains explain their plan to the 
audience before carrying it out. Real life has no plot. 

To the best of our knowledge, no measure were taken to hide the existence of Event 201 
from the public. 

11.6 2019 Military World Games 

2019 Military World Games 

The 2019 Military World Games, officially known as the 7th CISM Military 
World Games and commonly known as Wuhan 2019, was held from October 

18-27, 2019 in Wuhan, Hubei, China. 

https:/ / en. wikipedia.org/wiki/ 2019 _Military_ World_ Games (archived) 

What brought the 2019 World Garnes to the spotlight was its connection to Event 201 -
both began on the same day, October 18, 2019: 

About the Event 201 exercise 

The next severe pandemic will not only cause great illness and loss of life but 
could also trigger major cascading economic and societal consequences that 

could contribute greatly to global impact and suffering. The Event 201 
pandemic exercise, conducted on October 18, 2019, vividly demonstrated a 
number of these important gaps in pandemic preparedness as well as some of 

the elements of the solutions between the public and private sectors that will be 
needed to fill them. 

https://www.centerforhealthsecurity.org/event201/about (archived) 

Again, as previously stated, the only connection to these two events is the date in which 
they occured. We could not find any other evidence that connect these together. 1 in 
365 odds are not unlikely. 

What is interesting, however, is the theory that SARS-CoV-2 emerged from an infected 
soldier at the World Games, as claimed in Lijian Zh:10 vs. Cui Tiankai. From the 
Wikipedia article, "This was also the second biggest international sport event to be held 
in the year 2019 in China after hosting the 2019 FIBA Basketball World Cup." A lot of 
people, from all around the world, gathering in a relatively small area, could indeed be a 
genuine source of outbreak. 

However, given that there are no known reservoirs of SARS-CoV-1 anywhere else in the 
world other than China, it is unlikely any international soldier was infected with it 
before the Military World Games. 

We could not find any evidence that shows an infected soldier began the pandemic in 
Wuhan. It is likely that if China had any such evidence they would have already revealed 
itby now. 

11.7 "H IV Inserts" 

Uncanny similarity of unique inserts in the. 2019-nCoV spike protein to 
HIV-1 gpl20 and Gag 
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We are currently witnessing a major epidemic caused by the 2019 novel 

coronavirus (2019-nCoV). The evolution of 2019-nCoV remains elusive. We 

found 4 insertions in the spike glycoprotein (S) which are unique to the 2019-
nCoV and are not present in other coronaviruses. Importantly, amino acid 
residues in all the 4 inserts have identity or similarity to those in the HIV-1 

gp120 or HIV-1 Gag. Interestingly, despite the inserts being discontinuous on 
the primary amino acid sequence, 3D-modelling of the 2019-nCoV suggests that 

they converge to constitute the receptor binding site. The finding of 4 unique 
inserts in the 2019-nCoV, all of which have identity /similarity to amino 

acid residues in key structural proteins of HIV-1 is unlikely to be fortuitous 
in nature. This work provides yet unknown insights on 2019-nCoV and sheds 

light on the evolution and pathogenicity of this virus with important 
implications for diagnosis of this virus. 

https:/ /www.biorxiv.org/content/10.1101/2020.01.30.927871 vl.full.pdf 
(archived) 

This now-withdrawn paper claims that SARS-CoV-2 has "uncanny similarity" to HIV-1, 

implying that it was engineered or recombinated with it in some way. 

It has been widely debunked by other scientists. Such inserts can also be found in 
bacteria, bacteriophages (viruses that only attack bacteria) , and other viruses, including 
other coronaviruses ( directly contradicting the paper). In fact, any six-letter sequence is 
likely to match against an HIV protein. 

At this time we do not believe this paper's claims have merits. 

11.8 Map Manipulation 

Some earlier theories pointed out that the location of the Wuhan Institute of Virology 
had changed on Google Maps following its exposure as a possible outbreak source. The 
theories concluded that this move was intentionally done to increase its distance from 

the Huanan Seafood Market, so as to make its proximity seem less suspicious. 

In reality, unlicensed mapping activites in China are illegal, and a mandatory algorithm 
must be applied to randomize the locations of all landmarks (including buildings) in 

China: 

Restrictions on geographic data in China 

Due to national security concerns, the use of geographic information in the 
People's Republic of China is restricted to entities that obtain a special 

authorization from the administrative department for surveying and mapping 

under the State Council. 

According to articles 7, 26, 40 and 42 of the Surveying and Mapping Law of the 
People's Republic of China, private surveying and mapping activities have been 

illegal in mainland China since 2002. The law prohibits: 

"publishing, without authorization, significant geographic infonnation and data 

concerning the territorial air, land and waters, as well as other sea areas under 
the jurisdiction of the People's Republic of China." -The National 

Administration of Surveying, Mapping and Geoinformation of China, Surveying 
and Mapping Law of the People's Republic of China 

GCJ-02 (colloquially Mars Coordinates, officially Chinese: ±fuJH~~~~•l1iJiHf~ 
fl~ in; literally: 'Topographic map non-linear confidentiality algorithm') [ 15] is 
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a geodetic datum formulated by the Chinese State Bureau of Surveying and 
Mapping (Chinese: OO;IJW~; pinyin: gu6-ce-ju.), and based on WGS-84.[16] It 
uses an obfuscation algorithm[l 7] which adds apparently random offsets to 
both the latitude and longitude, with the alleged goal of improving national 
security. [ 14] [ 18] There is a license fee associated with using this mandatory 

algorithm in China.[15) 

A marker with GCJ-02 coordinates will be displayed at the correct location on a 

GCJ-02 map. However, the offsets can result in a 100 - 700 meter error from 
the actual location if a WGS-84 marker (such as a GPS location) is placed on a 

GCJ-02 map, or vice versa. 

h ttps ://en. wikipedia.org/wiki/Restrictions _ on _geographic_ data _in_ China 

We therefore conclude that the manipulation ofWIV's location was performed 
algorithmically, and not intentionally ordered by any individual or group. 

12 Conclusion 

Up until this point, we have been presenting each of our claims in a vacuum. Let us put 
them together: 

At some point in late 2019, many people who visited the The Huanan Seafood Market 
fell ill due to a new disease. To date the origin of this disease is unknown. 

This market is less than 9 miles away from The Wuhan Institute of Virology, Chinese 
Academy of Sciences, which: 

• Collaborated with French authorities to construct its BSL-4 lab, however the company 
meant to inspect its safery standards bailed out of the project and French scientists 
who were supposed to work there were never sent there 

• Developed chimeric SARS-like coronaviruses 

• Conducted 'dangerous' gain-of.function research on the SARS-CoV-1 virus 

• Established a 96.2% match with SARS-CoV-2 and a virus they sampled from a cave 
over LOOO miles away from Wuhan 

• Injected live piglets with bat coronaviruses as recently as July 2019: Paper 5, Paper 7, 
Paper 8 

• Tested its disinfecting procedures with a bat coronavirus 

• Published a paper on a close descendant of SARS-CoV-1, MERS-CoV, in November 
2019 

• Collected bat samples with improper PPE even after a researcher was bitten by one 

• Was hiring researchers to work on bat coronaviruses as recently as November 2019 

• The United States State Department claimed had 'inadequate safety' 

• Deleted a press release detailing a U.S. State Department visit 

• Has not provided concrete evidence that one of their prior researchers is still alive, 
despite rumors on Chinese social media that they are "Patient Zero", despite one of 
their other top researchers coming out and swearing the virus had nothing to do with 

her lab 

• Had a researcher accuse the director of the Institute of selling infected lab animals to 

vendors on Weibo (with pictures of herself and her employee ID included); 
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alterwards, she claimed she was 'hacked' 

• Had staff trained by a Chinese-Canadian scientist at Canada's only BSL-4 lab who lws 
nmv licen under RC.MP investigation for nearly a yl:ar following a sl1ipment of rnmla 

am! llenipahvirus from that lab to a lab in China 

The market is also k,s than 1 miles away from the Wuhan C:entrc for Dise,isc C:untrol, 

which: 

• Was actually already accused of being the source of the outbreak from a now

withdrawn academic paper from a notable Chinese scholar at the South China 
University of China 

• Once kept horseshoe bats, a known reservoir of SARS-CoV-1, ,vithin its labs 

• Once performed surgery on live animals within its labs 

• Had a researcher who quarantined on two separate occasions; once upon coming into 
contact with bat blood after being 'anacked' and another time when he was urinated 

upon in a cave while wearing inadequate personal protection 

Let us also look at the actions of China before and after the outbreak, which: 

• Had the SARS-CoV-1 virus escape (rom a lab in Beijing, twice 

• Compensated families after 27 student, wl:re infected witl1 nruccll;, liacteria during 

an anatomy course in 2011 

• Is currently investigating a similar nrun:lb outbreak ;-imongst "over 100 Students ,md 
St;-iff' in Dccemlwr 2019 

• Issued bio-safety guidelines to 'fix chronic management loopholes at virus labs' 

• Arrested a 'tup ;-i,·;-idemici;-in' for illegally sl:lling lab ,mirnal, ;-ind 'experiment,i l milk' in 

.January 2020 

• Censored local medical professionals who attempted to report the outbreak 

• Ordered local labs to destroy any samples of the new virus 

• \'Vithheld the virus's genome nearly a week after they sequenced it 

• Continually insisted on no human-lo-human transmission 

• J mmched the largest national qwmmtinc in human J1istory unn: cont,iimm:nt failed 

• Issued an order preventing the unauthorized publishing of any academic material 
related to SARS-C:oV-2 

• Allowed a Party spokesperson to ,i n:Usl: the Un itlid St,i tes A rm y ( Jf in ten ti( m;-i 11 y 

bringing SARS C:oV 2 tu Wul1an 

• J s cunti n uing to refu sc an imfrpemfrnt in ve ,tig;-i tion in to the out lin:,i k origins and 

threatened Australia with boycotts if they investigated 

Also in January 2020, the United States Department of Justice arrested two Chinese 
nationals and the Chair of the "Department of Chemistry and Chemical Biology at 

llarvard University" for allegedly receiving illegal payments from China, "acting as an 

agent of a foreign government," and "attempting to smuggle 21 vials of biological 

research to China." 

Back to the market: the The Hua nan Seafood Market didn't even have bats for sale, and 

most bats species in Wuhan would be hibernating at the Lime ol outbreak. It was 
reported that 34'% of cases had no contact with the market, and '\lo epidemiological link 

was lound between the first palienL and later cases'. 
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If an infected animal was indeed the culprit, why did it fail to infect a single person 
outside of the marker? It could nor have been infected at the marker, because there were 

no bats that could serve as sources of infection. So, where were all the infected people 
outside of Wuhan by the time SARS-CoV-2 started spreading in the market? 

We hope that this document adequately addressed each claim with what evidence is 

available and fulfilled its secondary responsibility of educating you on biolaboratory 
safety. By now, we hope you understand that these claims are not impossible; they are in 
fact more than likely. 

We may never be certain of the truth. What we are certain of, however, is that these 

claims shouldn't be discounted, and far more research must be done to disprove either 
one. 

Our work as a global community must continue. 

13 Revisions 

Revision 2. Published May 2, 2020. 

• Amended Abstract to include a link to the conclusion. 

• Amended Authors to clarify that we are not funded by any individual or organization. 

• Amended Contribution Policy to include a link to the GitHub repository. 

• Amended Ei the r Way to clarify that anthrax is a bacteria and not a virus. 

• Amended The Huanan Seafood Market to address communiry transmission. 

• Amended Suspected Laboratories to include updated Google Maps screenshot with 
distances included. 

• Added Lack of PPE during Sample Collection. 

• Added Yuan Zhiming's Response. 

• Amended Researcher Was Once AttackeJ By Bats to include links to the news article 
references. 

• Added Notice No.3. 

• Added Academic Censorship. 

• Added Reli.J al of Independent Investigation. 

• Added Scimex Expert Reactions. 

• Added WIV and France. 

• Amended Conclusion to include bullet points referencing new additions. 
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other sources could not be found (i.e. State Department Cables). Whenever possible, we 

prefer an academic or prestigious source over a news repon. If you believe you have 

important sources that can help us with our mission, please visit our Contribution Policy. 
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Here is the demarche cable with elements of both the S statement and the fact sheet 
incorporated (in bold). The existing questions seem to cover the new material except for one 
additional question I added in the second group (also balded). 

(b)(5) Deliberative Process 

Jeff Gibbs 
Senior Adviser AVC 

SSD AVC 
(b)(6) 
From: Gibbs, Jeffrey J (b)(6) @state.gov> 
Sent: Monday, January 18, 2021 6:25 PM 
To: (b)(6) (b)(6) state.gov>; DiNanno, Thomas G l(b)(6) ~state.gov>; Turner, 
Bruce I b)(6) @state.gov>;(b)(6) state.gov>· Gross, Laura J 
(b)(6) state.gov> (b)(6) @state.gov>;Asher, David [(b)(6) ~state.gov>;l(b)(6) I 
(b )(6) (b )(6) state.gov> 
Subject: Re: Draft China Cable 
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FYI - This is going take a little while andl(b)(6) ~entioned tha*b)(6) lwill not get to it until 
the morning. Expect to be in tomorrow at 0'Dark Thirty. Assuming I can escape and evade 
through the roadblocks. 

Jeff Gibbs 
Senior Adviser AVC 

SSD AVC 
(b)(6) 

From: Gibbs, Jeffrey (b)(6) state.gov> 
Sent: Monday, January 18, 2021 5:43 PM 
To: (b )(6) b )(6) state.gov>; DiNanno, Thomas G l(b )(6) ~state.gov>; Turner, 

t te. ov>; state.gov>; Gross, Laura J 
r,;-;--;:::;--;-......,_===.-=,1. > b)(6) @state.gov>;Asher, David l(b)(6) ~state.gov>;l(b)(6) I 

state.gov> 
Subject: e: ra China Cable 

l(b)(6) lhas asked me to incorporate aspects of the S statement and fact sheet into the body of 
this cable. I will give that a shot but it is very difficult given the excessive limitations of WORD 
on this GO Browser. If that is not the preferred approach, call me and let me know ASAP. 

Jeff Gibbs 
Senior Adviser AVC 

SSD/AVC 

From :I( b )( 6) I( b )( 6) r@state.gov> 
Sent: Wednesday, January 13, 202111:06 AM 

· · , Thomas G l(b )(6) !@state. ov>; Turner, Bruce I l(b )(6) ~state gov> (b )(6) 
(b )(6) state.gov>; Gross, Laura (b )(6) state.gov>; Gibbs, Jeffrey J l(b )(6) @s'L:.ta....:t...:..e_....:.go-v---r;;-(b-;-)-;:::(6:--:-) ,-J 

(h)(fn state.gov>; Asher, David ) state.gov>; ~(b)(6) I ~(b)(6) ~state.gov> 
Subject: Draft China Cable 

Please see this version of the cable. I was able to accept most of the State edits 
received on the previous version. This version still has a few outstanding questions that 
I'd like your thoughts on. Once we review in AVC, I can go back to 10, EAP, T, OSN, 
and ISN for another review. Then we still need interagency review. 

Thanks, 

l(b )(6) I 
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l(b )(6) 
Director, Office of Verification, Planning, and Outreach 
Bureau of Arms Control, Verification and Compliance 
U.S. Department of State 
(b )(6) 
(b )(6) 

SENS! 11 v E 1'3U'f Ul<ICLA'.SSIFlED 

Sender: "Gibbs, Jeffrey J" Kb)(6) @state.gov> 

Recipient: 
(b )(6) state.gov>; 
Billingslea, Marshall S (h)fn) state.gov> 

2/20/2025 Page 371 



>age 172 

Nithhe Id pursuant to e..1{emption 

'b)(5) Deliberative Process 



>age 173 

Nithhe Id pursuant to e..1{emption 

'b)(5) Deliberative Process 
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Nithhe Id pursuant to e..1{emption 

'b)(5) Deliberative Process 



>age 175 

Nithhe Id pursuant to e..1{emption 

'b)(5) Deliberative Process 
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Nithhe Id pursuant to e..1{emption 

'b)(5) Deliberative Process 



>age '377 

Nithhe Id pursuant to e..1{emption 

'b)(5) Deliberative Process 



>age 178 

Nithhe Id pursuant to e..1{emption 

'b)(5) Deliberative Process 



age 379 

ithheld pursuant to exemption 

(b )(5) Deliberative Process : (b )(6) 



age 380 

ithheld pursuant to exemption 

(b )(5) Deliberative Process : (b )(6) 
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