
 

 

 

 

 
 
June 28, 2024 
 
Case No. FL-2022-00076 
 

 
Mr. Sainath Suryanarayanan, PhD 
U.S. Right to Know 
4096 Piedmont Ave. #963 
Oakland, CA 94611 
 
Dear Mr. Suryanarayanan: 
 
As we noted in our letter dated May 31, 2024, we are processing your 
request for material under the Freedom of Information Act (“FOIA”),  
5 U.S.C. § 552.  The Department of State (“Department”) has identified an 
additional 116 responsive records subject to the FOIA.  Upon review, we 
have determined that 114 records may be released in part and 2 records 
must be withheld in their entirety. 
 
An enclosure explains the FOIA exemptions and other grounds for 
withholding material.  Where we have made redactions, the applicable FOIA 
exemptions are marked on each record.  The records that were withheld in 
full are exempt from release pursuant to FOIA Exemption 1, 5 U.S.C. § 
552(b)(1).  The document identification numbers for the records withheld in 
full are: B-00002633560 and B-00002633561.  Where applicable, the 
Department has considered the foreseeable harm standard when reviewing 
these records and applying FOIA exemptions.  All non-exempt material that 
is reasonably segregable from the exempt material has been released and is 
enclosed. 
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We will keep you informed as your case progresses.  If you have any 
questions, your attorney may contact Savith Iyengar, Assistant U.S. 
Attorney, at savith.iyengar@usdoj.gov.  Please refer to the case number, FL-
2022-00076, and the civil action number, 22-cv-04359, in all correspondence 
about this case. 
 

Sincerely, 
 
 
 
Sonia Pryce 
Chief, Litigation and Appeals Branch 
Office of Information Programs and Services 
 

Enclosures:  As stated. 

mailto:savith.iyengar@usdoj.gov


The Freedom of Information Act (5 USC 552) 
 

FOIA Exemptions 
 
(b)(1) Information specifically authorized by an executive order to be kept secret in the interest of 

national defense or foreign policy.  Executive Order 13526 includes the following 
classification categories: 

  
   1.4(a)  Military plans, systems, or operations 
   1.4(b)  Foreign government information 
   1.4(c)  Intelligence activities, sources or methods, or cryptology 
   1.4(d)  Foreign relations or foreign activities of the US, including confidential sources 
   1.4(e)  Scientific, technological, or economic matters relating to national security,  

              including defense against transnational terrorism 
  1.4(f)  U.S. Government  programs for safeguarding nuclear materials or facilities 

   1.4(g)  Vulnerabilities or capabilities of systems, installations, infrastructures, projects, 
               plans, or protection services relating to US national security, including defense 
               against transnational terrorism 

   1.4(h)  Weapons of mass destruction 
  
(b)(2) Related solely to the internal personnel rules and practices of an agency 
  
(b)(3) Specifically exempted from disclosure by statute (other than 5 USC 552), for example: 

 
 ARMSEXP                     Arms Export Control Act, 50a USC 2411(c) 

CIA PERS/ORG             Central Intelligence Agency Act of 1949, 50 USC 403(g) 
EXPORT CONTROL    Export Administration Act of 1979, 50 USC App. Sec. 2411(c) 
FS ACT                           Foreign Service Act of 1980, 22 USC 4004 
INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f) 
IRAN   Iran Claims Settlement Act, Public Law 99-99, Sec. 505 

 

   
(b)(4) Trade secrets and confidential commercial or financial information 
  
(b)(5) Interagency or intra-agency communications forming part of the deliberative process, 

attorney-client privilege, or attorney work product 
  
(b)(6) Personal privacy information  
  
(b)(7) Law enforcement information whose disclosure would: 
   (A)  interfere with enforcement proceedings 
   (B)  deprive a person of a fair trial 
   (C)  constitute an unwarranted invasion of personal privacy 
   (D)  disclose confidential sources 
   (E)  disclose investigation techniques 
   (F)  endanger life or physical safety of an individual 

 
(b)(8) Prepared by or for a government agency regulating or supervising financial institutions 
 
(b)(9) 

 
Geological and geophysical information and data, including maps, concerning wells 

 
Other Grounds for Withholding 

 
NR Material not responsive to a FOIA request excised with the agreement of the requester  
 









































































































































































































































































FL-2022-00076 B-00002424 780 "UNCLASSIFIED" 

From: "Park, Christopher J" l(b )(6) 

To: Kb)(6) 

Subject: RE: Follow up 

~state.sgov.gov> 

~state.sgov .gov> 

Date: Tue, 27 Apr 2021 13:19:27 -0400 

Thanks. 

Official-~ 
UNCLASSIFIED/ fNOFORN 

From: l(b )(6) ~state.sgov.gov> 
Sent: Tuesday, April 27, 202112:55 PM 
To: Park, Christopher J l<b)(6) ~state.sgov.gov> 
Subject: FW: Follow up 

[06/28/2024] 

Chris - I finally confirmed that the email below as received. It's a different address than the one he 
originally sent to us - but it's what we should use in the future. 

Official - S8U 
UNCLASSIFIED//NOFORN 

From¥b)(6) I 
Sent: Tuesday, April 27, 202112:50 PM 
To: fo)(6) ~oma.sgov.gov'Kb)(6) ~oma.sgov.gov> 
Subject: Follow up 

Hi Folks - Following up on our chat Wednesday, please see additional info below and attached: 

(b )(5) 



FL-2022-00076 B-00002424 780 

(b)(5) 

Thanks 

l(b )(6) 

Official-~ 
UNCLASSIFIED//NOFORN 

Sender: "Park, Christopher J" (b)(6) 

"UNCLASSIFIED" 

Recipient: (b )(6) state.sgov.gov> ~--------~ 

[06/28/2024] 



FL-2022-00076 B-00002427997 "UNCLASSIFIED" 

From: l(b)(6) ~state.sgov.gov> 

To: 

Subject: 

Park, Christopher J l(b)(6) ~state.sgov.gov>; 

0r.~b~')'~(6
6

='='"')--------,,-......>"@state.sg0v .gov>; 
~ l@state.sgov.gov>; 
"-::C::-o-ok;-,--;:N-;-e-.ris __ s __ a ~J -;::(b=)=( 6=) =-=-.-...state .sgov. gov>; 

~ b )lakl(6~)=======.-----r=state. sgov .gov>; 
.,.l(b ... )( __ 6 __ ) -------~state.sgov.gov>; 
kb)(6) l§lstate.sgov.gov>; ";================::; 
Kb)(6) @state.sgov.gov>; 
";:=:::=========-------,@state.sgov.gov>; 

rµ.<..:.,-'-'-'-------~-'"'"state.sgov.gov>; 
,......_"""""-''----------..J@state.sgov.gov>; 
lr,;-':';:::':---------.___J'= state.sgov .gov>; 

"r::=:~======-==@-=s=ta:.:.;te~.sg ov .gov>; 
F.-!-~----------1.:=--s-,ta,_te.sgov.gov>; 

state.sgov.gov>; 
@state.sgov.gov> 

(b)(1 ); (b)(5) 

Date: Tue, 29 Jun 2021 15:48:42 -0400 

(b)(1 ); (b)(5) 

Official - Sensitive 
SECft:ET//l"~OFOR"J\l' 

[06/28/2024] 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (De rived) Classification derived from previous message(s) 

From: Park, Christopher J l(b)(6) ~state.sgov.gov> 
Sent: Tuesday, June 29, 2021 1:47 PM 
To: l(b)(6) @state.sgov.gov>; l(b)(6) ~state.sgov.gov>; Cook, Ne rissa 

J l(b )(6) ~state .sgov .gov>,.,..·........,.--------.---..... @state .sgov .gov>;Kb )(6) I 
state.sgov.gov>; b)(6) .sgov.gov>; l(b)(6) 

'""""'"~___., state.sgov.gov>; b)(6) @state.sg0~v.-g-ov_>_; -;:::kb=)=(6=)=!....--~I (T) 

l@state.sgov.gov> (b)(6) state.sgov.gov>; (b)(6) 
";:::::::::::::::::::::::::::;--' ,.......:!:::=========,----'-
:::-::::::::-.=~~®state .sgov .gov>; kb )(6) !@state. sgov .gov>; ~b~)(~6.a.,-) -----''----~ 
fh,,~, )@state.sgov.gov>;kb)(6) ~@state.sgov.gov>; ._b_)(_6_) ____ _, 
{ b)(6) l@state.sgov.gov>; l(b)(6) @state.sgov.gov> 

Subject:! (b)(1 ); (b)(5) 

(b)(1 ); (b)(5) 

Official - Sensitive 



FL-2022-00076 B-00002427997 "UNCLASSIFIED" [06/28/2024] 

SECRET#NOFOR'◄ 
Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

Fromfb)(6) Wstate .sgov.gov> 
Sent: Tuesday, June 29. 20211:41 PM 
To: Park, Christo her ~(b)(6) ~state.sgov.gov>; b)(6) @state.sgov.gov>; Cook, 
Nerissa J (b)(6) @state.sgov.gov>;""(b....,.)..,:;(6;-,-) ___::;_--"-_____ .....,-=--st_,ate.sgov.gov>kb)(6) 

l(b)(6) @state.sgov.gov>; kb)(6) @state.sgov.gov>;!<b)(6) I 
_(b)(6) J@state.sgov.gov> (b)(6) @state.sgov.gov>; b)(6) T) 

.......... ----~-
b)(6) state.sgov.gov>; b)(6) @state.sgov.gov>; (b)(6) 

!::=::=:::::::::~ state.sgov.gov b)(6) state.sgov.gov>; b)(6) 
l@state.sgov.gov~>T.'.b--:-)-:-::(6:--:-)------_._--,_state.sgov .... g..,_ov.,_>.....,; .,..,.b.,....)(,..,,.6-) ~------, 

";========!..:::....; 
ov> (b)(6) @state.s ov. ov> 

Subject: RE (b)(1 ); (b)(5) ~-------~~~~~-------~ 

Official - Sensitive 

SECR-ETHNOFOR1\T 

(b)(1 ); (b)(5) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From: Park, Christopher J l(b)(6) k§>state.sgov.gov> 
Sent: Tuesday, June 29, 20211:07 PM 
To: (b)(6) ate.s ov. ov>; Cook, Nerissa J Kb)(6) ~ state.sgov.gov>; (b)(6) 
(b)(6) state.s ov. o 6) state.s ov. ov> b)(6) 

kb)(6) k§lstate.sgov.gov 

J(b)(6) 'l!.!il~,::-:----------=r:====>; )(6) (Tl 
(b)(6) (6) ov L....r,:-'(b-:-:-)(6=)--~---, 
(b)(6) ~~)=====~-==~~~~~)~J.:....:..:r-__ __J 

!<b)(6) . . "---";:)(=6)=========::::;:-----~~v>~~(b~)(~6) ____ _, 
kb)(6) t,@state.sgov.gov>; l(b)(6) pstate.sgov.gov> 
Subject: RE:I (b)(1 ): (b)(5) 

!(b )(6) I (b)(1 ); (b)(5) lb)(1 ); (b)(5) 

(b)(1 ); (b)(5) 



FL-2022-00076 

Official - Sensitive 

SECltE'f'ffl~ OFORN 

B-00002427997 "UNCLASSIFIED" [06/28/2024] 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From:Kb)(6) @state.sgov.gov> 

Sent: Tuesday, June 29 202112:35 PM 
To: Cook, Nerissa J b)(6) v> (b)(6) 

l(b )(6) l@sta . . i.:...b..:..:)('--'6)~==-----===,~~:.:..u..:::.).!.l.:(6~)----.------l 
{b)(6) @state.sgov.gov>; Park, Christopher J tb)(6) @st 

~~=~~==== ·~<b~)~(6~)-=-----------"'..===~=..a. ; i=,::)=(6=)====~T) 
>; b)(6) v (b)(6) 

Kb)(6) 

Official - Sensitive 

~~C~ T~ OFOR..~ 

)(6) .gov> (b )(6) 

b 6 > 
(b)(1 ); (b)(5) 

(b)(1 ); (b)(5) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From: Cook, Nerissa Jl(b)(6) @state.sgov.gov> 

Sent: Monda June 28 2021 5:43 PM 
To: (b)(6) ov. ov>:l(b)(6) @state.sgov.gov>Kb)(6) 

(b)(6) v>; Kb)(6) state.sgov.gov>;kb)(6) 
(b)(6) stopher J b)(6) (6) 

b)(6) ~->;-;::::(b=)=(6=) =====~ 

<t'b )(6) ;:::_!;,,,,;.;,.(6.;,.) ======;::::-:--:-_J>..:...:::..::.=~~=OV:::..>:....; ,b;,;(b;,,;.l(:;:-6!.....) __ ____J 

b)(6) I 
b)(6) t:......:....:.....:.) ___ ----.-__ .,.......J'= ===o=v>!(b)(6) 

<J(b)(6) @state.sgov.gov>; Cook, Nerissa J b)(6) 

Subject: FW:j (b)(1 ): (b)(5) 



FL-2022-00076 B-00002427997 

~-----(b_)(_1 )_; _(b_)(_5_) ----~!Nerissa 

Official - Sensitive 

SECRET//NOFOR,"1 

"UNCLASSIFIED" [06/28/2024] 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 

Reasons: (Derived) Classification derived from previous message(s) 

From: l(b)(6) ~ state.sgov.gov> 

Sent: Monda , June 28, 2021 5:03 PM 
To b)(6) ov. ov>fb)(6) b tate.sgov.gov>; (b)(6) 

(b )(6) v> i;,:b~)(::..!.6)~---:--=-:----.---____p.,c..:.=~~~.;.;__J_u..:=..u..::..6 "--;---l 
b)(6) sto her J b)(6) 
b)(6) L(b..:....:)(,..:6) __________ r==J:>.::...:.~ 'L(b-r)('--:-6)~---'-'-', 

b)(6) >; b)(6) v>;(b)(6) 

fb)(6) l@state.sgov.gov>; kb)<6) @state.sgov.gov>· b 6) I 
Kb)(6) @state.sgov.gov>; n,rn, 
Cc b)(6) 

Subject: FW: ~-------------------~ 

Official - Sensitive 

SECRETHNOFOftN 

(b)(1 ); (b)(5) j(b)(6) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

Official - Sensitive 

S~CIU:T.l/1\IOJlORN 
Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U .S. Department of State 

Declassify On: 6/28/2046 
Reasons: (Derived) Classificat ion derived from previous message(s) 

Froml(b)(5) b state.sgov.gov> 

Sent: Monday, June 28 202111:33 AM 
To: Cook, Nerissa J b)(6) 
Cc: b)(6) ov> 

Subject: FW: (b)(1 ); (b)(5) 
~-------------------~ Importance: High 

(b )( 1 ) 



FL-2022-00076 

Official - Sensitive 
SECltE'i'H?~ OFOR~ 

B-00002427997 

(b )( 1) 

"UNCLASSIFIED" [06/28/2024] 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From: ~~b~)(~6) __ ~ 
Sent: Monday, June 28 202111:19 AM 

To: Park, Christopher . ov>; (b)(6) ov. ov>; 

Subject: (b)(1 ); (b)(5) 
'--~~-------------------' Importance: Hig 

(b)(1 ); (b)(5) 

(b)(1 ); (b)(5) 

(b)(1 ); (b)(5) 

Official - Sensitive 
SBCRETHNOFORN 
Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 

Reasons: Derived Per DSCG. 

Sender: Kb)(6) ~state.sgov.gov> 
'---------;::::==::::;----' 
Park Christo her J (b)(6) state.sgov.gov>; 

Recipient: b)(6) t t 
~~------~s a e.sgov.gov>; 



FL-2022-00076 B-00002427997 "UNCLASSIFIED" 

i:....b..:..)(.:....6.:....) ---....-::-:-:--::-:-""t'state.sgov .gov>; 
~C~o~o~kc..!N.!..leo<!.r~is~sa:!...J,!..!i,:b=)(=6)=====:.:.1.st~a!.!,!te=.=·,sgov.gov>; 
.=b=)=(6=)======::::;---~state.sgov.gov>; 
".=kb=)(=6=) =======lc:::.@state.sgov.gov>; 
ki--b...,)(.._6,._) ------....i;;;@state.sgov.gov>; 
Kb)(6) @state.sgov.gov>; :================--~ ko;,-b ...... )(._6 __ ) ________ ..,.....@state.sgov.gov>; 
Kb)(6) @state.sgov.gov>; 
,=:::::::::::::::::::::=======~ k.,_b_)(_6_) ______ ....,.......,@state.sgov.gov>; 
Kb )(6) @state.sgov.gov>; 
:=:==.========;:;::::: i;-~b..._)(..;;6 ...... ) _____ ___._@=-s_t_at~e.sg ov .gov>; 
~b)(6) iPstate.sgov.gov>; 
:=!rb:::::) :::::(6=) ========::::::...._,~-=state .sgov .gov>; 

""'~b ...... )(--6 ...... ) _____ _.,:g)state.sgov.gov> 

[06/28/2024] 



FL-2022-00076 B-00002427994 "UNCLASSIFIED" 

From: "Park, Christopher J" ~b)(6) ~state.sgov.gov> 

To: Cook, Nerissa J (b)(6) @state.sgov.gov> 

CC: l(b)(6) ~state.sgov.gov> 

Subject: RE: ,__I ______ (_b)_(1_);_(b_)(_5_) _____ __. 
Date: Mon, 28 Jun 2021 18:05:44 -0400 

(b)(1); (b)(5) 

Official - Sensitive 
SECR:ETHNOFOR1\T 

[06/28/2024] 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 

Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From: Cook, Nerissa J rb)(B) ~state.sgov.gov> 

Sent: Monday, June 28, 2021 5:57 PM 

To: Park, Christopher J Kb)(6) kg)state.sgov.gov> 
Cc b)(6) 

Subject: RE: 

Official - Sensitive 
S"E;CRl;TY'NOFOR.'1 

(b)(1 ); (b)(5) 

Nerissa 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 

Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From: Park, Christopher J l(b)(6) @state.sgov.gov> 

Sent: Monday, June 28, 2021 5:52 PM 



FL-2022-00076 B-00002427994 "UNCLASSIFIED" [06/28/2024] 

To: Cook, Nerissa J l(b)(6) 

Cc: (b)(6) 

Subject: FW: ,..__ ___________________ ___. 

Official - Sensitive 

SECRETh'NOFOR.'-t 

(b )(1 ); (b )(5) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 

Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From: Park, Christopher J 

Sent: Monday, June 28, 2021 4:55 PM 
To: b)(6) 
Cc: (b)(6) 

b)(6) 
b)(6) 

> 
ov>; (b)(6) 

(6) 

(b)(1 ); (b)(5) 

Official - Sensitive 

~~C~T,£,1:NOli'OR.N 

(b)(1 ); (b)(5) 

(6) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 

Declassify On: 6/28/2046 

Reasons: (Derived) Classification derived from previous message(s) 

From:kb)(6) @state.sgov.gov> 

b)(6) 

b)(6) 

Sent: Monday, June 28, 202111:19 AM 

To: Park, Christopher ,b)(6) ~state.sgov.gov>; b 6 v>; 



FL-2022-00076 B-00002427994 "UNCLASSIFIED" 

(b)(1 ); (b)(5) 
Subject: di 
lmportanc1n:--cH'"'lg""n.-----------------~ 

r b)(1 ); (b)(5) 

rb)(1 ); (b)(5) 

Kb)(1 ); (b)(5) 

b)(1); (b)(5) 

Thanks 

l(b )(6) 

Official - Sensitive 
S~C~Tt/~O:VOR.1\1 

[06/28/2024] 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: Derived Per DSCG. 

Sender: "Park, Christo her J" b)(6) 

Recipient: 
~-------~ 

state.sgov.gov> 

tate.sgov.gov>; 
state.sgov.gov> 

I 



8151 liBl'FP:'E DUT u~ IGe,,J.;mrn:;;~ 
FL-2022-00076 B-00002427994 "UNCLASSIFIED" [06/28/2024] 

Response to the Secretary's Question 

June 21, 2021 

Mr. Secretary, 

(b)(5) 

BEf iOl'FF/E Dl!TT t:raf .OLABBIFIE:B 
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hhek! pursuant to exemption 

1>)(5) 
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hhek! pursuant to exemption 

1>)(5) (1>)(6) 



Page 15 

hhek! pursuant to exemption 

1>)(5) (1>)(6) 



FL-2022-00076 B-00002427998 "UNCLASSIFIED" [06/28/2024] 

From: "Park, Christopher J" I (b)(6) Wstate.sgov.gov> 

To: I (b)(6) @state.sgov.gov> 

Subject: (b)(1 ); (b)(5) 

Date: Wed, 30 Jun 202116:15:41 -0400 

Official - Sensitive 

SECR:ETh'NOFORN 

(b)(1 ); (b)(5) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From:I (b )(6) @state.sgov.gov> 
Sent: Wednesday, June 30, 20211:32 PM 
To: Park, Christopher JI (b)(6) @state.sgov.gov> 

Subject:! (b)(5) 

Chris - when you get a chance, can you send the final version of this to me and Cb~;>< (or the BPS list serve 
if you feel comfortable)? Just so we know where it landed if it comes up again an you're not in the 
office. 

Official-~ 

UNCLASSIFIED//NOFORN 

From: Park, Christopher J (b)(6) p)state.sgov.gov> 
Sent: Tuesday, June 29, 20211:47 PM 

(b)(6) state.s ov. ov> 
(b)(6) 

(b)(6) 

(b)(6) 

(b)(6) 

(b)(1) 

state.s ov. ov>· Cook, Nerissa 
(b )(6) 

(b)(6) 

(b)(6) 

(b)(6) 



FL-2022-00076 

Official - Sensitive 
SECRE'fh'N0FO~ 

B-00002427998 "UNCLASSIFIED" [06/28/2024] 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U .S. Department of State 

Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From:fbH6) l@state.sgov.gov> 

Sent: Tuesday, June 29, 20211:41 PM 
To: Park, Christopher J b)(6) ov. ov>; b)(6) 

Nerissa b 6 v. 
b)(6) 6) stat 

ov>; Cook, 
b)(6) 

b)(6) i.,.... .... (6-) -------1:::::::::::====:f=~=.a. . (b)(6) 
b)(6) '--_.....,,..,b)"""(6,,...) ----------~~~~~ ~L>;""'b...,..,)(=6)-------,,,J 

(b)(6) ) 
Lr:,-'"""'") ______ --L,l.....::.=.:,,=.:.=,::>.=..:..c..::= 

lc:(b~)(~6)~__,=--~:.:..:..:~!..:.Ei:=!.!. v>; b)(6) 
b)(6) b)(6) ~-----~ 

Subject 

b )(1 ); (b )(5) 

(b)(1); (b)(6) 

Official - Sensitive 
SECltE'fHN OFOR1\T 

(b)(1 ); (b)(5) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 

Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From: Park, Christopher Jfb)(6) l§>state.sgov.gov> 

Sent: Tuesda June 29 2021 1:07 PM 

· b 6 state.s ov. ov>; Cook, Nerissa JKb)(6) l@state.sgov.gov>;l(b)(6) 
(b )(6) l@state.sgov.gov>; l(b )(6) I 

Subject: 

'b)(1 ); (b)(S) 

) ) I 
9

)~(6;.:,) ______ ---. _ _ =-=..c..=.=-u..=....c.v=. =o-'-v>; .._!rh ....... 1 ___ rR ___ 1 ____ ~ 

b)(6) 

(b)(1 ); (b)(5) 



FL-2022-00076 

Official - Sensitive 

SEC~T,',?,OFOM 

B-00002427998 "UNCLASSIFIED" [06/28/2024] 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From: kb)(6) @state.sgov.gov> 

Sent: Tuesday, June 29, 202112:35 PM 
To: Cook, Nerissa J l(b 6 state.s ov.gov>;kb)(6) @state.sgov.gov> b)(6) 

b)(6) 6) ) I 
~.a........a,,===----~ 

b)(6) )(6) ov. ov>; fb)(6) 
b )(6) ov> ,..__ ______ __. 

Subject: RE: (b)(1 ); (b)(5) ,..__ ________ ..:........a...:........a..;.......:.....a...:.......:.,_ ________ __, 

Official - Sensitive 
SEC:R~T.£/~O,FORN 

(b)(1 ); (b)(5) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From: Cook, Nerissa Jkb)<6) t@state.sgov.gov> 
Sent: Monday, June 28, 2021 5:43 PM 
To: l(b)(6) @state.sgov.gov>; b)(6) ov. ov>; (b)(6) 

p>state.sgov.gov>;~b:..!...)(~6.;) ~~-i::----p--::==-=;~~:::::::.:....>Lb:....:.)..:.:(6:..!...)_--,-_ __J 

state.s ov. ov>; Park, Christopher J b)(6) 

state.s ov. ov> t.:(b~)(~6~) =-:--------.e:,-'~=::i.:::....:...:..c.:::...:. ; ~kb-;::::)(=6)=======:::.l:......(T) 
state.s ov. ov>; (b)(6) v>; !(b)(6) I 



FL-2022-00076 

l(b)(1); (b)(5) 

Official - Sensitive 

SECIUl:Th'~OFOR.t'\T 

B-00002427998 "UNCLASSIFIED" [06/28/2024] 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 

Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From:kb)(6) 1@state.sgov.gov> 

Sent: ~onday, June 28, 20215:03 PM ~-------~ 
ov>; (b)(6) ov. ov>; (b)(6) To b)(6) 

b)(6) 

b)(6) 

(b )(6) 
(b )(6) 
(b )(6) 

(b )(6) 

rb)(1 ); (b)(5) 

Official - Sensitive 

~ll:CIUl:Th'~O:fOR.1\f 

(6) I 

tate.s ov. ov> 

Kb)(6) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 

Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

Official - Sensitive 

S.ECR:E'fHNOFOltN 
Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 

Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

Froml(b)(6) @state.sgov.gov> 

Sent: Monday, June 28, 202111:33 AM 

To: Cook, Nerissa J Kb)(6) @state.sgov.gov> 

Cc: kb)(6) p>state.sgov.gov> 

Subject:._! ________ _._(b.._),.._(_._1 ),.._· .....,(b.._)..._(5.._).__ _______ __. 
Importance: High 



FL-2022-00076 B-00002427998 "UNCLASSIFIED" [06/28/2024] 

Official - Sensitive 
SECRE'f//N OFOR.'\l 

(b )( 1) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From:"'""Kb-'-)('-6'-) ___ _. 
Sent: Monday, June 28, 202111:19 AM 
To: Park, Christopher J!(b)(6) @state.sgov.gov>; Kb)(6) 

(b)(6) state.s ov. ov>; l(b)(6) 
b)(6) 

~(b )(6) 

(b )(6 ) 

Subject: 
lmporta 

(b)(1); (b)(5) 

(b )(6) 

Official - Sensitive 
St':CltE'f1'tNO'fOftN 

(b)(1 ); (b)(5) 

j(b )(6) 

@state.sgov.gov>; 

lcvstate.sgov.gov>; (b)(6) 
ov>; (b)(6) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: Derived Per DSCG. 

Sender: "Park, Christopher J" b)(6) 

Recipient: (b)(6) state.sgov.gov> ~---------~-



FL-2022-00076 B-00002427998 "UNCLASSIFIED" [06/28/2024] 



FL-2022-00076 B-00002427944 "UNCLASSIFIED" 

From: "Stilwell, David R" I (b)(6) ~state.sgov.gov> 

To: I fh)(n) @state.sgov.gov> 

CC: Kanapathy, Ivan l~----(b- )-(6- )----~, 

Subject: (b )( 1) 
Date: Sun, 30 Aug 2020 12:36:21 -0400 

l(b)(6) I 
(b )( 1) 

Official - Sensitive 

[06/28/2024] 

SECft:E'fWNOFO:ltN 
Classified By: 1 (b )(6) 
State 

I Special Assistant, Office:Office of the Counselor, Agency: U.S. Department of 

Declassify On: 8/28/2045 
Reasons: (Derived) Classification derived from previous message(s) 

From: I (b)(6) I 
Sent: Friday, August 28, 2020 3:06 PM 
To: Stilwell David R· Buan an Richard L· Fritz Jonathan D; I (b)(6) 
Cc (b )(6) '---------'-"-'--'--------' 

Subject: fb )( 1) 

I (b)(6) I 
(b )(6) 

Special Assistant 
Office of the Counselor (C) 

(b )(6) 
(b )(6) state.sgov.gov 

(b )( 1 ) 



FL-2022-00076 

Official - Sensit ive 

SECRET~Ql?ORN 

B-00002427944 "UNCLASSIFIED" [06/28/2024] 

Classified Byj (b )(6) j - Special Assistant, Office:Office of the Counselor, Agency: U.S. Department of 
State 
Declassify On: 8/28/2045 
Reasons: Derived Per DSCG. 

Sender: "Stilwell, David R" I 
Recipient: (b )(6) 

Kanapathy, Ivan 

(b )(6) ~state.sgov.gov> 

(b )(6) state.sgov.gov>; 

(b)(6) 



FL-2022-00076 B-00002427931 "UNCLASSIFIED" [06/28/2024] 

From: (b)(6) ~state.sgov.gov> 

To: Yu, Miles ~(b )(6)@state.sgov.gov> 

Subject: I (b )( 1) 
Date: Fri, 11 Sep 2020 10:34:32 -0400 

Official - Sensitive 

This message is CO~l::fl»EN'TIALfi'NOFORN when separated from S~CR.Ji:T attachment(s) 
Classified By:j (b)(6) ~ CoS/Senior Advisor to the Counselor, Office:S/C, Agency:U.S. Department of 
State 
Declassify On: 8/6/2045 
Reasons: (Derived) Classification derived from previous message(s) 

From:I (b)(6) ~state.sgov.gov> 
Sent: Thursday, August 6, 2020 9:02 AM 

To: I (b)(6) 
Cd (h)(n) ~state.sgov.gov>J (b )(6) 

Subject: 1.___ _____ (b_)(_1 ) ____ ____.I 

~ state .sgov .gov> 
~ state .sgov .gov> 

(b)(1) 

I (b)(6) I 

(b )(6) I 
Chief of Staff/Senior Advisor to the Counselor 
U.S. Department of State I Office of the Counselor of the Department 



FL-2022-00076 B-00002427931 "UNCLASSIFIED" [06/28/2024] 

Phone: ! (b)(6) 
NIPR: I (b)(6) kQstate.gov I SIPR j (b)(6) f @state.sgov.gov 

Official - Sensitive 

This messar is CON:fll)l;NTIAL//NOFOR__"l\/" when separated from SECRET attachment(s) 
Classified Bv\ (b)(6) !cos/Senior Advisor to the Counselor, Office:S/C, Agency:U.S. Department of 
State 
Declassify On: 8/6/2045 
Reasons: Derived Per DSCG. 

From: I fh Vh\ ~state.sgov.gov> 
Sent: Wednesday, August 5, 2020 8:31 AM 
To: ( _Policy <C Policy@state.sgov.gov> 

Subjectj (b )( 1) 

(b )( 1) 



FL-2022-00076 B-00002427931 "UNCLASSIFIED" [06/28/2024] 

(b )( 1) 



Official 
SECRET 

FL-2022-00076 B-00002427931 

(b)(1) 

"UNCLASSIFIED" [06/28/2024] 

Classified By: (b )(6) 
Declassify On: 8 5 2045 
Reasons: Derived Per DSCG. 

Special Assistant, Office:C, Agency:U.S. Department of State 

Sender: (b)(6) ~state.sgov.gov> 

Recipient: Yu, Miles 1 (b)(6) ftate.sgov.gov> 



FL-2022-00076 B-00002427928 "UNCLASSIFIED" 

From: I (b )(6) ~state.sgov.gov> 

To: I (b)(6) pjdiss.cia.sgov.govl ._ __ ____._.(b=).....,(6.,_.) __ ___.r 
CC: Park, Christopher J l (b)(6)@state.sgov.gov> 

Subject: FW: Follow up with PRC counterparts in BWC 

Date: Thu, 15 Apr 2021 17:51:56 -0400 

Sorry this took so long - finally found your email in the "junk" folder! 

Official-~ 
UNCLASSIFIED/ / NOfOftN 

From:I (b)(6) I 
Sent: Thursday, April 1, 2021 5:52 PM 

To: Park, Christopher Ji (b)(6) l@state.sgov.gov> 
Subject: Follow up with PRC counterparts in BWC 

[06/28/2024] 

Chris - Here's some follow up from today. Feel free to forward - if you can share the right email address 
- I'll send it directly. 

Hi Folks-I (b)(5) 

(b )(5) 
I 



FL-2022-00076 B-00002427928 

Thanks 
I (b )(6) 

Official - SBU 

UNCLASSIFIED//NOFORN 

"UNCLASSIFIED" 

Sender: I (b)(6) @state.sgov.gov> 

R . . t I (b)(6) l@jdiss.cia.sg0r.v7'". ~ov:::-:,. __ _,(=b=)(6=)'----' 
ecipien : Park, Christopher J (b)(6) state.sgov.gov> 

[06/28/2024] 



FL-2022-00076 B-00002427912 "UNCLASSIFIED" 

From: "Park, Christopher J" I (b)(6) l§)state.sgov.gov> 

To: I (b)(6) ~state.sgov.gov> 

Subject: I (b)(1 ); (b)(5) 

Date: Mon, 28 Jun 202117:14:42 -0400 

(b )( 1) 

Official - Sensitive 

SECRETHNOFORN 

[06/28/2024] 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From: Park, Christopher J 
Sent: Monday, June 28, 2021 4:55 PM 
To:I (b )(6) lg>state.sgov.gov> 
cd (b)(6) J@state.sgov.gov>~ (b)(6) ~state.sgov.gov>; (b)(6) 

I 
(b )(6) ~state.sgov.gov>J,-....::_~======,b=)=(6=):::::::::::::::::::::::===;'~_state.sgov.gov> (b )(6) 

(b)(6) l@state.sgov.gov>;I (hVn) @state.sgov.gov>;I (b)(6) 
tate.sgov.gov>j (b)(6) ~state.sgov.gov>; I (b)(6) I 
state.sgov.gov>; I (b)(6) J§>state.sgov.gov>;i (h)(n) 

@state .sgov .gov> 

Subject:! (b)(1 ); (b)(5) 

Chris 

Official - Sensitive 

S~C~TYNOFOR't 

(b)(1 ); (b)(5) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 
Declassify On: 6/28/2046 
Reasons: (Derived) Classification derived from previous message(s) 

From~ (b )(6) l@state.sgov.gov> 
Sent: Monday, June 28, 202111:19 AM 
To: Park, Christopher JI (b)(6) @state.sgov.gov>; (b)(6) ov. ov>; 



FL-2022-00076 B-00002427912 "UNCLASSIFIED" [06/28/2024] 

Subject: (b)(1 ); (b)(5) 
lmportan~c_e_: - ,~g~---------------~ 

Official - Sensitive 
~~C~T~ O:FOR."I\T 

(b)(1 ); (b)(5) 

Classified By: Kin Moy - Senior Bureau Official, Office:EAP, Agency:U.S. Department of State 

Declassify On: 6/28/2046 
Reasons: Derived Per DSCG. 

Sender: "Park, Christopher J" I (b)(6 ) ~state.sgov.gov> 

Recipient: I (b)(6) ~state.sgov.gov> 

(b )(6) 



FL-2022-00076 B-00002427899 "UNCLASSIFIED" 

From: "Feith, David" 1 (b)(6)~state.sgov.gov> 

(b)(6) .gov>; 
To: DiNanno, Thomas G state.sgov.gov>; 

(b)(6) ov.gov> 

Subject: FW: ACTION: Flagging Draft S Statement 

Date: Mon, 4 Jan 202118:31:37 -0500 

FYSA, nodis please. 

Official 
UNCLASSIFIED 

From: Stilwell, David R l (b)(6) ~state.sgov.gov> 
Sent: Monday, January 4, 20212:16 PM 

[06/28/2024] 

To: Biegun, Stephen E (b)(6) state.sgov.gov>; Hale, David state.sgov.gov>; Ford, 
Christopher A (b)(6) state.sgov.gov>; Krach, Keith J (b)(6) state.sgov.gov>;I (b)(6) I 
I fh)(R\ l@state.sgov.gov>; Ortagus, Morgan D 4 /h\fn\ @state.sgov.gov>; Brown, Cale 
I (b)(6) !@state.s ov. ov> 
Cc: Keshap. Atul (b)(6) state.sgov.gov>; Feith, David 1(b)(6)l@state.sgov.gov>; Buangan, Richard L 
~ (b)(6) @state.sgov.gov>; EAP-Staffers Mailbox <EAPStaffers@state.sgov.gov> 
Subject: ACTION: Flagging Draft S Statement 

Colleagues, 
The attached statement relates tJ 

I (b)(5) 

V/R 
Dave 

Official 
UNCLASSIFIED 

(b )(5) 

Sender: "Feith, David" I (b)(6) ~state.sgov.gov> 

(b)(6) v.gov>; 

(b )(5) 

Recipient: DiNanno Thomas G @state.sgov.gov>; 
(b)(6) state.sgov.gov> 



FL-2022-00076 B-00002427903 "UNCLASSIFIED" 

From: "Park, Christopher J (T) (b)(6) state.sgov.gov> 

To: Ford, Christopher A (b)(6) state.sgov.gov> 

Subject: FW: ACTION: Flagging Draft S Statement 

Date: Mon, 4 Jan 2021 17:11:04 -0500 

Official 

UNCLASSIFIED 

From: I (b )(6) I 
Sent: Monday, January 04, 2021 2:29 PM 
To: Ford, Christopher A; Park, Christopher J (T);J (b )(6) 
Subject: FW: ACTION: Flagging Draft S Statem m 

Here's the draft S statement. Chris P .... l _____ (b_)_(5_) ____ ___. 

Official 

UNCLASSIFIED 

From: Buangan, Richard L l (h)(n) t@state.sgov.gov> 
Sent: Monday, January 4, 2021 2:25 PM 

[06/28/2024] 

To: Palladino, Robert J 4 (b)(6) t§>state.sgov.gov>; Waters, John R (Rick) 
I (h )(n) ~state.sgov.gov>; I fb)(6) @state.sgov.gov>;! (b )(6) I 
j (b)(6) K§>state.sgov.gov>l (b)(6) ~state.sgov.gov>; GPA_Clearances 
<GPA_ Cl eara nces@state .sgov .gov> 
Cc: EAP-Staff-Assistants-DL <EAP-Staff-Assistants-DL@state.sgov.gov>; Feith, David 

~ (b)(6) ~state.sgov.gov>;I (b)(6) l§>state.sgov.gov> 
Subject: FW: ACTION: Flagging Draft 5 Statement 

Colleagues, 

Please flag this for your principals below. Appreciate in advance the quick turnaround. 

Thanks, 

Richard 

Richard Buangan 



FL-2022-00076 B-00002427903 

Deputy Assistant Secretary 
Bureau of East Asian and Pacific Affairs 
U.S. Department of State 
SIPR voice:I (b)(6) I 

Official 

UNCLASSIFIED 

"UNCLASSIFIED" [06/28/2024] 

From: Stilwell, David R ~ (b)(6) ~state.sgov.gov> 
Sent: Monday, Januar¥ 4, 2021 2:16 PM 
To: Biegun, Stephen Et (b)(6) @state.sgov.gov>; Hale, David (b)(6) state.sgov.gov>; Ford, 

r'"""":::-:--:-::--:-',__ __ __J 

Christopher~ (b )(6) @state.sgov.gov>; Krach, Keith J (b )(6) state.sgov.gov>~ (b )(6) 
b 6 state.sgov.gov>; Ortagus, Morgan D (b)(6) state.sgov.gov>; Brown, Cale 

(b)(6) @state.s ov. ov> 

Cc: Keshap, Atul (b)(6) state.sgov.gov>; Feith, David !(b)(6) l@state.sgov.gov>; Buangan, Richard L 
(b)(6) @state.sgov.gov>; EAP-Staffers Mailbox <EAPStaffers@state.sgov.gov> 

Subject: ACTION: Flagging Draft S Statement 

Colleagues, 
The attached statement relates t 

V/R 

Dave 

(b)(5) 

Official 

UNCLASSIFIED 

(b )(5) 
(b )(5) 

(b)(5) 

Sender: "Park, Christopher J (T)" I (b)(6) l@state.sgov.gov> 

Recipient: Ford, Christopher A I (b)(6) ~state.sgov.gov> 



FL-2022-00076 B-00002427900 "UNCLASSIFIED" 

From: 

To: 

Subject: 

Date: 

FYSA 

Official -..aw. 
UNCLASSIFIED 

"Ford, Christopher A" I (b)(6) ~state.sgov.gov> 

Park, Christopher J (T) 1 (b )(6) tustate.sgov.gov>; 
) state.sgov.gov>; 

17Ka=-n=-g-, 'i='Er-:io7t r:(;;-b~) (~6~) '1ks7ta:-;:t -=--e.-=-sg=-o=-v--=. g~ov>; 

Ganzer, Ann K fh\ff;\ @state.sgov.gov> 

FW: ACTION: Flagging Draft S Statement 

Mon, 4 Jan 2021 18:50:22 -0500 

From: Ford, Christopher A 
Sent: Monday, January 4, 2021 6:49 PM 

[06/28/2024] 

To: Stilwell, David RI (b )(6) ~state.sgov.gov>; Biegun, Stephen E (b )(6) v>; Hale, 
David (b)(6) state.sgov.gov>; Krach, Keith J (b)(6) state.sgov.gov>; ~---~ 

b 6 (b)(6) state.sgov.gov>; Brown, Cale 
{b)(6) state.sgov.gov> 

Cc: Keshap, Atul I (b)(6) @state.sgov.gov>; Feith, David ~ (b)(6) ~state.sgov.gov>; Buangan, Richard L 
I (b)(6) l@state.sgov.gov>; EAP-Staffers Mailbox <EAPStaffers@state.sgov.gov> 
Subject: RE: ACTION: Flagging Draft S Statement 

Thanks, David. I clear with the attached edits. 

Official -oSMfo 
UNCLASSIFIED 

From: Stilwell, David RI (b)(6) ~state.sgov.gov> 
Sent: Monday, January 4, 2021 2:16 PM 
To: Biegun, Stephen E (b)(6) state.sgov.gov>; Hale, David (b)(6 ) state.sgov.gov>; Ford, 
Christopher A (b )(6) state.sgov.gov>; Krach, Keith J r"""'."."b--:-:-::6~::::---'st:--a"."-'te-.s~g~ov.gov>; I (b )(6) I 
~ (b)(6) ~state.sgov.gov>; Ortagus, Morgan D (b)(6) state.sgov.gov>; Brown, Cale 
{ (b)(6) Wstate.sgov.gov> 

Cc: Keshap, Atul! (h\fn\ @state.sgov.gov>; Feith, David i (b)(6) l§>state.sgov.gov>; Buangan, Richard L 
I (b)(6) ~state.sgov.gov>; EAP-Staffers Mailbox <EAPStaffers@state.sgov.gov> 
Subject: ACTION: Flagging Draft S Statement 

Colleagues, 
The attached statement relates to fh \f_"'\ 

(b )(5) 



FL-2022-00076 B-00002427900 "UNCLASSIFIED" 

V/R 
Dave 

Official 
UNCLASSIFIED 

Sender: 

Recipient: 

(b )(5) 

"Ford, Christopher A" ~ (b)(6) ~state.sgov.gov> 

Park, Christopher J (T) I (b)(6) @state.sgov.gov>; 
(b )(6) state.sgov.gov>; 

Kang, E iot (b)(6) state.sgov.gov>; 
Ganzer, Ann K j (h)fn) fglstate.sgov.gov> 

[06/28/2024] 



FL-2022-00076 B-00002427862 "UNCLASSIFIED" 

From: (b )(6) state.sgov.gov> 

To: Stilwell, David R (b)(6) 

Subject: Flagging Draft S Statement 

Date: Mon, 4 Jan 2021 13:54:56 -0500 

Sir, 
Below is the text of an email for you to send: 

[06/28/2024] 

To: Biegun, Stephen; Hale, David; Ford, Christopher A; Krach, Keith;I (b)(6) I Brown, Cale; Ortagus, 
Morgan 

CC: Keshap, Feith, Fritz, Buangan, I (b)(6) I EAP-Staffer Mailbox 

Subject: Flagging Draft S Statement 

Colleagues, 

Thanks for your urgent read. 

EAP / Dave Stilwell 

Official -Mttr 
UNCLASSIFIED 

(b )(5) 

Sender: (b)(6) ~state.sgov.gov> 

Recipient: Stilwell, David RI (b)(6) ~state.sgov.gov> 



FL-2022-00076 B-00002427819 "UNCLASSIFIED" 

From: "Feith, David" 

Buangan, Richard L state.sgov .gov>; 

To: 
Fritz, Jonathan D fh\fh) state.sgov.gov>; 
Keshap, Atul (b)(6) state.sgov.gov>; 

CC: 

I (b )(6) ~state.sgov.gov> 

Stilwell, David R ~ (b)(6) ~state.sgov.gov> 

Subject: (b )( 1) 

Date: Mon, 4 Jan 2021 15:57:08 +0000 

EAP / Dave Stilwell 
Official 

SECRET 

(b )( 1) 

Classified By: Feith - DAS, Office:EAP, Agency:U.S. Department of State 
Declassify On: 1/4/2046 
Reasons: Derived Per DSCG. 

Sender: "Feith, David" 

Buangan, Richard LI (h)(n) ~state.sgov.gov>; 
Fritz, Jonathan D fh\fh) state.sgov.gov>; 

Recipient: Kesha Atul (b )(6) state.s ov.gov>; 
(b)(6) state.sgov.gov>; 

Stilwell, David R (b)(6) state.sgov.gov> 

[06/28/2024] 



FL-2022-00076 B-00002427804 "UNCLASSIFIED" [06/28/2024] 

From: "Waters, John R (Rick)" l(b)(6) ~state.sgov.gov> 

Fritz, Jonathan D .,_,(b"--')4'( ~--., ov.gov>; 
Cardno, Gwendol n state.sgov.gov>; 
Stilwell, David R (b )(6) .sgov.gov>; 
Keshap, Atul b )(6) .gov>; 
Feith, David h)(n) ov>; 
Buan an Richard L state.sgov .gov>; 
(b )(6) state.sgov.gov>; 
(b)(6) state.sgov.gov>; 
Yu, Miles (b)(6) state.sgov,.......q""'ov_>_.; ____ _,, 
S tak-Ramnath, Ste hanie FKb)(6) ~state.sgov.gov>; 

To: (h)(n) state.sgov.gov>; 
r,i..,,<--1..L..><..'-------~tate.sgov .gov>; 
....,_..:..,:__,__ _____ ----.r-- state.sgov .gov>; 

"r===================-=@=--s~tate.sg ov .gov>; 
VbVG\ @state.sgov.gov>; 
l(b )(6) ~state.sgov.gov>; 
l(b )(6) l§)state.sgov.gov>; 
Moore, Jonathan M (h)(n) state.sgov.gov>; 
Mar olis Jonathan A b )(6) state.sgov.gov>; 
(b )(6) state.sgov.gov>; 
(b)(6) state.sgov.gov> 

Subject: (b )( 1) 

Date: 

(b )( 1) 

Sensitivity: Sensitive 
Classification: SEGRET,9NOFOR~• 
Classified By: lrh)(n) IESTH Counselor, Embassy Beijing, Department of State 

20 BEIJING 365 dated A r 30 2020 Sub·ect: (b)(1) 
Derived From: (b)(1) 

Declassify 
On: 

2045/05/04 

From: SMART Core 
Sent: Thursday, April 30, 2020 6:57 PM 
To:kh VR) [Beijing) 
Subject: I 

I (b)(1) 

fh)f1) 

SECRET/rNOFORN 
Sensitive 



FL-2022-00076 

Action Office: 
Info Office: 

MRN: 
Date/DTG: 
From: 
Action: 
E.O.: 
TAGS: 

Captions: 
Reference: 

Pass Line: 

Correction Reason: 
Subject: 

B-00002427804 "UNCLASSIFIED" [06/28/2024] 

ECON, POL, MED, ESC, SCIENCE, RSO, DAO, PAS, MGT, TSA 
MGT_INFO 

20 BEIJING 365 
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I (b)(1) 

1. c€t Summary and Comment: Since 2003, the PRC has undertaken a wide range of 
measures to strengthen the biosafety and biosecurity of its public health laboratory system, often 
with the support of the United States and other international donors. Kb)(1 ) I 

(b )(1) 
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Kb)( 1) 

,_,l<b=-)(_1_) ____________________ _,!End summary and 
Comment. 

PRC Efforts to Improve Biosafety 

2 (SB! I) In 2003, the PRC dedicated $250 million (2 billion RMB) towards SARS prevention 
and control efforts, and subsequently an additional $850 million (6.8 billion RMB) to further 
develop laboratory facilities throughout China. The State Council issued over 14 biosafety 
measures from 2003 to 2006, including its "Management Regulations on Laboratory Biosafety 
of Pathogenic Microorganisms," setting clear guidelines for the handling of infectious or 
pathogenic diseases in biomedical laboratories. Neve1iheless, PRC effo1is were unable to 
prevent the leak of SARS-CoV in 2004 at the National Institute of Virology Laboratory (NIVL) 
in Beijing. Two graduate students researching the virus and seven of their close contacts were 
infected, hundreds of Chinese citizens were forced into quarantine, and major concerns were 
raised about Chinese biosafety regulations. 

3. (~Bil) In response, the PRC devoted massive funding to develop a secure biocontainment 
laboratory system to prevent future infectious disease incidents. With this strong financial 
support and legal framework, the former Ministry of Health (now the National Health 
Commission) swiftly launched a national biosafety program in 2004, establishing thousands of 
biocontaimnent laboratories with biosafety levels (BS Ls) ranging from 1 to 4 depending on the 
pathogenicity of microbes being studied. 

4. tSBU) The PRC also collaborated with the United States and other international partners to 
develop its laboratory network system through a series of the technical exchanges, training 
programs, and other collaborative efforts, which included biosafety and quality assurance. For 
over 20 years, the U.S. CDC has provided financial and technical support to the Chinese Center 
for Disease Prevention and Control (China CDC) to improve its influenza surveillance system. 
Additionally, the U.S. CDC's Global Disease Detection Program supported virology and 
epidemiology training in the United States and China for more than 2,500 China CDC 
specialists and supported annual laboratory quality assessments to strengthen quality assurance 
of PRC laboratory networks from 2004 to 2014. At a cost of $44 million (300 million RMB), 
the PRC collaborated with France in 2015 to construct a BSL-4 laboratory, the Wuhan National 
Biosafety Laboratory, at the Wuhan Institute of Virology as part of a global research 
collaboration effort to develop countermeasures against the world's most dangerous public 
health threats. [Note: BSL-4 laboratories possess maximum biocontainment equipment 
designed for handling the most dangerous biological agents and lethal human diseases with high 
risk of transmission among individuals and communities for which no treatment exists, such as 
the Ebola virus and the Nipah virus. End Note]. 

5. tSli!IU) From 2013 to 2017, the Galveston National Laboratory (GNL) of the University of 
Texas Medical Branch (UTMB), part of the NIH Biodefense Laboratory Network, provided 
DoD- funded laboratory safety and security training for high-level biocontainment facilities in 
China, including the Wuhan Institute of Virology (Ref 18 BEIJING 138, 18 WUHAN 38). This 
training has been facilitated since 2015 through ongoing dialogue and regular collaboration 
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meetings cosponsored by the Chinese Academies of Science and the U.S. National Academies 
of Science, Engineering and Medicine with cooperation from China CDC and others. 
According to GNL leadership, the relationship with the Wuhan Institute of Virology included 
the provision of training to scientists and biosafety and engineering professionals from Wuhan, 
as well as from other biocontainrnent labs in China and the China CDC. The UTMB National 
Biocontainrnent Training Program included operations training as the Wuhan Institute of 
Virology prepared to open their BSL-4 facility. This UTMB training engagement ended in 2016 
when DoD funding was exhausted and not replenished. Nevertheless, U.S. CDC continues to 
provide technical assistance in tuberculosis laboratories in six provinces in the PRC, focusing on 
laboratory quality management, including biosafety, through helping China CDC implement the 
Strengthening Laboratory Management Towards Accreditation (SLMTA) program. 

6. (fs1!lU) Publishing his assessment in the Journal of Biosafety and Biosecurity in 2019, CCP 
Secretary for the Wuhan Institute of Virology and lab director Yuan Zhiming provided a general 
overview of PRC biocontainrnent facilities. He wrote that the majority of PRC biomedical 
facilities are basic BSL-1 and 2 laboratories attached to China CDC branches, scientific research 
institutions, and public health universities with biocontainment equipment appropriate only for 
handling non-lethal pathogenic agents and human disease. According to Director Yuan, China 
has 42 accredited BSL-3 laboratories designed to contain lethal pathogens and diseases with 
high individual risk for which treatment is often available. The Wuhan National Biosafety 
Laboratory remains China's first and only BSL-4 laboratory. In late 2019, China CDC 
announced the PRC's intention to construct 5 to 7 new BSL-4 laboratories by 2025. 

Using History as a Mirror: Assessing the PRC Biosafety Laboratory System 

7. (fsl!lhl) In a joint U.S. - China CDC publication in Health Affairs from 201 1 during the PRC 
expansion of its laboratory system, China CDC Disease Control and Emergency Response 
Office Director Feng Zijian praised municipal and provincial level laboratories for their ability 
to meet "high-level biosafety standards." He acknowledged, however, that China CDC and 
clinical hospital laboratories lacked highly skilled staff and basic laboratory quality management 
procedures. China CDC also faced a shortage of infectious disease specialists, observed Feng, 
whose salaries were sometimes lower than the average income in China. 

8. cEt Looking back at the years leading up to COVID-19, public health scholars in China, 
along with Post, highlighted shortcomings in the country's biosafety laboratory system. Post 
rep01ied in 2018 that the Wuhan National Biosafety Laboratory faced a shortage of highly 
trained technicians and investigators needed to safely operate a BSL-4 laboratory and that the 
laboratory requested additional U.S. training assistance on safety and security. In addition, Post 
noted that nation-wide BSL research decision-making processes needed to be more transparent 
to instill confidence that the PRC government was providing informed oversight to meet the 
highest global standards (Ref 18 BEIJING 138, 18 WUHAN 38). 

9. ~ In 2019, prior to the COVID-19 outbreak, China CDC, with technical support from U.S. 
CDC, conducted an assessment of laboratory system capacity in China after conducting 
inspections of 28 public health and clinical laboratories in two resource-limited provinces. 
Using the WHO Laboratory Assessment Tool, China CDC concluded that county level 
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laboratories suffered from insufficient biosafety compliance and biorisk management, which 
stemmed from poor organization, low budgets, and inadequate virology testing, creating issues 
at the prefectural and provincial levels. According to this assessment, Chinese laboratories also 
coordinated surveillance and early detection activities poorly at the provincial, prefectural, and 
county level, weakening PRC public health emergency response capabilities. 

Closing the PRC Biosafety Gaps and Reforming its Laboratory System 

10. (~:QU) Possibly in response to the COVID-19 outbreak, the PRC has begun to initiate 
enhancements to its biosafety system. President Xi Jinping called for new reforms during a 
February 14 CCP Central Committee meeting, saying that biosafety was a "national security 
issue." Following Xi's statement, the Ministry of Science and Technology issued new 
guidelines the next day requiring public health institutions throughout China to boost laboratory 
biosafety. The National People's Congress was also planning to unveil new biosafety laws and 
regulations for public health institutions and laboratories managing infectious diseases.Kb)(6) 

b)(6) 
(b)(6) discussions were even underway to elevate the status of public health agencies 

such as China CDC. 

(b )( 1) 

PRC Efforts to Build Labs Abroad 

12. (SBU} The ability of the PRC to properly adhere to international biosafety and biosecurity 
standards has even greater implications globally as China constructs biosafety facilities for other 
countries. During the 2014 Ebola outbreak in West Africa, the PRC government provided 
Sierra Leone a mobile BSL-3 laboratory and subsequently established the BSL-3 Sierra Leone
China Friendship Biological Safety Laboratory (SLE-CHN Biosafety Lab) in 2015. [Note: 
Chinese media claimed the SLE-CHN Biosafety Lab met WHO biosafety standards, which Post 
Beijing was unable to verify. End Note]. On March 25, Iraq opened a new PRC-built 
laboratory in Baghdad as part of China ' s assistance to Iraq for combatting COVID-19. With the 
new laboratory, Iraqi Deputy Director General of the Ministry of Health Asaad Mahdi said Iraq 
could conduct 1,000 COVID-19 tests per day. Africa CDC also welcomed PRC public health 
assistance in enhancing its laboratory system capacity as COVID-19 struck African countries. 

China's Role in Global Health Security Agenda 

13. (SBU, China is a member of the Global Health Security Agenda (GHSA), a global 
partnership effort started in 2014 to assess countries' capacities to prevent, detect, and respond 
to infectious disease threats. The GHSA's Biosafety and Biosecurity action package 
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emphasizes: 1) whole-of-government biosafety and biosecurity systems for human, animal, and 
agricultural facilities, and 2) biosafety and biosecurity training and practices. The GHSA also 
encourages members to use the World Health Organization (WHO) Joint External Evaluation 
(JEE) tool to determine their gaps and weaknesses in preparing for and responding to infectious 
disease risks. The JEE is a useful tool for ensuring full compliance with global biosafety and 
biosecurity standards, which is a key aspect of implementing the International Health 
Regulations (IHR). The PRC, however, has not participated in a WHO JEE despite U.S. efforts 
to encourage it to do so. China has only participated as a technical observer to other counhy 
JEEs and has yet to agree to conduct its own. 

(b )( 1) 

(b )( 1 ); (b )(6) 

15. (SBU} Anecdotal Chinese media reporting also highlights the challenges that China faces as 
it attempts to ensure highest standards in its laboratory system. In January, renowned Chinese 
scientist Li Ning was sentenced to 12 years in prison for selling experimental animals in local 
markets for personal gain. In December 2019, a factory producing animal brucellosis vaccines 
used expired disinfectant to decontaminate its facilities, leading to the infection of 181 lab 
workers, students, and faculty at the nearby Lanzhou Veterinary Research Institute. [Note: 
Brucellosis is classified as a Class B infectious disease, the second most serious level in China's 
three-tier infectious disease classification system. End Note]. 
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