United States Department of State

Washington, D.C. 20520

August 24, 2023
Case No. FL-2021-00033

Gary Ruskin
4096 Piedmont Ave. #963
Oakland, CA 94611

Dear Mr. Ruskin:

As we noted in our letter dated July 24, 2023, we are processing your
request for material under the Freedom of Information Act (“FOIA”), 5 U.S.C.
§ 552. The Department of State (“Department”) has identified an additional
34 responsive records subject to the FOIA. We have determined 28 records
may be released in part and 6 records must be withheld in their entirety.

An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made redactions, the applicable FOIA
exemptions are marked on each record. The records withheld in full are
exempt from release pursuant to FOIA Exemption 1, 5 U.S.C. § 552(b)(1).
The document identification numbers for the records withheld in full are:
B-00002002415, B-00002002414, B-00002002412, B-00002002168,
B-00002002167, and B-00002002087. Where applicable, the Department
has considered the foreseeable harm standard when reviewing these
records and applying FOIA exemptions. All non-exempt material that is
reasonably segregable from the exempt material has been released and is
enclosed.



We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Sarah M. Suwanda, Trial Attorney, at
sarah.m.suwanda@usdoj.gov or (202) 305-3196. Please refer to the case
number, FL-2021-00033, and the civil action number, 20-cv-08415, in all
correspondence about this case.

Sincerely,

Diamonece Hickson
Chief, Litigation and Appeals Branch
Office of Information Programs and Services

Enclosures: As stated.
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The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information
Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual
Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester
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Taiwan’s Foreign Relations
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Domestic Politics
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Taiwan Presidential SecGen Resigns, Five Legislators Arrested Over Corruption Scandals

9. (5BtH President Tsai Ing-wen moved quickly to replace Presidential Office Secretary
General Su Jia-chyuan following Su’s August 3 resignation. Su resigned amidst bribery
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Everest_T <Everest_T@state.sgov.gov>
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as people may imagine,"” and compared to HIN1, MERS, and Ebola, it has a low mortality rate,
is "totally preventable, controllable, and curable.” The article also expounded on PRC
transparency, responsible behavior, and cooperation with the World Health Organization
(WHO). The article implores the FSM to heed and comprehend the professional opinions of the
WHO, respect facts and science, and view the epidemic in an objective and rational manner to
avoid unnecessary panic.

b){(1)
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Messaging — What Works and What Does Not

(b)(1)

What The FSM Needs

(b)(1)

11 “H.E. Ambassador Huang Zheng Attends Video Conference of Health Experts on COVID-19 between China and
Pacific Island Countries,” PRC Embassy to the FSM Website, http://fm.china-embassy.org/eng/xwdt/11755322 htm
{retrieved March 26, 2020}

m “Fighting COVID-19: The Chinese Way,” PRC Embassy to the F5SM Website, http://fm.chinaembassy.
org/eng/xwdt/t11761386.htm (retrieved March 26, 2020)

i Huang, Zheng, “Keep Calm and Work Shoulder to Shoulder to Fight the 2019-nCoV,” The Kascichlie Press,
February 10, 2020.
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liv “H.E. Ambassador Huang Zheng Meets with Dr. Eunyoung Ko, WHO Country Liason Officer to the FSM,” PRC
Embassy to the FSM Website, http://fm.china-embassy.org/eng/xwdt/t1747348.htm (retrieved March 26, 2020)
1v] “Extended Travel Restrictions Allow FSM to Build Health Infrastructure to Deal with COVID-19,” The Kaselehlie
Press, February 21, 2020.

Very Respectfully,

LtCol [()}6) |
SDO/DATT USDAQ Kolonia
Wk: H{b)(6)

Mob:

(b)(6)

WhatsApp: JP}6) |
Wikr{b)6) [

Sender:

Recipient: |b)(5)

EAP-ANP-Office-DL <EAP-ANP-Office-DLZ@state.sgov.gov>;
EAP-CM-global-DL <EAP-CM-global-DL@state.sgov.gov:=;
b)(E)

Fritz, Jonathan D |(b)(5)
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Cc: [(b)(6) | EAP-CM-Unit Chiefs-DL
Subject: For Clearance: Readout of Congressional China Task Force Briefing

Hifel® ]

Please see below the readout from today’s meeting for your review. Thank you much! Best regards,

—SHNR-During a May 28 meeting with Congressman Michael McCaul and other House members of the
China Task Force, EAP Assistant Secretary David Stilwell and Miles Yu of the Policy Planning Staff
provided an overview of the Administration’s policy towards the PRC.

Beijing’s Perspective
(b)(1)

Administration’s Policy Response

(b)1)
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coviD-19
(b)(1)

Economics
b)(1)

Official—Sensiti

SECRET/NOFORMN-

Declassify On: 5/28/2045

Classified By: [iby@) - China Desk, Office:EAP/CM, Agency:U.S. Department of State
Reasons: Derived Per DSCG.

Sender: "Yu, Miles" {08
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|(b)(5) |
Recipient: [b)s) |
EAP-CM-Unit Chiefs-DL <EAP-CM-UnitChiefs-DL@state.sgov.gov>
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B-00002002167
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(bX1)

B-00002002087
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From: "Stilwell, David R"
To: Daniel Tobin|(b)(6) |
cc: (b)) |
Subject: RE: your question last night on Xi taking credit
Date: Mon, 13 Apr 2020 23:53:08 +0000

Many thanks; gathering up all the evidence we can before it gets erased.

From: Daniel Tobin (b)(6)

Sent: Monday, April 13, 2020 2:04 PM
To: Stilwell, David R|(b)(6) |(b)(6) |US|NDOPACOIVI China|(b)(6)
(b)6) (b)(6) [PAcOM |(b)(6)

Subject: your question last night on Xi taking credit

Sir, this might be turning point you referred to:

In the mid-February issue of 3K3C ( “Seeking Truth” ) they published Xi's 3 February speech to the
Politburo Standing Committee which referenced Xi's having taken actions at 7 January Politburo
Standing Committee meeting and further actions on 20 and 22 January.

Here's the Qiushi text:

http://www.gstheory.cn/dukan/gs/2020-02/15/c 1125572832.htm

However, Bill Bishop has translated some key passages below.

After the outbreak of the new coronavirus pneumonia in Wuhan, on January 7, when I chaired
a meeting of the standing committee of the Political Bureau of the CPC Central Committee, [
made a request for the prevention and control of the new coronavirus pneumonia. On January
20, I 1ssued a special instruction on the prevention and control of the epidemic, pointing out
that we must attach great importance to the epidemic and do our best to prevent and control it.
On January 22, in view of the rapid spread of the epidemic and the severe challenges faced by
the prevention and control work, I explicitly asked Hubei Province to implement
comprehensive and strict control over the outflow of personnel. On the first day of the first
lunar month, I again chaired a meeting of the standing committee of the Political Bureau of the
CPC Central Committee to restudy, redeploy and remobilize the prevention and control of the

epidemic, especially the treatment of patients.
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XS RESIEBEAER , 1ATH , REFEAPREERBESZNAT , 5
MRS E R TR TERK. 1R208 , & IatziEhETHES
s , IBHOMEEEWERS , MUFHZTF , BRESREEMBIRREXEE
AREREREENSHMERITES — , REWIEHERUEE , BREFIEEEIES X
. 1A228 , ETEERESE. T FmEifrm™ighii , ﬁﬂﬁﬁﬁ%ﬁ“ﬁﬂibéiﬂ‘)\mﬂ*
MELERE™EEE., ERY—  HRAERGATREEEREESN , MEF
SRIRRE T TIFRTHAR. B8, BuR , FHREMIZ P RS E’I‘%Ifl?u«—_r
/NH,

Sent from Mail for Windows 10

Get Qutlook for i0S

From: bill=sinocism.com@substackl.sinocism.com <bill=sinocism.com@substackl.sinocism.com> on
behalf of Bill Bishop at Sinocism <bill@sinocism.com>

Sent: Monday, February 17, 2020 2:28:50 PM

Tofmisy_ [@outlook.com [h1(8) _|@outlook.com>

Subject: Xi's standing committee speech; Is the CCP close to declaring "victory"?; US-China tech war
doesn't stop for a vir...

Read in browser

This post is only for paying subscribers of Sinocism, but it’s ok to forward every once in a while. Was it forwarde

Xi's standing committee speech; Is the CCP close to declarir
Bill Bishop Feb 17 E

The CCP may be close to declaring “victory” over the virus everywhere but in Hubei. The official number of ne

prevention and control of the novel coronavirus outbreak (Xinhua Chinese, English):

e S AR I E TR AR T . EERBRESHIEREFES

The possibility of a wider epidemic outbreak has been avoided through strengthened prevention and control n
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However, the “Two Meetings™ scheduled for the first week of March in Beijing looks like they will be delayed t

from a delay would conflict somewhat with the message that the situation is nearly under control.

The latest Qiushi magazine published Xi’s February 3rd speech to the Politburo Standing Committee (PBSC). It

edarly January if not earlier and his aides were already so concerned about it that it rose to the level of PBSC disc

Xi opened his speech ((EPRBGEBBEESINAFRMXIF BN mSIIEE TFITHNHIE) by saying:

After the outbreak of the new coronavirus pneumonia in Wuhan, on January 7, when I chaired a meeting of th
20, I 1ssued a special instruction on the prevention and control of the epidemic, pointing out that we must atta
the prevention and control work, I explicitly asked Hubei Province to implement comprehensive and strict co

Committee to restudy, redeploy and remobilize the prevention and control of the epidemic, especially the trea

HRXFAERESiiERRER , 1A7H , BEREAPREGEERESSNAT , MIXFEEARE
BARBEREMESNBHREERTES—U , RKEWLEXEE | BREFHEFEESX. 15228
Britsp RBEGT LIBHTHIAR. AME. BiR , AREMIZPREAIEELIFRS/IME,

I do not see the publication of this speech and the exposure of Xi’s earlier than understood involvement as some
credit for the coming success while also employing the hallowed CCP strategy of pushing blame for problems tc

Premier Sun Chunlan, may be nervous.

It is also part of the emerging and entirely predictable propaganda narrative that only with the strong leadership

modernizing governance and the superiority of our system. Expect to see a surge in propaganda about Xi’s leade
To shape this narrative we are already seeing increasing constriction of media reporting on the outbreak and eve

Is victory really in reach, or has the Party decided it needs to convince everyone victory is within reach so most.

while they cover up the true extent of the devastation and death in Hubei.
And is this epidemic and its initial mishandling the crack in Xi's armor that so many inside the system have beer

Thanks for reading.
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(RE) KEEFRIAELBICEENS (EPREGHEEELSSNHRMIFHERARFSIHARETL

CCTV Evening News report on the Qiushi article”

The article pointed out that, on the whole, the judgment of the central committee of the party on the situation «

The article pointed out that we should do a good job in publicity, education and public opinion guidance, coor

First, we need to strengthen policy enforcement and strengthen confidence in combating the epidemic. Seconc

Xi stresses centralized leadership in virus battle - Global Times on Xi's 2.3 speech

Analysts noted that Xi, the leader of the Party and the country, is leading the fight against the COVID-19 in a

senior-level meeting included so many details, direct instructions and harsh criticisms on the problems, espec:

Shen Yi, head of Fudan University's Cyberspace Governance Research Institute, said that the article shows ar

effectively implement the instructions from the CPC Central Committee and also didn't reflect the real situatic

"The CPC Central Committee 1s aware of 4 situation on January 7, but due to this kind of problem(inefficient

government has been generally fixed and recovered,” Song said.

The article also emphasized the importance of taking control of the narrative and winning over public opinion

The text of the speech JifE | FHRREEEEES SR AR EAGESIHNES TIERIHE

In the qiushi reprint of Xi's 2.3 speech to the PBSC he uses the term "I " 13 times"
In his speech Xi also decried the eating of wildlife:

“We have long recognized the risks of consuming wildlife, but the "game industry” is still huge and poses a ir

supervision, resolutely ban and crack down on illegal wildlife markets and trade, resolutely eradicate the bad |

Xi's article on fighting novel coronavirus epidemic to be published - Xinhua

The article underlines the need to safeguard social stability, the promotion of public education and communic
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[t also stresses improving the country’s emergency management system and capacity of handling urgent, diffi

XiJinping ‘put China’s top echelon on notice’ in early days of coronavirus outbreak | South China Morning P«

The speech was delivered on February 3 and published in the party’s bimonthly journal Qiushi on Saturday. I

In his speech, Xi also accused local officials of not carrying out edicts from the central govermment, vowing te

“T 1ssued demands during a Politburo Standing Committee meeting on January 7 for work to contain the outbr

Xi says China must keep economic, social order while battling coronavirus - Reuters

The epidemic had revealed “shortcomings and deficiencies™ in national governance, he said, such as how the

madequate.

% | SiRRh 0" S BRE-HitE

Xinhua infographic on Xi's complete strategy in the war on the virus

China stifles foreign internet to control coronavirus coverage | Financial Times $$

Beijjing 1s tightening access to the uncensored global intemet, while carefully controlling its domestic news re

China’s most popular VPN services, which allow foreign businesses and locals to circumvent intemet censors

Twitter and most foreign newspapers.

On Friday Xi chaired a meeting of the central committee for deepening overall reform - Xi Focus: Xi stresses i

President Xi Jinping on Friday stressed improving the mechanism for major epidemic prevention and control

X1...specified the requirements at the 12th meeting of the central committee for deepening overall reform, whi

Xi called for the assessment of revising laws and regulations concerning infectious disease prevention and tre

national security.
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Comment: Interesting moment for Xi to bring up biosecurity.

X1 urged reforming and improving the disease prevention and control system to prevent major outbreaks, stre;

X1 stressed improving the mechanism for major epidemic emergency response, and enhancing the coordinatec

The system of treatment for major epidemics should alse be improved, Xi said, encouraging the application o

treatment, and resource allocation.

Comment: Xi is not going to take away a lesson from this that decisionmaking is too centralized. It is going tc

Friday CCTV Evening News on the reform commission meeting - A EX S HPR S HFEA N ETRSS

No mahjong, no card games: Hubei province in full lockdown as China battles coronavirus | South China Mor

Under the new rules, all businesses will close and the province’s 58 million people will not be able to leave th
Crowd numbers will be limited in stores that are allowed to remain open and there will be “collective coordin:
“Disease control of the province has entered an important and difficult period,” the provincial government sai

Hubei Companies Need Government Approval Before Restarting Work - Bloomberg

Private vehicles that aren’t used for virus-related activities will be temporarily barred in urban areas, while pu
halted, it said.

The official notice - HALE A BIBRT R Fitt— P Sn (b R fibssé i PR R0E &5

Coronavirus: Xiaogan, China's second worst-hit city, bans people from leaving their homes | South China Mo

Authorities trying to limit the spread of the coronavirus in Xiaogan — China’s second worst-hit city — have tak

In Depth: Understaffed, Under-resourced and Overwhelmed — Coronavirus Early Response - Caixin

A review of the past 20 days in Wuhan shows how the city gradually toughened its approach to containing the
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missed key windows for controlling the spread of the virus. Meanwhile, thousands of patients still remain in I

Just 20 days ago, the Baibuting neighborhood was cheerfully celebrating a massive Lunar New Year event.

“It is like 20 years have passed, and so many things happened,” Li said.

It has been a tradition since 2000 that the 130,000-resident neighborhood holds a banquet similar to a Westerr

mysterious disease.

“There was reportedly no human-to-human transmission, but many of us were concerned,” Li said. “We sugg

In Depth: The ‘People’s War’ Against the Epidemic in 16 Cities Across Hubei - Caixin

Caixin reporters visited 16 cities in the province and spoke with officials at epidemic prevention offices, medi

and effective measures by others may prove valuable for decision-makers in working out next-phrase battle pl

A close-up of the 16 cities reveals a public health system not equipped to address a severe crisis such as this o

epidemics, uneven medical resources, inconsistent control and prevention policies, chaotic management of emr

This business-as-usual approach directly resulted in large numbers of patients swamping unprepared hospitals

second- highest number of deaths after Wuhan and the third-highest number of confirmed case in Hubei.

A doctor at a Huanggang hospital told Caixin that the first suspected patient was recorded Jan. 3, and the hosr

Comment: The original Caixin story HERIEZ —| 16IRIIEICR, the cover story for this week's issue, note

January 17 he "took a little risk™ and ordered the first group of 32 patients in the city who were suspected of

FEUABERERTNEAERERILERELMEL , EIMAKERRERHE., RDLREMERE

RETIWER BT —RSRFARAGHAINE" , mEBCREATERXEINLERR" , TA—

Coronavirus: The Symptoms and What It Feels Like to Catch It - Bloomberg

Tiger Ye -- not his real name -- is a 21-year-old student in Wuhan...
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Like many Chinese, Ye is critical of the govemment’s response to the outbreak, especially the slow initial res

Thursday, as Bejjing tries to gain control of the spiraling crisis.

“Hubei has missed one opportunity after another while they were trying to keep things under wraps,” Ye said.

Four Deaths in One Family Show Danger of Wuhan's Home Quarantine Policy - Caixin

Chang Kai, a notable director at Hubei Film Studios, died on Feb. 14 from pneumonia caused by the virus als:

and Feb. 14, Caixin leamed from one of Chang’s former college classmates.

The story of their deaths starkly illuminates how authorities in the disease-stricken city may have mishandled

In Wuhan, the coronavirus anguish as experienced by one family - The Washington Post

These days, Zhu is not just trying to be a good daughter and wife and mother and employee. She’s also trying
the process....

Even once this is over, the family expects they, and Wuhan, will have to deal with new problems. The real est

Comment: Hearlng increasing numbers of stories of families in Hubei who have had multiple members die fi«
Comment: Hearing increasing numbers of stories about Hubei families that have lost multiple members to tt

Recovered patients donate plasma to save more - Xinhua

Cured patients who were infected with COVID-19 are called upon to donate plasma as initial results had indic

China highlights controlling virus transmission chains - Xinhua

Prevention and control measures, worked out by a joint mechanism, feature controlling the source of infectior

a press conference in Beijing...

Illegal activities of hunting, trading and eating wild animals have been harshly cracked down upon, Zhou saic

'Animals live for man': China's appetite for wildlife likely to survive virus - Reuters
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For the past two weeks China’s police have been raiding houses, restaurants and makeshift markets across the

Supreme People’s Court wields the Criminal Law “Big Stick” in the Anti-Coronavirus Battle | Supreme People

The Punishing Crimes and Violations of Obstruction Opinions and the Ensuring Positive Medical Order are ir

criminal justice institutions how the relevant criminal (and public security administration penalty) laws shoulc

PHOTOS: Life Goes On In The Epicenter Of The Coronavirus Qutbreak : Goats and Soda : NPR

WHO-China expert team begins coronavirus field inspections - Xinhua

The expert team will go to Beijing, Guangdong Province and Sichuan Province to conduct inspections, said M

How Wenzhou, 900 km From Wuhan, Went Into Total Lockdown - Foreign Policy

one of the largest magnets for the city’s diaspora has been Wuhan. Migrants from Wenzhou set up a4 chamber

3. Persis

| have been trying to avoid these rumors but after some recent conversations in the last week, and some cu

hypothesis has moved from the leak of a genetically modified virus to a naturally occurring one that the lab

Wuhan virologist warns of overseas-started 'leaked virus' conspiracy - Global Times

A research fellow from Wuhan Institute of Virology in Wuhan, the epicenter of the novel coronavirus pneume

"I never released any information on reporting others and [ am in great indignation for people who use my nar

Monday.

Chinese research lab denies rumours of links to first coronavirus patient | South China Morning Post

In a statement on Sunday, the Wuhan Institute of Virology denied that one of its employees was the outbreak’

“Recently there has been fake information about Huang Yanling, a graduate from our institute, claiming that s

But releasing these guidelines at this moment only fuels the “conspiracy” theories - Biosafety guideline issue
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The release of the guideline deals with chronic loopholes at laboratories, Yang Zhanqiu, a deputy director of t

"The mention of biosafety at labs by the ministry has nothing to do with some saying that the coronavirus leal

Laboratories in China have paid insufficient attention to biological disposal, Yang said.

Lab trash can contain man-made viruses, bacteria or microbes with a potentially deadly impact on human beir

Some researchers discharge laboratory materials into the sewer after experiments without a specific biologica

R Bk INsANISEIG R EXE S HIETE - EX - SRR

Ministry of Science and Technology has issued a guiding opinion on "X EH EiA S o SR B IEY

And this comment from Xi at the Friday reform meeting is interesting - “Xi called for the assessment of revisii

biosecurity, stressing that biosecurity should be included in the system of national security.”

China should get ready for belt-tightening following virus outbreak - Global Times

"China will face decreased fiscal revenues and increased expenditures for some time to come, and the fiscal o
of China Central Committee. In this situation, it won't be feasible to adopt a proactive fiscal policy by expand

wrote in dan article published on Qiushi, a magazine affiliated with the Communist Party of China Central Con
Liu's article sent a clear signal that China would not stimulate the economy by rolling out another massive mo

Due to the major impact of the coronavirus outbreak on businesses across the country, the Ministry of Finance

Liu Kun's article - FREMEEEEEAIHERIEY - REN

China to step up financial support for epidemic control - Xinhua

The most urgent work for fiscal authorities at all levels is to increase financial input and roll out favorable pol
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(CPC) Central Committee.

As of 9:00 p.m. Feb. 12, China has allocated a total of 78.53 billion yuan {about 11.3 billion U.S. dollars) of f

China’s Coffers Are Depleted Just as Virus Spurs Spending - Bloomberg

More than half of mainland provinces expect slower expansion of revenue in 2020 than last year’s average lox
fall...

Analysts are divided about how the shortfalls will be addressed. While economists from Citigroup Inc. to Chi

and Goldman Sachs believe that remains politically unpalatable.

China Factories Stand Ready to Go, But Where Are the Workers? - Caixin

Among 109 of its members surveyed last week between Feb. 11 and 14, some 69% involved in manufacturing

running by this week.

But despite reopening, resuming full production remained difficult due to staffing issues. Of the companies su
period for returning workers as the two biggest factors keeping their shops understaffed. When asked what the

respondents.

Beijing neighborhoods move to step up precautions - China Daily

People who return to Beijing from other places must isolate themselves for 14 days at home or designated site

effect immediately and violators will face legal liability.

tE— A+ A ERE SishORRE—ARRERD EIE BRSNS 1370

This 1s likely the reason for the new Beijing quarantine rules. A worker from an unidentified work unit (sounc

to have the virus, and now doxens from his work unit are quarantined...now imagine this happening at compai

Catering Sector Suffers Major Losses as Diners Stay Away Over Lunar New Year - Caixin

The report released by the China Cuisine Association said the impact of the coronavirus outbreak on China’s |

businesses are likely to face serious cash flow 1ssues and difficulty obtaining financing in the coming months.
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The Economic Fallout of the Coronavirus in Southeast Asia - Carnegie Endowment for International Peace

The virus’s ripple effects have hampered the economies of nearby countries, especially in Southeast Asia, in t

Yicai Global - Hainan Province Issues China's First Epidemic Risk Insurance to Get Firms Back to Work

Hainan, China's southemmost province, has introduced the country's first insurance against epidemic-related |

Balance needed between economic activity, virus watch - Global Times

We do not believe prevention and control are no longer needed. Instead, we appeal to scientific, targeted meas

consideration, and care more about the interests of local people rather than doing things only in a "politically

Beijing Auto Show Becomes Latest Event to Be Delayed by Virus - Bloomberg

The new date for the Beijing International Automotive Exhibition, originally scheduled for April 21-30, will t

China Focus: China sees 45-pct drop in holiday travel, no "peak” expected - Xinhua

China will see a 45-percent drop of trips over the annual Spring Festival travel period due to the COVID-19 o

Drugmakers braced for coronavirus disruption to China supplies | Financial Times $$

China manufactures key ingredients in the global supply chain for antibiotics, diabetes drugs, painkillers and :

Europe braces for coronavirus-induced drug shortages — POLITICO

“We have seen there might be a possibility [of the] risk of shortages of supplies due to the coronavirus,” said

particularly in Hubei province.”

China to Postpone Annual NPC Session and Restrict Wide Animals Trade & Consumption — NPC Observer

The Council of Chairpersons decided on Monday, February 17 to convene the NPC Standing Committee (NP

First, the NPCSC is expected to adopt a decision postponing this year’s NPC annual session, which was origi
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At this point, it is unclear whether the NPCSC will decide next week on a new date for the NP(C session. Wer:
[Z2EA BAERASINEHIN] (which has the status of a national law), the NPC must convene its annual s

Second, the NPCSC will also adopt a Decision on Prohibiting Illegal Trade in Wild Animals, Uprooting the P
[XTRIEEEFFENYERZ. ERnRETEES. TISLREARBERERRRTEAIRTE).

China postpones year’s biggest political gathering amid coronavirus outbreak | South China Morning Post

The state news agency Xinhua reported that the standing committee of the National People’s Congress (NPC)

Zang Tiewel, a spokesman for the NPC legislative affairs commission, told Xinhua that deferring the March r

What | learned at the 2020 Munich Security Conference - The Washington Post

For the past four years, it has been impossible to go to a global affairs conference without discussing the rise «

Conference (MSC) turned out to be different from the theme that dominated the discourse. To paraphrase Jan

Bringing the East and West Together In Shared Commitment to Multilateralism - Trasncript of Wang Yi's spes

As many world leaders noted, it is admirable that the Chinese government and people have shown firm resolv

strengths of China's system...

To date, confirmed cases outside China account for less than one percent of the world's total. It means China |

China's view 1is that as human society has entered the age of globalization, we must transcend the East-West d

differences, to see the international community as one global family...

the West also needs to eschew the subconscious belief in the superiority of its civilization and abandon its pre

the East, one with a system different from the West...

The initiative of building a community with a shared future is inspired by the traditional Chinese philosophy t
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governance and represents the ultimate goal of multilateralism. It 1s a Chinese proposal on how to address tod

unremitting efforts to this end.
Comment: US policymakers should be under no illusions that Wang and the PRC's message, along with cash

The West Is Winning - United States Department of State Secretary Pompeo speech at the Munich Security ¢

The West 1s winning. Freedom and democracy are winning. And by that, I don’t mean just geographical natio

sovereignty. They're part of this idea of the West....

China encroaches on the exclusive economic zones of Vietnam, the Philippines, and Indonesia. And on that p

And let’s talk for a second about the other realm, cybersecurity. Huawei and other Chinese state-backed tech «

China demands silence on Taiwan and Hong Kong so that deals will keep flowing. [t exacts pieces of national

China is increasingly trying to co-opt officials at the state and local level.. And this is happening all across Eu

Preaching clash of civilizations meant to reverse wheels of history: Chinese FM - Xinhua

"The so-called clash of civilizations 1s a false argument,” Wang responded when asked whether China and the

Noting that the human civilization is quite advanced in the 21st century, Wang said if anyone is trying to prea

China has always advocated that all civilizations are equal and no one is superior to others as all civilizations .

Those who clamor for the clash of civilizations subconsciously believe in the superiority of Western civilizati

As Prepared Remarks by Secretary of Defense Mark T. Esper at the Munich Security Conference > U.S. DEPAF

China’s growth over the years has been remarkable, but in many ways it is fueled by theft, coercion, and expl

Huawei and 5G are today’s poster child for this nefarious activity...

We are not asking our partners to reject engagement with China; just the opposite.
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US warnings about China are lies, Foreign Minister Wang says - CNBC

China’s Foreign Minister Wang Y1 said Saturday that U.S. criticisms of Beijing were “lies” and blamed Wash

“The root cause of all these problems and i1ssues 1s that the U.S. does not want to see rapid development and r

discussion at the Munich Security Conference.

Transcript of State Councilor and Foreign Minister Wang Yi's Exclusive Interview with Reuters

Does China believe that eventually it will have to have a military presence in the Middle East to ensure the se
Middle East?

Wang Yi: Well I'm afraid that many countries in the Middle East would not agree that the United States 1s pro

Think about this: In the past decades, how many wars has the US started in the Middle East? How much dam:

stability and development to the Middle East, but rather endless turbulence and persistent poverty. In addition

Coronavirus: China accuses US of ‘dark mentality and dangerous action” | South China Morning Post

People’s Daily, a mouthpiece of the ruling Communist Party, published a commentary on Monday slamming

The commentary under the pen name Zhong Sheng 4 homonym in Chinese for the “voice of Chinga” alsot

pneumonid-like virus.

And it targeted US Secretary of State Mike Pompeo’s tweet on February 8 that the US would provide an addi

leadership in response to the outbreak™.

The commentary -B15ER , AWM TTZ (¥ )

U.S.-China Feud Ensnares Obscure UN Intellectual Property Agency - Bloomberg

The fight over who heads the World Intellectual Property Organization, described by people familiar with the

leader in early March.
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U.S. Weighs New Move to Limit China’s Access to Chip Technology - WS

The Commerce Department is drafting changes to the so-called foreign direct product rule, which restricts for
they intend to use American equipment to produce chips for Huawei Technologies Co., according to the peop

effort...

“They don’t want any fab in the world to produce anything for Huawei—that’s the goal,” one person said, spe

Trump Effort to Keep U.S. Tech Qut of China Alarms American Firms - The New York Times

The concerns, which have been simmering for months, have taken on new urgency as the Commerce Departnr

of new restrictions on Chinese investment in the United States and proposed measures that would prevent A

Trump Administration Considers Halting GE Venture’s Engine Deliveries to China - WS)

The administration may decline to issue a license allowing CFM International, a joint venture of GE and Fran

country’s Comac C919 jetliner, the latest in a planned family of new jets that is years behind schedule.

Some within the administration are concerned that the Chinese could reverse-engineer the CFM engines, alloy

Cambridge caught in crossfire of US-China tech war | Financial Times $$

The battle for technological supremacy between China and the US risks damaging Cambridge’s growing repu

“The risk 1s that we find ourselves stuck between two world powers, trying to appease both,” said Alexi Drev

Department of Commerce Renews Temporary General License for 45 Days | U.S. Department of Commerce

Today, the Bureau of Industry and Security (BIS) of the U.S. Department of Commerce announced it was ext:
implemented as a measure to prevent interruption of existing network communication systems in rural U.S. re

technology (i.e., those not produced by Huawei or one of its listed affiliates).
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Coronavirus fears force China into mass chicken cull | Financial Times $$

China 1s to begin importing live chickens from the US as feed shortages due to the coronavirus force poultry {

“There is no question China’s chicken population will fall sharply in the coming months,” said Qiu Cong of [,

Farmers have slaughtered at least 100m young chickens because travel restrictions imposed to control the spre

Ning Zhonghua, a professor at China Agricultural University.

China Approves Imports of Live Poultry From U.S. - Reuters

Beijing had banned all trade in poultry products from the United States since 2015 due to outbreaks of avian 1

But it lifted the ban on poultry meat imports in November 2019 as a concession to the United States ahead of

The new announcement would also allow for the import of live birds
Comment: And the pig population has been decimated by African Swine Flu. And the leadership looks increa

China's rural policy bank issues loans for spring farming preparation - Xinhua

As of Feb. 10, a total of 12 billion yuan {about 1.72 billion U.S. dollars) of loans had been issued by the Agric

Specifically, the bank allocated a total of 5.7 billion yuan of loans to support fertilizer reserves between Oct. |

Investors Oppose Province’s SOE Bond Buyback - Caixin The Qinghai provincial government is facing oppositi

N.B.A. Expects to Lose ‘Hundreds of Millions’ From China Rift, Silver Says - The New York Times N.B.A. Comu

sponsorships and television revenue but that he believed there would “be a return to normalcy fairly soon.”...Sils

China Standoff Cost the NBA ‘Hundreds of Millions” - WSJ $$ it was encouraging to the league when Yao Ming

man had a reserved seat in the front row of Radio City Music Hall. Yao, who refused to take the NBA s calls du
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China becomes 5th largest trade partner of Ireland in 2019 - Xinhua In 2019, the total value of the goods trade
of 8.93 billion euros worth of goods to China in 2019, up by 63.19 percent compared with the previous year, ma

Chinese police detain fugitive rights activist Xu Zhiyong during ‘coronavirus check’ | South China Morning Po

of friends and sympathisers, according to other activists.

‘This may be the last piece | write’: prominent Xi critic has internet cut after house arrest | The Guardian Thse

barred from social media and is now cut off from the internet, his friends have told the Guardian.... Those restrict

Document Shows Chinese Officials’ Calculations in Waging Xinjiang Campaign - WSJ) $8 The 137-page docume

rights groups say as many as 4 million people have been detained in re-education camps in recent years.

The Karakax list: how China targets Uighurs in Xinjiang | Financial Times $$ Tecords were leaked to the Finang

of the relatives of detainees who live abroad and the details provided about their extended families match the rec

How China Tracked Detainees and Their Families - The New York Times The leaked document, a 137-page spre

and government identification numbers of more than 300 people held in indoctrination camps and information o

Leaked data shows China's Uighurs detained due to religion - AP The database obtained by The Associated Pre

detainee’s name, address, national identity number, detention date and location, along with a detailed dossier on

do not indicate which government department compiled them or for whom.

R ER S ALERDERESIN-FERE- AEK Wang Yang chairs CPPCC chairpersons meeting on 2.17

‘This may be the last piece | write’: now a Xi critic’s words ring true | The Guardian The Chinese professor Xu

been able to contact him for several days, they told the Observer.

China opposes U.S. "long-arm jurisdiction": FM spokesperson - Xinhua According to the Federal Register, the

Iran, North Korea, and Syria Nonproliferation Act.

China quietly rolls out new rocket to launch mystery satellite - SpaceNews.com The terse notice stating that t

which added that the payload for the mission is named ‘new technology verification satellite-6°. The name of the

Chinese FM meets Vatican counterpart - Xinhua Noting that Pope Francis has publicly expressed his love and |
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China-Vatican exchanges over time and will open up more space for bilateral exchanges in the future, he added.

Macao casinos allowed to reopen after anti-virus closure - AP The Chinese temmitory of Macao will allow casin

Armed gang steals toilet rolls in panic-buying Hong Kong - AFP A gang of knife-wielding men jumped a delives

U.S. warship sails through Taiwan Strait: MND - Focus Taiwan A United States warship sailed through the Taiv

fighter jets to monitor the movements of Chinese warplanes, according to the Ministry of National Defense (MM

ByteDance to name exclusive head for gaming, signaling ambitions for business: sources - Reuters Yan Shou,

like Honor of Kings, according to one of the people, asking not to be identified because the information isn’t pul

Under Lockdown and Quarantine, China’s Punk Rock Bands Are Taking the Mosh Pit Online With venues shut

China takes centre stage in global biodiversity push - Nature.com The meeting is the second of three rounds of

the United Nations Convention on Biological Diversity (CBD) in Kunming in October, and will replace the curr

TRERE

This post is onlv for paving subscribers of Sinocism, but it's ok to forward everv once in a while.

Sender: "Stilwell, David R"
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Recipient: l(g?(rg?l Tobin 4(b)(6) | |
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From: "Fouss, B. Jamison (Wuhan)"[rh/as |
To: [D)(B) |(wuhan) bY@y |
Subject: Re: WaPo - Senators demand answers from Pompeo on Wuhan lab cables
Date: Tue, 28 Apr 2020 20:48:39 +0000

You should also copy|(D)(6) so he's aware of the article as well.
Best regards,

Jamie Fouss

Consul General

U.S. Consulate Wuhan - DC Branch

Page 126

From:[(h)(6) [Wuhan} {{b)(6) |

Sent: Tuesday, April 28, 2020 4:41 PM

To: fhyia) |(Beijing} b)) |Fouss, B. Jamison {(Wuhan}
[b)6) |(Phnom Penh) [p16)

l(b)(&)

Subject: Re: WaPo - Senators demand answers from Pompeo on Wuhan lab cables

There will be another one from WSJ tomorrow. We're working on CDC guidance on a few

items.

[T |

Coronavirus Global Response Coordination Unit
SharePoint | State.gov | InfoCentral

[bY(6) |

Fromi(b)(6) [(Wuhan}

Sent: Tuesday, April 28, 2020 4:37 PM

To: [[h\(6) |(Beijing}|(b)(6) |Fouss, B. Jamison (Wuhan)
(b)(6) kPhnom Penh)[(b)(6)

(b)(6) |

Subject: WaPo - Senators demand answers from Pompeo on Wuhan lab cables

All,
This one came out sooner than expected

https://www.washingtonpost.com/opinions/2020/04/28/senators-demand-answers-pompeo-

wuhan-lab-cables/

The facts that we are contributing to counter the argument that we didn't push for further
investigation into our concerns are the details of cancellations of our requests to visit the lab. |

also had to explain at length what a BFB is.
)

(D)6

text:

The State Department was warned two years ago of safety concerns at

a Wuhan lab doing dangerous research on bat coronaviruses. Now,



FL-2021-00033 A-00000473414 "UNCLASSIFIED" 08/24/2023 Page 127

two Democratic senators want to know if those warnings were ignored
— and why, despite these warnings, the Trump administration
reduced our government’s health presence in China before the novel
coronavirus pandemic broke out.

On Tuesday, Sens. Chris Murphy (D-Conn.) and Edward J. Markey

(D-Mass.) sent a letter to Secretary of State Mike Pompeo requesting
information about two sensitive but unclassified diplomatic cables
sent from the U.S. Embassy in Beijing back to the State Department in

Washington in early 2018. The cables, one of which I

obtained, reported that scientists at the Wuhan Institute of Virology

complained about a lack of properly trained technicians and
investigators needed to safely operate their highest-security lab, which
claimed the top level of biological security (Biosafety level 4).. The U.S.
diplomats also warned of the risk of a new virus pandemic breaking

out at the lab if more wasn’t done to address these concerns.

Full coverage of the coronavirus pandemic

The cables contain no firm evidence the novel coronavirus outbreak

originated in the WIV lab. But their emergence has stirred an intense
debate inside the Trump administration — and now on Capitol Hill —
over whether this lab or the nearby Wuhan Center for Disease Control

and Prevention lab is connected to the origin of the pandemic. The lab
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and the Chinese government have categorically denied any

connection.

“The cables raise really serious red flags and it would stand to reason
that anybody that received these cables would take steps to figure out
whether there was fire underneath the smoke,” Murphy told me in an
interview. “But we still have more questions than we have answers
about the origin of this virus.”

These Democrat senators are not endorsing the lab origin theory
outright and they definitely don’t agree with Trump on China policy.
But they do not dismiss the possibility that the Wuhan labs were
connected to the outbreak, and they want the U.S. government to get
to the bottom of it.

First of all, they want Pompeo to hand over the cables. The House
Foreign Affairs Committee minority side has also put in a formal
request for the cables. The State Department denied my request for

the cables and declined to comment for this article.

Sign up for our Coronavirus Updates newsletter to track the

outbreak. All stories linked in the newsletter are free to access.

The senators also want to know: What did the State Department do to

follow up on the cables? Did the U.S. government investigate its
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assertions, address its concerns, share the information with other
agencies, engage the Chinese government on the matter or offer the
WIV lab the help it was clearly asking for to be able to operate safely?
Why did the Trump administration slash the staff of our own CDC

inside China in 2018 and 2019? And why did the Trump

administration cancel funding for the USAID Predict program, which
was trying to prevent the next viral pandemic by working with Chinese

researchers, including the WIV lab? Murphy is proposing new

funding for international public health infrastructure and restoration
of the mechanisms the Trump administration cut.

“If you got this cable and you had an infrastructure inside China that
could help you investigate the claims, you would think the response
would be to increase that presence,” Murphy said. “It appears that the
Trump administration’s response to these cables was to pull out our

investigators rather than empower them.”

Since the existence of the cables was revealed, top Trump
administration officials have said they're still trying to understand the
virus’s origins but the Chinese government is intentionally thwarting

their efforts. The National Institutes of Health has suspended its

work with the WIV lab and is conducting its own investigation, but

without China’s help.
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Opinion | U.S. diplomatic cables warned of Wuhan lab safety issues. The

world needs answers.

“We are still asking the Chinese Communist Party to allow experts to

get into that virology lab so that we can determine precisely where this
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virus began,” Pompeo said earlier this month. The Chinese
government rejected Pompeo’s request.

U.S. intelligence agencies have been looking for evidence about the
virus origin for months, but they haven’t found any proof that would
either implicate or exonerate the labs. There’s an intelligence gap,
several officials told me, which means they don’t know anything either

way.

Murphy said China should allow international experts into Wuhan to
investigate the lab-related theory as well as a scenario that links the
outbreak to a local seafood market. He wants the Trump
administration to take a more international approach to bringing
pressure to bear on Beijing.

“Everything [Chinese authorities] have done suggests that they have
something to hide,” he said. “If this virus did emanate from bats in a
wet market as they claim, then why not allow outsiders inside to
confirm that claim? You have to view their actions incredibly

suspiciously.”

The Opinions section is looking for stories of how the coronavirus has

affected people of all walks of life. Write to us.

He thinks the Trump administration and its allies are attacking China

to deflect from Trump’s mishandling of the pandemic and make up for
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Trump’s early praise of the Chinese government’s response. Whatever
one’s view on the Trump administration’s coronavirus response,
however, Americans’ public health depends on figuring out the truth
about the labs — not just in Wuhan but in all of China.

“If there is an ongoing security crisis in Chinese labs, then we need to
resource our overseas public health infrastructure to address that,”
Murphy said.The important question of how the coronavirus
pandemic started is caught up in our domestic political fight over how
to deal with China. But there’s a bipartisan consensus that we must
figure out what happened in Wuhan in order to help mitigate this
pandemic and prevent the next one.

(D16

Coronavirus Global Response Coordination Unit
SharePoint | State.gov | InfoCentral
rb)(ﬁ) |

Sender: "Fouss, B. Jamison (Wuhan)"|(b)(6) |
Recipient: [(b)(6) |(Wuhan){(b)(6) |
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Cc: SPOX <SPOX@state.gov>: [(D)(6) |

[b)(6) |
Subject: Update on Chinese Ambo story

EAP Team— both Rich and Kylie got fottage {long story) as well as Carol from WaPo. So, we are no
longer giving Reuters the exclusive per our discussion earlier this morning. There was a process foul that
ended up with Rich and Carol being there, so it is what it is. At least the story will get out.

They all want to report right away. I'm going to[fhy/53

(b)(5)

In the mean time—l(b)(B) |— please make sure Kylie, Rich, and Carol have any and all
Chinese disinfo materials related to coronavirus. You may want to check in with EAP as Stilwell has been
collecting a lot of this stuff.

Also looping in[(D)(6in case she has any points that she wants me to make to background the reporters
on this demarche.

Sent from an IPhone
Sender: "Stilwell, David R" |(b)(6) |

Keshap, Atul [(b)(6) |
l(b)(6)

Fritz, Jonathan D [(hy(6)
[()(6)

Tobin, Elizabeth D, EQP/NSCI(D)(6)

Kanapathy, Ivan |(b)(6)

Recipient:




FL-2021-00033  A-00000472720 "UNCLASSIFIED" 08/24/2023 Page 140

From: [D)(6) (Wuhan){(b)(6) |
To: Forden, Robert W (Beijing) [(D)(6)

Re: SHORT FUSE CLEAR BY 1PM: Press Guidance Tasking on PRC Destroying
COVID-19 samples

Date: Tue, 19 May 2020 16:02:13 +0000

Subject:

ise this.

(b)(6)

Coronavirus Global Response Coordination Unit

SharePoint | State.gov | InfoCentral

{202) 790-3452

From: Forden, Robert W (Beijing)l(b)(s) |

Sent: Tuesday, May 19, 2020 12:00 PM

To(b)(6) [(Wuhan}|(h\(6\ |

Subject: Re: SHORT FUSE CLEAR BY 1PM: Press Guidance Tasking on PRC Destroying COVID-19 samples

(B)(O)

From: [b)(6) |(wuhan}{(b)(6) |

Sent: Tuesday, May 19, 2020 11:50 AM

To: Forden, Robert W (Beijing)|(b)(6) |

Subject: Fw: SHORT FUSE CLEAR BY 1PM: Press Guidance Tasking on PRC Destroying COVID-19 samples

further notes on this thread. FYI
[b)(6) |

Coronavirus Global Response Coordination Unit
SharePoint | State.gov | InfoCentral

{(202) 790-3452

From: Yu, Miles|(b)(6) |

Scnt: Tuesday, May 19, 2020 10:57 AM

To: [(b)(6) |CGRCUPress; OES-
IHB-DG; ISN-BPS-DL; Legal-EAP-DL;|(b)(6) |
(b)(6) |

Cc: EAP-CM-ECON-DL; EAP-Press

Subjcct: Re: SHORT FUSE CLEAR BY IPM: Press Guidance Tasking on PRC Destroying COVID-19
samples

Collcagues,
Here 13 my take on the Liu Dengfeng admission of destroying samples, which I have shared with a few
colleagues in a different dialogue.
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Miles

Dr. M. Miles Yu

Policy Planning Staff
Office of the Secretary
U.S. Department of State

(b)(6)
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From:[(b)(6) |

Sent: Tuesday, May 19, 2020 10:46 AM

To: [fmi& | CGRCUPress; OES-IHB-DG; ISN-BPS-DL;
Legal-EAP-DL; |(b)(6) [Yu, Miles{(b)(6) |

(b)(6) |
Cc: EAP-CM-ECON-DL; EAP-Press

Subjcct: RE: SHORT FUSE CLEAR BY [PM: Press Guidance Tasking on PRC Destroying COVID-19
samples

This needs to be reviewed in a smaller group which 1 have spoken with. Will get back.

(b)(6)

SENSHPEBH FENCEASSHIED

From: [hY(&)
Scnt: Tuesday, May 19, 2020 10:42 AM
To: [/ I

CGRCUPress <CGRCUPress(@state.gov>; OES-IHB-DG <OES-IHB-DG{@state.gov>; ISN-BPS-DL
<ISN-BPS-DL@STATE.GOV>; Legal-EAP-DL <Lcegal-EAP-DL@state.gov>; [(b)(6) |
(b)(6) | Yu, Miles [fh) 6 |
(b)(6) |
(MR |

Cc: EAP-CM-ECON-DL <EAP-CM-ECON-DL@state.gov>; EAP-Press <EAP-Press(@state. gov=>

Subject: Re: SHORT FUSE CLEAR BY 1PM: Press Guidance Tasking on PRC Destroying COVID-19
samples

I defer to [(b)(5)
(B)(3)

From{(b)(6) |
Sent: Tuesday, May 19, 2020 10:33 AM
To: |iB)(B) | CGRCUPress <CGRCUPress(@state.gov>; OES-IHB-DG
<QES-IHB-DG@state.gov=>; ISN-BPS-DL <ISN-BPS-DL@STATE.GOV>; Legal-EAP-DL <Legal-
EAP-DL@state.gov>:[(b)(6) |
[by6) [Yu, Miles()(6) |
{hYRY |
(BY(6) |
Ce: EAP-CM-ECON-DL <EAP-CM-ECON-DL@state.gov>; EAP-Press <EAP-Press(@state. gov>

Subject: Re: SHORT FUSE CLEAR BY [PM: Press Guidance Tasking on PRC Destroying COVID-19
samples

T would largely defer to[(B)(5) |
(b)(5)
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Sender: [(b)(6) KWuhan)" [(hvay |
Recipient: Forden, Robert W (Beijing) [(b)(6) |
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I{(tt:)){(g]) |(Beijing) (b)(|6)
inient: (Beijing} [(0)(6)
Recipient: & (Beijing)|(b)(6)

(b)(€)  |(Beijing)(b)(6)
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From:{(D)(6) |
Sent: Thursday, April 23, 2020 5:47:14 PM
To:[(b)(6) }; Stilwell, David R {(b)(6)

Subject: Re: HOT: Virology Labs Breakdown

Thanks, [ ] This is very helpful.
The former deputy director of the PRC CDC is the wife of a prominent Chinese dissident. Both
are living in NYC. She knows all about this 2004 incident.

b)(5)
From:[b)(6) |
Sent: Thursday, April 23, 2020 5:37 PM
To:[(b)6) | stilwell, David R {{b)(&)

Subject: Re: HOT: Virology Labs Breakdown

Actually there is a CDC press release from 2004:
https://www.cdc.gov/sars/media/2004-05-19.html

NOTICE

This website is archived for historical purposes and is no longer being
maintained or updated.

During April 22-29%, the Chinese Ministry of Health (MOH) reported a total of
nine cases of SARS in China ; seven of the patients were from Beijing , and
two were from Anhui Province , located in east-central China . One of the
patients died.

Two of the nine patients were graduate students who worked at the China ag™s
Naticnal Institute of Virclegy Laboratory (NIVL) in Beijing , which is known
to conduct research on SARS coronavirus (5ARS-CoV) . The laboratory was closed
on April 23, potentially exposed personnel are being monitored for signs of
illness, and possible sources of infecticon for the two laboratory workers are
being investigated.

Of the seven other S5ARS cases, two were directly linked to close perscnal
contact with one of the graduate students who worked at NIVL; these two cases
were in the graduate studentd€™s mother (who died) and in a nurse who
provided care to the graduate student. The remazining five cases were linked
to close contact with the nurse.

No further cases of SARS in China or anywhere else in the world have been
reported since April 29. Chinese authorities have carried ocut active
surveillance activities to identify other possible cases of S5ARS, including
enhanced surveillance for any flu-like illness and pneumonia of unknown
etiology. They also initiated measures fo prevent the spread of SARS among
travelers, including health screening of travelers at ports of exit/entry.

On May 18, the World Health Organization (WHO) reported on its
websiteExternal that the ocutbreak in China appears to have been contained,
but that biocsafety concerns remain and further investigation is under way.
WHO and Chinese health officials are still in the process of determining
precisely what caused the cutbreak.
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(0)(S)

From:|(b)(6)

Sent: Thursday, Apnl 23, 2020 10:28 AM

To: Stilwell, David R |(b)(6) |

Cei(b)(6) [mim !
Subject: Re: HOT: Virology Labs Breakdown

Sir,

Per our call | will get you my initial thoughts this morning|(b)(5)

RN

Best,

(b)(6)

Get Outlook for iOS

From: Stilwell, David R|(b)(6) |
Sent: Thursday, April 23, 2020 8:38:51 AM
Tolihvi&) I

Ce:[rhii6) [ T
Subject: HOT: Virology Labs Breakdown

|(b)(5) | Figured I'd start with
you.

Some questions like:

1. Current CCP virology/pathogen/bio labs (civilian and military}; where they are, when they
opened; what they do; do we have any confidence in them?
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2. Last time they were inspected by outside world;
3. How many did Americans help create?

4, Previous known lab shortcomings and failures.

08/24/2023

Page 159

Feel free to call. | understand you probably don’t have all the data |(b)(5)

but maybe you can point us to those who do.
Thanks
Dave

David R. Stilwell
Ass’t Secretary East Asia Pacific

(b)(6)

Sender: ((b)(6)

TN I
Stilwell, David R [(D)(6) |

Recipient:
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From: [(b)(6) >

To: Stilwell, David R |(DY/{6)
' S_SpecialAssistants <S_SpecialAssistants@state.gov>

(b)(®) @>e
. e (S} ke
¢ Ibie)
Buangan, Richard L [{h\(6

Subject: Re: Hacked Wuhan lab records show unreported cases in wider area
Date: S5at, 9 May 2020 01:18:42 +0000

Thank you, Dave. We will include with tomorrow’s morning media book.

Sent from my iPhone

On May 8, 2020, at 9:15 PM, Stilwell, David R|(b)(6) \ - wrote:

(b)(6)
Great Opkd if you think S is interested; proves there is still sanity in this world.
Cheers

Dave

¥bi(6
From:{[5)(6) [ |
Sent: Friday, May 8, 202Q 9:08 PM
To: Keshap, Atul |(b)(6) 0)0) kAP—FO—Principals—DL <EAP-FQO-Principals-DL@state.gov>; EAP-
Press <EAP-Press@state.gov>; [(b)(6) [0 )61 |
[(h(6) fb)(ﬁ)
Ce:|(b)(6) |(canberra)ipy6) o b)(6) (Canberra)
(0)®)
Subject: Re: Hacked Wuhan lab records show unreported cases in wider area

Colleagues,

Also of interest, our PAS colleagues in Mission Australia sent the opinion piece below in the
Daily Telegraph.

Best,
(b)(®)

Sharri Markson: In reality, we’re united with The States on
China
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Below are three articles on this issue in the Australian press.

Best,
(b)(6)

¢ Chris Griffith in The Australian: "Conronavirus: Hacked Wuhan lab records show
unreported cases in wider area".

» Miranda Devine in The Daily Telegraph: "Mystery of the missing data — substantial
changes made to Wuhan lab’s bat virus files".

» Clive Hamilton in The Sydney Morning Herald: "It would be unwise to dismiss Donald
Trump's Wuhan lab leak theory".

Coronavirus: Hacked Wuhan lab records show unreported cases in
wider area

EXCLUSIVE

CHRIS GRIFFITH

TECHNOLOGY REPORTER

12:00AM MAY 9, 2020

COVID-19 case data allegedly hacked from China’s Wuhan lab suggests the number of cases has
been under-reported.

Data includes areas where cases were not reported, according to an analysis.

The dataset, seen by The Weekend Australian. contains empty records for the period February 2-
18. indicating records were not kept for that period or that data was deleted. The Australian
reported on April 23 that data from the Wuhan Institute of Virology had been hacked.

Robert Potter, CEO and founder of online security firm Internet 2.0, then told The Australian:
“I"ve had credible sources tell me that people have used the credentials that were leaked on
Twitter and Facebook to access the lab.”

The original story reported Mr Potter citing the existence of nearly 25,000 email addresses and
passwords dumped online belonging to the Wuhan labs, the WHO, the US National Institute of
Health, Gates Foundation and other bodies.
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Mr Potter’s sources have now revealed a database purportedly from the Wuhan Institute of
Virology containing a daily record of coronavirus cases in apartment blocks in cities across
China.

READ MORE:US Intel investigates virus links to lah accident|PM’s right to hold the line on lab
‘conspiracy’ Trump’s ‘seen’ Wuhan lab evidence Much evidence for Wuhan lab theory:
Pompeol|All evidence points to Wuhan labs

Each record includes an ID, collection time, number of deaths and recoveries, the latitude and
longitude of the building and locality. The dataset contains a series of records for each day from
February 2 to April 22.

A sample of coronavirus records totalled by buildings in China that are claimed to be from the
Wuhan Institute of Virology.

Mr Potter on Friday told The Weekend Australian his source had sent him photos of an
authenticated login and visualisations of the data that gave him “high confidence™ the records
were legitimate. “It was highly unlikely that the data had been fabricated,” he said. “They appear
to showcase tracking from what I think is probably a research project within the Wuhan lab
working on coronavirus data.

“It’s not data of individual cases. it’s tracking buildings where there are confirmed or suspected
(cases) or recoveries or people have died from coronavirus in those buildings. The metadata tab
translated to English shows areas (that) correspond to apartment blocks a lot of the time.

“But I would also say that the data doesn't appear to cover every case in China, but it covers
different cases to what have been publicly reported.”

He said the records included cities that hadn’t appeared among publicly revealed cases. He found
more cases from the northern city of Harbin than reported. There were cases in Inner Mongolia
and Shanxi Province not found in public data. He had done comparisons with recently released
information in China.

He said there were two possibilities for the blank records in early February, one being that data
was uploaded in late February or data had been deleted because there “appears to be logs for
those days ... but they have no entries”.

“So 1t appears that there could be data from before that period that may have been deleted.
There seems to be a high sensitivity around data from that period.”

Records from the WHO indicate a WHO-China joint mission travelled to Wuhan around that
time. The mission included experts from Canada, Germany. Japan, Nigeria. Republic of Korea.

Russia, Singapore and the US. They went to Beijing. Wuhan and two other cities in that period
from 16-24 February, says the WHO.,
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The resulting report recommended that uninfected countries prepare to immediately activate the

highest level of emergency response mechanisms essential for an early containment of a
COVID-19 outbreak.

Associate Professor Chris Balding, of Fulbright University, Vietnam, who also examined the data,
said Mr Potter’s assessment was “absolutely accurate” in his assessment of the data.

“It seems to diverge significantly from official Chinese data.” he said. “It shows a higher
dispersion of cases and a higher number of deaths than official data.”

Chris Gniffith
TECHNOLOGY REPORTER
SYDNEY

Chris is one of Australia's most experienced technology reporters, with an involvement in the
computer industry spanning almost 50 years. He leamed to program in the late 1960s, studied
computer science in the early 70s, worked on mainframes, taught programming, and ran a
business networking PCs in the 80s. In joumnalism, he has worked in print, radio and television,
been a columnist and commentator, and is an award winning feature writer. Apart from being
The Australian's senior technology reporter, he discusses technology trends weekly on Sky
Business channel's TECH.biz program.

https://www.dailvtelegraph.com.au/news/opinion/mystery-of-the-missing-data-substantial-
changes-made-to-wuhan-labs-bat-virus-files/news-
story/46d5a4{7e05ed96e354bShd5de2b611e

OPINION

Mystery of the missing data — substantial changes made to Wuhan lab’s
bat virus files

Days before the Wuhan wet market was bleached, whistleblowers punished and virus samples
destroyed, someone at the high-security Wuhan Institute of Virology censored its virus database
in an apparent attempt to disassociate the laboratory from a novel coronavirus outbreak that
would become a global pandemic, writes Miranda Devine.
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Most of the changes were to delete the keywords “wildlife” or *“wild animals™. This 1s significant
because global health researchers say the virus jumped from bats to humans via another wild
animal  the crucial “missing link in the COVID-19 transmission chain.

Shi’s used to boast her bat virus database was unique because it included data on virus variants
in other wild animals.

Was her database censored to keep prying eyes away from references to cross-species
transmission of viruses in wild animals?

For instance, the title of the database was changed that night from “Wildlife-borne Viral
Pathogen Database™ to “Bat and rodent-borne viral pathogen database™.

“Wild animal” was replaced with “*bat and rodent” or “bat and rat™ at least 10 times in the
database. A reference to “arthropod vectors™ also was removed.

Keywords which might facilitate searches potentially connecting the database with the outbreak

KN e

also were deleted. “Wild animal samples”, “viral pathogen data”, “emerging infectious diseases”
and “cross-species infection” were keywords associated with the original version.

On December 30 they were replaced with “bat”, “rodent™ and “virus™.

“It looks like a rushed, inconsistent effort to disassociate the project from the outbreak by
rebranding it,” says the British open source intelligence analyst who found the alterations.

“It’s a strange thing to do within hours of being informed of a novel coronavirus outbreak™.

He surmises that: “If the WIV had found the missing link between bat virus RaTG13 and SARS-
CoV-2 [the virus that causes COVID-19] from an animal vector, it would have been in Shi’s
database”.

There’s no conclusive evidence that any of the changes were made for sinister reasons.

But China’s lies and furtive actions since the outbreak leads us to believe the worst.

“This 1s an enormous crisis created by the fact that the Chinese Communist Party reverted to
form, reverted to the kinds of disinformation, the kinds of concealment, that authoritarian
regimes do,” Secretary of State, Mike Pompeo said in an interview Sunday with ABC.

“There is enormous evidence that [the Wuhan lab] is where this began ...

“These are not the first times that we’ve had a world exposed to viruses as a result of failures in a
Chinese lab.”

On Wednesday, Pompeo walked back his comments slightly at a press conference: “We don’t
have certainty,” he said. “We’re all trying to get to clarity.”
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China’s refusal to allow an investigation of the origins of the Wuhan virus, or even to share
original virus samples, impedes the search for treatments and a vaccine. As if that weren’t bad
enough, now it is threatening economic boycotts against countries like Australia which want an
investigation.

“The CCP organisational and governmental culture is to cover up and ruthlessly control,” says a
retired senior Australian intelligence officer who served in China.

“The arrest of frontline health professionals in January was standard practice.”

We don’t know why the changes were made to the WIV database.

What we do know is they were made the same day a young ophthalmologist, Dr Li Wenliang,
warned colleagues in an online chat group about a “SARS-like coronavirus” among patients in

the emergency department of a Wuhan Hospital.

Li was arrested two days later, along with seven other doctors, for “spreading rumours™ and
forced to recant. He died a month later, of coronavirus, aged 34.

https://www.smh.com.au/natienal/it-would-be-unwise-to-dismiss-donald-trump-s-wuhan-
lab-leak-theory-20200507-p54qyg.html

It would be unwise to dismiss Donald Trump's Wuhan lab leak theory

Clive Hamilton

Protessor at Charles Sturt University in Canberra

May 9, 2020 — 12.00am

Donald Trump says he believes the coronavirus was accidentally leaked from a Wuhan
laboratory but has provided no proof. Intelligence agencies in the United States and Australia say
they have no hard evidence. The Australian government says it's most likely that the virus was
transferred from an animal to humans at Wuhan's wet market. Secretary of State Mike Pompeo
seems to be walking back from his previous strong statements.
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From: "Fouss, B. Jamison (Wuhan)(b)(6) |
To: |(b)(6) |(Frankfurt)[(b)(6) |
Subject: RE: EAP Press Guidance August 30, 2018
Date: Fri, 31 Aug 2018 07:46:58 +0000

Hi[B)( ]

Great to hear from you and thanks for thinking of us. |(b)(6) |having a great time
here. Wuhan is nice but really what makes the difference are the Consulate staff. You all hired
some amazing ones — smart, dedicated, perfect English, enthusiastic. We're so fortunate.

|(b)(6) |mentioned he met you|(b)(6) He's also a great addition to the team. New

Consular Chief|(b)(6) |arrives tonight.[(b)(6|is amazing as well.

T |l went to the Virology Institute in March. We weren’t actually able
to visit the lab. For your interest, here’s the blurb from our monthly report:

(U} Virology Institute Highlights US Cooperation During Visit: CG Fouss visited the Wuhan
Institute of Virology with visiting Embassy E5TH Cou nselorThe Institute operates
China's first "P4", or biosafety level 4 lab, which became fully operational earlier this year.
Institute officials gave an overview of their 5ARS research, supported by the U.S. National
Institutes of Health, discussed their exchange projects with the U.S. National Science
Foundation, and expressed support for the Global Virome Project, which aims to launch this
year as an international collaboration to identify all viruses which have the potential to jump
from animal to human populations and cause pandemics. USAID is leading a precursor project
called PREDICT, which has the Wuhan Institute's participation.

Regards,

Jamie Fouss

%8

From: |(b)(6) [(Frankfurt)

Sent: Friday, August 31, 2018 3:07 PM

To: Fouss, B. Jamison {(Wuhan)|(b)(6) |
Subject: FW: EAP Press Guidance August 30, 2018

Hi Jamie

Congrats on your Wuhan anniversary. Seems like you’re enjoying your tour.
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I saw this article earlier this week and it reminded me of the French-built Wuhan
Bio lab that opened soon after [ arrived. With CDC we tried multiple times to visit
but it never happened. Have you been able to visit?

Pleasc give everyone my best.  Looking forward to sccing |(b)(6) next month

when she’s here for training.

Enjoy the long weekend.
--Joc

Joseph Zadrozny
U.S. Consulate General Frankfurt

office: |(b)(6) |

IVG: [(b)(6) |

Sfficial—SBU
UNCLASSIFIED

From: Eapguidance

Sent: Thursday, August 30, 2018 11:56 PM
To: Eapguidance <Eapguidance@state.gov>
Subject: EAP Press Guidance August 30, 2018
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CHINA

EAP Return Lines
August 30, 2018

Back to Top
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EAP Press Guidance
August 28, 2018
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Sender: "Fouss, B. Jamison (Wuhan)((D)(6)
Recipient: |(b)(6)
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State Department
cables warned of
safety issues at
Wuhan lab studying
bat coronaviruses
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A woman wearing a protective suit at a hospital in Wuhan, China. (Aly Song/Reuters)

x

By
Josh Rogin
Columnist

April 14, 2020 at 6:00 a.m. EDT

Two years before the novel coronavirus pandemic upended the world,

U.S. Embassy officials visited a Chinese research facility in the city of
Wuhan several times and sent two official warnings back to
Washington about inadequate safety at the lab, which was conducting
risky studies on coronaviruses from bats. The cables have fueled
discussions inside the U.S. government about whether this or another
Wuhan lab was the source of the virus — even though conclusive proof
has yet to emerge.

In January 2018, the U.S. Embassy in Beijing took the unusual step of
repeatedly sending U.S. science diplomats to the Wuhan Institute of
Virology (WIV), which had in 2015 become China’s first laboratory to
achieve the highest level of international bioresearch safety (known as
BSL-4). WIV issued a news release in English about the last of these
visits, which occurred on March 27, 2018. The U.S. delegation was led
by Jamison Fouss, the consul general in Wuhan, and Rick Switzer, the

embassy’s counselor of environment, science, technology and health.
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Last week, WIV erased that statement from its website, though it

remains archived on the Internet.

Full coverage of the coronavirus pandemic

What the U.S. officials learned during their visits concerned them so
much that they dispatched two diplomatic cables categorized as
Sensitive But Unclassified back to Washington. The cables warned
about safety and management weaknesses at the WIV lab and
proposed more attention and help. The first cable, which I obtained,
also warns that the lab’s work on bat coronaviruses and their potential

human transmission represented a risk of a new SARS-like pandemic.

AD

“During interactions with scientists at the WIV laboratory, they noted
the new lab has a serious shortage of appropriately trained technicians
and investigators needed to safely operate this high-containment
laboratory,” states the Jan. 19, 2018, cable, which was drafted by two
officials from the embassy’s environment, science and health sections
who met with the WIV scientists. (The State Department declined to
comment on this and other details of the story.)

The Chinese researchers at WIV were receiving assistance from the
Galveston National Laboratory at the University of Texas Medical

Branch and other U.S. organizations, but the Chinese requested
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additional help. The cables argued that the United States should give
the Wuhan lab further support, mainly because its research on bat
coronaviruses was important but also dangerous.

As the cable noted, the U.S. visitors met with Shi Zhengli, the head of
the research project, who had been publishing studies related to bat

coronaviruses for many vears. In November 2017, just before the U.S.

officials’ visit, Shi’s team had published research showing that

horseshoe bats they had collected from a cave in Yunnan province
were very likely from the same bat population that spawned the SARS

coronavirus in 2003.

AD

Sign up for our Coronavirus Updates newsletter to track the

outbreak. All stories linked in the newsletter are free to access.

“Most importantly,” the cable states, “the researchers also showed that
various SARS-like coronaviruses can interact with ACE2, the human
receptor identified for SARS-coronavirus. This finding strongly
suggests that SARS-like coronaviruses from bats can be transmitted to
humans to cause SARS-like diseases. From a public health perspective,
this makes the continued surveillance of SARS-like coronaviruses in
bats and study of the animal-human interface critical to future

emerging coronavirus outbreak prediction and prevention.”
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Opinion | Don't broadcast Trump’s press briefings live. They contain more
guestions than answers.

The corcnavirus pandemic is too serious to let the president hold freewheeling press briefings in real
time, says Post media critic Erik Wemple. {Joshua Carroll, Erik Wemple/The Washington Post)
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The research was designed to prevent the next SARS-like pandemic by
anticipating how it might emerge. But even in 2015, other scientists

questioned whether Shi’s team was taking unnecessary risks. In

October 2014, the U.S. government had imposed a moratorium on

funding of any research that makes a virus more deadly or contagious,
known as “gain-of-function” experiments.

As many have pointed out, there is no evidence that the virus now

plaguing the world was engineered; scientists largely agree it came
from animals. But that is not the same as saying it didn’t come from
the lab, which spent years testing bat coronaviruses in animals, said
Xiao Qiang, a research scientist at the School of Information at the

University of California at Berkeley.

AD

“The cable tells us that there have long been concerns about the
possibility of the threat to public health that came from this lab’s
research, if it was not being adequately conducted and protected,” he
said.

There are similar concerns about the nearby Wuhan Center for
Disease Control and Prevention lab, which operates at biosecurity
level 2, a level significantly less secure than the level-4 standard
claimed by the Wuhan Insititute of Virology lab, Xiao said. That’s

important because the Chinese government still refuses to answer
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basic questions about the origin of the novel coronavirus while
suppressing any attempts to examine whether either lab was involved.
Sources familiar with the cables said they were meant to sound an
alarm about the grave safety concerns at the WIV lab, especially
regarding its work with bat coronaviruses. The embassy officials were
calling for more U.S. attention to this lab and more support for it, to

help it fix its problems.

AD

“The cable was a warning shot,” one U.S. official said. “They were
begging people to pay attention to what was going on.”

No extra assistance to the labs was provided by the U.S. government in
response to these cables. The cables began to circulate again inside the
administration over the past two months as officials debated whether
the lab could be the origin of the pandemic and what the implications
would be for the U.S. pandemic response and relations with China.
Inside the Trump administration, many national security officials have
long suspected either the WIV or the Wuhan Center for Disease
Control and Prevention lab was the source of the novel coronavirus
outbreak. According to the New York Times, the intelligence
community has provided no evidence to confirm this. But one senior

administration official told me that the cables provide one more piece



FL-2021-00033 A-00000473253 "UNCLASSIFIED" 08/24/2023 Page 191

of evidence to support the possibility that the pandemic is the result of

a lab accident in Wuhan.

AD

“The idea that it was just a totally natural occurrence is circumstantial.
The evidence it leaked from the lab is circumstantial. Right now, the
ledger on the side of it leaking from the lab is packed with bullet points
and there’s almost nothing on the other side,” the official said.

As my colleague David Ignatius noted, the Chinese government’s
original story — that the virus emerged from a seafood market in
Wuhan — is shaky. Research by Chinese experts published in the
Lancet in January showed the first known patient, identified on Dec. 1,
had no connection to the market, nor did more than one-third of the

cases in the first large cluster. Also, the market didn’t sell bats.

The Opinions section is looking for stories of how the coronavirus has

affected people of all walks of life. Write to us.

Shi and other WIV researchers have categorically denied this lab was

the origin for the novel coronavirus. On Feb. 3, her team was the first

to publicly report the virus known as 2019-nCoV was a bat-derived

coronavirus.

AD
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The Chinese government, meanwhile, has put a total lockdown on
information related to the virus origins. Beijing has yet to provide U.S.
experts with samples of the novel coronavirus collected from the
earliest cases. The Shanghai lab that published the novel coronavirus
genome on Jan. 11 was quickly shut down by authorities for

“rectification.” Several of the doctors and journalists who reported on

the spread early on have disappeared.
On Feb. 14, Chinese President Xi Jinping called for a new biosecurity

law to be accelerated. On Wednesday, CNN reported the Chinese

government has placed severe restrictions requiring approval before
any research institution publishes anything on the origin of the novel
coronavirus.

The origin story is not just about blame. It’s crucial to understanding
how the novel coronavirus pandemic started because that informs how
to prevent the next one. The Chinese government must be transparent
and answer the questions about the Wuhan labs because they are vital

to our scientific understanding of the virus, said Xiao.

AD

We don’t know whether the novel coronavirus originated in the
Wuhan lab, but the cable pointed to the danger there and increases the

impetus to find out, he said.
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“I don’t think it’s a conspiracy theory. I think it’s a legitimate question
that needs to be investigated and answered,” he said. “To understand
exactly how this originated is critical knowledge for preventing this

from happening in the future.”

Sender: "Heller, James R"|(b)(6)  |®© |

(0)(6) o) |
Recipient: [hyi&) |
R B |
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The Wired article below highlights the PRC’s attempts to hide and censor public frustration and worry on
Chinese social media at the outbreak of the Wuhan virus. There’s mention of martyr Dr Li Wenliang as
well. My favorite are the last paragraphs. Long but worth every minute.

Also look for Fang Fang’s Wuhan Diary on Amazon.
<image001.jpg>

https://www.wired.com/stary/inside-the-early-days-gf-chinas-coronavirus-coverup/

Inside the Early Days of
China’s Coronavirus
Coverup

The dawn of a pandemic—as seen through the news and social
media posts that vanished from China’s internet.

LATE ON THE night of February 2, as her insomnia kicked in, a Beijing woman
whom ['ll call Yue took out her phone and religiously clicked open WeChat
and Weibo. Over the past two fitful weeks, the two Chinese social media
platforms had offered practically her only windows into the “purgatory,” as she
called it, of Wuhan.

At this point, according to official estimates, the novel coronavirus had
infected just over 14,000 people in the world—and nearly all of them were in
the central Chinese city where Yue had attended university and lived for four
years. A number of her friends there had already caught the mysterious virus.
An inveterate news junkie, Yue hadn’t been able to look away from the ghastly
updates pouring out of Wuhan, which—interspersed with a dissonant
bombardment of posts praising the Chinese government’s iron grip on the
outbreak—kept hitting her in an unrelentingly personal way. Her mental health

was fraying, and she was “disappointed in humanity,” as she later put it.
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That night, just when Yue was about to log off and try to sleep, she saw the
following sentence pop up on her WeChat Moments feed, the rough
equivalent of Facebook’s News Feed: “| never thought in my lifetime I'd see
dead bodies lying around without being collected and patients seeking
medical help but having no place to get treatment.”

Yue thought that she had become desensitized, but this post made her fists
clench: It was written by Xiao Hui, a journalist friend of hers who was reporting
on the ground for Caixin, a prominent Chinese news outlet. Yue trusted her.
She read on. “On January 22, on my second day reporting in Wuhan, | knew
this was China’'s Chernobyl,” Xiao Hui wrote. “These days | rarely pick up
phone calls from outside of Wuhan or chat with friends and family, because
nothing can express what | have seen here.”

Unable to contain her anger, Yue took a screenshot of Xiao's post and
immediately posted it on her WeChat Moments. “Look what is happening in
Wuhan!” she wrote. Then she finally drifted off.

The next morning, when she opened WeChat, a single message appeared:
Her account had been suspended for having “spread malicious rumors” and
she would not be able to unblock it. She knew at once that her late-night post
had stepped on a censorship landmine.

What she couldn’t have realized, though, was that she had posted her
screenshot at what seems to have been a turning point in China’s handling of
the epidemic: Over the previous two weeks, the government had allowed what
felt like an uncharacteristic degree of openness in the flow of information out
of Wuhan. But now the state was embarking on a campaign of censorship and
suppression that would be remarkable even by the standards of the Chinese
Communist Party.

OVER THE PAST several weeks, as the number of new cases in China has

tapered off and lockdowns have lifted, China has been positioning itself as a
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global leader in the fight against the coronavirus pandemic. It has vigorously
promoted the narrative that its unprecedented quarantine measures bought
time for the world—and that much of the world then botched and squandered

that head start. Now, the story goes, China has again come to the rescue as it

shares its expertise, experience, and equipment.

To be sure, China did eventually take extraordinary and painful steps to quell
its domestic outbreak. But it has also taken extreme measures to curate the
information that has emerged from ground zero of the pandemic.

Over the last month or so, China’s openness with the rest of the world—or
lack thereof—in the early days of the pandemic has become the subject of
intense geopolitical debate. “The reality is that we could've been better off if
China had been more forthcoming,” Vice President Mike Pence told CNN in
early April, when asked why the Trump administration had gotten off to such a
late start in taking the virus seriously. The debate has become a strange and
strained one, given that whatever China did or did not cover up, the US still
squandered its chance to prepare for the inevitable even after Beijing’s
warnings had become loud and clear.

Moreover, it wasn'’t the rest of the world that Beijing was most intent on
keeping in the dark. Nowhere has China been more aggressive in its war for
control of the coronavirus narrative than it has been at home. A vivid and
human picture of that information war emerges if you examine all the stories
and posts that have been wiped off of the Chinese internet since the outbreak
began—which is exactly what I've been trying to do for the past few months.
Seasoned journalists in China often say “Cover China as if you were covering
Snapchat”™—in other words, screenshot everything, under the assumption that
any given story could be deleted soon. For the past two and half months, I've
been trying to screenshot every news article, social media post, and blog post
that seems relevant to the coronavirus. In total, I've collected nearly 100
censored online posts: 40 published by major news organizations, and close
to 60 by ordinary social media users like Yue. In total, the number of Weibo
posts censored and WeChat accounts suspended would be virtually
uncountable. (Despite numerous attempts, Weibo and WeChat could not be
reached for comment.)

Taken together, these deleted posts offer a submerged account of the early
days of a global pandemic, and they indicate the contours of what Beijing
didn’t want Chinese people to hear or see. Two main kinds of content were
targeted for deletion by censors: Journalistic investigations of how the
epidemic first started and was kept under wraps in late 2019 and live accounts
of the mayhem and suffering inside Wuhan in the early days of the city’s
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lockdown, as its medical system buckled under the world’s first hammerstrike
of patients.

It's not hard to see how these censored posts contradicted the state’s
preferred narrative. Judging from these vanished accounts, the regime’s
coverup of the initial outbreak certainly did not help buy the world time, but
instead apparently incubated what some have described as a humanitarian
disaster in Wuhan and Hubei Province, which in turn may have set the stage
for the global spread of the virus. And the state’s apparent reluctance to show
scenes of mass suffering and disorder cruelly starved Chinese citizens of vital
information when it mattered most.

ON JANUARY 20, 2020, Zhong Nanshan, a prominent Chinese infectious
disease expert, essentially raised the curtain on China’s official response to
the coronavirus outbreak when he confirmed on state television that the
pathogen could be transmitted from human to human. Zhong was, in many
ways, an ideal spokesperson for the government’s effort; he had become

famous for being a medical truth-teller during the 2003 SARS outbreak.
Immediately following Zhong’s announcement, the Chinese government
allowed major news organizations into Wuhan, giving them a surprising
amount of leeway to report on the situation there. In another press conference
on January 21, Zhong praised the government’s transparency. Two days after
that, the government shut down virtually all transportation into and out of
Wuhan, later extending the lockdown to other cities.

The sequence of events had all the appearances of a strategic rollout:
Zhong’s January 20 TV appearance marked the symbolic beginning of the
crisis, to which the government responded swiftly, decisively, and openly.

But shortly after opening the information floodgates, the state abruptly closed
them again—particularly as news articles began to indicate a far messier
account of the government’s response to the disease. “The last couple of
weeks were the most open Weibo has ever been and [offered] the most
freedom many media organizations have ever enjoyed,” one Chinese Weibo
user wrote on February 2. “But it looks like this has come to an end.”

On February 5, a Chinese magazine called China Newsweek published an
interview with a doctor in Wuhan, who said that physicians were told by
hospital heads not to share any information at the beginning of the outbreak.
At the time, he said, the only thing that doctors could do was to urge patients
to wear masks.

Various frontline reports that were later censored supported this doctor’s
descriptions: “Doctors were not allowed to wear isolation gowns because that
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might stoke fears,” said a doctor interviewed by the weekly

publication Freezing Point. The interview was |ater deleted.

“Those were my saddest days. As a medical worker, | had to obey rules. But |
don’t understand why we couldn’t say anything,” another health care worker
told Southern People Weekly, a Guangzhou-based weekly magazine in an
article headlined “From discovery to lockdown, Wuhan'’s frontline medical
workers analyze why the epidemic exploded.” The story, published in early
February, was later censored.

On February 26, Caixin published an article called “Tracing the Gene
Sequencing of the Novel Coronavirus: When was the Alarm Sounded?” It
offered a detailed timeline of the outbreak. According to Caixin’s reporting, the
provincial health commission began actively suppressing scientists’
knowledge about the virus as early as January 1. (Despite repeated attempts,
the provincial health commission could not be reached for comment.)

By January, according to Caixin, a gene sequencing laboratory in Guangzhou
had discovered that the novel virus in Wuhan shared a high degree of
similarity with the virus that caused the SARS outbreak in 2003; but,
according to an anonymous source, Hubei's health commission promptly
demanded that the lab suspend all testing and destroy all samples. On
January 6, according to the deleted Caixin article, China’s National Center for
Disease Control and Prevention initiated an “internal second-degree
emergency response”—but did not alert the public. Caixin’s investigation
disappeared from the Chinese internet only hours after it was published.
When asked to comment on the Caixin story, China’s CDC responded, "We
have made sure to respond to the COVID-19 outbreak as efficiently as
possible and do not condone news reports that accused our center of
mishandling the crisis.”

That same day, February 26, Cajjing, a Chinese business magazine,
published an interview with one of the experts whom the National Health
Commission sent to Wuhan in early January to conduct field research on the
mysterious pneumonia outbreak. The expert reported that the group’s work
was severely hindered by the provincial health commission.

According to the scientist, a representative of the provincial commission
vehemently denied that any medical workers in Wuhan had been infected. In
fact, at least one infection of a medical worker had occurred at Wuhan Central
Hospital two days before, according to a doctor quoted in Freezing Point.
Soon after it was published, the interview with the scientist disappeared.
Wuhan Central Hospital declined to comment on the specifics of its response
to the crisis, except to say that it "adhered to all the principles laid out by
relevant authorities.”
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Government censors also appeared to take particular aim at articles that were
graphic in their depiction of the apocalyptic scene in Wuhan in the first days of
lockdown.

On February 1, Caijing revealed that many patients suffering Covid-like
symptoms couldn’t be tested for the virus due to the severe shortage of
testing kits; they were also being turned away at hospitals due to the scarcity
of available beds. Many were left to die at home, their deaths never counted in
the official tally of Covid-19 fatalities. “80 out of 120 fever patients would have
lung infections, but only 5 of them would be admitted,” the reporter wrote,
quoting a frontline administrator at a hospital in Wuhan.

Reports like this, even if they were short-lived, inspired some Chinese Weibo
users to create an account called “Those Who Were Not Documented” on
February 21. The crowdsourced page asked people to report whether they
had relatives or acquaintances who had died outside of the hospital without
having been tested—all to make sure there was a more accurate tally of the
death toll. That account itself was purged within a day after it was created.
Another article, published on February 4 by China Business Journal,
essentially confirmed what Yue’s friend Xiao Hui had posted on WeChat about
bodies lingering in hospitals. The article, under the headline “You Had to
Queue Up to Get Into Funeral Parlors,” reported that Wuhan's crematoria
were 50 overloaded that corpses were being left in hospital morgues,
sometimes for days. This article was later deleted, too.

On February 20, in an article headlined “Who is Lying? A Conversation with a
Wuhan Medical Worker,” a local newspaper interviewed a doctor who had
been infected by the virus but |later recovered. The doctor said that close to
300 medical workers had become infected in her hospital, but management
had banned staff from saying or posting anything “sensitive.” This dispatch,
too, was later deleted.

In early March, the head nurse of a Wuhan hospital's ER Department, told a
Chinese monthly magazine called People (no relation to the American
magazine) that many medical workers were on the brink of severe mental
breakdown. “My tears are dry and there is nothing moving that will make me
cry anymore—not possible,” she said. The article later vanished.

Other articles that were disappeared carried the following headlines: “No
Hospital Beds, Family of Five Infected;” “Voices from the Frontline Medics;”
“Over 160 Hospitals Turn to the Public for Help, Why Is the Medical Supplies
Stockpile Insufficient?” Close to 20 news stories portraying the horrendous

situation were abruptly deleted after they were posted.
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AMONG JOURNALISTS AND social critics in China, the 404 error code, which

announces that the content on a webpage is no longer available, has become
a badge of honor. “At this point, if you haven't had a 404 under your belt, can

you even call yourself a journalist?” a Chinese reporter, who requested

anonymity, jokingly asked me.

However, the crackdown on reports out of Wuhan was even more aggressive
against ordinary users of social media.

On January 24, a resident posted that nurses at a Hubei province hospital
were running low on masks and protective goggles. Soon after that post was
removed, another internet user reposted it and commented: “Sina
employees—I'm begging you to stop deleting accounts. Weibo is an effective
way to offer help. Only when we are aware of what frontline people need can
we help them.”

Only minutes later, the post was taken down. The user’s account has since
vanished.

Censors deleted a video that showed a young woman weeping as her
mother’s corpse is driven away to the cremation center. They pulled down
footage of what appeared to be nurses and doctors, overwhelmed by the
scale of the outbreak, having mental breakdowns. They culled posts in which
relatives of hospital workers made pleas for medical supplies. Nearly any
expression of raw grief, pleading, or desperation seemed fair game for
removal—at least in the early days of the outbreak.

But the real war between China’s censors and its social media users began
on February 7.

That day, a Wuhan doctor named Li Wenliang—a whistleblower who had
raised alarms about the virus in late December, only to be reprimanded for
“spreading rumors™—died of Covid-18.

Within hours, his death sparked a spectacular outpouring of collective grief on
Chinese social media—an outpouring that was promptly snuffed out, post by
post, minute by minute. With that, grief turned to wrath, and posts demanding
freedom of speech erupted across China’s social media platforms as the night
went on.

A number of posts directly challenged the party’s handling of Li’s
whistleblowing and the government’s relentless suppression of the freedom of
speech in China. Some Chinese social media users started to post references
to the 2019 Hong Kong protests, uploading clips of “Do You Hear People
Sing” from Les Miserables, which became a protest anthem during last year's
mass demonstrations. Even more daringly, some posted photos from the
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1989 Tiananmen Square protest and massacre, one of the most taboo
subjects in China.

One image that surfaced from Tiananmen was an image of a banner from the
1989 protest that reads: “We shall not let those murderers stand tall so they
will block our wind of freedom from blowing.”

The censors frantically kept pace. In the span of a quarter hour from 23:16 to
around 23:30, over 20 million searches for information on the death of Li
Wenliang were winnowed down to fewer than 2 million, according to a Hong
Kong-based outlet The Initium. The #DrLiWenLiangDied topic was dragged
from number 3 on the trending topics list to number 7 within roughly the same
time period.

The #WeWantFreedomofSpeech and #IWantFreedomofSpeech hashtags
were deleted as soon as they gained momentum. As the night dragged on,
the deletions became more vigorous and even ridiculous: Excerpts from the
Chinese Constitution that supposedly guarantee its citizens’ right to freedom
of speech were censored; even China’s national anthem fell under the
censors’ radar because it begins with the words “Rise Up, People Who Do Not
Want To Be Slaves.”

“l hope Sina blows up all of our Weibo accounts today, so we can use this
debris to build Dr. Li a gravestone,” wrote Li Jingrui, a Chinese reporter.
Since the night of February 7, whole publications have fallen to the scythe. On
January 27, an opinion blog called Dajia published an article titled “50 Days
into the Outbreak, The Entire Nation is Bearing the Consequence of the Death
of the Media.” By February 19, the entire site was shut down, never to
resurface.

On March 10, an article about another medical whistleblower in Wuhan—
another potential Li—was published and then swiftly wiped off the internet,
which began yet another vast cat-and-mouse game between censors and
Chinese social media users. The story, published by People, profiled a doctor,
who, as she put it, had “handed out the whistle” by alerting other physicians
about the emergence of a SARS-like virus in late December. The article
reported that she had been scolded by hospital management for not keeping
the information a secret.

Soon after it was deleted, Chinese social media users started to recreate the
article in every way imaginable: They translated it into over 10 languages;
transcribed the piece in Morse code; wrote it out in ancient Chinese script;
incorporated its content into a scannable QR code; and even rewrote it in
Klingon—all in an effort to evade the censorship machine. All of these efforts
were eradicated from the internet.
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WHILE ARTICLES AND posts that displease Chinese censors continue to be
expunged across the Chinese internet, the messages that thrive on television
and state-sanctioned sites are rosy: News anchors narrate videos of nurses
saying how honored they have been to fight for their country despite all the
hardships and video clips of China “generously” shipping planeloads of
medical equipment to other countries hit hard by the virus are playingon a
loop.

As the outbreak began to slow down in mainland China, the government
remained cautious in filtering out any information that might contradict the
seemingly unstoppable trend of recovery. On March 4, a Shanghai news site
called The Paper reported that a Covid-19 patient who had been discharged
from the hospital in late February later died in a post-discharge isolation
center; another news site questioned whether hospitals were discharging
patients prematurely for the sake of “clearing all cases.” Both stories

vanished.

On April 8, travel restrictions in Wuhan were finally lifted, and the measures
used to contain the outbreak continue to ease. The government, meanwhile,
is aggressively pushing for the public to show its gratitude toward the ruling
party for its supposedly efficient response. TV stations are playing patriotic
documentaries to showcase the government’s measures to combat the
pandemic. By constantly comparing the scale of the outbreak in the United
States with that in China, the government is feeding its people reasons to be
grateful for their authoritarian government.

But it's unlikely that the masses of people who watched posts being expunged
from the internet will forget how they were governed in the pandemic. On
March 17, | picked up my phone, opened my Weibo account, and typed out
the following sentence: “You are waiting for their apology, and they are waiting
for your appreciation.” The post promptly earned me a 404 badge.

Shawn Yuan is a Beijing-based freelance journalist and photographer. He travels between

the Middle East and China to report on human rights and politics issues.
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journalist in the capital Maseru reported that soldiers backed by armoured vehicles had
returned to barracks by Sunday morning. Thabane had deployed them the day before to
"restore order" while accusing unnamed law enforcement agencies of undermining
democracy. The army spokesman was not immediately available for comment. Diplomatic
moves to calm the situation were meanwhile gathering pace. A South African envoy has
arrived in Lesotho, Thabane's senior private secretary Thabo Thakalekoala told AFP on
Sunday. He did not elaborate but many in Maseru suspect President Cyril Ramaphosa had
dispatched the envoy to the tiny kingdom surrounded by South Africa in a bid to facilitate
talks between Thabane and his opponents. US, British and European Union (EU)
ambassadors and commissioners, leaders called on Maseru to remember "the importance
of maintaining stability and the rule of law." "We urge a united approach that prioritises the
protection of citizens and the provision of essential services,” they said in a signed
statement.

[Nigeria] ‘Armed bandits’ kill 47 in northwest Nigeria's Katsina state: police

Reuters [4/19/2020 1:58 PM, Ardo Hazzad, 5304K, Negative] reports gunmen killed 47
people in attacks on villages in the northwestern Nigerian state of Katsina in the early hours
of Saturday, local police said. "Armed bandits”, some of whom wielded AK 47 guns, carried
out the attacks, Katsina police said in a statement on Sunday. Hundreds of people have
been killed in the last year by criminal gangs carrying out robberies and kidnappings in
northwest Nigeria. Such attacks have added to security challenges in Africa’s most
populous country, which is already struggling to contain Islamist insurgencies in the
northeast and communal violence over grazing rights in central states. Gunmen, some with
AK 47 guns, carried out the attacks in three local government authorities in the state in the
early hours of Saturday between 12:30 a.m. (2330 GMT) and around 3 a.m., Katsina police
said in its statement. “There was reports of organised and simultaneous attacks in villages
in Danmusa, Dutsenma and Safana by groups of armed bandits,” the statement said of
some of the attacks. “Detachments of Police, Nigerian Army, Nigeria Airforce, Civil Defence
and DSS (Department of State Services) have been drafted to the area,” it added.

{End of Report}
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From: |(b)(6) P® |
l(b)(8) [o® |
(R RN bie) |
To: [higy  [0O |
(0)(6) [i06) |
(h(6) [L)®) |
Stilwell, David R [P)©) |
CC: !
[by(6) (2 |
Subject: Re: REMARKS TO THE PRESS: Secretary Michael R. Pompeo-April 22, 2020

Date: Wed, 22 Apr 2020 23:26:19 +0000

(b))

(b)(6)
Deputy Chief Medical Officer for Operations
Bureau of Medical Services
U.S. Department of State

T |
(5)(6) |
bi(6) |

T b)) |
From: [(b)(6) [o1E) |

Sent: Wednesday, April 22, 2020 5:29:13 PM

LR v e— O b [oX6 b)(6) |
foe bi(6) [oi6) NG [eie) |
Ce: Stilwell, David R [P© b)(6) [e)66) |

Subject: FW: REMARKS TO THE PRESS: Secretary Michael R. Pompeo-April 22, 2020

Wow, the Boss came out swinging today! |(b)(5) |
[(b)(5) |

From: {(b)(6) [2© |

Sent: Wednesday, April 22, 2020 5:20 PM

To: EAP-FO-Office-DL <EAP-FO-Office-DL@state.gov>

Cc: EAP-P-Office-DL <EAP-P-Office-DL@state.gov>; EAP-PG-Taskings-DL <EAP-PG-Taskings-
DL@state.gov>; EAP-ChinaMongolia-Transcripts-DL <EAP-ChinaMongolia-Transcripts-DL@state.gov>;
EAP-Korea-Transcripts-DL <EAP-Korea-Transcripts-DL@state.gov>

Subject: REMARKS TO THE PRESS: Secretary Michael R. Pompeo-April 22, 2020

U.S. DEPARTMENT OF STATE
Office of the Spokesperson

For Immediate Release April 22, 2020

REMARKS TO THE PRESS
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Previous media reports said the Wuhan P4 lab will be open to scientists from home and abroad.
Scientists can conduct research on anti-virus drugs and vaccines in the lab.

The lab is part of Sino-French cooperation in the prevention and control of emerging infectious
diseases, according to the news release.

The central government approved the P4 laboratory in 2003 when the outbreak of severe acute
respiratory syndrome spread alarm across the country. In October 2004, China signed a cooperation
agreement with France on the prevention and control of emerging infectious diseases. This was
followed by a succession of supplementary agreements.

With French assistance in laboratory design, biosafety standards establishment and personnel
training, construction began in 2011 and lasted for three years. In 2015, the lab was put into trial
operation. (China Daily)
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From{(D)(6) |
Sent: Wednesday, lanuary 29, 2020 11:35 AM

To: Stilwell, David R {{b)(6) (6)(6) | Keshap, Atul
(b)(6)
Cc:[FhiA |
Subject: Netizens imply Wuhan lab created the virus: M3 Censorship Snapshot

lust heard a story that there were “Chinese agents” working at a lab in Canada last year that had
exfiltrated (“accidentally shipped”) a virus strain that originally came from a Dutch lab...the {conspiracy)
plot thickens...
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From:|(b)(6) |
Sent: Wednesday, January 29, 2020 6:23 AM

To:(h\(6) |
Subject: [Non-DoD Source] [Right-click to view in HTML] Netizens imply Wuhan lab created the virus: M3

Censorship Snapshot

M3 Censorship Snapshot

28-29 January

As large-scale censorship and propaganda around coronavirus continues, one explosive

netizen theory is keeping a low profile: that the "P4 laboratory"” in Wuhan may have created

this virus (full name of laboratory FPEFIF PR X Bz £ Z £ 3030 =, short name
ENPASCIRE).

This is a continuation in our daily alerts on the Wuhan Coronavirus; to request censorship
alerts for other items, please reach out at any time. If you have trouble viewing this email,

please right-click and select "View in HTML." To download photos, right-click again and select

"Download images." If you siill cannot view properly, please get in touch.
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Wuhan's P4 laboratory comes into question for possibly creating

the virus as netizens revive old TV clip, but state propaganda

refutes the implication
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What happened: Last week, netizens revived a CCTV news clip of an interview
with the P4 laboratory from 2018, in which the interviewed scientist said they have
discovered a new virus similar to SARS. This discussion did not spread far as it
was censored early on, but has cropped up again on Weibo in the past 24 hours,

and thus far been censored at 10%.

Video clip of interview, starts at 20 min (Chinese website):

tv.cctv.com/2018/04/06/VIDEqHGaS6gzKEdJORECZ5AVyY180406.shtml

Propaganda: On 1/24, an article claiming that Wuhan's P4 laboratory would be

able to handle the crisis appeared in 12 posts (Title:

"FEEMPATREHERN | AREREER1FENRIXRmEEL). The
state-backed Chinese Academy of Sciences (FRER|ZE%) authored four posts

refuting the rumor on a scientific basis, but no mainstream media or major

government account addressed this rumor, likely to avoid drawing attention to it.

Other censored news since 28 January: After working 48 hours constructing a
new hospital in Wuhan, a tractor driver went home to sleep, then came back to
find the local police had towed his vehicle and demanded a fine. News was
censored to prevent public doubt about the Wuhan government's competence in

handling the crisis of hospital bed shortage. 58% censorship
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Additional new government narratives since 28 January: The disease can be
spread through contact, including contact of clothes for up to a few hours since
initial contact of virus. News promoted to encourage citizens to continue to stay

home. /1,373 posts
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That's all for now. If you have any questions or would like additional informaticn about these or
other topics, we are happy 1o help. Please reach out to us through the appropriate channel as

determined by your organization.

Thank you,

M3 Team

Thresher Ventures, LLC

[(0)(®)

This ermnail is for the sofe use of infended recipients{s) and may contain confidential. privileged, or contractually restricted
infarmation. Any unauthorized review, use, disclosure, or distribution is profibited. The distribution or citation of M3 malerial is
controfled by a ficense agreement. For guestions send an emalf to m3@thrasherio. To request a Custom Report or to obtain

permission fo forward this content please comtact the China SFG office.
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Minister Counselor for Public Affairs
U.S. Embassy Seoul

Sender: "Harris, Harry B (Seoul)” |(b)(6) |
Recipient: Stilwell, David R |(b)(6) |
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From: [(D)(6) 7
To: [(b)(6) oo |
... RE: How did covid-19 begin? Its initial origin story is shaky. from The Washington
Subject: Post

Date: Mon, 6 Apr 2020 13:00:27 +0000

(b)(5)

From{(b)(6) [@state.gov>

Sent: Monday, April 6, 2020 8:52 AM

To: EAP-J-ECON-DL <EAP-J-ECON-DL@state.gov>

Subject: Fw: How did covid-19 begin? Its initial origin story is shaky. from The Washington Post

Paging |(b)(6) |

From:|(b)(6) |@state.gov>
Sent: Monday, April 6, 2020 8:49 AM
Toihviay [@state.gov>; EAP-CM-Office-DL((b)(6) [@state.gov>; EAP-FO-
Principals-DL [(h\(R) |@state.gov>; INR-China-Small Group [hy(AY |

e [@state.gov>[(D)(6) @state.gov#(b)(ﬁ) |

[(B)(6) [@state.gov>

Subject: Re: How did covid-19 begin? Its initial origin story is shaky. from The Washington Post

Hi {(B)(6)

Thank you for flagging the WAPOQ article. | shared the below article with|(b)(6) learly last week

which also provides a summary of the debate.[[h)(5)

(B)(S)

(B)(S)

Thank you,
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From: "Stilwell, David R" {(0)(&) [V |

T [(e)0)
To: EAP-CM-Office-DL (D)(6) [@state.gov>;
" EAP-FO-Principals-DL |(b)(6) |@state.gov>;
INR-China-Small Group |(b)(6) state.gov>
Subject: IFJ{EétHOW did covid-19 begin? Its initial origin story is shaky. from The Washington

Date: Fri, 3 Apr 2020 15:06:44 +0000

This doesn’t hurt.

https://www.bbc.com/news/business-21350013

The Italian fashion capital being led by the Chinese

By Sylvia Smith Business reporter, BBC News, Tuscany
+ 12 February 2013

Media playback is unsupported on your device

Italian fashion capital being led by Chinese

Exit player
Media captionltalian fashion capital being led by Chinese

The transformation of a town in Tuscany from a traditional stronghold of the Italian textile
industry into a capital of cheap clothing is causing widespread discontent among locals who
complain they are losing out to the Chinese on their own turf.

But the Chinese view the rapidly expanding fast-fashion market in Prato, a satellite town of
fashionable Florence, as an opportunity for ltalian companies to exploit the desirability of the "Made
in ltaly" brand in new ways.

According to Marco Landi, president of the Tuscany branch of trade body CNA, which represents
small and medium-sized firms, the remaining 3,000 small-scale Italian enterprises in Prato’s
industrial district face unprecedented upheaval.

Italian companies can't compete on price, their strength lies in the area of
aestheticsXu Lin, Chinese entrepreneur in ltaly

"As a result of backdoor globalisation, ltalian businesses are being forced to restructure,” he says.
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From{(b)(6) ()6 |

Sent: Friday, April 3, 2020 8:18 AM

To: EAP-CM-Office-DL <EAP-CM-Office-DL@state.gov>; EAP-FO-Principals-DL <EAP-FO-Principals-
DL@state.gov>; INR-China-Small Group <INR-ChinaSmallGroup@state.gov>

Subject: How did covid-19 begin? Its initial origin story is shaky. from The Washington Post

David Ignatius runs through the possible origins...

https://www.washingtonpost.com/opinions/global-opinions/how-did-covid- 19-begin-its-initial-
origin-story-is-shakv/2020/04/02/1475d488-7521-11ea-87da-77a8136¢labd story.html

April 2, 2020 at 6:56 p.m. EDT
The story of how the novel coronavirus emerged in Wuhan, China, has produced a nasty
propaganda battle between the United States and China. The two sides have traded
some of the sharpest charges made between two nations since the Soviet Union in 1985
falsely accused the CIA of manufacturing AIDS.

U.S. intelligence officials don’t think the pandemic was caused by deliberate
wrongdoing. The outbreak that has now swept the world instead began with a simpler
story, albeit one with tragic consequences: The prime suspect is “natural” transmission
from bats to humans, perhaps through unsanitary markets. But scientists don’t rule out
that an accident at a research laboratory in Wuhan might have spread a deadly bat virus
that had been collected for scientific study.

“Good science, bad safety” is how Sen. Tom Cotton (R-Ark.) put this theory in a Feb.

16 tweet. He ranked such a breach (or natural transmission) as more likely than two
extreme possibilities: an accidental leak of an “engineered bioweapon” or a “deliberate
release.” Cotton’s earlier loose talk about bioweapons set off a furor, back when he first
raised it in late January and called the outbreak “worse than Chernobyl.”

President Trump and Secretary of State Mike Pompeo added to the bile last month by
describing the coronavirus as the “Chinese virus” and the “Wuhan virus,” respectively.
China dished wild, irresponsible allegations of its own. On March 12, Chinese foreign
ministry spokesman Lijian Zhao charged in a tweet: “It might be [the] US army who
brought the epidemic to Wuhan.” He retweeted an article that claimed, without
evidence, that U.S. troops might have spread the virus when they attended the World
Military Games in Wuhan in October 2019.

China retreated on March 22, when Ambassador to the United States Cui

Tiankai told “Axios on HBO” that such rumors were “crazy” on both sides. A State
Department spokesman said Cui’s comment was “welcome,” and Trump and Chinese
President Xi Jinping pledged in a March 27 phone call to “focus on cooperative
behavior,” a senior administration official told me.

To be clear: U.S. intelligence officials think there’s no evidence whatsoever that the
coronavirus was created in a laboratory as a potential bioweapon. Solid scientific
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EAP-CM-Office-DL(b)(6) [@state.gov>;
EAP-FO-Principals-DL {hy{&) [@state.gov>;
INR-China-Small Group | hY{&) [@state.gov>
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From: |(b)(6)
To: Stilwell, David R [(b)(6) |
Subject: Re: FW; State Department News Briefing (4-19-20 - 9 PM ET)
Date: Mon, 20 Apr 2020 01:27:57 +0000

Funny, was just about to share this one as quite interesting (also in light of our phone call). Got
delayed by a nepotiation over bedtime with a certain three year old.

(b)(6)

Bureau of East Asian and Pacific Affairs (EAP)
[1.S. Department of State

(b)(6) (0)
(c)
(b)(6)
On April 19, 2020 at 9:17:39 PM EDT, |(b)(6) wrote:

If true, this one is interesting.

[China] Senior Chinese security official under investigation

The Washington Times [4/19/2020 3:44 PM, Bill Gertz, 482K, Negative] reports China’s
Communist Party announced Sunday that a senior Public Security Ministry is under
investigation — another apparent political casualty of Beijing’s handling of the devastating
coronavirus outbreak. Sun Lijun, vice minister of Public security, is being investigated for
suspected “severe violations of discipline and law,” the official Xinhua news agency said in
a two-sentence dispatch. The probe is being carried out by the Chinese Communist Party’s
Central Commission for Discipline Inspection and the National Supervisory Commission.
Reports from Asia say Mr. Sun was sent from Beijing to Wuhan in February to take charge
of security operations in the city. That commission is the party’s leading investigatory
agency and under President Xi Jinping has conducted a nationwide crackdown on
corruption within China. Mr. Sun was among four Chinese intelligence officials who came to
Washington and New York in 2017 and improperly abused the visas to pressure a Chinese
dissident. The FBIl wanted to arrest the Chinese officials but was blocked by State
Department official under then-Assistant Secretary of State Susan Thornton who feared the
arrests would disrupt favorable U.S.-China relations.

From: TechMIS - DOS Daily <dos@techmis.com>

Sent: Sunday, April 19, 2020 8:42 PM

To: noreply@techmis.com

Subject: State Department News Briefing (4-19-20 - 9 PM ET)
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populous country, which is already struggling to contain Islamist insurgencies in the
northeast and communal violence over grazing rights in central states. Gunmen, some with
AK 47 guns, carried out the attacks in three local government authorities in the state in the
early hours of Saturday between 12:30 a.m. (2330 GMT) and around 3 a.m., Katsina police
said in its statement. “There was reports of organised and simultaneous attacks in villages
in Danmusa, Dutsenma and Safana by groups of armed bandits,” the statement said of
some of the attacks. “Detachments of Police, Nigerian Army, Nigeria Airforce, Civil Defence
and DSS (Department of State Services) have been drafted to the area,” it added.

{End of Report}
<State Department News Briefing (4-19-20).docx>
<State Department News Briefing (4-19-20).pdf>
Sender: ((b)(6)
Recipient: Stilwell, David R [(b)(6) |
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From: |(b)(6) |(Beijing](b)(6) |
[(b)(6) |(Beijing)[53(6) |
TG |

QES-IHB-DG <QES-IHB-DG@state.gov>;
QES-STC-China <OES-STC-China@state.gov>;
ISN-BPS-DL <ISN-BPS-DL@STATE.GOV>;

To:
(0)(6) |
(B)(6) |
T |
Beijing ESTH Americans <BeijingESTHAmericans@state.gov>;
[fhyiay [(Beijing)} e |
cc: EAP-CM-ECON-DL <EAP-CM-ECON-DL@state.gov>;
TR (Beijing} |(D)(6)

Subject: RE: clearance (OOB Monday): AM to request access to Wuhan Institute of Virology
Date: Mon, 4 May 2020 09:21:15 +0000

(bY(

| discussed thisl(b)(5)
(b))

Thanks,

(b)(6)

Environment, Science, Technology, and Health (ESTH) ||(b)(6)

U.S. Embassy Beijing | ZEE4F B X {E1E
P: [(b)(B) |
E:[(D)(B) |@state.gov
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SEREHRAERBUTLINCLASSIFIED
From: |(b)(6) |(Beijing) |(b)(6) |
Sent: Saturday, May 2, 2020 4:31 AM
To:l(b)(ﬁ) |; OES-IHB-DG <OES-IHB-DG @state.gov>; OES-STC-China <OES-
STC-China@state.gov>; ISN-BPS-DL <ISN-BPS-DL@STATE.GOV>; [(6)(6) |
T [@state.gov>; [(b)(6) [@state.gov>; Beijing
ESTH Americans <BeijingESTHAmericans@state.gov>;|(b)(6) |(Beijing)

[(b)(6) |
Cc: EAP-CM-ECON-DL <EAP-CM-ECON-DL@state.gov>

Subject: Re: clearance (OOB Monday): AM to request |(b)(5)

Hilb)Y6) |

(b)(6) clears for CGRCU|(b)(5)

Thanks, |(b)(6)

(b)(6) |
Currently: ESTH

Coronavirus Global Response Coordination Unit
U.8. Department of State

202-280-0602

Normally: ESTH Officer

U.S. Embassy Beijing

From:{(D)(6)
Sent: Friday, May 1, 2020 2:34 PM
To: OES-IHB-DG <OES-IHB-DG @state.gov>; OES-STC-China <QES-STC-China@state.gov>; ISN-BPS-DL

<ISN-BPS-DL@STATE.GOV>; [[b)(6) [(b)(&) |(Beijing)
(hV/R) [rsies T |
(M(B) Beijing ESTH Americans <BeijingESTHAMericans@state.gov>

Cc: EAP-CM-ECON-DL <EAP-CM-ECON-DL@state.gov>
Subject: clearance (OOB Monday): AM to requestfhy(5) |
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From: |(b)(6) |

Sent: Thursday, April 30, 2020 2:29 PM

To: EAP-Staffers Mailbox <EAP-StaffersMailbox@state.gov>

Cc: EAP-CM-Unit Chiefs-DL <EAP-CM-UnitChiefs-DL@state.gov>
Subject: ACTION FOR STAFFERS - TASKER - 5-Yang Letter

Staffers,

Please task an AM and letter to CM from the Secretary to fhysy _[Yangiry | regarding fnviey

(b)(5) lib)(6)] has additional details. Due to the EAP/FO NLT
COB Monday. | will ask whether [(h)(6) intends to task formally.

Thanks,

(b)(6)

Office of the Assistant Secretary
Bureau of East Asian and Pacific Affairs
[Fryiey |

(0)(6)  |@state.gov

SENSTFE BT O EASHHED-

Sender: [(b)(6) [(Beijing(b)(6) |
(b)(6) iiina [(0)(6 |
(b)(6) b

“UES-TAB-DG <UES-THB-DGWSIAE. govs> |
OES-5TC-China <QOES-STC-China@state.gov>;
ISN-BPS-DL <ISN-BPS-DL@STATE.GOV:>;

oone, [(DY(6) |
Recipient: === . — !
[(b)(6)
Beijing ESTH Americans <BeijingESTHAmericans@state.gov>;
[b)(6) |(Beijing) {(b)(6)

EAP-CM-ECON-DL <EAP-CM-ECON-DL@state.gov>;
[(b)(6) |(Beijing) [(b)(&) |
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company based in Huangpu district in Guangzhou, South China’s Guangdong
province.

The patient was admitted to the Central Hospital of Wuhan on Dec. 18 with
pneumonia and his condition quickly deteriorated. On Dec. 24, the doctors
took fluid samples from his lungs and sent them to Vision Medicals for
testing, according to Zhao Su, head of respiratory medicine at the hospital.
In an unusual move, the company did not send back results, but instead called
the doctor on Dec. 27. “They just called us and said it was a new
coronavirus,” Zhao said.

Vision Medicals confirmed the tests took place in a post it published on
social media late last week. The post said the company was involved in early
studies on the new coronavirus and contributed to an published on the
English version of the Chinese Medical Journal about its discovery. That
article makes specific mention of a sample collected on Dec. 24 from a 65-
year-old patient who had contact with the seafood market.

A different social media post, believed to have been made by a Vision
Medicals employee, sheds more light on the company’s early work. The
author of the post, made on Jan. 28, said only that they worked at a private
company based in Huangpu, Guangzhou, where Vision Medicals is located.
The post’s author said they noticed a close similarity with the SARS
coronavirus in test results of a sample collected on Dec. 24, but decided to
study the results more closely before returning them, due their significance.
The company did, however, share the data with the Chinese Academy of
Medical Sciences, according to the article.

On Dec. 27, the lab worked had sequenced most of the virus’s genome and
had confirmed it was a coronavirus similar to SARS virus, the article said.
In the following days, company executives paid a visit to Wuhan to discuss
their findings with local hospital officials and disease control authorities, the
article said. “There was an intensive and confidential investigation underway,
and officials from the hospital and disease control center had acknowledged
many similar patients,” it said.
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On the evening of Dec. 30, several doctors in Wuhan, including the late Li
Wenliang, privately shared CapitalBio’s results as a warning to friends and
colleagues to take protective measures. Those messages then circulated
widely online and sparked a public uproar demanding more information.
Several people, including L1 and two other doctors who sent the messages
that night, were later punished by authorities for “spreading rumors.”

Zhang Jixian, who heads the respiratory department at Hubei Xinhua
Hospital, noticed on Dec. 26 that he had received a growing number of
patients with symptoms of pneumonia from the neighboring seafood market.
He reported the situation to the hospital the next day, with that report passed
on to city and provincial health authorities.

Following the reports, disease control authorities in Wuhan and Hubei on
Dec. 30 issued an internal notice warning of the emergence of pneumonia
patients with links to the seafood market and requiring hospitals to monitor
similar cases.

The notice, later leaked online, offered the first glimpse to the public of
officials’ acknowledgement of the outbreak.

Silenced alarms

Several other genomics companies also tested samples from patients in
Wuhan with the then-unidentified virus in late December, Caixin learned.
Industry leader BGI received a sample from a Wuhan hospital on Dec. 26.
Sequencing was completed by Dec. 29, and showed while it was not the virus
that causes SARS, or severe acute respiratory syndrome, it was a previously
unseen coronavirus that was about 80% similar to the virus that causes
SARS.

A BGI source told Caixin that when they undertook the sequencing project in
late December the company was unaware that the virus had sickened many
people. “We take a lot of sequencing commissions every day,” the source
said.

Caixin has learned that the Wuhan hospital sent BGI at least 30 samples from
different pneumonia cases for sequencing in December, and three were found
to contain the new coronavirus. In addition to the Dec. 26 case, the second
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From: [b)(6) |

T |
EAP-]-Office-DL <EAP-]-Office-DL@state.gov>

ib)(6) |
€C: [b)(6) |
FRYRY |

Subject: RE: Caixin Article
Date: Tue, 10 Mar 2020 16:15:35 +0000

To:

Hi [(b)(6)

Thanks for flagging. We’'ll reach back to Tokyo overnight to see if they have heard anything.

From:|(b)(6) |

Sent: Tuesday, March 10, 2020 12:11 PM

To: EAP-J-Cffice-DL <EAP-J-Cffice-DL@state.gov>

Ce: [{b)i6) [(hYi6) [hi6)

(b)) |
Subject: FW: Caixin Article

J Desk colleagues:
Would it be possible to ask if Embassy Tokyo has seen a message from the Chinese embassy (sent

apparently to Chinese nationals in Japan) calling the virus the “Japanese coronavirus?” Or perhaps some
local press stories about the message?

Thanks,
(b)(6)

Office of Chinese & Mongolian Affairs

[(b)(6) |
HST Room 4318 | U.S. Department of State

From:|(b)(6) |
Sent: Tuesday, March 10, 2020 12:04 PM

To: |(b)(6) (b)(6) [ha |
| TR . |; Buangan, Richard [rrmyvay }>; Ortagus, Morgan D
[(b)(B) &) Mh\(6) I

Ce:|(b)(6) Ib)(6) [T |
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company based in Huangpu district in Guangzhou, South China’s Guangdong
province.

The patient was admitted to the Central Hospital of Wuhan on Dec. 18 with
pneumonia and his condition quickly deteriorated. On Dec. 24, the doctors
took fluid samples from his lungs and sent them to Vision Medicals for
testing, according to Zhao Su, head of respiratory medicine at the hospital.
In an unusual move, the company did not send back results, but instead called
the doctor on Dec. 27. “They just called us and said it was a new
coronavirus,” Zhao said.

Vision Medicals confirmed the tests took place in a post it published on
social media late last week. The post said the company was involved in early
studies on the new coronavirus and contributed to an published on the
English version of the Chinese Medical Journal about its discovery. That
article makes specific mention of a sample collected on Dec. 24 from a 65-
year-old patient who had contact with the seafood market.

A different social media post, believed to have been made by a Vision
Medicals employee, sheds more light on the company’s early work. The
author of the post, made on Jan. 28, said only that they worked at a private
company based in Huangpu, Guangzhou, where Vision Medicals is located.
The post’s author said they noticed a close similarity with the SARS
coronavirus in test results of a sample collected on Dec. 24, but decided to
study the results more closely before returning them, due their significance.
The company did, however, share the data with the Chinese Academy of
Medical Sciences, according to the article.

On Dec. 27, the lab worked had sequenced most of the virus’s genome and
had confirmed it was a coronavirus similar to SARS virus, the article said.
In the following days, company executives paid a visit to Wuhan to discuss
their findings with local hospital officials and disease control authorities, the
article said. “There was an intensive and confidential investigation underway,
and officials from the hospital and disease control center had acknowledged
many similar patients,” it said.
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> 21st Century Business Herald (211422374878, 21 Shiji Jingji Baodao, circ. 780,000):
Influential economic and business daily affiliated to the Southern Daily Newspaper Group;

primary readers include business professionals and Chinese government officials.
=

=
>
>
=

> Note: Beijing Early Alert is produced by the U.S. Embassy Beijing Public Affairs Section. To
request addition or removal of a recipient please email
beijingpressotfice@state.pov<mailto:beijingpressoffice@state.gov>. You must have a U.S,
Government email address to receive this product. Suggestions welcome.

Sender: "Tobin, Elizabeth D. EOP/NSC" |(b)(6) |

Stilwell, David R [()(6) |
T I
Ortagus, Morgan D [b)(6)

Recipient: Dawson, Camille {h\(&)
Fritz, Jonathan D [(p){&)

[(b)(B)
Keshap, AtI [(5)(6)
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From: "Stilwell, David Rjh)(6) |

To: Fritz, Jonathan D WB) |
T |
Subject: Fwd: Foreign Ministry Spokesperson's Remarks on February 3, 2020

Date: Tue, 4 Feb 2020 23:14:07 +0000

First comment from MFA spokeswoman is annoying. Gives us lots to attack (if we get a green
light). “I"d like to remind the MFA that China should be focused on saving its people, not
scoring political points against its most generous donor.”

Sent from Workspace ONE Boxer

---------- Forwarded message ----------

From: |(b)(6) |
Date: February 4, 2020 at 12:56:49 PM HST

Subject: Foreign Ministry Spokesperson's Remarks on February 3, 2020

To: PACOM.J514 {{h\(6)

(b)(6)
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RAY | (Beijing){(b)(6) |
Recipient: [h\(/) |(Beijing) fryaY
[b)6) __ J(Beijing)|(b)(6) |
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