United States Department of State

Washington, D.C. 20520

April 28, 2023
Case No. FL-2022-00075

Mr. Sainath Suryanarayanan, PhD
U.S. Right to Know

4096 Piedmont Ave. #963
Oakland, CA 94611

Dear Mr. Suryanarayanan:

As noted in our letter dated February 28, 2023, we are processing your
request under the Freedom of Information Act (“FOIA”), 5 U.S.C. § 552.
Thus far, the Department of State (“Department”) has located 12 responsive
records subject to the FOIA. Upon review, we have determined 1 record
may be released in full, 10 records may be released in part, and 1 record
must be withheld in its entirety.

An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made redactions, the applicable FOIA
exemptions are marked on each record. The record that was withheld in full
is exempt from release pursuant to FOIA Exemptions 1 and 5, 5 U.S.C. §§
552 (b)(1) and (b)(5). The document identification number for the record
withheld in full is B-00002425485. All non-exempt material that is
reasonably segregable from the exempt material has been released and is
enclosed.



We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Savith lyengar, Assistant U.S.
Attorney, at savith.iyengar@usdoj.gov.

Please refer to the case number, FL-2022-00075, and the civil action
number, 22-cv-04359, in all correspondence about this case.

Sincerely,

Diamonece Hickson
Chief, Litigation and Appeals Branch
Office of Information Programs and Services

Enclosures: As stated.



(b)(1)

(b)(2)
(b)3)

(b)(4)
(b)(5)

(b)(6)
(b)(7)

(b)(8)
(b)(9)

NR

The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information
Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual
Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells

Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester
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"SMART Archive" <>

To: SMART Core <>

Subiect: (hY{R) Say PRC Central Government -- Not Local Officials -- Responsible
J€CE for the Coronavirus Cover-Up

Date: Mon, 20 Jul 2020 09:18:30 GMT

SECREF

Sensitive

20 TAIPEI 319

Date/DTG:
From:
Action:
E.O.:
TAGS:
Captions:
Reference:

Jul 20, 2020 / 200917Z JUL 20

AlIT TAIPEI
WASHDC, SECSTATE ROUTINE

13526

PREL, PGOV, CN, TW, KNCV

—SENSITIVE—

Pass Line:

A) 20 TAIPEI 183

B) 20 BEIJING 485

C) 18 TAIPEI 145

D) 17 TAIPEI 511

E) 20 TAIPEI 299

F) 20 BEIJING 894

G) 20 BEIJING 359

H) 20 BEIJING 742

[) 20 TAIPEI 317

AMEMBASSY WELLINGTON PASS TO AMCONSUL AUCKLAND
|(b)(6) | Say PRC Central Government -- Not Local Officials --
Responsible for the Coronavirus Cover-Up
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Who Ordered the Cover Up? The Signs Point to Beijing, not Local Officials

Beijing Knew Earlier than They Admit

(0)(1);

(b)(6)
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Leaked Directive Confirms Beijing Restricted Disclosure of Virus Information and
Samples
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Xi Lied to Obfuscate His Role in the Cover-Up

Would Beijing Have Been More Transparent Without Xi in Charge?
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Initial Outbreak Could Have Been Contained in China if Beijing Had Not Covered it Up

(0)(1);
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The Cover-Up and the CCP’s Campaign of Propaganda and Disinformation
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Signature: (b)(G)

Classified By: Name:|(b)(6) Title: Director
Office: EXEC
Agency: AIT

Reason: 1.4 (b), (d)

Declassify On: 2045/07/20

W/O Attachment(s): This document is SECRET when separated from UNCLASSIFIED
attachment(s).

Drafted By: TAIPEI(b)(6)

Cleared By: POL{(hY(B)
POL:fhvRY |
EXECIhVR) I

Approved By: EXEC|(b)(6) |

Released By:
Info:

Attachments:

TAIPELKhY(B)
SECDEF WASHINGTON DC rouTine; OSD WASHINGTON DC ROUTINE;

JOINT STAFF WASHINGTON DC rouTinE; CIA WASHINGTON

DC rouTINE; DIA WASHINGTON DC RouTiNE; NATIONAL SECURITY
COUNCIL WASHINGTON DC rouTinE; CDR USPACOM HONOLULU

HI rouTINE; COMPACFLT PEARL HARBOR HI rouTINE; COMSOCPAC
HONOLULU HI rouTine; USARPAC INTEL FT SHAFTER HI ROUTINE;
PACAF HICKAM AFB HI rouTineE; COMMARFORPAC ROUTINE; CHINA
POSTS COLLECTIVE rRouTINE; ZEN/AUCKLAND, AMCONSUL

PRC National Health Commission Directive.pdf, Caixin Neican Report.pdf

Dissemination Rule:

Archive Copy

SEGRET-

Sensitive

Sender: "SMART Archive" <>
Recipient: SMART Core <>
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From: (b)(6)
Sent: Mon, 20 Jul 2020 07:14:32 +0000
To: svcSMARTCrossLow_SMG

Subject: FW: Emailing:(ph)( [-pdf
Attachments: (b){(6\pdf

Mr. [(h)(R) |
Political Officer

American Institute in Taiwan
Office: (b )(0

Mobile( )( )
Email:|(h\(ﬁ [@state.gov

SENSHE B ENEEASSTFTED-

----- Original Message-----

From: !(b)(G] ra;statc.gov‘:'
Sent: Monday, July 20, 59 AM

Toyh\(R) lastate.gov>
Subject: Emailingfsia\ s ]pdf

Y our message is ready to be sent with the following file or link attachments:

(b)(|1.pat

Note: To protect against computer viruses, e-mail programs may prevent sending or receiving certain types of file
attachments. Check your e-mail security settings to determine how attachments are handled.

UNCLASSIFIED Page 1 of 5
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From: (b)(6)

Sent: Mon, 20 Jul 2020 07:15:25 +0000
To: svcSMARTCrossLow_SMG
Subject: FW: Emailing:(b)(ﬁ)

Attachments: (&) pdf

wir. {(b)(6) |
Political Officer

American Institute in Taiwan
Office: [y |
Mobilelh Y H

Email: [(b)(0© [state.gov

e ma m  Cre S a —

From: [ Ly/a) |@state.gov>
Sent: Monday. July 20, 2020 12:01 PM
To: |(b)(6) I\Z_’z}statc.gov)*

Subject: Emailing[si vy |

Y our message is ready to be sent with the following file or link attachments:

(b)(6)

Note: To protect against computer viruses, e-mail programs may prevent sending or receiving certain types of file
attachments. Check your e-mail security settings to determine how attachments are handled.

UNCLASSIFIED Page 1 of 13
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(b)(6) |
Reld 2.pdrf

MHms

HEZBRENER LG EER

M MRFE—ER OISR, e i 28 i s BRAE AbZE AT A BE? -4t
{4 s B2

& RMIAH BN, BERARAEMHE R EIT T 5,
WEEE R 1A22H, 23HASK Eskdg RATERE XM & 12, & #vks
AREAE BB, (HUA24H X TR, FRATERE R TR EHIF L. WA
IEAD, (AR L 23H AR T— 2, R R B0 T ok
T, BREIFUBHIER, Hndt X BB, o0& 30l RS SR R
TAMERE P LR 7 IR LA AT 48

PR 2R B, BAER ARG, RIS Y5> 2 Bt i BE Ll
AR, A BB BRI, VIWTE . A BEbls ER K o ELIE
FEHET, BHRHIZME T, SR IRATA REDERE TSR, BRI
— R M AR E AT

M2 VGRS, IA23HRDCE R, AT EZ MR EHAL
), (HEMZATE 25007 RNAGE HET, 2EIA IR — B RE .
REFRUA YRR R, FRRAERRE MBS RS, it
SR BERAL . WA o E E A HE 8, XAR R,
ERNEERT, VIARWHRLAERG, LU 6, SHduHARm R, Bl
T Wit SE AR I 5 ™ BAESF, (H AR R, 0] R A7 e il 469
B HEFE R 9

TS 10 A 2H 2 S ol e il 8 88 47 ) g Bl Bk 1 9 98 AR 8 2 0 A 4,
FERBRPIFIER, ALER NP EEGR, S, 0B kR 5 7,
TR, FEARSE AL DA R ZEE R NERERE, BB kK
MEo B R AR A — U IR kAR, KEEHETAE, LR
AR

(b)(6)

UNCLASSIFIED Page 12 of 13
11



FL-2022-00075 B-00002425646 "UNCLASSIFIED" 04/28/2023 Page 25

(b)(6)
Reid Z.pdrf
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From: "SMART Archive" <>
To: SMART Core <>
Subject: Taiwan Analysts Probe PLA Links to Biotech Labs and Companies in Wuhan
Date: Tue, 04 Aug 2020 07:00:29 GMT

SESCRETANOFORN
Sensitive
MRN: 20 FTR 1109
Date/DTG: Aug 04, 2020 / 040700Z AUG 20
From: T |
To: SMART Archive
E.O.: 13526
TAGS: PREL, PGOV, CN, TW, TBIO, KNCV, MCAP
Captions: NOFORMN-SENSHHVE——
Reference: A) 20 TAIPEI 317

B) 20 TAIPEI 319
C) 20 TAIPEI 349
D) 20 BEIJING 33

Subject: (b)(6) Probe PLA Links to Biotech Labs and Companies in Wuhan

(b)(1);  (b)(6)

Wuhan: China’s Biotech Center and a Model City for MCF Development

(b)(1);  (b)(6)
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PLA Contractor Involved in the Construction of the Wuhan Institute of Virology




FL-2022-00075 B-00002425645 "UNCLASSIFIED" 04/28/2023 Page 28

PLA Presence at WIV Continued After Construction Completed

(b)(1);  (b)(6)

WIV Personnel with Possible PLA Ties

(b)(6) |dentifies Two PLA Bio-Warfare Research Institutes: AMMS and ICD
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Official Chinese Websites Show Robust Cooperation between WIV and PLA AMMS

PLA ICD May Be Linked to the WIV Through CAS and 863 Program




FL-2022-00075 B-00002425645 "UNCLASSIFIED" 04/28/2023 Page 30

No Newcomer to Wuhan: The PLA and the Wuhan Institute for Biological Products

(b)(1);  (b)(6)

Another PLA Link: WIV’s Formal Partnership with WIBP

(b)(1)

Cyber Evidence of PLA Shadow Labs at WIV and Bioengineering University
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(b)(1); (b)(6)
Classified By: Namel(h (&) | Title: Director
Office: EXEC
Agency: AIT
Reason: 1.4 (a), (b), (d), (h)
Declassify On: 2045/08/04
Drafted By: TAIPEI (b)(ﬁ)
Released By: TAIPEI
Dissemination Rule: Archive Copy
—SECRETHNOFORN
Sensitive

Sender:
Recipient:

"SMART Archive" <>

SMART Core <>
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From: "Margolis, Jonathan A"[(D)(6) Dstate.sgov.gov>

To: IRY6) [@state.sgov.gov>;
" (h VAR Pstate.sgov.gov> (b)(7)(
Subject: FW: L

Date: Mon, 4 Jan 2021 15:58:06 -0500

Please keep this close hold.
Thanks,

Jonathan

Official

This message is UNCLASSIFIED when separated from SFEERET attachment(s)

Classified By: Stephanie Syptak-Ramnath - DepExecSec, Office:S/E-S, Agency:U.S. Department of State
Declassify On: 1/4/2046

Reasons: (Derived) Classification derived from previous message(s)

From: Moore, Jonathan M {(b)(6) Dstate.sgov.gov>
Sent: Monday, January 4, 2021 3:40 PM

To: Margolis, Jonathan A (b)(B) pstate.sgov.gov>
Subject: FW: (b)(1 );

As discussed.

Official

This message is UNCLASSIFIED when separated from SEERET attachment(s)

Classified By: Stephanie Syptak-Ramnath - DepExecSec, Office:S/E-S, Agency:U.S. Department of State
Declassify On: 1/4/2046

Reasons: (Derived) Classification derived from previous message(s)

From: |(b)(6) !@state.sgov.gov>
Sent: Monday, January 4, 2021 12:58 PM

To: Moore, Jonathan M [hVRY @state.sgov.gow

Cc: Syptak-Ramnath, Stephanie F 4(b)(6) I@state.sgov.gow; (b)((—_‘,)
(h)(R) |@state.sgov.gov>
Subject:

Jonathan, further to your call, attached is the(b)(?)(E) EAP POC/drafter is David Feith. Thank you,
(b)(6)
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Official

This message is UNCLASSIFIED when separated from SEERET attachment(s)

Classified By: Stephanie Syptak-Ramnath - DepExecSec, Office:S/E-S, Agency:U.S. Department of State
Declassify On: 1/4/2046

Reasons: Derived Per DSCG.

From:|(b)(6) !@state.sgov.gow

Sent: Thursday, December 31, 2020 7:10 PM

To: Feith, David [(b)(6) [@state.sgov.gov>[(h\(R) |

|(b)(6) I@state.sgov.gow; SES_FO Paper <SES_FOPaper@state.sgov.gov>

Cc: 1(h\(ﬁ\ !@state.sgov.gowl;h\m\ [@state.sgov.gov>;
SES-Line_Only <SES-Line_Only@state.sgov.gov>; Stilwell, David R {{h\/R)  |@state.sgov.gov>; Keshap,
Atul {(h\(ﬁ\ |@state.sgov.gov>; Fritz, Jonathan D [z J@state.sgov.gove; vy |

{h\(R) |@state.sgov.gov>
Subject: RE: For records: |(h )7 ) F

Confirming receipt for the Specials — the updated AA and PRC article tab. Thank you!

(b)(6) |

Special Assistant

Office of the Secretary
U.S. Department of State
Secure: [(b)(6

Cell: [(b)(6)

NOTE: Please always include the S_SpecialAssistants@state.sgov.gov distro to ensure your
message is received.

Official —SBY
This message is UNCLASSIFIEDAGFOSRN when separated from SIEEREF-attachment(s)
Classified By|(b)(6) } Special Assistant, Office:S, Agency:Department of State

Declassify On: 1/1/2046
Reasons: (Derived) Derived per DSCG

From: Feith, David(h\(B) |@state.sgov.gov>
Sent: Thursday, December 31, 2020 5:26 PM

Tol(h\(R) [@state.sgov.gov>; SES_FO Paper

<SES FOPaper@state.sgov.gov>

Cc:lth VR |@state.sgov.gov>; 1(b)(6) I@state.sgov.gov>;
SES-Line_Only <SES-Line_Only@state.sgov.gov>; Stilwell, David R {{h\(R\ _|@state.sgov.gov>; Keshap,

Atullfavay |@state.sgov.gov>; Fritz, Jonathan D <|{h){6 )@state.sgov.gow; (b)(6)

{(r\ra\__Pstate.sgov.gov>
Subject: RE: For records: (b)(?)(E)
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Colleagues — per further discussion with |(b)(6) |please use the attached, which also adds an
additional note (on the latest about WHO investigation timing) on page 3.

Thanks much.

++ other EAP fysa.

Official -SBYU——

This message is UNCLASSIFIED when separated from SEERET attachment(s)
Classified By: Feith - DAS, Office:EAP, Agency:U.S. Department of State

Declassify On: 12/31/2045

Reasons: Derived Per DSCG.

Sender: "Margolis, Jonathan A" {(D)(6) state.sgov.gov>

(b)(6) [@state.sgov.gov>;
(b)(6) [ostate.sgov.gov>

Recipient:




(b)(7)(E)
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From: "Moore, Jonathan M" (b)(G) Qstate.sgov.gov>

Subject: FW
Date: Mon, 4 Jan 2021 15:40:25 -0500

\ﬁ:n\l‘/l\argolis, Jonathan A[[h)(g)  |@state.sgov.gov>

As discussed.

Official

This message is UNCLASSIFIED when separated from SEEREA" attachment(s)

Classified By: Stephanie Syptak-Ramnath - DepExecSec, Office:S/E-S, Agency:U.S. Department of State
Declassify On: 1/4/2046

Reasons: (Derived) Classification derived from previous message(s)

From: Finerty, Tressa R|(b)(6) [@state.sgov.gov>
Sent: Monday, January 4, 2021 12:58 PM

To: Moore, Jonathan Mi(h)(6) @state.sgov.gov>
Cc: Syptak-Ramnath, Stephanie Fl\//) [@state.sgov.gov>; (b)(6)

(0)(6) |Pstate.sgov.gov>
Subject: [())(7(E)

Jonathan, further to your call, attached is the[(b)( |JAA to S. EAP POC/drafter is David Feith. Thank you,

(b)(6)

Official

This message is UNCLASSIFIED when separated from SEERFET attachment(s)

Classified By: Stephanie Syptak-Ramnath - DepExecSec, Office:S/E-S, Agency:U.S. Department of State
Declassify On: 1/4/2046

Reasons: Derived Per DSCG.

Fromi(b)(ﬁ) I@state.sgov.gow
Sent: Thursday, December 31, 2020 7:10 PM
To: Feith, David {{h\/R\Pstate.sgov.gov>; Syptak-Ramnath, Stephanie F {(0)(6)

|{b)(6) @state.sgov.gow; SES_FO Paper <SES FOPaper@state.sgov.govs
CcihY(B) [@state.sgov.gov>; |(b)(6) [@state.sgov.gov>;

SES-Line Only <SES-Line_Only@state.sgov.gov>; Stilwell, David R {{h\(R) _|@state.sgov.gov>; Keshap,
Atul (D)B) _Pstate.sgov.gov>; Fritz, Jonathan D b )(6 @state.sgov.gow;"h\m\ |

|{h){6) @state.sgov. ov>

Subject: RE: For records (b)(7)(E)

Confirming receipt for the Specials — the updated AA and PRC article tab. Thank you!
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(b)(6)

Special Assistant

Office of the Secretary
U.S. Department of State
Secure:(h\(RY |

Cell{(b)(6) |

NOTE: Please always include the S_SpecialAssistants@state.sgov.gov distro to ensure your
message is received.

Official -SBU—
This message is UNCLASSIFIED/ASE6R2-when separated from SEEREF attachment(s)
Classified By|(b)(6) | Special Assistant, Office:S, Agency:Department of State

Declassify On: 1/1/2046
Reasons: (Derived) Derived per DSCG

From: Feith, David {h\/al@state.sgov.gov>

Sent: Thursday, December 31, 2020 5:26 PM

To: Syptak-Ramnath, Stephanie F {(b)(G) I@state.sgov.gow; SES_FO Paper
<SES FOPaper@state.sgov.gov>
Cc(h)(R) @state.sgov.gow;kb)(ﬁ) l@state.sgov.g0v>;

SES-Line_Only <SES-Line Only@state.sgov.gov>; Stilwell, David R 1{h\{ﬁ\ |@state.sgov.gov>; Keshap,

Atul ‘“ state.sgov.gov>; Fritz, Jonathan D {(h (R |@state.sgov.gov>ili1h)(G)
{b)(B) Pstate.sgov.gov>

Subject: RE: For records:|(b)(7 )(E)

Colleagues — per further discussion with Stephanie, please use the attached, which also adds an
additional note (on the latest about WHO investigation timing) on page 3.

Thanks much.

++ other EAP fysa.

Official =SBU—

This message is UNCLASSIFIED when separated fromSECRET attachment(s)
Classified By: Feith - DAS, Office:EAP, Agency:U.S. Department of State

Declassify On: 12/31/2045

Reasons: Derived Per DSCG.

Sender: "Moore, Jonathan M"[(D)(6)  [@state.sgov.gov>

Recipient: Margolis, Jonathan A 4(b)(6) |@state.sgov.gov>
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(B)(7)(

E) 202011164
(b)(1); g

(b)(7)( SBY) The Secretary’s Non-Secure Call with the

E) (b)(7)( |Foreign Ministers on New Intelligence on COVID Origins

Monday, January 04, 2020, 4:00 p.m., 60 minutes

PURPOSE

—

KEY OBJECTIVES

_ SEERET/REL] D) 1)
Classified by: EAP Acting AssistdntSecremary Atul Keshap
E.O. 13526, Reason(s): 1.4 b, c,and d
Declassify on: December 31, 2045
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-SEERET/REL *(b)(1 );
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SEEREL/RE]

(b)(1)
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-4-

(0)(1);

Attachment:

Article on PRC Efforts to Halt Research on Covid-19 Origins

SECREF//REL

04/28/2023 Page 41
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Approved:
Drafted:
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SECRET//RE :

EAP — Acting A/S Atul Keshap [AK]

EAP/FO — David Feith, {p)(6)

D: Robert Palladino (ok)
P: David Hale (ok)
EAP/FO: Jonathan Fritz (ok)

S/P:(h)(A) [no response)
WHA: [()(6) (k)
EUR: Michael Murphy (ok)
INR: |(b)(6) (info)

SECRFT/REL|(b)(7)(
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China clamps down in hidden hunt for coronavirus origins

By DAKE KANG, MARIA CHENG and SAM MCNEIL — December 30, 2020

MOIJIANG, China (AP) — Deep in the lush mountain valleys of southern China lies the entrance to a mine
shaft that once harbored bats with the closest known relative of the COVID-19 virus.

The area is of intense scientific interest because it may hold clues to the origins of the coronavirus that
has killed more than 1.7 million people worldwide. Yet for scientists and journalists, it has become a
black hole of no information because of political sensitivity and secrecy.

A bat research team visiting recently managed to take samples but had them confiscated, two people
familiar with the matter said. Specialists in coronaviruses have been ordered not to speak to the press.
And a team of Associated Press journalists was tailed by plainclothes police in multiple cars who blocked
access to roads and sites in late November.

More than a year since the first known person was infected with the coronavirus, an AP investigation
shows the Chinese government is strictly controlling all research into its origins, clamping down on some
while actively promoting fringe theories that it could have come from outside China.

The government is handing out hundreds of thousands of dollars in grants to scientists researching the
virus’ origins in southern China and affiliated with the military, the AP has found. But it is monitoring
their findings and mandating that the publication of any data or research must be approved by a new
task force managed by China’s cabinet, under direct orders from President Xi Jinping, according to
internal documents obtained by the AP. A rare leak from within the government, the dozens of pages of
unpublished documents confirm what many have long suspected: The clampdown comes from the top.

As a result, very little has been made public. Authorities are severely limiting information and impeding
cooperation with international scientists.

“What did they find?” asked Gregory Gray, a Duke University epidemiologist who oversees a lab in China
studying the transmission of infectious diseases from animals to people. “Maybe their data were not
conclusive, or maybe they suppressed the data for some political reason. | don’t know ... | wish | did.”

The AP investigation was based on dozens of interviews with Chinese and foreign scientists and officials,
along with public notices, leaked emails, internal data and the documents from China’s cabinet and the

Chinese Center for Disease Control and Prevention. It reveals a pattern of government secrecy and top-

down control that has been evident throughout the pandemic.

As the AP previously documented, this culture has delayed warnings about the pandemic, blocked the
sharing of information with the World Health Organization and hampered early testing. Scientists
familiar with China’s public health system say the same practices apply to sensitive research.

“They only select people they can trust, those that they can control,” said a public health expert who
works regularly with the China CDC, declining to be identified out of fear of retribution. “Military teams
and others are working hard on this, but whether it gets published all depends on the outcome.”
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The pandemic has crippled Beijing’s reputation on the global stage, and China’s leaders are wary of any
findings that could suggest they were negligent in its spread. The Chinese Ministry of Science and
Technology and the National Health Commission, which are managing research into the coronavirus’
origins, did not respond to requests for comment.

“The novel coronavirus has been discovered in many parts of the world,” China’s foreign ministry said in
a fax. “Scientists should carry out international scientific research and cooperation on a global scale.”

Some Chinese scientists say little has been shared simply because nothing of significance has been
discovered.

“We've been looking, but we haven’t found it,” said Zhang Yongzhen, a renowned Chinese virologist.

China’s leaders are far from alone in politicizing research into the origins of the virus. In April, President
Donald Trump shelved a U.S.-funded project to identify dangerous animal diseases in China and
Southeast Asia, effectively severing ties between Chinese and American scientists and complicating the
search for virus origins. Trump also has accused China of setting off the pandemic through an accident at
a Wuhan lab — a theory that some experts say cannot be ruled out but as yet has no evidence behind it.

Research into COVID-19’s origins is critical to the prevention of future pandemics. Although a World
Health Organization international team plans to visit China in early January to investigate what started
the pandemic, its members and agenda had to be approved by China.

Some public health experts warn that China’s refusal to grant further access to international scientists
has jeopardized the global collaboration that pinpointed the source of the SARS outbreak nearly two
decades ago. Jonna Mazet, a founding executive director of the UC Davis One Health Institute, said the
lack of collaboration between Chinese and U.S. scientists was “a disappointment” and the inability of
American scientists to work in China “devastating.”

“There’s so much speculation around the origins of this virus,” Mazet said. “We need to step back...and
let scientists get the real answer without the finger-pointing.”

The hidden hunt for the origins of COVID-19 shows how the Chinese government has tried to steer the
narrative.

The search started in the Huanan Seafood market in Wuhan, a sprawling, low-slung complex where
many of the first human coronavirus cases were detected. Scientists initially suspected the virus came
from wild animals sold in the market, such as civet cats implicated in the spread of SARS.

In mid-December last year, Huanan vendor Jiang Dafa started noticing people were falling ill. Among the
first was a part-time worker in his 60s who helped clean carcasses at a stall; soon, a friend he played
chess with also fell ill. A third, a seafood monger in his 40s, was infected and later died.

Patients began trickling into nearby hospitals, triggering alarms by late December that alerted the China
CDC. CDC chief Gao Fu immediately sent a team to investigate.

At first, research appeared to be moving swiftly.
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Overnight on Jan. 1, the market suddenly was ordered shut, barring vendors from fetching their
belongings, Jiang said. China CDC researchers collected 585 environmental samples from door handles,
sewage and the floor of the market, and authorities sprayed the complex down with sanitizer. Later,
they would cart out everything inside and incinerate it.

Internal China CDC data obtained by the AP shows that by Jan. 10 and 11, researchers were sequencing
dozens of environmental samples from Wuhan. Gary Kobinger, a Canadian microbiologist advising WHO,
emailed his colleagues to share his concerns that the virus originated at the market.

“This corona(virus) is very close to SARS,” he wrote on Jan. 13. “If we put aside an accident ... then |
would look at the bats in these markets (sold and ‘wild’).”

By late January, Chinese state media announced that 33 of the environmental samples had tested
positive. In a report to WHO, officials said 11 specimens were more than 99% similar to the new
coronavirus. They also told the U.N. health agency that rats and mice were common in the market, and
that most of the positive samples were clustered in an area where vendors traded in wildlife.

In the meantime, Jiang avoided telling people he worked at Huanan because of the stigma. He criticized
the political tussle between China and the U.S.

“It’s pointless to blame anyone for this disease,” liang said.

As the virus continued spreading rapidly into February, Chinese scientists published a burst of research
papers on COVID-19. Then a paper by two Chinese scientists proposed without concrete evidence that
the virus could have leaked from a Wuhan laboratory near the market. It was later taken down, but it
raised the need for image control.

Internal documents show that the state soon began requiring all coronavirus studies in China to be
approved by high-level government officials — a policy that critics say paralyzed research efforts.

A China CDC lab notice on Feb. 24 put in new approval processes for publication under “important
instructions” from Chinese President Xi Jinping. Other notices ordered CDC staff not to share any data,
specimens or other information related to the coronavirus with outside institutions or individuals.

Then on March 2, Xi emphasized “coordination” on coronavirus research, state media reported.

The next day, China’s cabinet, the State Council, centralized all COVID-19 publication under a special
task force. The notice, obtained by the AP and marked “not to be made public,” was far more sweeping
in scope than the earlier CDC notices, applying to all universities, companies and medical and research
institutions.

The order said communication and publication of research had to be orchestrated like “a game of chess”
under instructions from Xi, and propaganda and public opinion teams were to “guide publication.” It
went on to warn that those who publish without permission, “causing serious adverse social impact,
shall be held accountable.”

“The regulations are very strict, and they don’t make any sense,” said a former China CDC deputy
director, who declined to be named because they were told not to speak to the media. “l think it’s
political, because people overseas could find things being said there that might contradict what China
says, so it’s all being controlled.”
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After the secret orders, the tide of research papers slowed to a trickle. Although China CDC researcher
Liu Jun returned to the market nearly 20 times to collect some 2,000 samples over the following
months, nothing was released about what they revealed.

On May 25, CDC chief Gao finally broke the silence around the market in an interview with China’s
Phoenix TV. He said that, unlike the environmental samples, no animal samples from the market had
tested positive.

The announcement surprised scientists who didn’t even know Chinese officials had taken samples from
animals. It also ruled out the market as the likely source of the virus, along with further research that
showed many of the first cases had no ties to it.

With the market proving a dead end, scientists turned more attention to hunting for the virus at its likely
source: bats.

Nearly a thousand miles away from the wet market in Wuhan, bats inhabit the maze of underground
limestone caves in Yunnan province. With its rich, loamy soil, fog banks and dense plant growth, this
area in southern China bordering Laos, Vietnam and Myanmar is one of the most biologically diverse on
earth.

At one Yunnan cave visited by the AP, with thick roots hanging over the entrance, bats fluttered out at
dusk and flew over the roofs of a nearby small village. White droppings splattered the ground near an
altar in the rear of the cave, and Buddhist prayer strings of red and yellow twine hung from the
stalactites. Villagers said the cave had been used as a sacred place presided over by a Buddhist monk
from Thailand.

Contact like this between bats and people praying, hunting or mining in caves alarms scientists. The
coronavirus’ genetic code is strikingly similar to that of bat coronaviruses, and most scientists suspect
COVID-19 jumped into humans either directly from a bat or via an intermediary animal.

Since bats harboring coronaviruses are found in China and throughout Southeast Asia, the wild animal
host of COVID-19 could be anywhere in the region, said Linfa Wang at Duke-NUS Medical School in
Singapore.

“There is a bat somewhere with a 99.9% similar virus to the coronavirus,” Wang said. “Bats don’t respect
these borders.

COVID-19 research is proceeding in countries such as Thailand, where Dr. Supaporn Wacharapluesadee,
a coronavirus expert, is leading teams of scientists deep into the countryside to collect samples from
bats. During one expedition in August, Supaporn told the AP the virus could be found “anywhere” there
were bats.

Chinese scientists quickly started testing potential animal hosts. Records show that Xia Xueshan, an
infectious diseases expert, received a 1.4 million RMB ($214,000) grant to screen animals in Yunnan for
COVID-19. State media reported in February that his team collected hundreds of samples from bats,
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snakes, bamboo rats and other animals, and ran a picture of masked scientists in white lab coats
huddled around a large, caged porcupine.

Then the government restrictions kicked in. Data on the samples still has not been made public, and Xia
did not respond to requests for an interview. Although Xia has co-authored more than a dozen papers
this year, an AP review shows, only two were on COVID-19, and neither focused on its origins.

Today, the caves that scientists once surveyed are under close watch by the authorities. Security agents
tailed the AP team in three locations across Yunnan, and stopped journalists from visiting the cave
where researchers in 2017 identified the species of bats responsible for SARS. At an entrance to a
second location, a massive cave teeming with tourists taking selfies, authorities shut the gate on the AP.

“We just go a call from the county,” said a park official, before an armed policeman showed up.

o

Vehicles blocking AP journalists from visiting a mine shaft where the closest known relative of the
COVID-19 virus was found.

Particularly sensitive is the mine shaft where the closest relative of the COVID-19 virus — called
“RaTG13” — was found.

RaTG13 was discovered after an outbreak in 2012, when six men cleaning the bat-filled shaft fell ill with
mysterious bouts of pneumonia, killing three. The Wuhan Institute of Virology and the China CDC both
studied bat coronaviruses from this shaft. And although most scientists believe the COVID-19 virus had
its origins in nature, some say it or a close relative could have been transported to Wuhan and leaked by
mistake.

Wuhan Institute of Virology bat expert Shi Zhengli has repeatedly denied this theory, but Chinese
authorities haven’t yet allowed foreign scientists in to investigate.
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Some state-backed scientists say research is proceeding as usual. Famed virologist Zhang, who

received a 1.5 million RMB ($230,000) grant to search for the virus’ origins, said partnering scientists are
sending him samples from all over, including from bats in Guizhou in southern China and rats in Henan
hundreds of miles north.

“Bats, mice, are there any new coronaviruses in them? Do they have this particular coronavirus?” Zhang
said. “We’ve been doing this work for over a decade. It's not like we just started today.”

Zhang declined to confirm or comment on reports that his lab was briefly closed after publishing the
virus’ genetic sequence ahead of authorities. He said he hasn’t heard of any special restrictions on
publishing papers, and the only review his papers go through is a routine scientific one by his institution.

But scientists without state backing complain that getting approval to sample animals in southern China
is now extremely difficult, and that little is known about the findings of government-sponsored teams.

Even as they controlled research within China, Chinese authorities promoted theories that suggested
the virus came from elsewhere.

The government gave Bi Yuhai, the Chinese Academy of Sciences scientist tapped to spearhead origins
research, a 1.5 million RMB grant ($230,000), records show. A paper co-authored by Bi suggested an
outbreak in a Beijing market in June could have been caused by packages of contaminated frozen fish
from Europe.

China’s government-controlled media used the theory to suggest the original outbreak in Wuhan could
have started with seafood imported from abroad — a notion international scientists reject. WHO has
said it is very unlikely that people can be infected with COVID-19 via packaged food, and that it is “highly
speculative” to suggest COVID-19 did not start in China. Bi did not respond to requests for an interview,
and China has not provided enough virus samples for a definitive analysis.
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WHO has said more than 500 species of other animals, including cats, ferrets and hamsters, are being
studied as possible intermediary hosts for COVID-19.

The Chinese government is also limiting and controlling the search for patient zero through the re-
testing of old flu samples.

Chinese hospitals collect thousands of samples from patients with flu-like symptoms every week and
store them in freezers. They could easily be tested again for COVID-19, although politics could then
determine whether the results are made public, said Ray Yip, the founding director of the U.S. CDC office
in China.

“They’d be crazy not to do it,” Yip said. “The political leadership will wait for that information to see,
does this information make China look stupid or not? ... If it makes China look stupid, they won’t.”

In the U.S., CDC officials long ago tested roughly 11,000 early samples collected under the flu
surveillance program since Jan. 1. And in Italy, researchers recently found a boy who had fallen ill in
November 2019 and later tested positive for the coronavirus.

But in China, scientists have only published retrospective testing data from two Wuhan flu surveillance
hospitals — out of at least 18 in Hubei province alone and well over 500 across the country. The data
includes just 520 samples out of the 330,000 collected in China last year.

These enormous gaps in the research aren’t due just to a lack of testing but also to a lack of
transparency. Internal data obtained by the AP shows that by Feb. 6, the Hubei CDC had tested over 100
samples in Huanggang, a city southeast of Wuhan. But the results have not been made public.

The little information that has dribbled out suggests the virus was circulating well outside Wuhan in
2019 — a finding that could raise awkward questions for Chinese officials about their early handling of
the outbreak. Chinese researchers found that a child over a hundred kilometers from Wuhan had fallen
ill with the virus by Jan. 2, suggesting it was spreading widely in December. But earlier samples weren’t
tested, according to a scientist with direct knowledge of the study.

“There was a very deliberate choice of the time period to study, because going too early could have
been too sensitive,” said the scientist, who declined to be named out of fear of retribution.

A WHO report written in July but published in November said Chinese authorities had identified 124
cases in December 2019, including five cases outside Wuhan. Among WHQ'’s aims for its upcoming visit
to China are reviews of hospital records before December.

Coronavirus expert Peter Daszak, a member of the WHO team, said identifying the pandemic’s source
should not be used to assign guilt.

“We're all part of this together,” he said. “And until we realize that, we’re never going to get rid of this
problem.”

Kang reported from Beijing and Cheng reported from London. Associated Press journalists Han Guan Ng
and Emily Wang in Wuhan, China, Haven Daley in Stinson Beach, California, and Tassanee Vejpongsa in
Kanchanaburi, Thailand, contributed to this report.



()7 )X

FL-2022-00075 B-00002425599 "UNCLASSIFIED" 04/28/2023 Page 51

From: "Moore, Jonathan M" |(h)(6) pstate.sgov.gov>
: UhVRY state.sgov.gov>

Subject: FW: /

Date: Mon, 4 Jan 2021 15:41:30 -0500

For discussion when we’re both in the office.

Official

This message is UNCLASSIFIED when separated from SEEREA" attachment(s)

Classified By: Stephanie Syptak-Ramnath - DepExecSec, Office:S/E-S, Agency:U.S. Department of State
Declassify On: 1/4/2046

Reasons: (Derived) Classification derived from previous message(s)

From:[(h)(R) |@state.sgov.gov>
Sent: Monday, January 4, 2021 12:58 PM

To: Moore, Jonathan M {{h\{m @state.sgov.gov:-
Cc: Syptak-Ramnath, Stephanie F {(b)((—_‘)) @state.sgov.gow; Shaw, Marc L

[b)6) le@state.sgov.gov>
Subject: [(b)(7)(E)

Jonathan, further to your call, attached is the (b)(7)(E) EAP POC/drafter is David Feith. Thank you,
(b)(6

Official

This message is UNCLASSIFIED when separated from SE=&REFattachment(s)

Classified By: Stephanie Syptak-Ramnath - DepExecSec, Office:S/E-S, Agency:U.S. Department of State
Declassify On: 1/4/2046

Reasons: Derived Per DSCG.

From:|(H)(6) !@state.sgov.gow

Sent: Thursday, December 31, 2020 7:10 PM

To: Feith, David {{h\/R \[@state.sgov.gov>; Syptak-Ramnath, Stephanie F
(hYR) |@state.sgov.gov>; SES_FO Paper <SES_FOPaper@state.sgov.gov>

Cc{(b)(6) @state.sgov.gow;l?b)(ﬁ) [@state.sgov.gov>;
SES-Line_Only <SES-Line Only@state.sgov.gov>; Stilwell, David R 4(b)(6) _|@state.sgov.gov>; Keshap,

Atull(b)(6) Pstate.sgov.gov>; Fritz, Jonathan D {bYa) bstate.sgov.govj{b)(G) |
‘1( b)(6)

pstate.sgov.gov>
Subject: RE: For records:|(D)(7 )(E)

Confirming receipt for the Specials — the updated AA and PRC article tab. Thank you!
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[(b)(6) |
Special Assistant
Office of the Secretary
U.S. Department of State
Secure: fhvay |
Cell:[(b)(6) |

NOTE: Please always include the S_SpecialAssistants@state.sgov.gov distro to ensure your
message is received.

Official - $BY—
This message is UNCLASSIFIED/AS¥QRN when separated from SHEEREF attachment(s)
Classified Byj(b)(ﬁ) | Special Assistant, Office:S, Agency:Department of State

Declassify On: 1/1/2046
Reasons: (Derived) Derived per DSCG

From: Feith, David <|(h\(R|@state.sgov.gov>
Sent: Thursday, December 31, 2020 5:26 PM

To: Syptak-Ramnath, Stephanie F{h (&) [@state.sgov.gov>; SES_FO Paper
<SES FOPaper@state.sgov.gov>
Ce: {(h)(B) [@state.sgov.gov>; [(hVA) Pstate.sgov.govs;

SES-Line_Only <SES-Line _Only@state.sgov.gov>; Stilwell, David R |(b)(6) hﬂstate.sgov.gow; Keshap,
Atul[(h)(B) |@state.sgov.gov>; Fritz, Jonathan D[(h\(R\]|@state.sgov.gov>; (b)(6) |

hyve\ Pstate.sgov.gou>
Subject: RE: For recordsi(0)(7)(E)

Colleagues — per further discussion with Stephanie, please use the attached, which also adds an
additional note (on the latest about WHO investigation timing) on page 3.

Thanks much.

++ other EAP fysa.

Official - SBY

This message is UNCLASSIFIED when separated from SEERET attachment(s)
Classified By: Feith - DAS, Office:EAP, Agency:U.S. Department of State

Declassify On: 12/31/2045

Reasons: Derived Per DSCG.

Sender: "Moore, Jonathan M|(b)(6) pstate.sgov.gov>

Recipient: [(h\/R]\ [@state.sgov.gov>
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From: "Feith, David" {(b)(6)[@state.sgov.gov>

(b)(6) [@state.sgov.gov>;
To: DiNanno, Thomas G J/hy(R)  Jstate.sgov.gov>;
T @state.sgov.gov>

Subject: FW: ACTION: Flagging Draft S Statement
Date: Mon, 4 Jan 2021 18:31:37 -0500

FYSA, nodis please.

Official
UNCLASSIFIED

From: Stilwell, David R|(b)(©) Dstate.sgov.gov>
Sent: Monday, January 4, 2021 2:16 PM

To: Biegun, Stephen E <|(b)(6) @state.sgov.gov‘»; Hale, David 4(0)(6) state.sgov.gov>; Ford,
Christopher A {{h\(/R\|@state.sgov.gov>; Krach, Keith J i{b){(—_‘,) @ state.sgov.gowl(b)(G) |

{ b)(6) @ state.sgov.gov>; Ortagus, Morgan D(b)(6) @state.sgov.gov>; Brown, Cale

(b)(6) Pstate.sgov.gov>

Cc: Keshap, Atul fmyvay_Pstate.sgov.gov>; Feith, David(h)(B) @state.sgov.gov>; Buangan, Richard L

(b)(6) @state.sgov.gov>; EAP-Staffers Mailbox <EAPStaffers@state.sgov.gov>
Subject: ACTION: Flagging Draft S Statement

A

Colleagues,

(0)),  (B)7)(E)

V/R
Dave

Official
UNCLASSIFIED

Sender: "Feith, David" |( b)(6) t@state.sgov.gow
(b)(6) l@state.sgov.govx

Recipient: DiNanno, Thomas Gl(h\(A state.sgov.gov>;
(b)(6) state.sgov.gov>




Page 54 to Page 57

ithheld pursuant to exemption

(b)(5)
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From: [(b)(6) [@state.sgov.gov>
To: |(b)(6) |65tate.sgov.gov>

Subject: FW: CLOSE HOLD: WIV Declassification Effort Heads Up
Date: Thu, 7 Jan 2021 17:25:14 -0500

(b)(3)
SBY)-Hong Kong Update: In response to the arrest of 53 people in Hong Ko anuary 6, (b)()
including an American, the Secretary released a statement condemni e actions and outlining——
future actions. —_
(b)(1);
(b)(6)

Official - Sensitive
CONHDPENTHATNOTORN
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Classified By{(b)(ﬁ) |- Deputy Director, Office:EAP/CM, Agency:U.S. Department of State
Declassify On: 1/5/2046

Reasons: (Derived) Classification derived from previous message(s)

Official -Sensitive

Classified By (b)(6) - Deputy Director, Office:EAP/CM, Agency:U.S. Department of State
Declassify On: 1/5/2046
Reasons: (Derived) Classification derived from previous message(s)

Sender: (b)(6) bstate.sgov.gov:»
Recipient: (b)(6) state.sgov.gov>
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From:

To:

CC:

Subject:
Date:

"Feith, David" {(P)(6) [state.sgov.gov>

Kenna, Lisa D {(0)(6)  Pstate.sgov.gov>;
S_SpecialAssistants <S_SpecialAssistants@state.sgov.gov>

Stilwell, David R state.sgov.gov>;
Keshap, Atul [(0)(6) |@state.sgov.gov>

COVID origins material
Wed, 30 Dec 2020 10:53:54 -0500

Lisa and team, as requested, please see attached on COVID origins info:

1. Unclassified language from ODNI.
2. Draft S statement.

Thanks.

David Feith

Deputy Assistant Secretary

Bureau of East Asian and Pacific Affairs (EAP)
U.S. Department of State

202.647.4612 (office)

(b)(6)

(b)(6) I@state.sgov.gov (SIPR)

(b)(6) |@state.ic.gov (Jwics)

Official

Page 60

This message is EONFBENTHAL when separated from UNCLASSIFIED attachment(s)

Classified By: Feith -

DAS, Office:EAP, Agency:U.S. Department of State

Declassify On: 12/30/2045

Reasons: Derived Per DSCG.

Sender:

Recipient:

"Feith, David" (b)(G) @state.sgov.gov>
Kenna, Lisa D {(D)(6) [@state.sgov.gov>;
<S

S_SpecialAssistants SpecialAssistants@state.sgov.gov>;
Stilwell, David ) state.sgov.gov>;
Keshap, Atul {(b)(6) f@state.sgov.gov>
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From:
To:

Subject:

Date:

"SMART Archive" <>
SMART Core <>

(U) USARPAC OSIR-13-410-0272-China Says No Evidence Wuhan Virus Created in
Laboratory

Fri, 17 Apr 2020 19:25:07 GMT

UNCLASSIFIED

MRN:
Date/DTG:
From:
Action:

20 CDRUSARPAC G2 FT SHAFTER HI 4170523

Apr 17,2020 / 1719232 APR 20

CDRUSARPAC G2 FT SHAFTER HI

ZEN/DIRNSA FT GEORGE G MEADE MD; ZEN/CDRUSARPAC CG FT
SHAFTER HI; ZEN/CDR205THMIBN FT SHAFTER HI; ZEN/CDRUSARPAC
DCSENG FT SHAFTER HI; KATHMANDU, AMEMBASSY ROUTINE;
ZEN/CDR501STGCCIDCK PYONGTAEK KOR; NEW DELHI,
AMEMBASSY rouTine; ZEN/CDRUSARPAC COIC FT SHAFTER H;
ZEN/CDRUSARPAC G1 FT SHAFTER HI; ZEN/CDRICORPS (FWD)
COMMAND CENTER CP ZAMA JA; BANGKOK, AMEMBASSY ROUTINE;
ZEN/JICPAC HONOLULU HI; ZEN/CDR501STDISE SEOUL KOR; TOKYO,
AMEMBASSY rouTine; ZEN/CDRICORPS EOC FT LEWIS WA; SEOUL,
AMEMBASSY rouTine; ZEN/CDRINSCOM FT BELVOIR VA; ZEN/ALCOM
J02 ELMENDORF AFB AK; ZEN/CDR500MIBDE SCHOFIELD BARRACKS
HI; ZEN/COMSOCPAC HONOLULU HI; ZEN/CDRICORPS SSO FT LEWIS
WA; ZEN/CDRUSARPAC G2 FT SHAFTER HI; ZEN/COMNAVFORJAPAN
DET OKINAWA JA; BEIJING, AMEMBASSY rouTine; ZEN/CDRICORPS FT
LEWIS WA; ZEN/CDRUSARPAC DCSMED FT SHAFTER HI;
ZEN/CDRUSARPAC FT SHAFTER HI; ZEN/CDRICORPS TES FT LEWIS
WA; ZEN/CDRINSCOM ACO FT GEORGE G MEADE MD;
ZEN/CDR501STBDEMGSM PYONGTAEK KOR; ZEN/COMUSFK SEOUL
KOR; ZEN/COMNAVFORKOREA BUSAN KOR; ZEN/EMBASSY OF
THAILAND WASHINGTON DC; SINGAPORE, AMEMBASSY ROUTINE;,
TAIPEI, AIT rouTINE; ANKARA, AMEMBASSY rouTINE, ZEN/CDRICORPS
G3 FT LEWIS WA; ZEN/CDRICORPS G2 FT LEWIS WA;
ZEN/CDRICORPS SGS FT LEWIS WA; ZEN/CDR205THASASAS FT
SHAFTER HI; MANILA, AMEMBASSY RoOUTINE, JAKARTA,

AMEMBASSY rouTine; ZEN/CDRICORPS G6 FT LEWIS WA,
ZEN/COMNAVFORJAPAN INTEL YOKOSUKA JA; ZEN/COMSOCPAC
S0J2; ZEN/COMNAVFORJAPAN YOKOSUKA JA;
ZEN/CDR205THASASSS KUNIA HI; ZEN/DIA WASHINGTON DC,
ZEN/CDRUSARPAC |G FT SHAFTER HI; ZEN/CDRINSCOMIOC FT
BELVOIR VA; ZEN/HQ INSCOM G2X FT BELVOIR VA;
ZEN/CDRUSARPAC G35 EXERCISE FT SHAFTER HI; KUALA LUMPUR,
AMEMBASSY rouTine, ZEN/CG Il MEF; ZEN/CDR501STMIBDE INTEL
SEOUL KOR; ZEN/OSC RESTON VA; ZEN/ONI WASHINGTON DC,;
ZEN/MCIA QUANTICO VA; ZEN/NGIC INTEL OPS CHARLOTTESVILLE
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VA; ZEN/CDRNGIC CHARLOTTESVILLE VA; ZEN/CDRUSACYBER FT
BELVOIR VA; ZEN/CDRUSACYBER G3 FT BELVOIR VA; ZEN/513TH M
BDE OSINT CELL FORT GORDON GA; ZEN/APTCAE KUNIA HI;
ZEN/RTCAE KUNIA HI; ZEN/CDR501STGCCTCAE PYONGTAEK KOR

Subject: (U) USARPAC OSIR-13-410-0272-China Says No Evidence Wuhan Virus
Created in Laboratory

OPEN SOURCE INTELLIGENCE REPORT

1. (U) OVERALL CLASSIFICATION: /JUNCLASSIFIED/

2. (U) TITLE: China Says No Evidence Wuhan Virus Created in Laboratory

3. (U) SERIAL NUMBER: OSIR-13-410-0272-FY20

4. (U) DATE OSIR GENERATED: 16 April 2020

5. (U) DATE OF ACCESS: 16 April 2020

6. (U) REQUIREMENT NUMBER: USARPAC-RFI-089-20, USARPAC-RFI-109-20, 902650487,
902650136, 902649860, 902650998

7. (U) OWNING ORGANIZATION: USARPAC G2

8. (U) COUNTRY/TOPIC CODE/ TARGET CODE/BE#: CHN, USA

9. (U) CONTAINS U.S. PERSONS INFORMATION (USPI): N

10. (U) COORDINATES: N/A

11. (U) ORGANIZATION PRIORITY: High

12. (U) WARNINGS: This report is to provide initial publicly-available information (PAI) on a developing
event. This is single source information and is not finally evaluated intelligence. Research and analysis is
on-going and additional updates will be provided as needed.

13. (U) EXECUTIVE SUMMARY: China's Foreign Ministry spokesperson, Zhao Lijian, told reporters that
World Health Organization officials have said, "multiple times there is no evidence the new coronavirus
was created in a laboratory." His statement follows remarks made by POTUS on 15 April 2020 that the
U.S. government is trying to determine if the Wuhan Virus originated in a laboratory in Wuhan, China.
14. (U) BODY OF TEXT: On 16 April 2020, during a daily briefing, China's Foreign Ministry
spokesperson, Zhao Lijian, told reporters World Health Organization (WHO) officials have said, "multiple
times there is no evidence the new coronavirus was created in a laboratory." He also said, "Many well-
known experts in the world also believe that there is no scientific basis for such claims as laboratory
leaks."

(U) Zhao's statement follows 15 April 2020 remarks made by POTUS that the U.S. government is trying
to determine if the Wuhan Virus (COVID-19) originated in a laboratory in Wuhan, China. POTUS's
statement was in response to a Fox News report that the U.S. government had "increasing confidence"
from "classified and open-source” sources that the Wuhan Virus is a bat-to-human virus that originated in
a Wuhan laboratory. Fox News reports from multiple sources that the virus did not originate as a
bioweapon, but are "part of China's attempt to demonstrate that its efforts to identify and combat viruses
are equal to or greater than the United States.”

(U) According to Chinese state-sponsored media source, Global Times, the Fox News organization was
criticized by netizens and experts for demonstrating a "lack of professionalism" in not explaining how
their anonymous sources acquired the information. Global Times also reports that Fox News is "known
as a hub for fake news about coronavirus."

(U) On 16 April 2020, the Global Times highlighted a social media post containing a video from Editor-in-
Chief Hu Xijin, calling the Fox News claim "outrageous." Hu also said "27 of the world's top scientists"
have issued statements opposing the "conspiracy theory" that the Wuhan Virus originated in a laboratory
and emphasized that the virus was a natural occurrence. Hu also accused Fox News of creating "fake
news" for political purposes.

(U) Other media outlets besides Fox News have speculated the coronavirus may have originated in a
laboratory. In a 14 April 2020 article, Forbes reported that "China has not been forthcoming" regarding
the origins of the Wuhan Virus. The article claims the Wuhan Institute of Virology (30.539211,
114.350903) conducted studies on bat coronaviruses while maintaining "sub-par safety standards."

15. (U) COLLECTOR COMMENT: Information included in this report was obtained from U.S. and foreign
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media sources, including social media. For more information on the Wuhan Virus (COVID-19) outbreak,
please visit the USARPAC OSINT Center's Highpoint page or contact us using the information below.
16. (U) FILE ATTACHMENTS: N/A

17. (U) FILE LOCATION: N/A

18. (U) FILE CAPTION: Figure 1 - (U) Social media post from the Global Times with Editor-in-Chief Hu
Xijin accusing Fox News of creating "fake news" for serve political gain (Twitter, 2020

19. (U) SOURCE INFORMATION: Due to OPSEC and cybersecurity concerns, consumers are strongly
advised to comply with their own command policies before attempting to access any of the foreign
websites cited in this report.

[[BULLET]] (U) Website; Forbes; "China Lab In Focus Of Coronavirus Outbreak"; 2020-04-14;
https:/iwww.forbes.com/sites/kenrapoza/2020/04/14/the-washington-post-goes-rogue-china-lab-in-focus-
ofcoronavirus-outbreak/#2d9713c31ee1

(U) Website; Fox News "Sources believe coronavirus outbreak originated in Wuhan lab as part of
China's efforts to compete with US"; 2020-04-15; https://www.foxnews.com/politics/coronavirus-wuhan-
lab-china-compete-us-sources

[[BULLET]] (U) Website; Global Times; "Fox News berated as fake news hub spreading conspiracies
about COVID-19"; 2020-04- 16; hxxps://www.globaltimes.cn/content/1185825.shtml

[[BULLET]] (U) Website; Reuters; "China says WHO has said no evidence coronavirus was made in a
lab"; 2020-04-16;
https://www.reuters.com/article/us-health-coronavirus-china-mofa/china-says-who-has-said-no-evidence-
coronaviruswas-

made-in-a-lab-idUSKCN21Y0U4?utm_source=reddit.com

[[BULLET]] (U) Website; Straits Times; "Trump says US investigating whether coronavirus came from
Wuhan Lab"; 2020-04-16;
hxxps://www.straitstimes.com/world/united-states/trump-says-us-investigating-whether-virus-came-from-
wuhan-lab

[[BULLET]] (U) Website; Twitter; "Global Times @globaltimesnews"; 2020-04-15;
https://twitter.com/globaltimesnews/status/1250839408518950912

20.(U) NOTICE: This is an Open Source Intelligence (OSINT) analysis report based on exploitation of
primary PAI materials. It has not been coordinated with other US Government components unless
otherwise indicated. Information contained herein is intended to enhance situation awareness and
supplement classified collection and reporting.

We request customers provide feedback and evaluate this report using the email provided below.

21. (U) OSIR OWNER ORGANIZATION POC DATA:US Army Pacific Open Source Intelligence Center
Ft. Shafter, Hawaii

Office: 808.438.6898 / TANDBERG: 915.4870; NIPR: usarmy.shafter.usarpac.list.g2-osint@mail.mil
SIPRNET: usarmy.shafter.usarpac.list.g2-osint@mail.smil.mil

USARPAC OSINT Team products are available at https://go.ic.gov/rL45663 ( https://go.ic.gov/rL45663 )

Attachments: OSIR-13-410-0272-FY20 China says No Evidence Wuhan Virus Created in
Laboratory.pdf

Dissemination Rule: Archive Copy

UNCLASSIFIED

Sender: "SMART Archive" <>
Recipient: SMART Core <>
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UNCLASSIFIED
USARPAC OPEN SOURCE INTELLIGENCE CENTER

UNITED STATES ARMY PACIFIC G2
FORT SHAFTER, HAWAII 96858

[U.S.ARMY
| PACIFIC

OPEN SOURCE INTELLIGENCE REPORT

1. (U) OVERALL CLASSIFICATION: /UNCLASSIFIED/

2. (U) TITLE: China Says No Evidence Wuhan Virus Created in Laboratory
3. (U) SERIAL NUMBER: OSIR-13-410-0272-FY20

4. (U) DATE OSIR GENERATED: 16 April 2020

5. (U) DATE OF ACCESS: 16 April 2020
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12. (U) WARNINGS: This report is to provide initial publicly-available information (PAI) on a developing event. This is single
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13. (U) EXECUTIVE SUMMARY:: China’s Foreign Ministry spokesperson, Zhao Lijian, told reporters that
World Health Organization officials have said, “multiple times there is no evidence the new coronavirus was
created in a laboratory.” His statement follows remarks made by POTUS on 15 April 2020 that the U.S.
government is trying to determine if the Wuhan Virus originated in a laboratory in Wuhan, China.

14. (U) BODY OF TEXT: On 16 April 2020, during a daily briefing, China’s Foreign Ministry spokesperson,
Zhao Lijian, told reporters World Health Organization (WHO) officials have said, “multiple times there is no
evidence the new coronavirus was created in a laboratory.” He also said, “Many well-known experts in the
world also believe that there is no scientific basis for such claims as laboratory leaks.”

(U) Zhao’s statement follows 15 April 2020 remarks made by POTUS that the U.S. government is trying to
determine if the Wuhan Virus (COVID-19) originated in a laboratory in Wuhan, China. POTUS’s statement
was in response to a Fox News report that the U.S. government had “increasing confidence” from “classified
and open-source” sources that the Wuhan Virus is a bat-to-human virus that originated in a Wuhan laboratory.
Fox News reports from multiple sources that the virus did not originate as a bioweapon, but are “part of China’s
attempt to demonstrate that its efforts to identify and combat viruses are equal to or greater than the United
States.”
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(U) According to Chinese state-sponsored media source, Global Times, the Fox News organization was
criticized by netizens and experts for demonstrating a “lack of professionalism™ in not explaining how their
anonymous sources acquired the information. Global Times also reports that Fox News is “known as a hub for
fake news about coronavirus.”

(U) On 16 April 2020, the Global Times highlighted a social media post containing a video from Editor-in-
Chief Hu Xijin, calling the Fox News claim “outrageous.” Hu also said “27 of the world’s top scientists” have
issued statements opposing the “conspiracy theory” that the Wuhan Virus originated in a laboratory and
emphasized that the virus was a natural occurrence. Hu also accused Fox News of creating “fake news” for
political purposes.
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Figure 1 - (U) Social media post from the Global Times with Editor-in-Chief Hu Xijin accusing Fox News of using “fake
news” for political gain (Twitter, 2020)

(U) Other media outlets besides Fox News have speculated the coronavirus may have originated in a laboratory.
In a 14 April 2020 article, Forbes reported that “China has not been forthcoming” regarding the origins of the
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Wuhan Virus. The article claims the Wuhan Institute of Virology (30.539211, 114.350903) conducted studies
on bat coronaviruses while maintaining “sub-par safety standards.”

15. (U) COLLECTOR COMMENT: Information included in this report was obtained from U.S. and foreign
media sources, including social media. For more information on the Wuhan Virus (COVID-19) outbreak, please
visit the USARPAC OSINT Center’s Highpoint page or contact us using the information below.

16. (U) FILE ATTACHMENTS: N/A
17. (U) FILE LOCATION: N/A

18. (U) FILE CAPTION: Figure 1 — (U) Social media post from the Global Times with Editor-in-Chief Hu
Xijin accusing Fox News of creating “fake news” for serve political gain (Twitter, 2020

19. (U) SOURCE INFORMATION: Due to OPSEC and cybersecurity concerns, consumers are strongly advised to comply

with their own command policies before attempting to access any of the foreign websites cited in this report.

+ (U) Website; Forbes; “China Lab In Focus Of Coronavirus Outbreak™; 2020-04-14;
https://www.forbes.com/sites/kenrapoza/2020/04/14/the-washington-post-goes-rogue-china-lab-in-focus-of-
coronavirus-outbreak/#2d9713c31eel
(U) Website; Fox News “Sources believe coronavirus outbreak originated in Wuhan lab as part of China’s efforts to
compete with US”; 2020-04-15; https://www.foxnews.com/politics/coronavirus-wuhan-lab-china-compete-us-sources

+ (U) Website; Global Times; “Fox News berated as fake news hub spreading conspiracies about COVID-19; 2020-04-
16; hxxps://www.globaltimes.cn/content/1185825.shtml

* (U) Website; Reuters; “China says WHO has said no evidence coronavirus was made in a lab™; 2020-04-16;
https://www.reuters.com/article/us-health-coronavirus-china-mofa/china-says-who-has-said-no-evidence-coronavirus-
was-made-in-a-lab-idUSKCN21Y0U4?utm_source=reddit.com

+ (U) Website; Straits Times; “Trump says US investigating whether coronavirus came from Wuhan Lab”’; 2020-04-16;
hxxps://www straitstimes.com/world/united-states/trump-says-us-investigating-whether-virus-came-from-wuhan-lab

» (U) Website; Twitter; “Global Times @globaltimesnews”; 2020-04-15;
https://twitter.com/globaltimesnews/status/1250839408518950912

20. (U) NOTICE: This is an Open Source Intelligence (OSINT) analysis report based on exploitation of primary PAI materials. It
has not been coordinated with other US Government components unless otherwise indicated. Information contained herein is
intended to enhance situation awareness and supplement classified collection and reporting.

We request customers provide feedback and evaluate this report using the email provided below.

21. (U) OSIR OWNER ORGANIZATION POC DATA:
US Army Pacific Open Source Intelligence Center
Ft. Shafter. Hawaii
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April 28, 2020

The Honorable Michael R. Pompeo
Secretary of State

U.S. Department of State

2201 C Street NW

Washington, DC 20050

Dear Secretary Pompeo,

We write to request information about the Administration’s response to reports of safety and
management concerns at the Wuhan Institute of Virology (WIV). Such information is critical to
Congress’s responsibility to enact legislation to respond to the current pandemic and prevent the
next outbreak.

We understand that as early as January 2018 Department officials issued warnings about the
WIV, including the serious shortage of appropriately trained technicians needed to safely
manage research on potentially deadly zoonotic coronaviruses. While the exact origin of the
2019 novel coronavirus has not yet been determined and there is no evidence linking the virus to
the WIV, it is important to understand how the administration responded to these warnings. This
1s not academic: unless we fully understand what happened we will be unable to effectively act
and lead the world to prevent the next global pandemic.

We understand that in the first months of 2018, senior officials from the U.S. Embassy in Beijing
and the U.S. Consulate in Wuhan led multiple delegations to the WIV. In a series of reporting
cables sent to the Secretary of State, the delegation warned about severe safety and management
weaknesses at the lab. They explained that the lab’s work on bat coronaviruses with potential for
human transmission was made even more dangerous by these shortcomings. The cable
reportedly provided recommendations for increased U.S. engagement and technical assistance.

It would be irresponsible for such dire warnings not to be taken seriously. Unfortunately, there is
no publicly available evidence that the administration gave these warnings the attention they
merited. Instead, throughout 2018 and 2019 the Administration dramatically rolled back public
health engagement in China. This included a two-thirds staff reduction at the Centers for Disease
Control and Prevention (CDC) office in Beijing and the elimination of a U.S. advisor position
embedded in China’s CDC, among other changes.

Understanding what happened at the W1V is critical to keeping Americans safe. We urgently
need to fully understand the origins of this pandemic because the next pandemic will not wait.
Indeed, if COVID-19 did accidentally escape from this lab, we need to understand what
happened and how this could have been prevented, and work with the World Health
Organization to ensure the security and safe management of sensitive bioresearch laboratories.
Even if the COVID-19 pandemic originated naturally through animal-to-human transmission, as
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many scientists believe, the State Department cables suggest the risk of a new virus emerging
from a laboratory due to lax safety procedures or other accidental release remains high.

Therefore, we respectfully request that you transmit any cables concerning the WIV to Congress
and provide an immediate and complete accounting of the administration’s response to these
cables, including:
« What specific concerns and recommendations were provided in these cables?
» What follow up and monitoring was done to investigate the assertions made in these
cables, assess the scope of the problem, and understand what actions could be taken to
address these concerns?

» Were the cables shared with any other agencies or White House staff members?

« What specific diplomatic actions did the State Department take to engage China’s
national or regional governments regarding WIV safety and management?

e  Which staff were responsible for following up on these claims? Were they provided
sufficient resources to do so?

« What additional programmatic or technical assistance was either offered or provided by
the U.S. government to the lab or regional Wuhan government?

« In the context of these alarming reports, why were key CDC staff positions, including the
resident CDC advisor position in Beijing, eliminated in 2018 and 20197
We look forward to your response.

Sincerely,

Christopher S. Murphy Edward J. Markey
United States Senator United States Senator
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B) 17 BEIJING 2458
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Subject: China Virus Institute Welcomes More U.S. Cooperation on Global Health
Security

1. (SBtH Summary with Comment: China's Wuhan Institute of Virology, a global leader in
virus research, is a key partner for the United States in protecting global health security. Its role
as operator of the just-launched Biosafety Level 4 (or "P4") lab -- the first such lab in China --
opens up even more opportunities for expert exchange, especially in light of the lab's shortage of
trained staff (Ref A).|(b)(5)

(0))

(b)(S) [End Summary with
Comment.

2. (U) Wuhan Institute of Virology researchers and staff gave an overview of the lab and current
cooperation with the United States to visiting Environment, Science, Technology and Health
Counsellor Rick Switzer and Consulate Wuhan Consul General Jamie Fouss in late March. In
the last year, the institute has also hosted visits from the National Institutes of Health (NIH),
National Science Foundation, and experts from the University of Texas Medical Branch in
Galveston. The institute reports to the Chinese Academy of Sciences in Beijing.

P4 Lab is Open and Transparent, Officials Emphasize
3. (SBY) The Wuhan P4 lab, referring to labs with the highest level of safety precautions,

became fully operational and began working with live viruses early this year. Institute officials
said they believed it is the only operational P4 lab in Asia aside from a U.S. Centers for Disease
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Control (CDC)-supported facility in Pune, India (Ref C). China plans to stand up a second P4
lab in Harbin. Institute officials said Japan's biosafety labs are "old" and lack cutting-edge
equipment, so they consider Japan's labs to be "P3 Plus" (Note: the Japanese government says it
has one P4-level lab in the Tokyo suburbs, though its activities are limited, and Japan is building
a new P4 lab in Nagasaki, see Ref D. Taiwan operates at least one P4 lab. South Korea was
close to opening a P4 lab as of last year, see Ref E. End Note.) Wuhan's lab is located about 20
miles from the city center in Zhengdian district, and the institute plans to gradually consolidate
its other training, classroom and lab facilities at that location.

4. (U) Officials described the lab as a "regional node" in the global biosafety system and said it
would play an emergency response role in an epidemic or pandemic. The lab's English brochure
highlighted a national security role, saying that it "is an effective measure to improve China's
availability in safeguarding national bio-safety if [a] possible biological warfare or terrorist
attack happens."

5. (SBY5 Institute officials said there would be "limited availability" for international and
domestic scientists who had gone through the necessary approval process to do research at the
lab. They stressed that the lab aimed to be a "worldwide, open platform" for virology. They
said they welcomed U.S. Centers for Disease Control (CDC) experts, noting that the Chinese
Academy of Sciences was not strong on human disease expertise, having only focused on it in
the last 15 years, after the SARS outbreak. A Wuhan-based French consulate official who
works on science and technology cooperation with China also emphasized that the lab, which
was initiated in 2004 as a France-China joint project, was meant to be "open and transparent” to
the global scientific community. "The intent was to set up a lab to international standards, and
open to international research," he said. French experts have provided guidance and biosafety
training to the lab, which will continue, the French official said. Institute officials said that
France provided the lab's design and much of its technology, but that it is entirely China-funded
and has been completely China-run since a "handover" ceremony in 2016.

6. (U) In addition to French assistance, experts from the NIH-supported P4 lab at the University
of Texas Medical Branch in Galveston have trained Wuhan lab technicians in lab management
and maintenance, institute officials said. The Wuhan institute plans to invite scientists from the
Galveston lab to do research in Wuhan's lab. One Wuhan Institute of Virology researcher
trained for two years at the Galveston lab, and the institute also sent one scientist to U.S. CDC
headquarters in Atlanta for six months' work on influenza.

NIH-Supported Research Revises SARS Origin Story

7. (U) NIH was a major funder, along with the Natural Science Foundation of China (NSFC), of

SARS research by the Wuhan Institute of Virology's|()(6) l(b)6) |
(b)(6)
(hVA) [ TITS Tenas

weight to the theory that SARS originated in bat populations before jumping first to civet cats
(likely via bat feces) and then to humans, [fxyv/a0 |

(h)(R) (hV(R)
(b)(6)
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(hY(R) feam has provided support in statistical modeling to assess the risk of more
coronaviruses like SARS crossing over to human populations.

Ready to Help with the Global Virome Project

8. (U) Institute officials expressed strong interest in the Global Virome Project (GVP), and said
Chinese funding for the project would likely come from Chinese Academy of Sciences funding
already earmarked for One Belt, One Road-related initiatives. The GVP aims to launch this
year as an international collaborative effort to identify within ten years virtually all of the
planet's viruses that have pandemic or epidemic potential and the ability to jump to humans.
"We hope China will be one of the leading countries to initiate the Global Virome Project," one
Wuhan Institute of Virology official said. China attended a GVP unveiling meeting in January
in Thailand and is waiting for more details on the initiative. The officials said that the Chinese
government funds projects similar to GVP to investigate the background of viruses and
bacteria. This essentially constituted China's own Virome Project, officials said, but they noted
the program currently has no official name.

9. (SBY) The Wuhan Institute of Virology'{(D)(6) _ |s the|(D)(6) |

[(hYA) [whichTs designed to show "proof of concept" and be a
forerunner to the Global Virome Project. [(h)(R) | with the EcoHealth Alliance (a New
York Citv-based NGO that is working with the University of California. Davis to manage the
|(b)(6) , recently planned to visit Wuhan to meet witl'kb)(ﬁ) boted that China has
expressed interest in building the GVP database, which would put China 1n a leadership
position. Other countries have confidence in China’s ability to build such a database, but are
skeptical on whether China could remain transparent as a "gatekeeper" for this information, [
said.[fh\ pxpressed frustration with the slow progress so far in launching GVP, noting that the
effort lacked funding sources, needed to hire a CEO, and would have to boost its profile at G7,
G20 and other high-level international meetings.

U.S.-China Workshop Explores Research Partnerships

10. (U) The Institute also has ongoing collaboration with the U.S. National Science Foundation,
including a just-concluded workshop in Shenzhen, involving about 40 scientists from the United
States and China, on the topic of the "Ecology and Evolution of Infectious Diseases." Co-
sponsored by the Natural Science Foundation of China (NSFC), the Chinese lead for this
workshop was the Wuhan Institute of Virology's Hu Zhihong, and the U.S. co-chair was the
University of Oklahoma's Xiao Xiangming. The workshop explored opportunities for U.S.-
China research cooperation in areas like using "big data" to predict emerging infectious
diseases, climate change’s effect on vector-borne diseases, and pathogen transmission between
wildlife, domestic animals and humans.

11. (SBY) Some workshop participants also expressed skepticism about the Global Virome
Project's (GVP) approach, saying that gaining a predictive understanding of viruses with
pandemic potential would require going beyond the GVP’s strategy of sample collection, to take
an "ecological" approach that considers the virome beyond vertebrate systems to identify
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mechanisms driving pathogen evolution. A follow-on workshop will be held in June at the
University of Berkeley. NSF and NSFC hope to jointly announce a funding call for
collaborative projects later this year.
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